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CYBERSECURITY WITH MEs AND SMEs
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https://guardz.com/go/survey/

CYBERSECURITY WITH MEs AND SMEs

«  Micro businesses are most likely to solely use internal staff to
undertake audits (44% of the micro businesses undergoing any

type of audit)
«  Small businesses have the greatest tendency (44%) to only use il B I
external contractors . weil 8 ’;::: :. uh

«  One of the common behaviours among organisations that
developed a formal strategy was to have cyber security break
away from another department like IT, facilities

«  “Spending is usually reactive. If there is a problem, then it is
fixed. We don't have budget set to go towards cyber security. It's
hard to gauge, as you do not know the extent of data attacks and
its cost”. - Purchasing and IT Manager, small business

Cyber security breaches survey 2023
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CYBERSECURITY
OFFERING

CyberSecurity for European
Micro and Small, Medium sized
Enterprises by European
CyberSecurity solutions and
expertise SME providers

CYBERSECURITY MATURITY
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PARTNERS

AXS|GUARD

INTERNET SECURITY SOLUTIONS

CROSS-BORDER
CBCOMMERCE.EU

BoE exalens

AUSTRIA

LEADERS IN SECURITY
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TOREON T

Business driven cyber consulting
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CYBERSECURITY
IS A PROCESS

Supported by people and
technologies, you can improve
your situation. We can help you
identify where, how and define
priorities. CYSSME can support
in making the right choices,
setting the priorities and
getting actionable on what
needs to be done.
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CYBERSECURITY MATURITY
IMPROVEMENT

INTERACT

It's not all about
tech. We love
to hear your

~\

END GOALS

Cybersecure your
team, your
operations, or

supply chain

MATURE

CYSSME is
interested in
helping you grow
your-business

NIS/2, CRA, ISO,
GDPR, ...

our experts lead
you the way.
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MEASURING YOUR LEVEL/OFSIATURIT

& C 25 assessments.cyssme.eu/backoffice/surveys/detail?S
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Choose your survey

Cyssme assessment

Short & efficient questionnaire for a quick
assessment of your security posture based
on the most essential security
requirements. The result will give you a
good orientation where your security is at
the moment and which are your most
important improvement areas.
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Cyberfundamentals

Comprehensive & advanced questionnaire
for an in depth assessment of your security
posture. The result will give you a thorough
understanding of where your security is at
the moment.
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« KEY REQUIREMENTS
INDUSTRY « Making sure they can be
Cybersecurity
representative towards
their customers
Improving overall on
corporate level with
Cybersecurity

COMPANY PROFILE
« Industry - manufacturing
« ICT - engineering

KEY FACTS

: ;82 ;Zglrss in operations PROPOSITION
- Part of larger industrial ) LTaF;[JC;\i/tI;g Cybersecurity-

sroup : » Assessing key challenges
* No Cybersecurity team, . Improvingg so%‘tware aﬁd
only IT manager technology developments
« Ensuring key challenges are
met that would be required
from customers - CS
standards references (NIST,
ISG, ...)
» (CISO ad interim and
support in selection of CISO
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Cyber Incidents 2023 : Manufacturing continues to be target
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CyberSecurity Problematiek : Manufacturing continues to be target

Hit by ransomware

55%

of manufacturing and production
organizations - lowest across sectors

66%

cross-sector average

‘,‘R,DGESTDHE LockBit Ransom

Bridgestone Americas, Inc.

e

Data encrypted in the attack

57%

of manufacturing and
production organizations

65%

cross-sector average

¢ NORDEX Conti Ransom

We've got the power.

Hacktivists

»
KSC
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Increase in volume, complexity, and impact
of attacks over the last year

INCREASE IN lcNocﬁmaEfES;m INCREASE IN
VOLUME e THE IMPACT
OF CYBER e OF CYBER
ATTACKS i ATTACKS

CYberwa rfa re Manufacturing

< 61% 66% 51%
and production
Cross-sector
S57% 59% 53%
average
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x-1oT Security (inc lloT) ...in 2023

BN
@ : l . iv_ ﬁ *  Update firmware
P;©> Legacy attacks: Attacks on xIoT assets for the sake of the xIoT assets & opportunistic attacks like | uingtlinn [/~ i i
botnets monetized by cybercriminals
Physical attacks: Spying, attacks on power, HVAC, & devices that control physics - often Industrial
associated with nation-states Robots
OEM attacks: Malicious xloT assets out of the box
P;©> Pivot attacks: Gain access through an IT asset, hide on multiple xloT assets, attack IT assets, &

Glokal Mx

exfiltrate data through the xloT assets BUY PROXIE B 140000 1P

Residential backconnect proxy lists ST Ml

100 090

Ragister now | Wy ¥ ke

Compromise ‘ B = ss ’ API calls on-prem &

& C2 Tunnel in the cloud

Dropbear SSH client-
server software

Data exfiltration Data retrieval
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HIGH TECH - KEY REQUIREMENTS

« CRA - Cyber Resilience Act

analysis

COMPANY PROFILE « SBOM development
« High Tech « US-based customers -
« 10T - device compliance requirement for

development export

engineering

PROPOSITION

KEY FACTS « Software Code Analysis
« 30FTE's result transposition into
« Scale-up SBOM

» Cybersecurity part of IT » Assessing high level
vulnerabilities

« Demonstrating additional
vulnerabilities

« Dependency tracking

« Developing and supporting
publications of SBOMs
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Impact of Legislation : 1) Europe Cyber Resilience Act (09/22)
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Commission
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CYBER RESILIENCE ACT

New EU cybersecurity rules ensure more
secure hardware and software products #SOTEU

#DigitalEU #SecurityUnion #Cybersecurity 2022

SEPTEMBER 2022

A first ever EU wide legislation of its kind: the Cyber Resilience
Act introduces mandatory cybersecurity requirements for
hardware and software products, throughout their whole lifecycle.

FLANDERS
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Impact of Legislation : 2) US Executive Order (2021)

CYBER RISK MARCH 25, 2021/ 9:24 PM / UPDATED A MONTH AGO

Exclusive: Software vendors would | The Minimum Elements

discl~7o brnmslenm 2 1T E maninuninn - For a Software Bill of Materials (SBOM)
und¢ The Minimum Element:

Bill of Materials (SBOM Pursuant to
Executive Order 14028
on Improving the Nation’s Cybersecurity

By Joseph Topics: Internet Policy Internet Policy Task Force Cybersecurity

July 12, 2021

Figuur 14 : htt;

The Executive Order (14028) on Improving the Nation’s Cybersecurity directs the

Department of Commerce, in coordination with the National Telecommunications

and Information Administration (NTIA), to publish the “minimum elements” for a @
Software Bill of Materials (SBOM). This report builds on the work of NTIA's SBOM \

multistakeholder process, as well as the responses to a request for comments
issued in June, 2021, and extensive consultation with other Federal experts.

An SBOM is a formal record containing the details and supply chain relationships
of various components used in building software. In addition to establishing
minimum elements, this report defines the scope of how to think about minimum
elements, describes SBOM use cases for greater transparency in the software
supply chain, and lays out options for future evolution.

LANDERS
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COMMERCE

COMPANY PROFILE
e Retall

« Textiles - Customized
shirts on the web

KEY FACTS

« 5FTEs

« 20+ years in operations

« Connecting to suppliers
for designs and
production

KEY REQUIREMENTS
* 3rd pary hosting
(Managed Service
Provider)
« Nointernal IT (no
cybersecurity)

PROPOSITION

» External Websites analysis -
Essential Security
improvements

» Support (advisory) with
external hosting company -
MSSP service

* API - integration analysis
and vulnerability
assessment

» APl security hardening

»  Website platform hardening

% bivalino.com

CUSTOMIZED SHIRTS ON THE WEB

BN the European Union
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ALSO WATCH OUT FOR FSTP CYSSDE

SMEs, critical infrastructure and applications and devices for
critical infrastructure and security

«  Together with the Member State NCCs

« Joint methodology development of assessments and capacity
building

First Open Call expected to be launched before the end of 2024

KNOWN
EXPLOITED
VULNERABILITIES
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Not the end

More information, slides and follow-up
WWW.Cyssme.eu
www.lsec.eu

QorC
Ulrich Seldeslachts

ulrich@cyssme.eu
+32 475 71 3602
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the European Union
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