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Abstract. In this work, we address the problem of airborne contam-
inant sensor placement in high-risk buildings where critical infrastruc-
tures are managed and operated, making them possible locations for
terrorist attacks (such as governmental buildings and ministries, utili-
ties, airports and hospitals). A new software is presented based on the
“Matlab-CONTAM Toolbox” and the CONTAM multi-zone simulation
software, to construct multiple scenarios of contamination events and
to solve the multi-objective sensor placement problem for minimizing
the average and maximum impact risk with respect to the contaminant
mass inhaled impact metric. The use of the software is demonstrated in a
case-study using the Holmes’s House benchmark. The Toolbox is released
under an open-source license at https://github.com/KIOS-Research/

matlab-contam-toolbox.
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1 Introduction

According to the European Council Directive 2008/114/EC, Critical Infrastruc-
tures are defined as those systems which are essential for maintaining the soci-
etal and economic well-being of the people, and in case their operation would be
disrupted or destroyed, the state would fail in maintaining those functions [8].
Infrastructures such as electricity, oil, gas, transportation, water and telecom-
munication systems are considered critical; this includes both cyber and physical
layers as well as their associated facilities [7, 8]. Critical infrastructures are sus-
ceptible to various types of faults which may be due to environmental conditions,
human errors or malicious attacks. For this reason, Critical Infrastructure Pro-
tection has received significant interest by governments and researchers in the
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last decade, in order to identify risks leading to failure, study interdependencies
between infrastructures, design tools for early detection of faults and software
models, as well as protocols and controls for mitigating attacks [10].

In this work, we investigate the protection of buildings, which may be the
operational or management centers of critical infrastructures, such as govern-
mental buildings and ministries, utilities, airports and hospitals. In case of an
attack in a critical infrastructure building, the overall operation of the corre-
sponding infrastructure could be affected. A type of terrorist attack in buildings
is through the release of some airborne chemical, biological or radiological agent,
and such an event could affect the health and safety of the occupants in the dif-
ferent building zones dramatically [11]. In case a dangerous substance is released
within a building zone, the substance would spread through the different parts
of the building as a result of the air-flows between the different zones. Sensor
information can be utilized to alert the occupants as well as the operators to
take the appropriate measures in the case of a contaminant release. Ideally, it
would be desirable to have sensors in every room of the building, measuring all
different types of contaminants, but the cost and sophistication of most con-
taminant sensors today prohibits this. In practice, a small number of sensors
will be available, with respect to the number of building zones which need to be
covered. When solving this problem one should take into account the topology
of the building, the significance of each zone as well as to consider uncertainties
in the parameters considered. Determining where to install a limited number of
sensors for contaminant detection is a non-trivial problem, as multiple and con-
flicting objectives need to be satisfied, such as coverage, detection time, number
of people affected, installation costs etc.

The problem of selecting optimal sensor locations has also received significant
interest in various fields, such as operational research [15], control systems [2] and
water distribution systems security [13, 6]. In [1], the optimal sensor locations
were determined for detecting releases in a building by using a Computational
Fluid Dynamics (CFD) tool to estimate the distribution of contaminants. In
[19], CFD techniques were also applied to predict chemical and biological agent
dispersion in an office complex for finding the best locations for sensors and
for developing effective ventilation strategies. Multi-zone models have also been
used, for instance, in [4], six attack scenarios for a small commercial building
were simulated, and a genetic algorithm was applied for each attack scenario to
optimize the sensor sensitivity, location, and number to achieve the best system
behavior while minimizing system cost. In [3], the impact of zonal and multi-zone
modeling techniques on indoor air protection systems was analyzed for a typical
office environment and a large hall. The use of a systems engineering approach
utilizing contamination attack scenarios, criteria for evaluating performance as
well as the use of contaminant sensor technologies, has been advocated by [9].
Under these safety-critical situations, it becomes of paramount importance that
the contaminant is promptly detected and localized so that appropriate control
actions are taken to mitigate the damage and ensure the safety of the people
[12]. A software tool for “smart buildings” was presented by [14], as a decision
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support tool for determining where to install contamination sensors, in order to
reduce detection time. Probability distributions are considered for the different
parameters, such as the release zone, the chemical agent quantity and the release
duration.

The focus of this work is to present a new decision support tool for making
recommendations regarding where to install a number of sensors for airborne
contaminants. Compared to previous works, our approach differentiates in that
it constructs multiple environmental and contamination scenarios based on sam-
pling of the different probability distributions, taking into account building uti-
lization and people distribution, for minimizing multiple impact-risk objectives.
In our previous work [5], a methodology was presented for determining where
to install a small number of contaminant sensors. First, a set of contamination
scenarios is constructed, and each of the different scenarios is simulated using
a multi-zone building simulation software. For assessing the damage caused by
each scenario (e.g., number of people infected) we calculate an impact metric
based on the total amount of contaminant inhaled and depending on the num-
ber of people, their age and type of their activity within the building. Finally,
for deciding on where to place the sensors we solve an optimization problem
that may involve multiple objectives, for instance to minimize (i) the average
impact damage, (ii) the worst-case impact damage and (iii) the cost/number of
sensors. In general, compared to existing simpler methods, this method allows
better handling of more complex scenarios which involve many parameters and
different optimization functions, as well as taking into account the building usage
[5].

CONTAM [17] is a multi-zone simulation software developed by the US Na-
tional Institute of Standards and Technology (NIST), with which the user can
easily create the building outline and specify the zone volumes, the openings, the
environmental conditions, as well as the contaminant sources present, to com-
pute airflows and simulate contaminant concentrations in the different building
zones. The computational engine of CONTAM has been used in various building
security studies to simulate contaminant propagation [9, 12, 5].

Some of the key challenges in security research is to compare different meth-
ods through benchmarks as well as to implement usable software solutions so
that these algorithms can be evaluated by the industry. This motivates the work
presented in this paper, of a new software implemented in Matlab for computing
sensor placement solutions based on the mathematical framework proposed in
[5]. The software is based on the “Matlab-CONTAM Toolbox”, a new devel-
opment platform for researchers and the industry, which integrates a building
simulation tool (CONTAM) as well as scenario construction and optimization
algorithms, in order to be used as a benchmarking tool among the critical in-
frastructure protection community. Through the Toolbox, a large number of
contamination scenarios under different conditions can be simulated, and these
data can be used for further analysis by the different algorithms. In specific, the
Toolbox allows the creation of multiple contamination event scenarios by vary-
ing the different problem parameters (wind direction, wind speed, leakage path
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openings, source magnitude, evolution rate and onset time). The use of the Tool-
box is illustrated through the use of a case study based on the Holmes’s House
benchmark [18]. The software is released under an open-source license and is
available at https://github.com/KIOS-Research/matlab-contam-toolbox.

The remaining of this paper is organized as follows: In Section 2, the math-
ematical problem formulation is described as used in the developed software. In
Section 3, the modular software architecture is presented. In Section 4, a case
study is presented to illustrate the usage of the Toolbox and the Sensor Place-
ment methodology. Finally, Section 5 concludes the paper and future work is
discussed.

2 Problem Formulation

The indoor contaminant dispersion dynamics model and the sensor placement
methodology, as utilized in the software, are described in this section. The goal
is to solve a combinatorial problem for deciding where to install contamination
sensors in a large high-risk building, in order to reduce the possibility of severe
damage due to an airborne contaminant event which may affect the critical
infrastructure operation.

In the following, the formulation used within the software is presented. Fur-
ther details on the multi-zone model can be found in [12], along with the relation
of the different model components and the mass-balance equations. The model
used can represent both naturally and mechanically ventilated buildings. In ad-
dition, sources and sink elements can be incorporated in the model. Additional
details in relation to the sensor placement methodology can be found in [5].

Let R represent the set of real numbers. The state-space equations for con-
taminant dispersion in an indoor building environment with N zones, as consid-
ered in this software, are described by

ẋ = A(px)x+ ϕ(px, pϕ) . (1)

The vector x ∈ RN represents the concentration of the contaminant in the
building zones (measured in mass per volume). The state matrix A ∈ RN×N

models the changes in the contaminant concentrations between the different
building zones as a result of the airflows and is a function of vector px, which
is comprised of the wind-direction and wind-speed, the ambient temperature,
the volumes of all zones, the temperatures in all zones and the opening status
of all doors, windows and fans. The term ϕ ∈ RN represents the contaminant
mass release into the building due to an attack, and pϕ is a vector comprised of
the locations where contaminants are released, their release duration, as well as
their release rates.

To measure the damage caused during a contamination scenario at the k-th
zone, an impact value zk can be computed. This corresponds to the damage
caused on the system measured through some impact metric. In this work, the
contaminant mass inhaled is considered, which is given by

żk = fz(xk; pz) (2)
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where fz(·) is the function for computing the change rate of the impact zk for
an airborne contamination event at the k-th zone. This depends on the con-
taminant concentration xk and the vector pz, which is comprised of the average
daily zone occupancy (proportional to the actual usage of some zone by people),
the inhalation rate (which depends on the building/zone functionality), and the
concentration threshold of the sensors.

In general, the parameter vectors px and pϕ may be partially/nominally
known, and these uncertainties may influence the calculations of the sensor place-
ment solutions. In this work, multiple scenarios with different parameter values
are considered, to better capture the differences between the actual system and
the model. Uniform bounds of each parameter are considered known, and the
user can decide the number of samples within the range of each parameter.

A finite set P is constructed and is comprised of Np elements corresponding
to all the combinations of the different parameter sampled values considered. For
each contamination scenario in P, the indoor contaminant dispersion dynamics
are simulated for a period of T hours. Let Ω be the overall-impact matrix

Ω =

 Ω1,1 · · · Ω1,N

...
. . .

...
ΩNp,1 · · · ΩNp,N

 , (3)

such that its (i, j)-th element, Ωi,j corresponds to the total contaminant mass
inhaled due to the i-th contamination scenario from P, assuming a sensor is
monitoring the j-th zone.

Finally, the optimization problem for contaminant sensor placement in high-
risk buildings is formulated as a multi-objective risk-minimization problem,
where the best solutions belong to a Pareto Front with respect to certain objec-
tives. Specifically, in this software, the multi-objective optimization problem is
formulated in the software as

Y = argmin
χ∈{1,0}N

{F0(χ), F1(χ;Ω), F2(χ;Ω)}, (4)

where χ is the zone index set for which χl = 1 when a sensor is installed and
χl = 0 when there is no sensor installed at the l-th zone. Function F0 corre-
sponds to the number of sensors which depends on the user input, F1 is the
estimated average impact-risk and F2 is the estimated worst-case impact-risk.
For computing the best Pareto Front solutions, the selection of the algorithm
depends on the problem size. For small problems, an exhaustive search may
be computationally feasible, whereas for larger problem other methods such as
multi-objective evolutionary optimization algorithms can be applied.

After solving the optimization problem and the Pareto Solutions set has been
constructed, decision makers may use higher level reasoning to arrive at the final
decision regarding which zones to install the contamination sensors.
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3 Software Architecture

The Matlab-CONTAM Toolbox provides a programming interface for CON-
TAM, a multizone airflow and contaminant transport analysis software. The
goal of the Toolbox is to serve research and industry by facilitating the simu-
lation of multiple contamination events under varying conditions as well as to
store computed results in data structures so that they can be reused by different
algorithms. An intuitive Graphical User Interface (GUI) has been designed to
access the different functionalities of the Toolbox and the Sensor Placement al-
gorithm. It is important to note that the architecture of the software allows for
new modules to be added to the Toolbox. The Software Architecture is depicted
in Fig. 1.
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Fig. 1. The software architecture of the Matlab-CONTAM Toolbox and the Sensor
Placement module.

The software acquires the building information from CONTAM Project files,
which are comprised of details regarding walls, floors, ceilings, air-handling
systems, ducts, weather conditions etc. The “Data Module” opens CONTAM
Project files (*.prj) and extracts the information which is related to the build-
ing parameters. In addition, the building zone schematics are extracted and this
information is used by the GUI of the Toolbox to plot the building schematics.

The information from the “Data Module” is then used by the “Scenario
Construction Module”. This module assists for specifying, through the GUI, the
building parameters for constructing a single or multiple simulation scenarios.
The different contamination scenario parameters, along with structural and en-
vironmental information are stored in the Scenarios File (*.0).

The data stored in the Scenarios File is used by the “Event Simulation Mod-
ule”, which is responsible for communicating with the CONTAM engine to com-
pute the path air-flows for different environmental conditions. When the flows
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have been computed, the module simulates the different contamination scenar-
ios and computes the contaminant concentration at each building zone. The
contaminant concentrations are then stored in one or more Concentration Files
(*.c0, *.c1, ...).

The “Impact Matrix Calculation Module” utilizes the data from the scenarios
and the simulation files, as well as data from the GUI (such as the average daily
zone occupancy), to calculate the damage caused by some contamination event,
until the time the contaminant exceeds some concentration at a certain zone.
The matrix computed for all the possible scenarios and all the possible zones is
stored in the Impact Matrix File (*.w).

Finally, the “Sensor Placement Module” is used to compute the final solu-
tions, based on the computed impact matrices and the scenarios file. Through the
GUI, the user specifies which method to use to solve the problem. For instance,
exhaustive search methods would compute all the possible solution combinations,
and calculate the Pareto Solutions. The solutions can be depicted graphically
on the Interface, and are stored in a Solutions File (e.g. *.y0 for the exhaustive
search method, *.y1 for the evolutionary computation method)

4 Case Study

In the following we present a case study for the high-risk building sensor place-
ment software using a realistic benchmark based on the Holmes’s House [18]
which is depicted in Fig. 2. The building is comprised of 14 zones: a garage (Z1),
a storage room (Z2), a utility room (Z3), a living room (Z4), a kitchen (Z5), two
bathrooms (Z6 and Z13), a corridor (Z8), three bedrooms (Z7, Z9 and Z14) and
three closets (Z10, Z11 and Z12). There are 30 path openings corresponding to
windows and doors (P1–P30).

The first part of the sensor placement algorithm is the construction and sim-
ulation of multiple scenarios describing different environmental, structural and
attack conditions. Figure 3 depicts the interface for selecting the scenario param-
eters: the simulation time and the time step for solving numerically the differen-
tial equations, the maximum number of simultaneous contamination sources, as
well as the contaminant parameters and the environmental/structural parame-
ters which affect flows. Where available, the building’s nominal values are loaded
(e.g. zone volumes, wind direction and speed, ambient and zone temperatures,
path openings). However, the user can modify any of these parameters as re-
quired. The user can specify upper and lower bounds for each parameter using a
percentage, for instance, for a wind speed 10 m/s, a 10% bound corresponds to a
wind velocity within the range [9, 11] m/s. Furthermore, the user can select how
many samples to segment this range of values, for example, by taking 3 samples
from the wind speed range [9, 11] m/s, the set of wind speeds is {9, 10, 11} m/s.
In this work, grid-based parameter selection is considered.

In the following step, all the contamination scenarios are simulated in order to
compute the time-series describing the contaminant concentrations in each zone,
through the interface depicted in Fig. 4. The path air-flows are computed using
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Fig. 2. The Matlab-CONTAM Toolbox with the Holmes’s House project opened.

Fig. 3. The interface for selecting scenario parameters and constructing the scenarios
set.
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CONTAM, and these flows are used to construct matrix A(px) which is used in
(1) to solve the equation for the different contamination scenario parameters.

Fig. 4. The interface for running multiple scenarios.

By using the computed contaminant concentration time-series for each zone,
the impact matrix Ω can be constructed for solving the optimization problem.
The (i, j)-th element of the impact matrix Ω corresponds to the damage caused
due to the i-th contamination scenario with respect to having a sensor installed
in the j-th zone. In this work, the contaminant mass inhaled metric is consid-
ered as a metric of the impact damage (2), however different metrics could be
implemented as well. The interface for constructing the impact matrix is show
in Fig. 5. For each zone, the user can specify an occupancy value, which corre-
sponds to the average number of people residing within a certain zone within
a day. For instance, if 10 people reside within a zone for 6 hours each day, the
average daily occupancy of that zone would be 10(6/24) = 2.5. The inhalation
rate depends on the type of work which can be estimated using guidelines [16].
The sensor threshold corresponds to the concentration above which a certain
sensor can detect the contaminant, according to its specifications.

Fig. 5. The interface for constructing the impact matrix.

The final step is to solve the optimization problem for sensor placement, using
the interface depicted in Fig. 6. The user can select between two methods for
constructing the solutions to evaluate the Pareto Front, using the Matlab’s multi-
objective evolutionary-based algorithm (gamultiobj ) which is suitable for larger
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problems, and an exhaustive method which is suitable for smaller problems.
The user can select different number of sensors to solve the optimization. The
Pareto Solutions are computed for each different number of sensors, the final
solutions are shown to the user as in Fig. 7. Through the graphic interface, the
user can select different solutions and examine visually the suggested locations
for installing sensors, indicated with red dots.

In this example, for the 4-sensor placement problem, there are two Pareto
optimal solutions: both solutions suggest installing sensors in the living-room and
the two bedrooms, however the solution with the lowest mean risk impact suggest
to install the last sensor in a closet, and the solution with the lowest maximum
risk impact suggest to install the last sensor in the bath. It is important to note
that even though both solutions are Pareto optimal, i.e. one does not dominates
the other, the second solution has a significantly lower maximum risk impact
with only a moderate increase in the average risk impact objective, and thus a
decision maker might choose the second rather than the first solution.

Fig. 6. The interface for solving the sensor placement problem.

5 Conclusions and Future Work

In this work, we examine the problem of improving security in high-risk critical
infrastructure buildings from malicious airborne contaminations, by determining
where to install a limited number of sensors, while taking into account the build-
ing usage and the uncertainty in the structural and environmental parameters.
A new decision support software implemented in Matlab for computing sensor
placement solutions is presented based on the mathematical framework pro-
posed in [5] and the “Matlab-CONTAM Toolbox”, a development platform for
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Fig. 7. The Sensor Placement solutions interface.

researchers and the industry, which integrates the building simulation software
CONTAM as well as other scenario construction and optimization algorithms.

The software has been designed to be used both by the professional as well as
by the academic community, making it easy to evaluate solutions under various
scenarios, through an intuitive Graphical User Interface. The modular software
architecture allows each part of the software data and algorithms to be accessed
independently. New methods can be added to investigate the use of different
metrics and optimization algorithms, or to solve new problems related with high-
risk building security. In this paper, the use of the software is illustrated through
the use of a case study based on the Holmes’s House benchmark [18]. The Toolbox
is released under an open-source license, and can be downloaded at https:

//github.com/KIOS-Research/matlab-contam-toolbox.
Future versions of the software will allow selecting different and more so-

phisticated methods for constructing the scenario parameters, allow the use of
different impact metrics and response time-delays to construct multiple impact
metrics as well as to allow different optimization methods for constructing the
Pareto Solutions.
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