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ABSTRACT
While there is an increasing flow ofmedia stories reporting cases of cyberbullying, particularly within
online social media, research efforts in the academic community are scattered over different topics
across the social science and computer science academic disciplines. In this work, we explored
research pertaining to cyberbullying, conducted across disciplines. We mainly sought to
understand scholarly activity on intelligence techniques for the detection of cyberbullying when it
occurs. Our findings suggest that the vast majority of academic contributions on cyberbullying
focus on understanding the phenomenon, risk factors, and threats, with the prospect of
suggesting possible protection strategies. There is less work on intelligence techniques for the
detection of cyberbullying when it occurs, while currently deployed algorithms seem to detect
the problem only up to some degree of success. The article summarises the current trends aiming
to encourage discussion and research with a new scope; we call for more research tackling the
problem by leveraging statistical models and computational mechanisms geared to detect,
intervene, and prevent cyberbullying. Coupling intelligence techniques with specific web
technology problems can help combat this social menace. We argue that a multidisciplinary
approach is needed, with expertise from human–computer interaction, psychology, computer
science, and sociology, for current challenges to be addressed and significant progress to be made.
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1. Introduction

Definitions and concepts of cyberbullying abound. Per-
haps one of the most widely accepted definitions comes
from Smith et al. (2008) defining cyberbullying as ‘an
aggressive intentional act carried out by a group or individ-
ual, using electronic forms of contact, repeatedly and over
time against a victimwho cannot easily defend him or her-
self’ (376).Generally speaking, cyberbullying canbe seen as
any form of abusive behaviour in the cyberspace. A typol-
ogy of cyberbullying behaviour has been proposed by
Nocentini et al. (2010) and includes four types of activity:
written-verbal behaviour (phone calls, text messages, e-
mails, instant messaging, chats, blogs, social networking
communities, and websites), visual behaviour (posting,
sending, or sharing compromising pictures and videos
through themobile phone or the internet), exclusion (pur-
posefully excluding someone from an online group), and
impersonation (stealing and revealing personal infor-
mation, using another person’s name and account).

The rapid evolution and use of online social networks
(OSNs) and the ever-increasing number of adolescents

admitting to have experienced cyberbullying, either as
bullies, victims, or bystanders, create an alarming need
for advancing research and development in this area. A
study by Hinduja and Patchin (2015) surveyed a random
sample of 457 students, aged 11–15, from a middle school
in the Midwestern United States; approximately 34% of
the students reported experiencing cyberbullying. An
increase in cyberbullying can be noted, compared to pre-
vious results from the same authors (Hinduja and
Patchin 2013) with a random sample of 4441 students
(aged 10–18) from 37 schools in a large district in the
southern United States; in this study, 20% of the students
had reported experiencing cyberbullying in their life-
times. Furthermore, the Cyberbullying Research Center
(2015) studied the phenomenon in nine (random
sampling) studies conducted between 2006 and 2015
reporting that, on average, 26% of the students had
been the victim of cyberbullying at some point in their
lifetime, while 16% of them admitted they had cyberbul-
lied others at some point in their lifetime. Research has
demonstrated a number of negative effects of
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cyberbullying victimisation including lower self-esteem,
frustration, depression, and anxiety, among others (Blu-
menfeld and Cooper 2010; Schrock and Boyd 2011;
Smith-Ross et al. 2014). When the victim fails to cope
with the emotional tension of the abuse, the conse-
quences of cyberbullying become even more serious,
leading to suicidal thoughts and behaviour (Foody,
Samara, and Carlbring 2015; Schneider et al. 2012).

There is no doubt cyberbullying has become a social
menace in the twenty-first century that needs to be
addressed and combated. Yet, while there is an increas-
ing flow of media stories reporting cases of cyberbully-
ing, particularly within online social media, research
efforts in the academic community are scattered over
different topics across the social science and computer
science academic disciplines. In this work, we explored
research pertaining to cyberbullying, conducted across
disciplines, aiming to understand scholarly activity on
intelligence techniques for the detection of cyberbullying
when it occurs. A similar piece of work has not been
detected during our search of the literature; therefore,
we hope this article will encourage discussion and
research with this specific scope.

2. Search methodology

We first compiled a corpus of research on cyberbullying
using keyword search in scientific databases of social
science, humanities, and computer science (e.g. fields
of human–computer interaction, psychology, computer
science, and sociology). All scientific databases available
to the authors through the University libraries as well as
Google Scholar were searched for full-text, peer-reviewed
manuscripts. A taxonomy of the cyberbullying key-terms
has been presented by Al Mazari (2013), which includes
the terms cyber-bullying/cyberbullying, cyber-groom-
ing/cybergrooming, cyber-stalking/cyberstalking, elec-
tronic bullying, sms bullying, mobile bullying, online
bullying, digital bullying, e-bullying, and internet bully-
ing. This taxonomy formed our basic keyword search,
which was expanded to include additional terms based
on the keywords and ideas presented in the manuscripts
themselves, such as predator, victim, bystander, harass-
ment, trolling, aggressive behaviour, distressed behav-
iour, hate speech, content monitoring, doxing, and
cybermobbing. Last, based on the scope of the review,
the keywords ‘intelligence techniques’, ‘detection’, and
‘intervention’ were present on our searches, which sig-
nificantly limited the corpus under study (approximately
N = 200 manuscripts). After careful reading of these
manuscripts, we attempted to summarise the current
trends in order to offer a practical proposal for future
research with a more limited scope.

3. Practical recommendations based on major
findings

3.1. Conduct more natural experiments across
OSN platforms

Three kinds of research designs appear in the cyberbul-
lying literature. Quantitative and qualitative injury is
concerned with efforts from the social sciences, mainly
focused on the participants’ perceived experiences of
being engaged in cyberbullying as predators, victims,
or bystanders. Experimental designs are less frequent;
in this case, researchers rely on experimental conditions
studying cyber-bystander behaviour only. Our practical
recommendation calls for more natural experiments
with real-life OSNs data across platforms.

3.1.1. Quantitative and qualitative inquiry
The vast majority of cyberbullying research relies on self-
reported measures. Social sciences quantitative survey
research can help document the prevalence of cyberbully-
ing as well as the relationship between cyberbullying pen-
etration and various risk factors. In this case, respondents
aremainly askedwhether they have been the victim, perpe-
trator, or bystander of cyberbullying in general or through
specific electronicmeans. For example, Baldry, Farrington,
and Sorrentino (2017) examined different types of involve-
ment in cyberbullyingbasedona surveyof 2785 Italian stu-
dents (aged 11–17) who self-reported about school and
cyberbullying as victims and/or perpetrators. In another
study, based on a sample of 1963 American middle school
students, Hinduja and Patchin (2010) examined the
relationship between middle school students’ experience
with cyberbullying and their level of self-esteem. A fol-
low-up study by the same authors examined perceptions
of, and experiences with, bullying, cyberbullying, and elec-
tronic teen dating violence, based on 1204 American
middle- and high-school students (Hinduja and Patchin
2017). Although survey research is powerful in providing
population-representative data, it is also associated with
concerns such as the issue of social desirability in
responses, the personal interpretations of global items,
and the discrepancy betweendeclaration and actual behav-
iour (Coughlan, Cronin, and Ryan 2009). Fewer studies
follow a qualitative paradigm, using focus groups and
interviews for an in-depth examination of participants’
views and experiences of cyberbullying. For example, Van-
debosch and Van Cleemput (2008) analysed qualitative
data from 53 focus groups with students 10- to 18-years-
old, showing how youngsters often interpret cyberbullying
and associate the phenomenon with a wide range of prac-
tices that are intended to hurt (by the perpetrator) and per-
ceived as hurtful (by the victim). Although qualitative
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injury enables deep insights into the phenomenon, it does
not come without limitations (Patton 1999).

3.1.2. Experimental designs
Experimental designs in cyberbullying research are less
frequent. Our review failed to locate any experiments of
cyberbullying predator and victim behaviour. Yet, a few
social scientists seem to have employed experimental
designs to study cyber-bystanders. In particular, Bar-
linska, Szuster, and Winiewski (2013) explored con-
ditions of online vs. face-to-face cyberbullying, and
public vs. private violence, using ‘simulated’ cyberbully-
ing events inspired by actual cases reported at helpli-
ne.org.pl. A total of 760 students participated, each
receiving a ‘message from a peer’ containing humiliating
content (e.g. manipulated image showing a boy’s face on
the body of a dog, saying ‘Hi, this is my classmate, he
looks like a total fool.’). The study reported some interest-
ing findings in regard to bystander behaviour, including
that the cyberspace (compared to face-to-face contact)
increased the likelihood of negative bystander behaviour,
public violence (compared to private) was more likely to
elicit negative bystander behaviour, and previous experi-
ence of cyberbullying increased the probability of nega-
tive bystander behaviour. Similarly, Obermaier, Fawzi,
and Koch (2014) exposed participants to a cyberbullying
scenario in a university Facebook group, in order to
understand bystander behaviour. Results showed that a
very severe cyberbullying incident boosted individuals’
intention to intervene, while a larger number of bystan-
ders in a cyberbullying incident, rather than just a few,
made participants feel less responsible and less willing
to intervene, consistent with Barlinska, Szuster, and
Winiewski’s (2013) findings on public violence. Last, in
a study by Dillon and Bushman (2015), the participants
were deceived to believe that they witnessed cyberbully-
ing in the chatroom of an online support system for
research surveys; the ‘victim’ stated difficulty with a sur-
vey question, which elicited an aggressive response from
the chat monitor (bully). Results confirmed the research-
ers’ hypothesis that cyber-bystanders need to notice the
cyberbullying event in order to intervene; indeed, those
who noticed were four times more likely to intervene
compared to those who did not notice. Also, direct
cyber-bystander intervention was in the form of provid-
ing technical assistance to the victim as well as attacking
the chat monitor reminding him of his duty to assist par-
ticipants (Dillon and Bushman 2015).

3.1.3. Natural experiments
Natural experiments (i.e. empirical studies in real-life
settings) occupy a smaller, but increasing, body of the
cyberbullying literature. Working with real OSN data, a

few researchers have focused on the detection of cyber-
bullying when it occurs. This work derives mainly
from the computer science area, implementing algor-
ithms and methods that can identify the presence of
cyberbullying terms and classify cyberbullying activity
in OSNs. Yet, current algorithms seem to detect the pro-
blem only up to some degree of success, making it diffi-
cult to move into computational mechanisms for
intervention and prevention of cyberbullying. For
example, Dinakar, Reichart, and Lieberman (2011)
developed a system for detecting textual cyberbullying
in stand-alone posts in a dataset of YouTube comments.
The system classified each comment in a range of sensi-
tive topics such as sexuality, race, and intelligence, with
66% accuracy for the merged dataset. Similarly, Nand-
hini and Sheeba (2015) developed a system for detecting
cyberbullying activities in OSNs and classifying terms as
flaming, harassment, racism, and terrorism, with accu-
racy 87% in a MySpace dataset and 86% in a For-
mspring.me dataset. Another machine learning system
was proposed by McGhee et al. (2011) detecting the
occurrence of sexual violence with 68% accuracy in
chat transcripts from the Perverted Justice database
(http://www.perverted-justice.com/). Furthermore, con-
sidering dynamic, streaming (rather than static) data
with insufficient labels, Nahar et al. (2014) devised a
technique for automatic detection of cyberbullying in
OSNs. Their experiments demonstrated that their tech-
nique outperformed the traditional methods used for
cyberbullying detection. Last, a notable approach was
considered by Potha and Maragoudakis (2014) applying
data mining to the detection of cyberbullying. The study
focused on understanding the strategies used by online
sexual predators in their efforts to develop relationships
with minors. The authors utilised a dataset of real-world
dialogues (pairs of questions and answers between cyber-
predator and the victim) in which time series was con-
sidered and severity was captured via behavioural pat-
terns beyond signs of swearing and offending language.
Results demonstrated satisfactory performance of the
method for a few test-scenarios, but not for all. Overall,
although some progress has been made, detecting cyber-
bullying when it occurs and identifying predators and
their victims in real computer-mediated communication
remains an open issue to be solved before intervention
and prevention methods can be addressed.

3.1.4. Practical recommendation 1
A practical recommendation for future research would
be to conduct more natural experiments with real-life
OSNs data to track and understand the behaviour of pre-
dators and their victims in space and time. Real cyber-
bullying activity abounds in today’s cyberspace.
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Different OSNs platforms might encourage or inhibit
cyberbullying for different reasons. For example, it is
possible that the severity of cyberbullying is linked to
the degree of platform anonymity. This idea is linked
to Suler’s (2004) work, arguing that, while online, people
may act out more frequently and intensively compared
to how they behave in person, while different compu-
ter-mediated environments may facilitate diverse
expressions of self. Today’s easy access to data from var-
ious online social media platforms (e.g. Instagram,
4chan, Twitter, TwitchTV, Facebook, Snapchat) allows
researchers to conduct natural experiments and to juxta-
pose patterns of behaviour and thus, consider causal
relationships between factors such as (platform) anon-
ymity and severity of cyberbullying.

3.2. Extend the operational definition and
dimensions of cyberbullying research

Defining, measuring, or detecting specific cyberbullying
behaviour is not a trivial task. Existing definitions of
cyberbullying, as well as the one adhered in this review
by Smith et al. (2008), often incorporate the criteria of
traditional bullying such as repetition over time and
imbalance of power (a victim who cannot easily defend
him/herself). However, due to the unique nature of
cyber-based communication, it is difficult to identify
such criteria in the cyber abuse (Corcoran, Guckin,
and Prentice 2015). As a result, there is uncertainty
regarding the operational definition of cyberbullying
and how to effectively measure it (Corcoran, Guckin,
and Prentice 2015). On that note, Hosseinmardi et al.
(2015) argued that most works on cyberbullying, as
claimed by the original authors, are in fact more accu-
rately described as research on cyberaggression, as they
do not take into account the frequency of the event
and the imbalance of power. We indeed found that fac-
tors such as severity (level of insult and duration) and
power are yet to be considered in the operational defi-
nition of cyberbullying and therefore cyberbullying
research, although their importance has been discussed
in some social sciences research.

3.2.1. The power dimension
Although a central aspect of most operational definitions
of traditional bullying, ‘power’ is difficult to determine in
the cyber context (Corcoran, Guckin, and Prentice
2015). Is ‘power’ the ability to remain anonymous in
the cyberspace (Smith et al. 2008)? Is it the ability to
demonstrate superior technological knowledge (Vande-
bosch and Van Cleemput 2009)? Is it the immediacy of
content dissemination and capacity to humiliate on a
grand scale (Langos 2012)? Or is ‘power’ the perceived

popularity of the predator causing more psychological
distress? The latter was investigated by Pieschl et al.
(2013), who found that, compared to being harassed by
an unpopular cyberbully, being harassed by a popular
cyberbully was more distressing and elicited more nega-
tive mood and helplessness. Understanding what ‘power’
in cyberspace entails will significantly inform the oper-
ational definition of cyberbullying.

3.2.2. The dimension of severity – duration and level
of insult
Cyberbullying can occur anytime and anywhere and is
believed to be more damaging than traditional face-to-
face bullying because of the fluidity and frequency of
the bullying behaviour using technology. In fact, several
authors (e.g. Langos 2012; Sticca and Perren 2013)
hypothesised that because bullying acts performed
online are visible for a long(er) period of time and to a
large audience (who may also join the bully), their nega-
tive effects can be more severe and longer lasting, com-
pared to victims of repeated (offline) bullying acts. Yet,
there is lack of empirical research tackling cyberbullying
as a sequence of actions that involve repetition of harm-
ing content and levels of severity. Potha and Maragouda-
kis (2014) seem to be the first to have considered the
duration and level of insult in cyberbullying; using a
dynamic time warping algorithm, they were able to pro-
vide an immediate indicator for the severity of cyberbul-
lying within a given dialogue. Yet, more research is
needed for understanding (and detecting) the level of
insult and duration of the cyber abuse.

3.2.3. The anonymity dimension
The anonymity in cyberbullying adds a totally new
dimension to the nature of traditional bullying. The
devices that are used (such as mobile phones and compu-
ters) make it easier for a perpetrator to act anonymously
(e.g. by using a nickname) and without directly facing
the victim (Slonje, Smith, and Frisen 2013; Sticca and
Perren 2013). Moreover, cyberbullies have less chance
of getting caught or punished as they can perpetrate
without adult supervision (Smith et al. 2008). What
makes the anonymity dimension more apparent in
cyberbullying is the evidence that many cyberbullies do
not choose in-person bullying if the cyber route is
denied. As Englander (2012) discussed, cyberbullies
might not bully in person because they feel powerless
socially or because they are invested in school and aca-
demics, but are willing to bully online because they
believe that cyberbullying is without risk since adults
are not present. It is therefore plausible that the degree
of platform anonymity can promote or inhibit cyberbul-
lying behaviour. This hypothesis brings up the question:
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Are predators willing to attack their victims online, if the
platform does not warrantee their anonymity? Looking
at cyberbullying in relation to the degree of platform
anonymity might inform its measurement and detection
across various OSNs.

3.2.4. Practical recommendation 2
A practical recommendation for future research would be
to inform and extend the operational definition and thus,
measurement and detection of cyberbullying. Factors such
as severity (level of insult and duration) and power are yet
to be considered seriously in cyberbullying research. Valu-
able insight could emerge from research that tackles whole
blocks of cyberbullying activity in OSNs, demonstrating
and understanding the evolution, repetition, and imbal-
ance of power evident in these events. Current algorithms
seem to detect the problem only up to some degree of suc-
cess; we would argue that consideration of these factors
might improve their intelligence.

3.3. Backtrack cyberbullying behaviour and
consider culture

A consistent profile of all actors involved in the phenom-
enon has yet to be presented by researchers of cyberbul-
lying and it appears to be a demanding area for
exploration. A typology of cyberbullying actors in
terms of their personal characteristics has yet to be pre-
sented in the cyberbullying literature. There is limited
research on how cyberbullying begins, feeds on, and
evolves through time. There is also limited research on
the bully-victim as an actor of cyberbullying, although
an alarming consideration, emerging from social
sciences research, is that a bullied person can become a
bully. We suggest that computer science algorithms
can help backtrack cyberbullying behaviour looking at
these issues profiles, typologies, and behaviours as they
get formed and evolve. A multi-cultural approach to
cyberbullying can also inform algorithmic approaches
to detection.

3.3.1. The profiles of the main actors
There are three main actors in the cyberbullying menace:
the predator or cyberbully, the cybervictim, and the
bystander. A consistent profile of all actors is yet to be
presented.

Predator/cyberbully. In an overview of research on the
types of cyberbullies (also cyberbullying perpetrators or
predators), Kyriacou and Zuin (2016) identified five
main categories, taking into account the psychological
attributes (both personal and social) that underpin
their behaviour: the sociable cyberbully (cyberbullying
for fun in order to entertain his/her friends without

serious consideration of the victim’s feelings); the lonely
cyberbully (a relatively isolated cyberbully with no
friends, spends his/her time by abusing others with
whom s/he has little or no personal contact); the narcis-
sistic cyberbully (a cyberbully demonstrating power by
administering harm to another person); the sadistic
cyberbully (a cyberbully enjoying causing distress,
harm, and suffering to another person); and the morally
driven cyberbully (a cyberbully feeling the victim is
receiving justice for his/her actions). Additionally, in a
survey research, Korean, You and Lim (2016) used a
sample of 3449 middle school students and demon-
strated a set of variables associated with more cyberbul-
lying perpetration, particularly longer use of the internet,
more previous bullying and victim experiences, a higher
aggression level, and lack of self-control.

Cybervictim. Much of the previous research has
attempted to identify risk factors for bullying and cyber-
bullying (typically examined together) focusing on
demographic and behavioural measures. A number of
psychological variables emerged in different studies
describing the cybervictim. Sourander et al. (2010) for
example, found that cybervictim status was associated
with living with non-parental caregivers (i.e. non-bio-
logical parents), perceived emotional and peer problems,
and feeling unsafe at school, while in Schneider et al.
(2012) cybervictims reported lower school performance
and school attachment.

Bystander. The third actor in cyberbullying is the
(negative) bystander who observes bullying without
taking action. A comprehensive study of this actor
comes from Barlinska, Szuster, and Winiewski (2013),
who found that three factors increased the likelihood
of negative bystander behaviour: (i) the cyberspace,
meaning that negative bystander behaviour occurs
more often in the cyberspace than offline, (ii) the private
nature of the act, meaning that bystander behaviour
might occur more frequently in private forms of vio-
lence, and (iii) the experience of being a cyberbullying
predator seems to be an important predictor of negative
bystander behaviour. Two factors seem to decrease nega-
tive bystander behaviour: (i) affective empathy, i.e. the
ability to understand the emotions of others, and (ii) cog-
nitive empathy, i.e. the ability to anticipate the conse-
quences of one’s actions on others (Barlinska, Szuster,
and Winiewski 2013).

3.3.2. A typology of cyberbullying actors
Findings are sparse and inconsistent, calling for more
work in this area. Gender, age, sexual orientation, and
other personal characteristics such as the use of a com-
puter, school performance, and past experiences with
bullying seem to relate to the bullying phenomenon.
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3.3.2.1. Gender. Inconsistent findings have been
reported regarding gender. Although research on tra-
ditional bullying shows that bullying is more common
among boys, as discussed in Sanchez et al. (2016), for
cyberbullying, findings are mixed. Several studies report
that males are indeed more likely to be cyberbullies than
their female counterparts (Lapidot-Lefler and Dolev-
Cohen 2015; Li 2006); yet, others report no gender differ-
ences (Patchin and Hinduja 2006) and others claim that
girls outnumber boys (Keith and Martin 2005; Kowalski
and Limber 2007). In a study of 2186 middle- and high-
school students, Mishna et al. (2012) explored the factors
that contribute to engagement with cyberbullying, look-
ing at groups of actors including victims, bullies, bully-
victims (both bully and be bullied online) and those
not involved. Findings included that bully-victims were
more likely to be females, while no gender differences
were found among students who bullied others or who
were victimised online. Moreover, in Schneider et al.
(2012), a total of 20,406 students (9–12 grade) in Met-
roWest Massachusetts completed surveys assessing
their bullying victimisation and psychological distress.
The study showed that girls were more likely, than
were boys, to report cyberbullying as predators,
especially in combination with school bullying, but
they were also more likely to be victims of both types
of bullying (on school property and in cyberspace).

3.3.2.2. Age. While traditional bullying seems to peak
during middle school, cyberbullying peaks somewhat
later (Pabian and Vandebosch 2016). In fact, with age,
there seems to be a gradual shift away from traditional
forms of bullying such as spreading rumours, to cyber-
bullying; for example, Mishna et al. (2012) found that
the older the student, the more likely s/he was to cyber-
bully others or to both bully and be bullied online, rather
than to be a bully or victim. The majority of cyberbully-
ing research conducted so far has focused on adolescents
and teens, e.g. middle- and high-school students (e.g. Li
2010; Steffgen et al. 2011). Less research to date has
investigated cyberbullying behaviour in young adults
(Brack and Caltabiano, 2014; Hemphill and Heerde
2014). Last, very little cyberbullying research exists on
primary school students (Tangen and Campbell 2010).

3.3.2.3. Sexual orientation. There seems to be a consist-
ent finding that non-heterosexual individuals are targets
of traditional bullying and cyberbullying. For example,
Schneider et al. (2012) reported that non-heterosexual
youths were more likely to be victims of cyberbullying,
compared to heterosexuals (10.5% vs. 6.0%). A previous
study reported similar findings, showings that Lesbian,
Gay, Bisexual, Transgender (LGBT) individuals were

twice as likely to experience cyberstalking or e-mail har-
assment from a stranger, compared to heterosexual indi-
viduals (Finn 2004).

A few other profiles of cyberbullying actors have been
reported in the literature as follows.

3.3.2.4. Computer use. Students who were victims, bul-
lies, and bully-victims were more likely than students
who were not involved in cyberbullying to use the com-
puter for more hours a day and to give their password to
friends (Mishna et al. 2012). Also, intensive use of the
internet emerged as a risk factor for child cyber-harass-
ment (Wolak, Mitchell, and Finkelhor 2007). Further-
more, the location of the computer at home was found
to be a predictive factor of cyber victimisation. Children
who use the computer in private places at their home
(e.g. bedroom) were at higher risk to be victimised
than children who used computers in a public space in
their home (Sengupta and Chaudhuri 2011).

3.3.2.5. School performance. According to Schneider
et al. (2012), youth who reported lower school perform-
ance and lower school attachment were also more likely
to be victimised with cyberbullying; in particular, stu-
dents who received mostly Ds and Fs were twice as likely
to be victims of cyberbullying compared to students who
received mostly As (11.3% vs. 5.2%).

3.3.2.6. Bullied person, bullying others. There is a lack of
research on the bully-victim group (persons being bul-
lied and also bullying others) while a potential causal
link is alarming and warrants further investigation
(Does bullied person become a bully and under what
conditions?). For example, in their survey research,
You and Lim (2016) found that previous offline bullying
and victim experiences were associated with more cyber-
bullying. Similarly, Mishna et al. (2012) argued that the
cyberspace offers an easy venue for ‘revenge’ or ‘payback’
with a high prevalence of bully-victim behaviour (26%)
in a sample of 2186 participants (Mishna et al. 2012).

3.3.3. Practical recommendation 3
Overall, there is limited research on how cyberbullying
begins, feeds on, and evolves through time. There is
also limited research on the bully-victim as a separate
actor of cyberbullying, although an alarming consider-
ation, emerging from social sciences research, is that a
bullied person can become a bully. Computer science
algorithms can help backtrack cyberbullying behaviour
looking at these issues, e.g. when and how one engages
in bullying (e.g. person acting properly, then bullies
after being bullied). Furthermore, a multi-cultural
approach should be considered. The typology of
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cyberbullying participants in terms of gender, age, sexual
orientation, and other characteristics should involve cul-
tural elements, which might be the cause of inconsistent
research findings regarding these factors. Similarly,
cyberbullying actors – predator, victim, and bystander
– might possess different profiles across cultures. A
multi-cultural approach to cyberbullying could generate
further useful insights into advancing these typologies.
This appears to be an understudied, yet, demanding
area for exploration in the social sciences, which can
greatly inform algorithmic approaches to detection and
prevention from a computer science perspective.

3.4. Build synergies between researchers in
humanities and computers science

This paper explored research pertaining to cyberbullying
across disciplines, from social science and humanities to
computer science. Our last recommendation would be to
begin the dialogue between social science/humanities
and computer science. Communication between disci-
plines is virtually non-existent within the cyberbullying
arena. Although computer scientists do reference out-
comes of social sciences work (the opposite is rare), it
is mostly done with the prospect of demonstrating
knowledge gaps, rather than engaging in true dialogue.
There is an immediate need for more research attacking
the problem from the perspective of statistical models
and computational mechanisms for detection, interven-
tion, and prevention of cyberbullying. The authors
would argue that the latter needs the attention and
close collaboration of both communities, particularly
people with expertise from human–computer inter-
action, psychology, computer science, and sociology,
for current challenges to be addressed and significant
progress to be made.

4. Conclusion

While there is an increasing flow of media stories report-
ing cases of cyberbullying, particularly within online
social media, research efforts in the academic commu-
nity are scattered over different topics and across the
humanities and computer science. Overall, it appears,
research on cyberbullying is still in its infancy and
most studies are mere reports of prevalence rates and
relationships among variables. The majority of academic
contributions focus on understanding the phenomenon,
risk factors, and threats with the prospect of suggesting
possible protection strategies. Detecting cyberbullying
when it occurs and identifying predators and their vic-
tims in real computer-mediated communication remains
an open issue to be solved before intervention and

prevention methods can be addressed. We have pre-
sented a few recommendations for future research,
which have been developed through our analyses. Coup-
ling intelligence techniques with specific web technology
problems can help combat this social menace. Recognis-
ing blocks of cyberbullying activity and understanding
dimensions such as duration, severity, power, and anon-
ymity can shed valuable insights into how cyberbullying
is fed and evolves. There is an immediate need for true
multidisciplinary work between social and computer
sciences and we are confident that articles will serve as
a multidisciplinary agenda to guide future research in
this area.
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