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Abstract:

Authentication is the process to validate the user identity and to grant some resources or services to the
user. Authentication process uses many factors like password, biometrics, or One Time Password. Multifactor
authentication model always gives higher security than single-factor authentication model. Fingerprint Hash
code is not used for full security or authentication purpose but it can be combined with other security elements
like password or OTP in order to enhance security. Fingerprint Hash code acts as a key, which can uniquely
identify every person. So it can be replaceable with user-id or username and can work along with text-based or
picture based or pattern based passwords. In this paper based on focus group interaction, first, we define an Ideal
Authentication System. The Ideal Authentication System used in this study consists of different components like
Ideal Security, Ideal User-Friendly, Ideal Input, Ideal Process, and Ideal Performance Evaluation Matrices. In
this paper, we also compare new Multifactor Authentication Model based on Fingerprint Hash code, OTP, and
Password with existing authentication systems. The traditional user-id, password-based internet/mobile banking
system, Apple iPhone X face recognition system, HDFC OTP Checkout for online transactions and Indian
Aadhaar card registration process are the different existing systems used in this study to compare with the new
model.

Key Words: Authentication, Multifactor Authentication Model, Fingerprint Hash Code, OTP & Ideal
Authentication System.
1. Introduction:

By definition, authentication is using one or multiple mechanisms to show that who you declare or
claim to be. As soon as the identity of the human or machine is demonstrated, then human or machine is
authorized to grant some services. Three worldwide referred authentication process are (1) Token supported
authentication, (2) Biometric supported authentication, and (3) Knowledge supported authentication.

Token supported authentication makes use of key cards, bank cards, and smart cards. Token supported
authentication system sometimes uses knowledge supported techniques to improve security. Biometric
supported authentication strategies, together with fingerprints, iris scan and facial reputation aren't yet
extensively adopted [1-2]. The essential flaws of this technique are that such systems can be costly, and the
identification process may be slow and regularly unreliable. However, this form of technique presents the
highest level of protection. Knowledge supported authentication is most commonly and widely used
authentication technique and encompass both text-based and image-based passwords. The image-based
techniques can be further subdivided into two classes: recognition-primarily based and recall based graphical
techniques. The use of recognition based strategies, a person is provided with a set of images and the user is
authenticated through recognizing and identifying the images, which is registered at the time of registration
process. In recall based techniques it's essential that user has to reproduce something like a pattern, which is
created or drawn at the time of registration process.

One time password can be generated in two forms. (1) Time-synchronized OTP: In time-synchronized
OTPs the person has to enter the password within a time frame or within a stipulated time, in other words, OTP
having lifespan only for few amount of time after that time it will get expired and another OTP will be
generated. (2) Counter-synchronized OTP: In Counter-synchronized OTP, instead of regenerating OTP after the
stipulated time, a counter variable is coordinated or synchronized between client device and server.

Automatic Fingerprint Identification System (AFIS) consists of different techniques like preprocessing,
enhancement, segmentation, thinning, feature extraction, post-processing, minutiae orientation and alignment
[3-10]. Fingerprint Hash code acts as the key, which can uniquely identify every person. So it can be replaceable
with user-id or username and can work along with text-based or picture based or pattern based passwords. The
fingerprint hash code is not constant with biometric sensors or readers. There are many types of research are
carried out translation and rotation invariant fingerprint hash code generation but even small or pixel changes
cause a difference in Hash code [11-14]. Based on the different Methods of Fingerprint Hash code generation, it
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reveals that fingerprint hash code does not suit exclusively for authentication or security purpose. But it
uniquely identifies an individual person or human being through a Hash code key.

A service model or system called ideal system, when that must have the following characteristics [15]:

v" An ideal model / system should capable of incorporating changes in services, or inclusion / deletion /
updating of new / old services without affecting its overall framework or performance.
Postulation made in the model / system should be minimal.
The service should be accessible all time 24x7 basis, around the year 365 days.
The user interface should be simple, user-friendly and highly explanatory.
The response time should be very good.
The error rate should be zero or nullified.
Security should be very high or unauthorized access or use data by the unregistered user should be
prevented.
In this paper, we discuss an ideal Multifactor Authentication System which is finest in terms of all its
characteristics or fulfils every aspects or need of all its stakeholders. Multifactor Authentication Model is an
advanced technology to protect user and user credentials from an intruder in the highly secured way. The paper
is discussed in six sections. Section 1 describes introductory theory about fingerprint biometrics, Hash code, and
Ideal system. Section 2 explains about an Ideal system. Section 3 describes Ideal Authentication Model. Section
4 describes Multifactor Authentication Model based on Fingerprint Hash code, OTP, and Password. Section 5
makes a comparison of new Multifactor Authentication Model with different existing Authentication systems.
Section 6 concludes the paper with findings of the comparative study.
2. An ldeal System:

It is well known that we can improve the performance of any system by comparing it with a
hypothetical, predicted system of that kind called Ideal system [15]. The word Ideal system refers to the system
which has utmost characteristics, which cannot be improved further. It is what our mind tells ultimate and which
reached the pinnacle of success in the respective field, which can be compared to all other systems of similar
type, which lacks in some qualities [16]. The less-efficient system can be converted into the ideal system with
the aid of research and continuous innovation in that field. Many objects we can consider as ideals like an ideal
gas, ideal fluid, ideal engine, ideal switch, ideal voltage source, ideal current source, ideal semiconductor and
ideal communication technology and all of these are considered as standards to improve the quality and
performance of similar type. Recently many ideal systems are studied, which includes ideal technology system
[15], ideal business system [16], ideal education system [17-20], ideal strategy [21], ideal energy source [22],
ideal library system [23], ideal banking system [24-25], and ideal mobile banking system [29]. The ideal system
of any kind can be placed in mind, while improving the characteristics of practical devices/ systems and reach
ideal system or considered to be a pinnacle of success [15-29].

3. Ideal Authentication System:

Ideal Authentication System is a system which has properties like highly user-friendly, ubiquitous
services, always available, very cheaper and 100% efficient in all aspects. An ideal or error-free biometric
system should make an accurate and correct decision on every test sample regardless of any performance
degrading factors like variation or differences in inter-class, similarities in intra-class, different representation
for enrolled and sample data, and extreme noise and low sample data quality. Some of the ideal systems with
respect to Authentication System are listed in Table 1.

Table 1: List of Ideal components with respect to Authentication System
S.No Ideal System Components Definition of Ideal Systems/Components
The time is taken by the Automatic Verification or

ANENENENENEN

1 Ideal Speed Authentication System to authenticate the registered user
Any amount of data can be transferred from source to destination
2 Ideal Data Transfer Rate without any delay or within null unit of time duration (In client
Server Model)

3 Ideal Signalling efficiency The quality of the signal is 100% efficient in all aspects.

. 100% protection of Registered user means no intruder can able
4 Ideal Security

to break the system anyway.

5 Ideal Availability Service can be available any part of the world anytime.

. The volume of Information per unit of time that a system can
6 Ideal Bandwidth

handle is unlimited or uncountable.
The percentage of system incorrectly classifies the input pattern

7 Ideal False Acceptance Rate . .
to an unregistered user is zero.
_— The probability that the Authentication framework unable to
8 Ideal False Rejection Rate S . .
identify a match between the authentic people is always zero.
9 Ideal Equal Error Rate Acceptance and rejection mistakes are identical in the system

and which is equal to zero.
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The unsuccessful attempt made to enroll in database or template
10 Ideal Failure to Enroll Rate of an Automatic Fingerprint Identification System by the input is
zero.
Because of False Rejection Rate and False Acceptance Rate is
11 Ideal Accuracy Rate .
zero, the accuracy of the system becomes high.

As shown in Figure 1, we have proposed an Ideal Authentication Model, which consists of different
components like ldeal Security, Ideal User-Friendly, Ideal Input, Ideal Process, and Ideal Performance
Evaluation Matrices.

Ideal User-
Friendly Ideal Input

Ideal Security

Ideal Authentication System

Ideal Process

ldeal Performance
Evaluation Matrices

Figure 1: Ideal Authentication System Model
3.1 Ideal Securlty: 1N 1aeal AuLnenucauon dystem, 1aeal Security rerers a systerm, wnicn 1S 1mpossioie for an
intruder to break the system or impossible for the unregistered user to access the system. Ideal Security model
improves or makes the system robust by maintaining security mechanism at various levels like user level,
network level, template or database level. Security can be enhanced to maximum or optimal level by the use of
multifactor authentication model. Table 2 shows Ideal security various components technologies and benefits.

Table 2: Description of various characteristics of Ideal Security
S.No Characteristics Descriptions
Minimum data is remembered by the user for the authentication
process. To realize this use Physiological or Behavioral biometrics
Difficult to get original data or information.

1 High User level Security

High Network level

2 . Decrypting of the message by the unknown user becomes
Security - .
impossible.
3 |deal Template Ievel_or Non revertible template or impossible to get actual information.
Database level security
4 Multifactor Use more than one factor for authentication like Biometrics, One
Authentication Security Time Password (OTP), and Password.

3.2 ldeal User-Friendly: The goal of the ideal user-friendly component is that user should able to get access to
the system effortless or easily without remembering anything or very minimum amount of data. ldeal user-
friendly system should have some characteristics, which are listed in Table 3 to call itself as Ideal.

Table 3: Description of various characteristics of Ideal User-Friendly

S.No Characteristics Description
1 High Response Time User should get Authenticated azlfiiirrlnygas possible or with least amount
2 High Access Time User should get access to the system with least amount of time
3 Automatic Process User should able to get authenticated automatically without entering
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anything on the screen or just by standing infront of the system
4 High speed The execution time for authentication should be very minimum
5 High Availability Anytime, Anywhere, Anyplace or simply ubiquitously available
6 Effort free The user should able to work with the system effortless or freely.

3.3 Ideal Input: Ideal Input ensures that registered user should able to get access to the system or authenticated
with very less or no input. In an Ideal Authentication system, the Ideal input having different characteristics,
which are listed out in Table 4.

Table 4: Description of various characteristics of Ideal Input [Source: Aithal, P. S. & Pai T, Vaikunta [26])

S.No Characteristics Description
1 Minimum Users will be carrying only one data or no data along with them to get
possessions authenticated
2 Minimum input The number of data or instruction to the system is as minimum as possible
3 Input Selectivity Select input data rather than remembering and entering
4 Ubiquitous Data Anytime, Anywhere, and Anyplace able to input or feed data
5 Reliability The input should not have any |mper_fect|ons. It should not fail during
execution
6 Usability The input should have infinite usability for various applications.
- The provided input should have 100% efficiency with an intention to get
7 Efficiency
accurate results.
8 Input Security The input should be protected from intruder
L The input provided to the system should execute with a minimum amount
9 Short execution time of time

3.4 Ideal Process: In an Ideal Authentication system, Ideal process refers user should able to complete
authentication process without any fault, fast and completely. The different characteristics, of the Ideal process,
are listed out in Table 5.
Table 5: Description of various characteristics of Ideal Process
S.No Characteristics Description
1 High Atomicity The Authentication process shpuld complt_ete_ fast without any errors or
should not abort in between if it has started.
After the authentication process system should end up with the consistent
state.
The intermediate state of Authentication process should be invisible to
other users.
4 High Availability Anytime, Anywhere, Anyplace or simply ubiquitously available
5 Effort free Authentication process should be effortless.
After a transaction completes, the changes made should persist even in the
case of unexpected system failure.
If user credentials like password or biometric are changed, it should persist,
if that process completes just before the failure.
3.5 Ideal Performance Evaluation Matrices: In Ideal Authentication System, Ideal Performance Evaluation
Matrices refers all the performance evaluation matrices normally used for the authentication system. This
component is having scope in the biometrics-based authentication system. The different characteristics, of Ideal
Performance Evaluation Matrices, are listed out in Table 6.
Table 6: Description of various characteristics of ldeal Performance Evaluation Matrices

2 Ideal Consistency

3 Maximum Isolation

6 High durability

S.No Characteristics Description
1 Ideal False Acceptance Rate The percentage of system m_correctly clgssﬁles the input pattern
to an unregistered user is zero.
_— The probability that the Authentication framework unable to
2 Ideal False Rejection Rate S . .
identify a match between the authentic people is always zero.
3 Ideal Equal Error Rate Acceptance and rejection ml_stakes are identical in the system
and which is equal to zero.
The unsuccessful attempt made to enroll in database or template
4 Ideal Failure to Enroll Rate of an Automatic Fingerprint Identification System by the input
is zero.
Because of False Rejection Rate and False Acceptance Rate is
5 Ideal Accuracy Rate .
zero, the accuracy of the system becomes high.
L Automatic Verification or Authentication process should
6 Ideal Execution time . X
complete as early as possible for the registered user.
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4. Multifactor Authentication Model Using Fingerprint Hash Code, OTP and Password:

Figure 2 shows Dataflow Diagram of Multifactor Authentication model used in this study. Initially on
the client side using an interface user loads fingerprint image into the system. First, using Euclidean distance
fingerprint image features are extracted, and converted into Hash code.

Client Server
OTP Request
A
by the server
Load Encrypted | Requdst
Fingerprint fingerprint | for
image features OTP
A 4
A 4 OTP Generator

Encrypt fingerprint features

P
<

Generated OTP

OTP by user
Invalid OTP Verification
(At server)
A 4 After valid OTP by
Invalid OTP the user
Message Valid

A 4 A 4
Password request by the server

Request for

Database (at Server)
Password

Encrypted form of the Password by the user

Encrypted Password and
user-id fetched from
database

Password and Finger
User-1d Verification

Invalid

\ 4

Un-authenticated
user

v
Successful User Authentication

Figure 2: Dataflow Diagram of Proposed Multifactor Authentication

These features are encrypted and sent to the server. As soon as these features arrive at a server in
encrypted form, the server receives that and request for One Time Password from OTP generator. OTP
generator is a module or function, which is located at server machine. Time synchronized OTP is sent to the
registered mobile phone user. Client system prompts a message to enter OTP, which is received to the registered
mobile phone of the user.

The user enters that OTP through the client interface and this OTP is compared with server generated
OTP at the server side. If OTP is verified, server requests for the password, the user enters the password through
a client-side interface and entered password reaches to the server. The server verifies the user entered a
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password with the already stored password in its database. Since database password is stored in encrypted
format. The password which is stored in the database in encrypted form and finger user-id hash code is
encrypted one again to enhance security.

So if an intruder gets stored hash codes from the database, still authentication cannot become
successful. If both password and Fingerprint Hash code match them user is considered as an authenticated user.
In other words authentication process successfully completes when OTP, Password, and Fingerprint Hash code
matches. If anyone out of Fingerprint Hash code or Password does not matches user is considered an
unauthorized user. If OTP not matches then the user is blocked from further steps in the authentication process.
In this research study, this is not implemented as server and client in different machines. The model of this
approach is implemented on the same machine using MATLAB 2015a.

4.1 One Time Password Generator: In this research work, One Time Password Generator is responsible for
generating OTP. This is a function located on the server. In this study, Time synchronized OTP is generated by
combining some features. The time for which OTP is valid is administrative specific, for simplicity we consider
in this work as 2 minutes. The algorithm for generating OTP is explained below.

Algorithm:

Step-1: Generate the Hash code for input fingerprint using MD5 Hash Function.

Step-2: Extract system Date and Time.

Step-3: Extract seconds separately.

Step-4: Consider only integer part of the seconds.

Step-5: A 4 x 4 sized matrices of the random number is generated.

Step-6: Date and Time are converted into string data type.

Step-7: Random matrix is concatenated with Date and Time string.

Step-8: Hash code of the input fingerprint image is concatenated with the result of Step-7.

Step-9: Hash code is generated for combined string obtained from Step-8.

Step-10: A random number is generated betweenl to 32.

Step-11: If the random number is in between 1 to 8 (including both) then extracts first 8 characters of the Hash
code of size 32 characters generated in Step-8.

Step-12: If the random number is in between 9 to 16 (including both) then extract next 8 characters (from
position 9 to 16) of the Hash code of size 32 characters generated in Step-8.

Step-13: If the random number is in between 17 to 24 (including both) then extract next 8 characters from
position 17 to 24) of the Hash code of size 32 characters generated in Step-8.

Step 14: If the random number is in between 24 to 32 (including both) then extract next 8 characters from
position 24 to 32) of the Hash code of size 32 characters generated in Step-8.

5. Comparison of New Multifactor Authentication Model with existing Systems:

Here we compare Multifactor Authentication Model based on Fingerprint Hash code, OTP, and
Password with different existing systems of the same kind or slightly different systems or any system which
makes use of biometric or password or username or OTP for authentication. The different system considered in
this study are the traditional user-d, password-based internet/mobile banking system, Apple iPhone X face
recognition system, HDFC OTP Checkout for online transactions, and Indian Aadhaar card registration process.
These comparisons help to understand where this model stands in terms of its features compare to the existing
systems.

The new model is compared with all the existing models under four constructs as Advantages, Benefits,
Constraints, and Disadvantages [30-42]. Table 7, Table 8, Table 9, and Table 10 shows Advantages, Benefits,
Constraints, and disadvantages comparative study of new Multifactor Authentication Model with traditional
username and password based Internet/Mobile Banking System respectively.

Table 7: Advantages comparative study of new Multifactor Authentication Model v/s traditional user-id and
password based Internet/Mobile Banking System.
Table 7: Advantages comparative study of new Multifactor Authentication Model v/s traditional user-id and
password based Internet/Mobile Banking System.
Traditional user-id and password based
Internet/Mobile Banking System

S.No New Multifactor Authentication Model

The Nonreversible Fingerprint Hash code is
used in network level
1 Highly secured encrypted user-id and
password are used in network level Fingerprint
Hash code is used in network level

Highly secured encrypted user-id and
password are used in network level

5 Fingerprint Hash-id is used for identification User-id is used for identification purpose
purpose which is in Hash or encrypted form which is in Hash or encrypted form

3 Easily revocable Fingerprint Hash-id and Easily revocable user-id and password which
password which is in Hash or encrypted form is in Hash or encrypted form
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High user-id and password protection is

4 High template protection is ensured -
ensured in database level
The system having ability to authenticate with | The system having ability to authenticate with
5 one knowledgebase input (Hash-id by two knowledgebase input (user-id by
selection, OTP is entered by viewing and selection, OTP is entered by viewing and
Password by knowledge base entry) Password by knowledge base entry)
6 Depending on the device and network Depending on the device and network Provides
Provides ubiquitous authentication ubiquitous authentication
7 Interactive and explorative user interface Interactive and explorative user interface
8 One knowledge base parameter input Two knowledge base parameter inputs
. L Simple User authentication from customer
Simple User authentication from customer . - .
9 ) - point of view but user-id also remembered
point of view .
along with password
10 Reduced error in inputt.ing due to one selection | Input error little more due to lack of selection
type input. input.
11 Due to Hash code user, personal data or input Due to encrypted data user personal data or
are secured. input are secured.
Due to RDBMS transaction property Due to RDBMS transaction property
12 | atomicity, consistency, and isolation properties | atomicity, consistency, and isolation properties
are ensured. are ensured.
13 Changed Password and Biometric-id durable Changed Password and User-id durable for a
for a long time. long time.
All the fingerprint performance evaluation
matrices like False Acceptance Rate, False User-id and Password give highest accuracy
14 Rejection Rate, Equal Error Rate, Failure to rate
Enroll Rate, and Accuracy Rate gives good '
accuracy or matching rate.
15 Lifespan or validity of OTP is very less, say 2 OTP used for financial transaction having

minutes.

more validity.

Table 8: Benefits comparative study of new Multifactor Authentication Model v/s traditional user-id and
password based Internet/Mobile Banking System.

Traditional user-id and password based

S.No | New Multifactor Authentication Model Internet/Mobile Banking System
Security in all aspects of network and Security in all aspects of network and database and
template, Simple and easy way to input, reduced execution time increased customer faith
1 reduced execution time can become and also attracted new customers. But due to
influence parameters for Increased customer | password attacks, users require advanced way of
faith and also can attract new customers. authentication like biometrics.
Cryptographically encrypte_d one hash code Cryptographically encrypted user-id and password
and password only stored in the database, . .
2 . S only stored in database, which makes database
which makes database memory utilization s -
- memory utilization very less and efficient.
very less and efficient.
Both fingerprint-id and passwords are
3 protected by OTP means OTP is first entry OTP is used only for financial transactions.
type input.
4 Ubiquitous authentication with one Ubiquitous authentication with two knowledge
knowledge base input. base inputs.
Auth_entlcatlon failure is very rare or An authentication failure occurs when user-id,
5 practically zero compare to any other
: . A password or both becomes wrong.
biometrics-based authentication.
Revocability can be done easily if password
6 or Finger-id is compromised. In most of the Revocability is done easily if the password is
fingerprint-based authentication system, compromised.
revocability of fingerprint is not so easy.
7 Due to RDBMS transaction property, at the Due to RDBMS transaction property, ensures a
time of system failure. safe state at the time of system failure.
The simple, Navigational, and explorative The simple, Navigational, and explorative user
8 user interface, the speed of authentication, interface, the speed of authentication, and Effort

and Effort free input and process can have

free input already enhanced user trust, happiness,
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chances to enhance user trust, happiness,
and satisfaction.

and satisfaction. But the user needs still more
security for their data and transactions.

Table 9: Constraints comparative study of new Multifactor Authentication Model v/s traditional user-id and
password based Internet/Mobile Banking System.

S.No New Multifactor Authentication Model Traelion: user-|q and pgssword based
Internet / Mobile Banking System
Gpod.l\'letwork archltecture,.net\./v'ork Good Network architecture, network availability,
availability, and Network availability of L . -
1 . . P . and Network availability of mobile service
mobile service provider’s are essential for A - .
. provider’s are essential for smooth working.
smooth working.
2 Good RDBMS management and disaster Good RDBMS management and disaster
recovery techniques are essential. recovery techniques are essential.
3 effi?:iegnlftl;‘isgrligtﬂnggr:‘f)lrg?i;atgnrsi)r:ftlzr:sﬁnc(:) de Requires high configuration system and efficient
gor gerprin algorithms for user-id and password encryption.
creation and for encryption.
. L . Requires navigational and explorative user
Requires navigational and explorative user . .
4 . interface, and Input should be selective rather
interface.
than entry type.
While selecting fingerprint features for Hash
5 code, unique features should be selected for | Unique user-id is selected for collusion free user-
collision-free Hash code and for effective id and for effective user identification.
user identification.

Table 10: Disadvantages comparative study of new Multif

password based Internet/Mobile Banking System.

actor Authentication Model v/s traditional user-id and

S.No New Multifactor Authentication Model e o] user-!d and pgssword based
Internet/Mobile Banking System
1 Network cost for OTP Network cost for OTP in financial transactions.
Network and server Failures will shut down Network and server Failures will shut down the
2 o L
the Authentication process Authentication process
3 Complex backend design of user interface Complex backend design of user interface
Negligence of the user in §elect|on of input The negligence of the user in entering the input
and Lack of concentration of the user . .
4 increases the non-matching rate in and Lack of concentration of the user increases
Lo the non-matching rate in authentication process.
authentication process.
5 Requirement of continuous availability of the Requirement of continuous availability of the
server increases cost server increases cost

Table 11, Table 12, Table 13, and Table 14 shows Advantages, Benefits, Constraints, and
disadvantages [30-42] comparative study of new Multifactor Authentication Model with Apple iPhone X facial
recognition system. Here the comparison is not more useful because the Apple iPhone X facial recognition used
for mobile locking and not for secured transaction or authentication.

Table 11: Advantages comparative study of new Multifactor Authentication Model v/s Apple iPhone X facial
Recognition System

S.No New Multifactor Authentication Model Apple iPhone X Facial Recognition System
1 Nonreversible Fingerprint Hash code is used | Face recognition image are stored on the mobile
in network level phone. Authentication is done locally.
Fingerprint Hash code alone is not used for
2 the purpose of authentication. Authentication Face of the user image alone is used for
is done with the aid of Fingerprint Hash code, authentication/recognition purpose.
OTP, and Password.
3 Hashed fingerprint gives more security The unhashed FaceHimage is an easy target for
ackers.
Mgltlple INputs are necessary _for Only face image of the user is needed for
4 authentication or matching, which includes Authentication/Matching/Verification purpose
Fingerprint Hash code, OTP, and Password '
5 At least one knowledge base input is required None of the Knowledgebase input is used for
(password) Authentication/Matching/Verification purpose.
6 System is not easily mimicable The system is easily mimicable.
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Table 12: Benefits comparative study of new Multifactor Authentication Model v/s Apple iPhone X facial
Recognition System
New Multifactor Authentication Model Apple iPhone X facial recognition system
Security in all aspects of network and template,
Simple and easy way to input, reduced
1 execution time can become influence
parameters for Increased customer faith and
also can attract new customers
Cryptographically encrypted one hash code and
password only stored in the database, which

S.No

Not implemented in large scale due to
security failure in its infant stage only.

2 e Not used in Client-Server architecture.
makes database memory utilization very less
and efficient.
3 Both fingerprint-id and passwords are protected | OTP is not used in verification or matching
by OTP means OTP is first entry type input. process.
4 Ubiquitous authentication with one knowledge Ubiquitous matching with no knowledge
base input. base inputs.
Authentication failure is very rare or_practlcally Authentication/matching failure occurs when
5 zero compare to any other biometrics-based

face image is hacked by the intruder

authentication.
Table 13: Constraints comparative study of new Multifactor Authentication Model v/s Apple iPhone X facial
Recognition System

.S.No New Multifactor Authentication Model Apple iPhone X facial Recognition System
Good Network architecture, network
1 ava!lablllty, and Ngtwczrk availab |I|_ty of Not used in network, used in local system
mobile service provider’s are essential for
smooth working.
2 Good RDBMS management and disaster Not used in client-server architecture

recovery techniques are essential.
Requires high configuration system and
3 efficient algorithms for fingerprint Hash code
creation and for encryption.

Requires high configuration system and
efficient algorithms for processing of facial
features from face image
Not having much scope for interface because

Requires navigational and explorative user

4 interface. no entry type input requed. Input is captured
through a mobile camera.
5 Provides good security architecture through Good security architecture is essential

multifactor authentication model.
Table 14: disadvantages comparative study of new Multifactor Authentication Model v/s Apple iPhone X facial
Recognition System
S.No New Multifactor Authentication Model Apple iPhone X facial Recognition System
1 Network cost for OTP Not suitable for network feature comparison.
Network and server Failures will shut down The client-server architecture is not

2 the Authentication process implemented.
3 Complex backend design of user interface User interface having not ”?“Ch scape tue to
lack of manual input.
Negligence of the user in selection of input
4 and Lack of concentration of the user Negligence of the user in storing face image in

increases the non-matching rate in the unsecured places causes security failure.
authentication process.
Table 15, Table 16, Table 17, and Table 18 shows Advantages, Benefits, Constraints, and
disadvantages [30-42] comparative study of new Multifactor Authentication Model with HDFC OTP Checkout
for online transactions.
Table 15: Advantages comparative study of new Multifactor Authentication Model v/s HDFC OTP Checkout

for online transactions

S.No New Multifactor Authentication Model HDFC OTP Checkout for online transactions
1 Nonreversible Fingerprint Hash code is used Highly secured encrypted OTP is used in
in network level. network level
The system having ability to authenticate with . . .
2 one knowledgebase input (Hash-id by The Sys\f\?iﬁgszl:(nn%wﬁe gb(lalkl)';yséc:ﬁugt\entlcate
selection, OTP is entered by viewing and g put.
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Password by knowledge base entry)
3 Depending on the device and network Depending on the device and network Provides
Provides ubiquitous authentication ubiquitous authentication

4 Interactive and explorative user interface Interactive and explorative user interface

5 One knowledge base parameter input No knowledge base parameter inputs

6 Simple User authentication from customer Simple User authentication from customer point
point of view of view

7 Reduced error in inputting due to one More Reduced error in inputting due to lack of

selection type input. selection or entry types input.

8 Due to Hash code user, personal data or input Due to encrypted data user personal data or
are secured. input are secured.

9 Lifespan or validity of OTP is very less, say 2 | OTP used for financial transaction having less

minutes. validity.

Table 16: Benefits comparative study of new Multifactor Authentication Model v/s HDFC OTP Checkout for
online transactions

S.No New Multifactor Authentication Model HDFC OTP Checkout for online transactions
Security in all aspects of network and Security in all aspects of network and database
template, Simple and easy way to input, and reduced execution time increased customer
1 reduced execution time can become faith and also attracted new customers. When
influence parameters for Increased customer the mobile phone is stolen users requires
faith and also can attract new customers advanced way of authentication like biometrics.
Cryptographically encrypted one hash code Cryptographically encrypted user-id and
2 and password only stored in the database, password only stored in the database, which
which makes database memory utilization makes database memory utilization very less
very less and efficient. and efficient.
Both fingerprint-id and passwords are . — .
3 protected by OTP means OTP is first entry Only OTP is used for authentication/transaction
A purpose.
type input.
4 Ubiquitous authentlcatl_on with one Ubiquitous authentication with OTP
knowledge base input.
Auth}entlcatlon failure is very rare or An authentication failure occurs when OTP is
5 practically zero compare to any other .
. . S wrong, which very rare or uncommon.
biometrics-based authentication
The simple, Navigational, and explorative '_I'he simple, Navigational, and_exploratlve user
; S interface, the speed of authentication, and lack
user interface, the speed of authentication, of manual inout already enhanced user trust
6 and Effort free input and process can have ; puta y '
X happiness, and satisfaction. But the user needs
chances to enhance user trust, happiness, and : . .
. . still more security for their data and
satisfaction. .
transactions.

Table 17: Constraints comparative study of new Multifactor Authentication Model v/s HDFC OTP Checkout for
online transactions

S.No | New Multifactor Authentication Model HDFC OTP Checkout for Online Transactions
a\gﬁggiz\iltem;%rdk sgiwgiii%i?;;m?rkof Good Network architecture, network availability,
1 . Y o Yy and Network availability of mobile service
mobile service provider’s are essential for Sy - .
smooth working. provider’s are essential for smooth working.
5 Good RDBMS management and disaster Good RDBMS management and disaster recovery
recovery techniques are essential. techniques are essential.
Requires hlgh_conflgurat_lon system and Requires high configuration system and efficient
3 efficient algorithms for fingerprint Hash alqorithms for OTP encrvotion
code creation and for encryption. 9 yption.
4 Requires navigational and explorative user Requires simple interface due to lack of
interface. knowledgebase input.
V&zlslﬁ ig?:thnn% f:jneg:er;tﬁgsfiﬁt()uurf; gzr Unique user-id is selected for collision-free user-
5 » uniq id and for effective user identification but
selected for collision-free Hash code and e
for effective user identification. verification is done only through OTP.
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Table 18: Disadvantages comparative study of new Multifactor Authentication Model v/s HDFC OTP Checkout
for online transactions

S.No New Multifactor Authentication Model HDFC OTP Checkout for Online Transactions
1 Network cost for OTP Network cost for OTP
2 Network and server Failures will shut down Network and server Failures will shut down the
the Authentication process Authentication process
3 Complex backend design of user interface Simple backend design of user interface
Negligence of the user in selection of input
and Lack of concentration of the user . . L
4 . - . No manual input, which reduces error in input.
increases the non-matching rate in the
authentication process.
5 Requirement of continuous availability of the Requirement of continuous availability of the
server increases cost server increases cost

Table 19, Table 20, Table 21, and Table 22 shows Advantages, Benefits, Constraints, and
disadvantages [42-51] comparative study of new Multifactor Authentication Model with Indian Aadhaar card
registration process.

Table 19: Advantages comparative study of new Multifactor Authentication Model v/s Indian Aadhaar card
registration process

S.No New Multifactor Authentication Model Indian Aadhaar card registration process
1 Nonreversible Fingerprint Hash code is used | Highly secured encrypted OTP is used in network
in network level level
The system having the ability to authenticate

without knowledgebase input (Hash-id by The system having ability to authenticate without
2 - . L .

selection, OTP is entered by viewing and knowledgebase input.

Password by knowledge base entry)
4 Interactive and explorative user interface Interactive and explorative user interface
5 One knowledge base parameter input No knowledge base parameter inputs
6 Simple User authentication from customer Simple User authentication from customer point
point of view of view
7 Reduced error in inputting due to one More Reduced error in inputting due to lack of
selection type input. selection or entry types input.
8 Due to Hash code user, personal data or Due to encrypted data user personal data or input
input are secured. are secured.
9 Lifespan or validity of OTP is very less, say OTP used for financial transaction having little
2 minutes. bit more validity.
10 Fingerprint thumb capturing will not fail Registration process involving fingerprint thumb
frequently for Kids. image captures requires many attempts for kids.

Table 20: Benefits comparative study of new Multifactor Authentication Model v/s Indian Aadhaar card
registration process

S.No New Multifactor Authentication Model Indian Aadhaar card registration process
Security in all aspects of network and template,
Slmple and easy way_to input, reduced execution Not having scope for authentication. Its one-
1 time can become influence parameters for . . . .
) time registration for a single user.
Increased customer faith and also can attract
new customers
Cryptographically encrypted one hash code and Cryptographically encrypted user-id and
2 password only stored in the database, which biometric only stored in the database, which
makes database memory utilization very lessand | makes database memory utilization more but
efficient. efficient.
3 Both fingerprint-id and passwords are protected Both fingerprint template and OTP makes
by OTP means OTP is first entry type input. authentication/transaction process.
Authentication failure is very rare or practically | An authentication failure occurs when thumb
5 zero compare to any other biometrics-based minutiae details vary with a dry finger or cold
authentication. weather, or finger damage or cut.
The simple, Navigational, and explorative user Simple, Navigational, and explorative user
6 interface, the speed of authentication, and Effort interface, speed of registration, and lack of
free input and process can have chances to manual input already enhanced user trust,
enhance user trust, happiness, and satisfaction. happiness, and satisfaction.
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Table 21: Constraints comparative study of new Multifactor Authentication Model v/s Indian Aadhaar card

registration process

S.No New Multifactor Authentication Model Indian Aadhaar card registration process
a\gﬁggi:\iltew\;%rdk Iaziwgi?(t:t}éi?:;m?rkof Good Network architecture, network availability,
1 . Y, S Yy and Network availability of mobile service
mobile service provider’s are essential for A X .
smooth working. provider’s are essential for smooth working.
5 Good RDBMS management and disaster Good RDBMS management and disaster
recovery techniques are essential. recovery techniques are essential.
_quwres h'.gh conflgu_ratlon system and Requires high configuration system and efficient
3 efficient algorithms for fingerprint Hash code . -
creation and for encryption. algorithms for OTP encryption.
4 Requires navigational and explorative user Requires simple interface due to lack of
interface. knowledgebase input.
\é\ggée leﬁliecuténf%;t'l??eesrgrr]'g;If;%t:;?l;;;y?gr Unique user-id is selected for collision-free user-
5 ae, unig - id and for effective user identification but
collision-free Hash code and for effective user AT
identification. verification is done only through OTP.

Table 22: Disadvantages comparative study of new Multifactor Authentication Model v/s Indian Aadhaar card

registration process

S.No New Multifactor Authentication Model Indian Aadhaar card registration process
1 Network cost for OTP Network cost for OTP
2 Network and server Failures will shut down Network and server Failures will shut down the
the Authentication process registration process
3 Complex backend design of user interface Complex backend design of user interface
Negligence of the user in selection of input
4 and Lack of concentration of the user No manual entry type input, which reduces error
increases the non-matching rate in the in input.
authentication process.
5 Requirement of continuous availability of the Requirement of continuous availability of the
server increases cost server increases cost
The quality of the fingerprint capturing or The quality of the fingerprint capturing or
6 . .
sensing technology does not affect the system sensing technology affects the system
6. Conclusion:

In this paper initially, we have discussed an ideal system characteristic with respect to ldeal

Authentication System. Ideal Authentication system consists of different components, which includes Ideal
Security, Ideal User-Friendly, Ideal Input, Ideal Process, and Ideal Performance Evaluation Matrices. We have
compared Fingerprint Hash code, OTP and Password-based Authentication Model with existing systems, which

includes,

the traditional user-id, password-based internet/mobile banking system, Apple iPhone X face

recognition system, HDFC OTP Checkout for online transactions and Indian Aadhaar card registration process.
Some of the important findings of the comparative study are mentioned below.

v

One time captured static fingerprint image are not vulnerable to climate or weather condition changes
compared to any other biometric-based authentication system like Indian Aadhaar Card registration
process.

The new multifactor Authentication model requires less knowledgebase input compared to traditional
user-id and password based Internet/Mobile banking authentication [52-55].

If the user takes care and ensures user-level security through external devices like USB drive or Private
cloud drive, we can eliminate password factor from authentication process.

The new Multifactor Authentication model produces good performance evaluation matrices, which
includes False Acceptance Rate, False Rejection Rate, Equal Error Rate, Failure to Enroll Rate, and
Accuracy Rate for Fingerprint Hash code compare to any other Hash code based matching systems.
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