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The Nordics have unique digital
health registers, biobanks, genome
and other data collections




NelC Tryggve projects

Project objective: Tryggve develops and facilitates access to secure
e-infrastructure for sensitive data, suitable for hosting large-scale
cross-border biomedical research studies

e Tryggve 2014-2017: groundwork, building blocks, piloting

e Tryggve2 2017-2020: larger funding ~6M€, going towards
service delivery, increased focus on use cases

e Tryggved (Heilsa, TryggveDottir) 2021-2024: Main focus on
operational Federated EGA

https://neic.no/tryggve https://neic.no/heilsa/
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Tryggve service development relies on secure computing and
data environments at participating ELIXIR Nodes

Secure cloud (laas)
* Infrastructure for data and computing (ePouta, Computerome)

Secure remote desktop (PaaS)

* Backed up with computing resources

(TSD, Computerome, Bianca,
CSC ePouta)

Computerome at DTU

' Tryggve



Building the cross-border sensitive data infrastructure

e Development of sensitive data archiving technology
e Development of secure tools for analyzing sensitive data across borders
e Operating a use case program

e Active dissemination and outreach

e Targeted development of the secure Tryggve platforms
e Implementing ELIXIR AAI based authentication and authorization solutions

e Providing assistance with GDPR related issues
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Development driven by research use cases

Psychological Medicine

Article Supplementary materials Metrics

First View Get access
Genetic risk scores and family history as predictors of schizophrenia in Nordic
registers

\
GENETICS AND
ENVIRONMENT

Processing sensitive
ACROSS BORDERS

data for schizophrenia
research
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Genetics and environment across borders,
NordForsk Magazine 2016.

What are the roles ployed by This would require cross-border cooperation, which Is
e becouse the various countries hove different

environmental and genatic factors in e
Abstract Family history is a long-standing and readily obtainable risk factor for schizophrenia (SCZ). Low-cost genotyping ;’;’ ""’:;:me";:;“"""”:z‘”? begikoros
is question is being exami an
technologies have enabled large genetic studies of SCZ, and the results suggest the utility of genetic risk scores (GRS, Rogde d i SosptrsiiTiits Slomin Smgep:
y team of s "For 100 tme, we've wonted to work together ond

https://doi.org/10.1017/50033291717002665  Published online: 25 September 2017

9o registry-bosed research” Or Sulivan exploins, “but It

direct assessments of inherited common variant risk). Few studies have evaluated family history and GRS

simultaneously to ask whether one can explain away the other.

We studied 5959 SCZ cases and 8717 controls from four Nordic countries. All subjects had family history data from

national registers and genome-wide genotypes that were processed through the quality control procedures used by

the Psychiatric Genomics Consortium. Using external training data, GRS were estimated for SCZ, bipolar disorder

(BIP), major depression, autism, educational attainment, and body mass index. Multivariable modeling was used to
a att

using case and control groups in

five different countries. The Tryggve
project’s secure IT-bosed system has
been vital in enabling resecrchers to

has been AFficuit in the absence of @ secwe fromework
thot is acceptoble for the reguistors in each country
and ethical revew commttens. The great thing about
the Tryggve project has been that is has allowed us to
60 that in 0 woy thot we rever relly could befere”

share dato across borders.

&
'0‘ Tryggve


http://www.inthefieldstories.net/

Nordic Twin Study on Cancer - Use case

® |argest twin study in the world available for the research
on heritable and familial risk of cancers

® Cohort constructed by linking the population-based twin
registries of Denmark, Finland, Norway and Sweden to
their country-specific national cancer and
cause-of-death registries. Genomic data also collected
from the samples.

® Shared sensitive data processing environment required
for method development and novel analyses

® Tryggve use case

> 350 000
individuals

Q NorTwinCan http:/nortwincan.org ~
| @l curoreaN . Tryggve
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Key activities and results - |

Secure and FAIR storage of sensitive data in the Nordics
e Purpose:

o Enable secure repositories for sensitive data in each participating country
interoperable with the European Genome-phenome Archive (EGA)
infrastructure

e Key results:
o Produced software for the secure storage service and deployed the
first-in-Europe Federated EGA node prototype in 3 countries (FI, NO, SE)
e Next steps:
o Moving from prototype stage to operations stage
o Developing standalone repository for cases where connection to EGA is not

required 0 dnelc
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European Genome-phenome Archive EGA

T R TR

. Permanent secure archiving an How the EGA'is In 2012, E81and CRG started
working together to establish EGA as
ma naged a joint venture, which has grown in

the context of ELIXIR

sharing of all types of
potentially identifiable human 1, ceawas iaunched in 2008 by

genetic and phenotypic data ki

« ‘FAIR’ (Findable, Accessible,
Interoperable, and Reusable)
principles

Slide: Niclas Jareborg, Tryggve / NBIS
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Slide: Niclas Jareborg, Tryggve / NBIS



Future ways of accessing data

Secure
Computing
Environment
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Key activities and results - Il

Cross-border workflows for processing Nordic sensitive data
e Purpose:
o Enable use cases that involve analysis of sensitive data that is stored in

different locations and countries.
m The main usage scenarios are the Joint processing (“bring data to compute”) and
the Federated processing (“bring compute to data”) approaches.

e Key results:
o Demonstrated the on demand access method for data stored in Fl and SE.

o Studied and described secure cloud and workflow technologies.

@nelic
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Use case 2-9 Impute server — Distributed imputation
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Nordic sensitive data e-Infrastructure federation — GA4GH
compliant

Application layer

Broker

Orchestration layer Broker I!l Broker I !! I

Workload management WES/TES: Secure APi for EINfrastructures (SAPEIN)

Resource
layer

Data management DRS: dCache/RDSDS

Fabric layer

. n in r r\@
TRS: Container Repo [\SJ @\

ePouta (FI)
(DK)
Bianca (SE)

Computerome

Tool
mobility




Vision for cross-border sensitive data infrastructure

Aiming at Nordic infrastructure in which storage & computing form
a secure distributed platform for sensitive data:

e The user can access distributed data from any node of
the platform.

e Workloads are distributed in containers with standard
GA4GH workflow management and interfaces.

e Sensitive data can be stored in secure repositories
connected to the European Federated EGA infrastructure

%’%ryggve i dNelic



Tryggve ELSI “Checklist”

List and number the cohorts/datasets that will be used in the project

1

2.
3.
4.
5.

e ELSIissues & GDPR compliance

o Ethical reviews & Informed consents
ContrOI IerS Haseo panshject)undergone a Yes

ethical review? Yes, parts

O No

Legal baSiS O Needs to be confirmed

o What are the limitations of use in the ethics approval, if any? List per cohort/dataset

Data processing agreements I S S a1 o I el B
Data Protection Impact
Assessments

Data sharing skt N A —

3 Needs to be confirmed

O Oth e r I eg a I CO n S i d e rati O n S o What are the limitations of use defined in the informed consent, if any? List per cohort/dataset

o e.g. only for research on certain types of diseases, sharing only within certain geographical
boundaries etc

o O O O

LAl ol o o
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https://docs.google.com/document/d/1Kqg_IrKcOKJVCvMw4ivEhrRsllenEjbiKk\WbZ1aK5J68/edit
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Node interested in
joining FEGA Network

%

Set up local
EGA node with
mock CEGA
credentials;
confirm node Q
is operational

A

Receive test
CEGA credentials

v
v
v
v-

Establish node
SOPs and

O Gove rnance

[ Technical

confirm successful
connection

communications

O Committee

Contact FEGA with intent to join

Federated EGA - Journey™

— | Present use case to ELIXIR FHD Community;

complete FEGA Use Case Survey

ODENO

Confirm successful
completion of FEGA
node end-to-end
demonstrator

o=r A

Perform FEGA Maturity Model
self-assessment

Present Maturity Model self-assessment and

demonstrator results to FEGA Strategic Committee

Invited to join FEGA

|—®
! A8, S,
Strategic
Committee and Sign FEGA
FEGA Operations Legal Invited to join Receive
Committee as FEGA Strategic N
Agreement production
observer Committee and
FEGA Operations

CEGA
. credentials
Committee as full
members

® Federated
¢~ European

= Genome-phenome
Archive

(1

FEGA Node
operating
in production

* as illustrated by https://ega-archive.qgithub.io/FEGA-onboarding
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https://ega-archive.github.io/FEGA-onboarding
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NelC Heilsa Tryggvedottir - joining Federated EGA

e A code base for archiving of sensitive data
o Documentation available at: https://neic-sda.readthedocs.io/en/latest/
o Packaged to be convenient for setting up Federated EGA, or stand-alone instances for
archiving of sensitive data
o  Technical questions about the solution https://qitter.im/neicnordic/sda-pipeline
e Common operating procedures for (Federated EGA) nodes

o Documentation

o Processes

o Roles and responsibilities
o Security



https://neic-sda.readthedocs.io/en/latest/
https://gitter.im/neicnordic/sda-pipeline

Nordic-Baltic Sensitive Data forum

e Nordic-Baltic Sensitive Data Forum brings together researchers, service
providers, security experts, service developers/administrators, data
protection experts, lawyers, policymakers, and activity funders in one
community to learn from each other, plan for competence-building (e.g.
training events and workshops), and collaboration activities (including
Nordic/EU-funded projects).

e Subscribe: https://neic.no/mailman/listinfo/sensitive-data
e (Contact: sensitive-data@neic.no
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@ ® Project Manager:
' Abdulrahman Azab (UiO)
T yggve abdulrahman.azab@usit.uio.no

abdulrahman.azab@sigma2.no (from July)
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