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The Nordics have unique digital 
health registers, biobanks, genome 
and other data collections



NeIC Tryggve projects
Project objective: Tryggve develops and facilitates access to secure 
e-infrastructure for sensitive data, suitable for hosting large-scale 

cross-border biomedical research studies

● Tryggve 2014-2017: groundwork, building blocks, piloting

● Tryggve2 2017-2020: larger funding ~6M€, going towards 
service delivery, increased focus on use cases 

● Tryggve3 (Heilsa, TryggveDottir) 2021-2024: Main focus on 
operational Federated EGA

https://neic.no/tryggve https://neic.no/heilsa/ 

https://neic.no/tryggve
https://neic.no/heilsa/


Secure computing and data environments
Tryggve service development relies on secure computing and 
data environments at participating ELIXIR Nodes 

Secure cloud (Iaas)
• Infrastructure for data and computing (ePouta, Computerome)

Secure remote desktop (PaaS)
• Backed up with computing resources 

(TSD, Computerome, Bianca, 
 CSC ePouta)

Bianca service at SNIC (now NAISS)

ePouta secure cloud at CSC
TSD  service at USIT

Computerome at DTU



● Development of sensitive data archiving technology

● Development of secure tools for analyzing sensitive data across borders

● Operating a use case program 

● Active dissemination and outreach

● Targeted development of the secure Tryggve platforms

● Implementing ELIXIR AAI based authentication and authorization solutions

● Providing assistance with GDPR related issues

Building the cross-border sensitive data infrastructure



Image sources:

Processing sensitive data for schizophrenia 
research, In the field 04/2016,
http://www.inthefieldstories.net/.

Genetics and environment across borders, 
NordForsk Magazine 2016.

Development driven by research use cases

http://www.inthefieldstories.net/


Nordic Twin Study on Cancer - Use case

● Largest twin study in the world available for the research 
on heritable and familial risk of cancers

● Cohort constructed by linking the population-based twin 
registries of Denmark, Finland, Norway and Sweden to 
their country-specific national cancer and 
cause-of-death registries. Genomic data also collected 
from the samples.

● Shared sensitive data processing environment required 
for method development and novel analyses

● Tryggve use case > 350 000 
individuals 

http://nortwincan.org



Key activities and results - I 
Secure and FAIR storage of sensitive data in the Nordics
● Purpose:

○ Enable secure repositories for sensitive data in each participating country 
interoperable with the European Genome-phenome Archive (EGA) 
infrastructure

● Key results: 
○ Produced software for the secure storage service and deployed the 

first-in-Europe Federated EGA node prototype in 3 countries (FI, NO, SE)
● Next steps:

○ Moving from prototype stage to operations stage
○ Developing standalone repository for cases where connection to EGA is not 

required



European Genome-phenome Archive EGA

• Permanent secure archiving and 
sharing of all types of 
potentially identifiable human 
genetic and phenotypic data

• ‘FAIR’ (Findable, Accessible, 
Interoperable, and Reusable) 
principles

Slide: Niclas Jareborg, Tryggve / NBIS





MetadataData

Data

Data Data

Data

Data

Slide: Niclas Jareborg, Tryggve / NBIS



Future ways of accessing data
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Key activities and results - II 
Cross-border workflows for processing Nordic sensitive data
● Purpose:

○ Enable use cases that involve analysis of sensitive data that is stored in 
different locations and countries. 

■ The main usage scenarios are the Joint processing (“bring data to compute”) and 
the Federated processing (“bring compute to data”) approaches. 

● Key results: 
○ Demonstrated the on demand access method for data stored in FI and SE. 
○ Studied and described secure cloud and workflow technologies.



Use case 2-9 Impute server – Distributed imputation
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Aiming at Nordic infrastructure in which storage & computing form 
a secure distributed platform for sensitive data: 

● The user can access distributed data from any node of 
the platform.

● Workloads are distributed in containers with standard 
GA4GH workflow management and interfaces.

● Sensitive data can be stored in secure repositories 
connected to the European Federated EGA infrastructure

Vision for cross-border sensitive data infrastructure



Tryggve ELSI “Checklist”

● ELSI issues & GDPR compliance
○ Ethical reviews & Informed consents
○ Controllers
○ Legal basis
○ Data processing agreements
○ Data Protection Impact 

Assessments
○ Data sharing
○ Other legal considerations

https://docs.google.com/document/d/1Kg_lrKc0KJVCvMw4iyEhrRslIenEjbjKkWbZ1aK5J68/edit

https://docs.google.com/document/d/1Kg_lrKc0KJVCvMw4iyEhrRslIenEjbjKkWbZ1aK5J68/edit


Federated EGA - Journey*

* as illustrated by https://ega-archive.github.io/FEGA-onboarding 

https://ega-archive.github.io/FEGA-onboarding


NeIC Heilsa Tryggvedottir - joining Federated EGA

● A code base for archiving of sensitive data 
○ Documentation available at: https://neic-sda.readthedocs.io/en/latest/ 
○ Packaged to be convenient for setting up Federated EGA, or stand-alone instances for 

archiving of sensitive data 
○ Technical questions about the solution https://gitter.im/neicnordic/sda-pipeline 

● Common operating procedures for (Federated EGA) nodes
○ Documentation
○ Processes
○ Roles and responsibilities
○ Security

https://neic-sda.readthedocs.io/en/latest/
https://gitter.im/neicnordic/sda-pipeline


Nordic-Baltic Sensitive Data forum

● Nordic-Baltic Sensitive Data Forum brings together researchers, service 
providers, security experts, service developers/administrators, data 
protection experts, lawyers, policymakers, and activity funders in one 
community to learn from each other, plan for competence-building (e.g. 
training events and workshops), and collaboration activities (including 
Nordic/EU-funded projects).

● Subscribe: https://neic.no/mailman/listinfo/sensitive-data 
● Contact: sensitive-data@neic.no 

https://neic.no/mailman/listinfo/sensitive-data
mailto:sensitive-data@neic.no


Thank you!

Project Manager:

Abdulrahman Azab (UiO) 
abdulrahman.azab@usit.uio.no

abdulrahman.azab@sigma2.no (from July) 

Web: 
neic.no/tryggve
neic.no/heilsa 
sensitive-data@neic.no  

mailto:abdulrahman.azab@usit.uio.no
mailto:abdulrahman.azab@sigma2.no
https://neic.no/tryggve
http://neic.no/heilsa
mailto:sensitive-data@neic.no

