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The main challenge:
• The lack of detailed European criteria for secondary use of 

sensitive data
• We only have a plethora of national security criteria that target secret, 

not sensitive, data.
• These criteria do not have a concept of enabling data use.
• How to find the language to describe the problem and its 

recommended solutions precisely but not restrictively?
• How to define requirements so that they cover academic research on 

sensitive data as well as more tightly regulated health data research?



The current Finnish data security framework



Tool: Enterprise Architecture
• Use a formal graphical architecture language
• Enterprice Architecture (EA): Archimate™ 3.2 standard
• Archi – Open Source ArchiMate Modelling
•     Think it as logic programming with a rich graphical syntax
•     Needs textual explanations tying graphs together
•     Used in e.g. the SATRE project

https://pubs.opengroup.org/architecture/archimate32-doc/_archimate_3_2_specification.html
https://www.archimatetool.com/
https://satre-specification.readthedocs.io/en/latest/specification.html


EA approach:
• Start architecture from strategy through strategic goals 

leading to restrictions, applying principles to define capabilities 
and required resources
• Existing and future business and application level components will 

serve as examples.
• Focus on the most fundamental component: sensitive data
• Capabilities (service classes) defined in the 1+MG Genomes 

project are a good starting point to describe SPE requirements 
with technical and organisational measures (TOMs) and 
interoperability needed



Preliminary metadata model



CSC Sensitive Data Services principles 



Sensitive data processing capabilites



Example of a simplified logic chain



Norwegian SPE requirements



UK Five Safes extended
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