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The goal of this project is to validate a detection software for Single Event Upsets (SEUs) which is
one of the key applications of the “ScOSA Flight Experiment” project [1]. The project aims to
demonstrate DLR’s On-Board Computer architecture SCOSA (Scalable On-board Computing for
Space Avionics) in-orbit in a flight mission scheduled for 2024 [2].

The SEU detection application is designated to obtain the SEU rates of a Commercial-off-the-shelf
(COTS) DDR-RAM component during the operation in space and to improve the systems overall
reliability. The objective of the radiation test of the SEU application is not only to validate its
functionality but also provide a reference point for the measurements that will be conducted in-orbit.

The objective is to contribute to the following scientific and technical objectives:

Validating the SEU detection application: This test will help to validate that the current
implementation of the SEU detection application meets the scientific requirements of the
SCOSA Flight Experiment project.

Obtaining ground reference data to validate in orbit experiment results: this test will help to
obtain the necessary ground reference data to analyze and validate the in-orbit results.
During the in-orbit experiment, there is little to no control over the external variables and the
observability of the system is very limited. Therefore, results from this controlled environment
are relevant to the research process.

Comparing the rate of particles vs. rate of SEUs: This test will help to understand the relation
between the rate of SEUs under different conditions, such as energy levels, for the target
hardware. This information is relevant to understand the in-orbit experiment results. It also
provides a baseline for evaluating the SEU measurements in-orbit under different
environmental conditions.
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Experiment test report

Test setup and conditions

The tests were carried out on hardware designed for high performance computing purposes of the
ScOSA flight experiment. The custom-made PCB consists of a Xilinx Zyng 7020 SoC, two Micron
MT41K256M16TW-107 DDR3 memory modules of 500 MB each and various components for power
supply and health monitoring purposes.

Since the focus of the tests relied on the behavior of the two DDR3 modules only, the test setup was
arranged accordingly. The center of the square-cut beam was placed exactly so that only the memory
modules were exposed to the beam directly. Due to the circumstances on-site, the setup was built on a
mounting plate that could directly be fit into the dedicated holding mechanism. With this arrangement
the device was placed in front of the beam with a distance of 60 mm, which was the closest possible
distance.

In order to control the device under test (DUT) and to establish data connection during the test, a
computer was placed near the test setup. The computer was connected to the power supply to turn the
test setup power on and off, the DUT via a RS 422 interface for data exchange with the Zynqg and the
control room via network to establish remote access.

Description of measurements

The application used for this experiment implements the monitoring of a memory area with adjustable
size, implementing redundant, self-repairing reference values and reporting mechanisms based on the
design specification of the SCOSA system, including a heartbeat signal and error messages for different
error cases. It was running in a software setup where it was automatically restarted in case of failure.
The memory area monitored in the experiment was 900 MB, which was the maximum available area
considering the operating system, the SCOSA middleware and some margin.

After some calibration, it was decided to test at a flux of 1e6 particles/cm?s, as that was a flux at which
we saw a significant number of events, but not too many system crashes to make the experiment
unusable. The tests where conducted at different energy levels between 30 and 230 MeV, where a
consecutive test run was conducted for one hour per energy level.
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Preliminary results

The analysis of the measurements is still ongoing, but the first preliminary results indicate that the
objectives of the experiment were mostly fulfilled.
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chance to additionally collect data about
the types and frequency of system
crashes as seen in Figure 1. There were
24 observed system crashes in total,
where, if the same error triggered two crashes, it was only counted once.

Figure 1: Different types of system crashes monitored across all
energy levels

The number of measured SEUs is depicted in Figure 2, as it was extracted from the raw data. This data
still needs to be processed, as it still includes the occurrences of SEU bursts, which are likely caused
by a fault in the memory controller and

therefore need to be counted as SEFIs, not SEUs per second (raw data)

SEUs.
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Even though the different types of errors

are not surprising, the overview shows the ~ Figure 2: Preliminary number of measured SEUs per second
variety of impacts that single event effects without removing bursts that should be counted as SEFIs
can have on a complex software system. It is also important to be aware of the different kinds of
behavior that need to be dealt with in an onboard software system for a space mission, as different
kinds of errors might require different measures to mitigate them.
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be clarified in further evaluations.
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Figure 3: Comparison of SEU and system crash cross section

An interesting observation that is still being analyzed is shown in Figure 3. While the system crashes
show a significant outlier around the 50-70 MeV area, the SEU peaks noticeable in the same region.
This could be attributed to the SEFIs mentioned earlier that appeared as SEU bursts. On the other

hand, the outlier could also be the high starting value of the system crash cross section. This needs to

system crash cross section

Therefore, further test campaigns for the SCOSA system itself and other software mitigation techniques
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As a RADNEXT user, we encourage you to submit the scientific results of your experiments to journals
as well as to the NSREC and RADECS data workshops. Please remember to include the RADNEXT

acknowledgment into your publications!
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