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Ah well, just a bunch of nerds with a peculiar hobby…
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Technical factors
● Security
● Data Integrity
● System Reliability
● Interoperability
Organizational factors
● Transparency
● Certifications and Compliance
● Data Management Policies
● User Support and Education
Social Factors
● Reputation and Historical Performance
● Stakeholder Engagement
● Ethical Considerations
● Political and Economic Environment

Trustworthiness of public data infrastructures
A trustworthy digital 
repository (TDR) is “one 
whose mission is to provide 
reliable, long-term access to 
managed digital resources to 
its designated community, 
now and in the future”.
RLG/OCLC Working Group on Digital Archive Attributes. Trusted digital repositories: 
Attributes and responsibilities. Mountain View, CA: Research Libraries Group; 2002. p. 
5, http://www.oclc.org/research/activities/past/rlg/trustedrep/repositories.pdf  

Introduction
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How are systems constructed? How do users relate to 
these systems? 

How can distrust and mistrust in public data 
infrastructures be defined? How does it emerge?

How can distrust and/or mistrust in public data 
infrastructures be conceptualized from a 
systemic approach? 

How do users perceive public data infrastructures 
from a systemic perspective?

Research Objectives

Disclaimer: I am concerned with trust in infrastructures NOT with 
trust in the content of the provided information.
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Emerging questions: 

- Can an infrastructure be 
trusted and/or distrusted?

- If so, “what”, “who” or “where” 
is the infrastructure?



● Environmental input (political climate) let 
to loss of trust in wider political system

● Federal data infrastructures perceived as 
subsystem or political system

● Distrust in infrastructures stems from 
the projection of distrust in wider 
system: e.g. organizations, programs, 
values… 

● Grassroots effort to “rescue” federal 
environmental data, 2016-2017

● Data seen as “at risk” because of concerns 
about political interference with 
infrastructures 

● Rescue efforts “failed”, but no loss of data 
from federal infrastructures occured

Case Study 1: Data Rescue Movement

Propositions for Case Study

Research Insights
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● System trust is trust in the appropriate functioning 
of a system, not in the components of a system. 

● Distrust in systems may be described as failing 
system trust. 

● Mistrust in systems may lead to total 
disengagement. 

● Identity: Keeping digital objects safe and usable.
● Emergent qualities: Storage and preservation of 

digital objects, information dissemination. 
● Crucial factor: Embeddedness in societal 

environment

A view of data infrastructures as socio-technical 
infrastructures

Studying trust and distrust in data infrastructures 
as systems

Theoretical Framework

Feedback
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System trust… 
● …is a social mechanism intentionally 

and voluntarily utilized by actors or 
subsystems within an abstract social 
system.

● …shapes the intentions and capabilities 
to act, guided by the pursuit of general 
security and individual interests.

● …is a deliberate mechanism to 
strategically filter potential courses of 
action in order to reduce complexity.



System construction, perceived system identity  cf. Sumpf, 2019

Analysis
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Element Examples (Case Study 1) Comment

Persons Public representatives of infrastructure, employees Reference of Personal Trust; Possible 
Intermediary

Roles Organisational staff, technical staff, Leadership Possible Reference of System Supervision 
and Control

Organizations Parent Organizations, e.g. agencies (Environmental 
Protection Agency, EPA)

Possibly insinuated with social Quality

Programs Environmental Stewardship, Environmental Science, 
Political Decision-Making, Data Governance and 
Preservation

Reference of System Trust

Technology Repositories, Digital preservation technology, Data 
security

Possibly insinuated with social quality

Values Security, Accuracy, Functional stability, Accessibility, 
Reliability

Reference of General System Functioning

Adjacent Systems Political System, Scientific System, Societal System Background Reality as Open or Closed 
(Adjacent) System



System construction, expectation nexus  cf. Sumpf, 2019

Analysis
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Dimensions of Trust/Distrust

Analysis
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Dimension Elements References

Relation Knowledge, Familiarity, Experience at points of reference 
(access points): persons, roles, organizations, programs, 
technology, values

Access points (Giddens, 1990); AoT with 
PROP(TV) (Sumpf, 2019)

Construction of System System Elements AoT with PROP(TV) (Sumpf, 2019), social 
embeddedness (Endreß, 2002)

Situationality Expectations of adequate functioning, Influence of Adjacent 
Systems

Expectation Nexus (Sumpf, 2019)

Risk Suspension of risk; Specific non-knowledge: risk calculation; 
Unspecific non-knowledge: refusal of risk-taking

Suspension (Möllering, 2006); Specific and 
unspecific non-knowledge (Sumpf, 2019) 

Choice Experience of agency (self/other), Perception of alternatives Voluntariness (Kohring, 2004); Intentionality 
without rationality (Schmidt, 2021)

Control Symbolic control through agents such as roles and 
organizations

Symbolic control (Luhmann, 1979; 1989)

Trustworthiness Symbols, Facework, Routines, Regulations Facework (Giddens, 1990); Actions as 
symbols (Kohring, 2004); Structural 
assurance and situational normality 
(McKnight & Chervany, 1996)



● Acclaimed trustworthiness does not automatically 
lead to a trust relationship

● Risk of circular assumption of causal relationship 
between “trustworthy” and “trusted”

● Risk of using openness as a “trojan horse”, 
openness does not mean that infrastructure is safe

● Transparency as part of Openness can aid 
informed risk calculation (known unknowns)

● Openness as symbolic signifier of 
trustworthiness

● “Forkability” of infrastructures can symbolically 
signify control

Openness and Trust

Openness and Distrust

Implications for Trust in Open Science

Trusted

 Trustworthy

We are…,

therefore, 

we are….
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● Empirical testing of theoretical prepositions
● Additional Case Studies (open for suggestions!)

● Systemic point of view: Trust and distrust in 
the adequate functioning of data 
infrastructures as socio-technical systems

● Factors influencing emergence of distrust or 
mistrust TBD

● Lack of research on distrust and mistrust in 
data infrastructures, focus on 
“trustworthiness”

Trust and distrust in public data infrastructures 

Outlook

Do we currently care enough about 
distrust and mistrust in public data 
infrastructures?

No.

Do we understand distrust and mistrust in 
data infrastructures?

Not yet. 

Are distrust and/or scepticism bad?

No!

Conclusion and Outlook
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Thank you!

Please stay in contact!
Laura Rothfritz
Research Group Information Management
Berlin School of Library and Information Science
laura.rothfritz@hu-berlin.de
         
        https://orcid.org/0000-0001-7525-0635 
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