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Harris Georgiou (MSc, PhD) – https://github.com/xgeorgio/info 

• R&D: Associate post-doc researcher and lecturer with the 
University Athens (NKUA) and University of Piraeus (UniPi) 

• Consultant in Medical Imaging, Machine Learning, Data 
Analytics, Signal Processing, Process Optimization, Dynamic 
Systems, Complexity & Emergent A.I., Game Theory 

• HRTA member since 2009, LEAR / scientific advisor 
• HRTA field operator (USAR, scuba diver) 
• Wilderness first aid, paediatric (child/infant) 
• Humanitarian aid & disaster relief in Ghana, Lesvos, Piraeus 
• Support of unaccomp. minors, teacher in community schools 
• Streetwork training, psychological first aid & victim support 
• 2+4 books, 170+ scientific papers/articles (and 5 marathons) 
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Επισκόπηση – Πηγές  
• Περιεχόμενα: 

– Τι είναι η «Αξιοπιστία Λογισμικού» και η Διασφάλιση Ποιότητας Λογισμικού (SQA). 

– Γιατί οι μεθοδολογίες διασφάλισης ποιότητας λογισμικού είναι απαραίτητες. 

– Μέθοδοι και μετρικές στις διάφορες φάσεις ανάπτυξης λογισμικού. 

– Μερικά παραδείγματα από τον πραγματικό κόσμο – Διαστημικές αποστολές. 

 

• Πηγές:  

– ISO/IEC 9126 Software Quality Model (1993), ISO/IEC 25010 Software Quality Model 
(2011). 

– G. Schulmeyer, J. McManus, “Software Quality Handbook”, Prentice Hall (1998). 

– IEEE Std 730 (2002), IEEE Standard for Software Quality Assurance Plans, IEEE Computer 
Society / Software Engineering Standards Committee. 

– Rosenberg, L.H.; Gallo, A.M., Jr., “Software quality assurance engineering at NASA”, Proc. 
IEEE Aerospace Conf. 2002, Vol.5. 
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Software Quality Assurance (SQA): What is it? 

• What is “quality”? 

• IEEE Glossary: “Degree to which a system, component, or process meets 
(1) specified requirements, and (2) customer or user needs or 
expectations.” 

• ISO: “The totality of features and characteristics of a product or service 
that bear on its ability to satisfy specified or implied needs.” 

• “Requirements” = needs / “Specifications” = design framework 

• “Expectation management”: Some may not be fully implemented due to 
technological, budget or time constraints. 
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SQA: The three constraints 
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• Work within a disciplined, methodological approach  

• “Engineering” is predictable and repeatable 

• Adopt a formal Quality Management System (QMS) 

– Process documentation 

– Best Practices & Guidelines 

– Formal design tools (user stories, UML, ...) 

– Formal systems (ISO 9001, CMMI, ...) 

• Continuous Improvement 

– Audit / review processes 

– Software Metrics 

– Software Maintenance  

SQA: How do we achieve it? 
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Quality Management Systems 

• QMS define the “proper” way to do SE work 

– usually focus on the “what” rather than the “how” 

– adequately flexible and adaptable (see: ISO) 

– applicable in a wide range of contexts (not only SE) 

 

• QMS = Procedures + Documentation + Guidelines 

– Procedures: defined mostly at top-level 

– Documentation: mandatory for audit & traceability 

– Guidelines: mostly recommendations (“should have”) 

 

• In the real world, QMS are a mix of best practice & common sense 

• Most of the times, they are implemented partially or “almost” followed 
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Capability Maturity Model Integration (CMMI) 

Source: https://en.wikipedia.org/wiki/Capability_Maturity_Model_Integration 

https://en.wikipedia.org/wiki/Capability_Maturity_Model_Integration
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Software Process Improvement (SPI) 

Source: http://www.itcssolutions.com/ITConsulting/procMng.aspx 

http://www.itcssolutions.com/ITConsulting/procMng.aspx
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Software Quality (ISO-CMMI) 

• Quality Criteria: 
– correctness                            
– efficiency 
– flexibility 
– integrity 
– interoperability 
– maintainability 
– portability 
– reliability 
– reusability 
– testability 
– usability 
– ... 

• Some examples: 

– ISO 9001 

– CMM 

• CMU SEI, 5 levels 

– SPICE  

• Developing a standard for 
software process assessment 

• ISO joint committee, Europe, 
Australia 

– IEEE 1074, IEEE 12207  
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Six main quality characteristics (ISO 9126) 

Source: https://www.win.tue.nl/~wstomv/edu/2ip30/references/9126ref.html 

https://www.win.tue.nl/~wstomv/edu/2ip30/references/9126ref.html
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Six main quality characteristics (ISO 9126) 

Source: https://rickrainerludwig.wordpress.com/2013/12/16/software-quality-charateristics-in-iso-9126/ 
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Software Metrics 
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Software Metrics 
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Software Requirements Metrics 
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Software Design Metrics 
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Software Design Metrics 
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Programmer Effort Metrics 
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Programmer Effort Metrics (cont.) 
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Programmer Effort Metrics (cont.) 

→ “What about visual programming?” (e.g. Web apps) 
→ “What about non-programming effort?” (e.g. data analytics) 
→ “What about maintaining a codebase?” (few changes in LOC) 

LOC metrics 
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Static Code Analysis – Problems... 
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Bug estimations using Dynamic Analysis 
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Dynamic Analysis: Stochastic models 
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Software Management Metrics 
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Software Management Metrics (cont.) 
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Software Reliability 



29 

Software reviews, walkthroughs, inspections 

Source: http://www.math.uaa.alaska.edu/~afkjm/cs470/handouts/inspections.pdf 

http://www.math.uaa.alaska.edu/~afkjm/cs470/handouts/inspections.pdf
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The cost of finding (or missing) bugs 

Source: https://dev.astrotech.io/sonarqube/quality-models.html 

https://dev.astrotech.io/sonarqube/quality-models.html
https://dev.astrotech.io/sonarqube/quality-models.html
https://dev.astrotech.io/sonarqube/quality-models.html
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Worst Software Failures: Mariner I 

Source: https://timeandnavigation.si.edu/navigating-space/challenges/mariner-1-destroyed 
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Worst Software Failures: Ariane 5 

Source: https://www.wired.com/2005/11/historys-worst-software-bugs/ 
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Worst Software Failures: Mars Climate Orbiter 

Source: https://www.computerworld.com/article/2515483/epic-failures-11-infamous-software-bugs.html 
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Worst Software Failures: ESA Schiaparelli 
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Worst Software Failures: Therac-25 

Source: https://en.wikipedia.org/wiki/Therac-25 

• Radiation therapy machine operated in USA and Canada. 
• At least six overdose incidents in patients (1985-1987). 
• Cause: Concurrency error due to race conditions. 
• “Refurbished” PDP-11 assembly, single-person project. 

See also: https://www.youtube.com/watch?v=Ap0orGCiou8 

See also: “An investigation of the Therac-25 accidents”, IEEE Computer, 1993. 

https://en.wikipedia.org/wiki/Therac-25
https://en.wikipedia.org/wiki/Therac-25
https://en.wikipedia.org/wiki/Therac-25
https://www.youtube.com/watch?v=Ap0orGCiou8
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Worst Software Failures: Multidata/Cobalt-60 

Source: https://www.wired.com/2005/11/historys-worst-software-bugs/ 
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Worst Software Failures: Patriot missiles 

Source: https://www.computerworld.com/article/2515483/epic-failures-11-infamous-software-bugs.html 
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Worst Software Failures: Boeing 737 MAX 

Source: https://www.seattletimes.com/seattle-news/times-watchdog/the-inside-story-of-mcas-how-boeings-737-max-system-gained-power-and-lost-safeguards/ 
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Worst Software Failures: F-35 AESA radar 

Source: https://arstechnica.com/information-technology/2016/03/f-35-radar-system-has-bug-that-requires-hard-reboot-in-flight/ 
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Worst Software Failures: Tesla car crash 
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Worst Software Failures: (and the list goes on...) 

Source: https://www.wired.com/2005/11/historys-worst-software-bugs/ 
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Software Reliability: NASA SEL 
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Software Reliability: NASA SEL 
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Software Reliability: NASA SEL 
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Software Reliability: NASA SEL 
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Software Reliability: NASA SEL 
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Software Reliability: NASA SEL 
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Software Reliability: NASA SEL 
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Software Reliability: NASA JPL/SEL 

Source: https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d 

https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
https://betterprogramming.pub/the-power-of-10-nasas-rules-for-coding-43ae1764f73d
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Software Reliability: NASA JPL/SEL 

globals... 

pointers... 

hang up... 



51 See: “The Real Story Behind the Apollo 11 Computer Error” – https://www.youtube.com/watch?v=z4cn93H6sM0 

https://www.youtube.com/watch?v=z4cn93H6sM0


Σύνοψη  
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• Περιεχόμενα: 

– Τι είναι η «Αξιοπιστία Λογισμικού» και η Διασφάλιση Ποιότητας Λογισμικού (SQA). 

– Γιατί οι μεθοδολογίες διασφάλισης ποιότητας λογισμικού είναι απαραίτητες. 

– Μέθοδοι και μετρικές στις διάφορες φάσεις ανάπτυξης λογισμικού. 

– Μερικά παραδείγματα από τον πραγματικό κόσμο – Διαστημικές αποστολές. 

 

• Πηγές:  

– ISO/IEC 9126 Software Quality Model (1993), ISO/IEC 25010 Software Quality Model 
(2011). 

– G. Schulmeyer, J. McManus, “Software Quality Handbook”, Prentice Hall (1998). 

– IEEE Std 730 (2002), IEEE Standard for Software Quality Assurance Plans, IEEE Computer 
Society / Software Engineering Standards Committee. 

– Rosenberg, L.H.; Gallo, A.M., Jr., “Software quality assurance engineering at NASA”, Proc. 
IEEE Aerospace Conf. 2002, Vol.5. 

 



 

 

YouTube:  

    @ApneaCoding 

https://www.youtube.com/@apneacoding 

 

Github:  

    @xgeorgio 

https://github.com/xgeorgio 

 Hamming (7,4) error correction 
codes in R 

 Kmeans clustering in COBOL 

 Bi-directional Associative Memory 
(BAM) in Arduino/C 

 Linear Regression in SQL, Matlab 

 k-nearest-neighbor Classifier in SQL 

 ... 

53 



Χάρης Γεωργίου (MSc,PhD) 

https://www.linkedin.com/in/xgeorgio/ 

https://twitter.com/xgeorgio_gr 

 

   Ερωτήσεις 
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