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Preamble
Welcome to this practical guide to legal aspects of research data 
management (RDM). As a researcher, it is essential to be aware of 
the legal considerations relevant to your research, particularly when 
it comes to disseminating your findings or using data and results 
from other studies. This guide focuses on practical advice tailored 
to the fields of condensed-matter physics and materials science 
in Germany. It offers an overview of the key legal considerations 
relevant to the various stages of the data lifecycle, namely planning, 
collection, analysis, preservation, sharing, and reuse of the data. The 
guide is particularly intended for graduate students, postdoctoral 
researchers, and principal investigators who wish to understand and 
navigate the legal aspects of RDM in their research.

The rise of digitalization has significantly reshaped scientific practices. 
The traditional approach of merely publishing the conclusions 
derived from analyzed research data is no longer sufficient. Instead, 
we have seen the emergence of new research paradigms that use 
data beyond their original research aims. In parallel with Open 
Science, a movement that promotes transparency, collaboration, and 
accessibility across all scientific research facets,1 an increasing need 
for comprehensive data management plans has emerged.2 As a result 
of these transformations in scientific practices, effective RDM, with 
consideration of its legal aspects, has become significantly important.

Research data are the foundation of scientific work. The term is 
usually used correctly by its self-explanatory sense, referring to the 
collected materials as primary sources to support, develop, or validate 
scientific hypotheses, models, or theories. Research data may include 
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measurement data, laboratory values, audiovisual information, 
various forms of sensor data in the form of images or N-dimensional 
numerical arrays, software, simulations and computations, or source 
codes, among others.

When navigating the legal aspects of RDM, understanding the 
rights associated with data is essential. It is important to distinguish 
between the concept of holding the rights related to the data and the 
‘ownership’* of data themselves.  In this guide, the main attention is 
given to holding the rights related to data

*Ownership of data is a topic of ongoing discussions in Germany. For further details, see the 
references provided at the end of this guide.3–5

Photo by ThisisEngineering RAEng on Unsplash
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Contract Law 
Contract law refers to the set of rules and principles that govern 
the agreements (contracts) between stakeholders. With respect 
to research data, the stakeholders include researchers, funding 
agencies, universities, research institutes, grant holders, companies, 
publishers, software providers, and those who own or run repositories. 
Contracts may specify details about data management such as access 
rights, publication conditions, ownership of rights, dissemination, 
and intellectual property rights (IPR). These contracts are crucial in 
shaping one’s RDM strategy and data management plan, ensuring 
that all planned uses of the data align with the contractual obligations 
and terms specific to each party. Figure 1 shows a selection of key 
contracts relevant to RDM along with legal information that they 
typically include.

Contract law serves as the primary legal framework in RDM. The 
terms agreed upon in a contract generally take precedence, for 
example, in the case of a legal dispute. Therefore, these contracts 
should be the first point of reference for researchers when considering 
legal aspects of research data management. For instance, a signed 
data confidentiality agreement; i.e., a non-disclosure agreement 
(NDA), overrides other rights that may allow wider use of the data. 
It is important to note that contracts themselves must align with 
overarching laws and regulations of the relevant jurisdiction, such as 
the EU General Data Protection Regulation (GDPR)6* or intellectual 
property laws. Researchers must be aware of and adhere to these 
overarching legal frameworks. For instance, when signing additional 

*See section ‘Privacy and Data Protection’ in ‘Cybersecurity Measures.’
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agreements, such as data-sharing agreements among collaborators 
or accepting the terms and conditions of a data repository, researchers 
should ensure that their terms do not violate broader laws or any 
existing contracts with their institutions or funders. Furthermore, it 
is advisable to seek institutional legal advice when drafting additional 
contracts.

Figure 1: Overview of essential contracts that researchers encounter in their RDM. The 
core of the schematic highlights the legal provisions provided by these contracts.
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Researchers should also be aware of their institution’s data policy, 
if available. These internal guidelines typically describe the expected 
institutional standards for data management, including storage, 
sharing, and usage. Such policies are likely to be found on the 
institution’s official website under sections relevant to RDM, or 
can be requested from the institutional body responsible for RDM, 
such as the library or data stewards. The 'Data Policies' section 
on Forschungsdaten.org offers a comprehensive overview of 
institutional data policies.7 

Funding agencies often impose specific conditions on how research 
data should be managed or published. For instance, they may require 
research outcomes to be made available through Open Access or 
specify a minimum archival period (see sections Open Access and 
Data Preservation).
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Intellectual Property Rights
Intellectual property is an intangible asset resulting from creations 
of the mind, i.e., products of human intellect and creativity, such 
as artistic, literary, technical, or scientific creations.8 Intellectual 
property rights (IPR) are the rights granted to creators of intellectual 
property, providing legal protection for their creations and ideas. 
These rights allow creators or any other rights holders to decide how, 
when, and where their creations are used and/or exploited.8 In the 
context of research data, various forms of intellectual property may 
arise, making it important to understand and manage IPR carefully. 
For instance, when researchers use, share, or adapt the results of 
other studies, they must always consider the IPR associated with the 
original work.

Photo by Elf-Moondance on Pixabay

https://pixabay.com/illustrations/copyright-property-patent-6871676/
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When considering the legal aspects of RDM in condensed-matter 
physics and materials science, the following forms of IPR, among 
others, are particularly relevant:

• Copyright grants authors exclusive rights to their literary, scientific, 
and artistic works. These rights include the use, reproduction, 
distribution, and public presentation of their works.9

• Database rights grant the database producer exclusive rights to 
reproduce and distribute the database as a whole or a qualitatively 
or quantitatively substantial part of the database and to make it 
available to the public.

• Industrial property rights include patents, trademarks, and utility 
models. Patents are granted for all inventions, provided that they 
are new, involve an inventive step, and are susceptible of industrial 
application.10 Utility models offer faster and shorter protection for 
technical innovations than patents.11,12 Trademarks protect brand 
names, logos, and distinctive products or services.13

Next, we explore the different forms of IPR in more detail and provide 
tips on what researchers need to consider when handling research 
data in the respective context.
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Copyright

According to the copyright law, the creators of original works of 
literature, science, and art enjoy protection for their works.9 In general, 
the eligibility of a work for copyright protection depends on two main 
factors:14

• Individuality: The work should be a personal creation or be derived 
from personal choices of its maker. 

• Originality: The work should be an intellectual creation showing 
a certain level of originality; this means that the work must exhibit 
a degree of creativity, which exceeds standard or routine effort and 
reflects the author’s personal intellectual creation.

Copyright is granted automatically to the creator without the need for 
registration, meaning that the exclusive rights of the copyright holder 
are effective from the moment the work is created, regardless of its 
publication.15 Under German law, the copyright protection lasts for 
the entire life of the authors, and continues for 70 years after author’s 
death.16 Furthermore, copyright cannot be transferred; however, it 
may be inherited upon the author’s death.17

Content created using generative artificial intelligence 
(AI), such as the ChatGPT or the DALL-E, does not qualify 
for copyright protection under German law, because it 
lacks individuality, i.e., personal intellectual creation. As 
a result, there are no copyright or exploitation rights in 
AI-generated content.
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*Raw data refer to original data that have been collected from a source (e.g., a scientific 
instrument) and not yet processed or analyzed. They are the primary information collected to 
perform an analysis and are defined by the absence of processing.19,20

Eligibility of research data for copyright protection

Whether research data can be protected by copyright laws, 
necessitates their case-by-case examination. For example, research 
data when considered as ‘facts’, such as machine-generated raw data*, 
typically do not fulfill the conditions of an intellectual creation, and 
therefore may not be protected by copyright. On the other hand, when 
data created by a researcher meet a certain degree of originality and 
individuality, such as a computer program for simulations, copyright is 
granted. Other examples that may be covered by copyright protection 
include: representations of a scientific or technical description such 
as drawings, sketches, plans, figures, micrographs, tables, etc.18

With respect to computer programs special provisions are in place. 
Computer programs are protected, if they represent individual works 
in the sense that they are the result of the author’s own intellectual 
creation. The copyright protection applies to all forms of expression 
of a computer program including their drafts and preparatory design 
material. Therefore, distribution and reproduction of (parts of) a 
computer program, by any means, require the consent of the rights 
holder. It is worth noting that ideas and principles underlying elements 
of a computer program related to interfaces are not protected.21
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Shared copyright

Scientific research in physics and materials science often involves 
collaboration among several researchers. When researchers 
contribute jointly to a project, their combined efforts may result in the 
creation of research results that are eligible for copyright protection. 
According to German law, if several persons have jointly created 
a work without being able to separately exploit their individual 
contributions to the work, they are joint authors (co-authors) of the 
work.22 As co-authors, they collectively hold the rights to the work, 
meaning that the consent of each individual co-author is necessary 
for any action involving the work, such as modification, exploitation, 
publication, or reproduction.22 

Photo by Scott Graham on Unsplash

https://unsplash.com/photos/person-holding-pencil-near-laptop-computer-5fNmWej4tAA
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In line with this law, the Deutsche Forschungsgemeinschaft (DFG, 
German Research Foundation) further defines a co-author in the 
research context in its ‘Guidelines for Safeguarding Good Research 
Practice – Code of Conduct,’ as someone who has made a genuine 
and identifiable contribution to a research project. This includes 
participation in the development and conceptual design of the 
project, the acquisition or provision of data, software, or sources, 
their analysis or interpretation, or the drafting of a manuscript.23 It is 
worth noting that contributions that do not qualify for co-authorship 
should be appropriately acknowledged, e.g., in footnotes. Honorary 
authorship is not permitted, and holding a supervisory or leadership 
role does not in itself justify co-authorship.23

A co-author has the option to waive or give up their share of exploitation 
rights associated with the work, such as reproduction, distribution, 
and communication to the public,24 but not the copyright.17 This 
can be done by a clear statement expressing the decision to waive 
certain rights. For instance, scientists at research institutions often 
transfer exploitation rights to their institutions through employment 
contracts, or to journal publishers upon submission of their works, 
while retaining the copyright (see Contract Law).

Usage of copyrighted works in research

Using copyright-protected works in research activities is a common 
practice, yet it requires careful consideration of both legal and ethical 
dimensions. It is important to understand and to follow these aspects 
in order to maintain high standards of professionalism and to uphold 
the principles of responsible research. Below are key steps to guide 
researchers to adhere to these standards when using copyrighted 
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works in research:

Identify copyrighted works: Be sure to recognize and acknowledge all 
materials you intend to use, such as text, images, graphics, and data 
sets. Look for copyright notices in metadata, watermarks, captions, 
README files, or the terms and conditions of hosting platforms or 
data repositories. Please note that the absence of a copyright notice 
does not imply the absence of copyright protection.

Identify the rights holder: Determine who holds the rights to the 
work you want to use. For instance, the rights to a figure in a poster 
which is published in Zenodo are held by the author(s) of the poster. 
However, when reusing content from publishers, such as an article in 
a scientific journal, the exploitation rights (i.e., the rights of use) are 
typically transferred from the author(s) to the publisher.

Check for licenses and permissions: Review the licenses or permissions 
associated with copyrighted works. Make sure that you understand 
and comply with their terms.

Obtain and document permission: If necessary, obtain written consent 
from the rights holder for your intended use. Keep a record of all 
permissions to ensure legal compliance.

Give proper attribution: When you are granted the right to 
use copyrighted works, always ensure proper attribution and 
acknowledgment of the original author(s). This practice is important, 
not only to comply with legal requirements, such as a license, but also 
to uphold standards of academic integrity and research ethics.
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Usage without permission

In general, a copyrighted work can be used without the author’s 
permission in the following ways:

• Copying or rephrasing the mere facts from a protected work in one’s 
own style or words (e.g., paraphrasing the methodology or results 
from a research paper in your own words for a literature review);

• Quoting from the work (e.g., directly citing a specific equation from 
another publication);

• Using a work produced by government agencies (e.g., data from 
a government-funded experiment that is publicly available, unless 
specifically protected);

• Making a copy of the work for personal use (e.g., downloading a 
copyrighted research article to your personal device for reference or 
study, but not for redistribution).

In addition to these cases, there are specific exemptions in the 
German copyright law that allow the reuse of copyrighted works 
for educational, noncommercial, and scientific research purposes 
without author’s permission.25 For example, up to 15% of a published 
work may be reproduced, distributed, and made available to the public 
on a noncommercial basis for the illustrative purposes in educational 
institutions. However, the law prohibits reproduction of a work by 
means of recording on video or audio media or communication to 
the public of a work, while it is being publicly recited, performed, or 
presented.26 As another example, the German copyright law addresses 
the use of works for non-commercial scientific research. It allows for 
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up to 15% of a work to be reproduced, distributed, and made available 
to the public for personal scientific research or quality monitoring of 
scientific research.25 For personal scientific research, up to 75% of a 
work may be reproduced.25 The law has special provisions for such 
exemptions, such as restrictions on recording on a video or audio 
medium for distribution. Given these complexities, it is crucial to 
ensure legality in every instance or to seek professional legal advice.

The free flow of knowledge is essential to scientific research. Licenses 
serve as practical tools to navigate the complexities of copyright law, 
allowing authors a way to manage how their work is accessed, used, 
and shared.

Licenses

A license is a permission granted by the copyright holder (licensor) to 
another party (the licensee) to use the copyrighted work in specific 
ways, often defining terms such as distribution, reproduction, 
modification, or commercial use.

The Creative Commons (CC) suite of six licenses is the most widely 
used framework for licensing academic outputs, offering different 
levels of openness.27 CC licenses are available in simple language, 
legal, and machine-readable formats, ensuring that they are 
comprehensible for researchers, legal professionals, and digital 
systems used in data management, respectively. By answering a 
few simple questions regarding the permission for commercial use, 
creating derivative works, and restrictions on licensing of derivative 
works using tools like the CC License Chooser,28,29 researchers are 
guided to the most appropriate CC license for their work. Issuing a CC 
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license does not affect the copyright, but simply standardizes the way 
permission is granted to use research outcomes. All CC licenses allow 
assigning other licenses for the same work (dual or multi-licensing), 
and once granted, they are not revocable.30 The core of six CC licenses 
are presented in Table I. 

For researchers interested in maximum dissemination and visibility, 
the CC0 tool — also known as ‘No Rights Reserved’ — lets authors 
dedicate their protected work to the public domain and waive all 
related rights in their works to the fullest extent allowed by law. 
Additionally, the ‘Public Domain Mark’ serves as an indicator for works 
that have been identified as free of copyright, thereby facilitating 
their unrestricted use and further contributing to an open research 
environment. Table II shows the two CC public domain tools.

Table I: Creative Commons licenses.31

CC license Description, permissions and restrictions

Use, adapt, share. Author must be credited.

Like CC BY. Derivatives must retain the original license.

Like CC BY. No adaptations are allowed.

Like CC BY. No commercial use is allowed.

Like CC BY-NC. No adaptations are allowed.

Like CC BY-NC. Derivatives must retain the original license.
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Table II: Creative Commons tools for freely available contents on public domain.31

Creative Commons licenses cannot be used for computer programs.30 
Placing software with no license in the public domain can lead to 
vulnerabilities, such as proprietary claims after minor modifications. 
On the users’ side, when encountering unlicensed software or code, 
the terms of use on the corresponding website or hosting platform 
are decisive. If no such information is provided, users should treat the 
software as if it were under copyright protection.

Photo by Chris Ried on Unsplash

Both ‘CC BY’ and ‘CC BY-SA’ meet the open access,32 with 
‘CC BY’ becoming the standard for open access journal 
publishing recently.

Symbol Description  Permissions

Identified as copyright-free. Use, adapt, share for 
any purpose.Dedicated to public domain.

https://unsplash.com/photos/a-computer-screen-with-a-bunch-of-code-on-it-ieic5Tq8YMk
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For licensing research software and analysis codes, researchers often 
choose between two broad categories of open-source licenses, each 
with its unique characteristics and philosophy: copyleft licenses or 
permissive licenses.

Copyleft licenses: These licenses require that any modifications 
to the licensed work must be distributed under the same license 
terms. They promote a collaborative and open environment, ensuring 
that derived works also remain open-source and accessible to the 
community. The most popular copyleft open-source licenses, in order 
of increasing permissiveness, are the GNU General Public License 
(GPL) followed by the GNU Lesser General Public License (LGPL).33

“Copyleft is a general method for making a computer program 
free software and requiring all modified and extended 
versions of the program to be free software as well.”33
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Permissive licenses: A permissive license is an open-source 
license that ensures the freedom to use, modify, and redistribute, 
while also allowing proprietary derivative. They typically impose 
fewer restrictions, making them appealing for interdisciplinary 
collaborations. The most common permissive licenses used in 
licensing scientific software are the MIT license and the Apache 2.0 
license.

The GPL maintains notifications of license and copyright terms and is 
appropriate for use in commercial, patent, and private contexts. Any 
software licensed with GPL is required to distribute all of its source 
code under the same license. Also when incorporating a module 
licensed under GPL into a software, the entire software must be 
licensed under the GPL, if distributed. This restriction makes the GPL 
a strong copyleft license. The LGPL, a more permissive variant of the 
GPL, allows linking to non-GPL code. The main difference to the GPL 
is that smaller projects accessed through larger licensed works do not 
require distribution of the larger project. Moreover, any modifications 
to the source do not have to be distributed under the same terms as 
the larger code project. This can, for example, be suitable for libraries 
and frameworks, making it easier to combine open-source and 
proprietary licensed components.33

The GPL permits private derivatives of software even 
for organizational use. Only if derivatives are publicly 
released, they must be shared under the GPL.
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The MIT license is the most widely used open-source license and 
known for its simplicity and flexibility.34 It permits anyone to do 
whatever they wish with the original source code as long as the 
license terms are included with the code or software. It does not 
impose copyleft restrictions, making it an attractive option for 
developers who want to allow their code to be used in a wide variety 
of contexts, including commercial projects. This license encourages 
collaboration by enabling a broader audience to utilize the work, while 
still recognizing the original authorship. Similar to the MIT license in 
its permissiveness, the Apache 2.0 license goes a step further by 
including explicit provisions regarding patents and contributions.35 It 
provides legal clarity and protection for both contributors and users, 
ensuring that the IPR are clearly defined. The Apache 2.0 license also 
requires any modifications to be documented, facilitating collaboration 
and transparency in the development process. This makes Apache 2.0 
suitable for projects that involve multiple contributors or that require 
clear legal protections.

The choice of license often depends on various factors such as the 
goals of the project, compatibility with other licenses and projects, 
and the desired level of control over the work. Table III offers a 
comparative overview of the main features of the four predominant 
open-source software licenses in research. For a broader selection of 
licenses and more detailed information, please refer to the suggested 
resources provided at the end of this document.36–38

Checking license compatibility becomes important when merging 
code under different licenses. Permissive licenses like MIT are 
generally more flexible, allowing their integration into projects with 
other licensing terms. However, licenses might have strict terms 
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that can conflict. Copyleft provisions, which require similar licensing 
for derivative work, along with patent clauses and distribution 
requirements, are the main reasons for license incompatibility. For 
example, the Apache license 2.0 has patent retaliation clauses that 
conflict with GPLv2 terms. However, these issues are resolved in 
GPLv3, making it compatible with the Apache license 2.0.39 Official 
websites of licenses usually provide useful information regarding 
license compatibilities; for example, GNU maintains a list of GPL-
compatible licenses.40 Moreover, there are platforms such as the 
Joinup Licensing Assistant (JLA), which offer tools for compatibility 
check41 as well as license analysis by categorizing licenses based on 
compatibility, legal aspects, and the level of support.42 

Table III: Key features of commonly used open-source licenses.

License Integration 
rules Compatibility IPR 

provisions
Distribution 
obligations

Co
py

le
ft GPL Strict Limited No Share entire 

source code

LGPL Moderate Moderate No Share LGPLed 
changes

Pe
rm

is
si

ve MIT Flexible High No None

Apache 
2.0 Flexible Moderate Yes None
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Database Rights

A database is defined as a collection of works, data, or other materials 
arranged in a systematic or methodical way and individually accessible 
by electronic or other means.43 In scientific contexts, databases 
rarely qualify for copyright protection, since they don’t meet the 
threshold of originality; the arrangement of data is determined by 
practical needs which follow established protocols, rather than 
creative choices of database producer. Therefore, scientific databases 
generally fall outside the scope of copyright protection. However, the 
so-called ‘related rights’ might still apply to databases as intellectual 
achievements in collecting datasets.

Database-related rights protect the producer, usually a research 
institute or funding agency, which has made a substantial investment 
to produce the database. This investment may include financial 
resources, labor, time, or effort devoted to obtain and verify the data 
or to present the database.44,45 The producer has the exclusive right 
of communication to the public, reproduction and distribution of 
the database contents.44 As a result, using a database requires the 
consent of its producer, e.g., either through a license or as outlined in 
the terms of use of the database. 
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Database rights regulate the usage of data in specific ways. For 
example, consent from the database producer is necessary for 
the repeated and systematic reproduction, distribution, or public 
presentation of even minor parts of the database.44 However, 
reproduction of a substantial portion a publicly available database is 
allowed without the database producer’s consent for the purpose of:18

• Personal use (e.g. to satisfy personal curiosity);

• Personal scientific research (e.g. a copy is necessary for non-
commercial purposes, with no intention for disclosure to others);

• Text and data mining;

• Illustration for teaching.

For the purposes of personal scientific research and illustration for 
teaching, e.g., illustrations in meetings and lectures at university, the 
law requires that the original works, from which the data have been 
derived, must be clearly cited.44

Table IV provides a general overview of actions protected by copyright 
or database rights that require author’s consent (e.g., a license) as 
well as those which can be done without consent.
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Table IV: Consent requirement for actions on copyright protected data or obtained from 
public databases.

Protected by copyright Protected by database rights

W
ith

ou
t c

on
se

nt • Copying for personal use (e.g. 
analysis, learning)

• Copying merely bare facts, 
presenting in own words

• Quoting

• Copying substantial portions for 
      - personal use (e.g., analysis) 
      - personal scientific research* 
      - teaching* 
*under conditions18

W
ith

 co
ns

en
t • Adapting

• Sharing

• Publishing

• Repeated and systematic 
reproduction, distribution, or 
public presentation of even minor 
portions

• Copying of substantial portions
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Industrial Property Rights

In the context of intellectual property law, patents, trademarks, and 
utility models are typically categorized as industrial property rights. 
A patent is a form of intellectual property that protects inventions 
and grants the patent holder a legal monopoly to prevent others 
from making, using, selling, or importing the patented invention. 
Trademarks protect brands and logos, which distinguish the products 
and services of one trader from those of others.46 Utility models 
protect confidential business information that provides a competitive 
edge, such as formulas, practices, designs, patterns, or compilations 
of information. Finally, another example of industrial property rights, 
which might become relevant to research in the field of condensed-
matter physics is the topography protection. This protection, which 
bears similarities to utility models, covers the rights associated 
with the three-dimensional arrangements of semiconductors and 
circuits.47 

While the industrial property rights are less likely to intersect 
directly with RDM, considering them becomes important in specific 
situations. For instance, if research data support an invention that is 
novel, involves an inventive step, and has the potential for seeking 
a patent. Managing the sharing and utilization of data linked to 
potential patentable inventions is a critical aspect of RDM. Another 
scenario is when, for example, the physical properties of a research 
product are compared to those of an industrial product protected by 
industrial property rights.



25

International Data Transfer
Certain types of data are highly regulated, such as those related 
to the investigation, handling, storage, and disposal of specific 
substances such as radioactive materials or toxins. Adherence to 
these regulations in managing such data may become particularly 
important when storing data in publicly accessible repositories is 
intended, or international collaborations are involved.

In this context, the EU provides a guide for research on dual-use 
items – goods (including data), software, and technology typically 
used for civil purposes but also applicable to military uses.48 The guide 
helps researchers and organizations in identifying, managing, and 
mitigating risks related to dual-use export controls. In Germany, the 
Federal Office for Economic Affairs and Export Control (Bundesamt 
für Wirtschaft und Ausfuhrkontrolle - BAFA), offers resources 
specifically designed for academics to enhance understanding and 
legal compliance on this topic. The presented materials are intended 
to raise awareness for the aims of export control, as outlined in 
the leaflet ‘Export Control in Science & Research’,49 and to further 
support academics in implementing foreign trade law, as detailed in 
the handbook ‘Export Control and Academia Manual (2nd Edition)’.50 
For instance, the manual describes a use-case regarding sharing the 
data in globally accessible databases; storing data in such databases 
requires a license if the data are listed in one of the relevant control 
lists and are neither already in the public domain nor part of basic 
scientific research. The fact that the origin of a database is in the EU 
does not affect the licensing requirement.50
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Beyond its inherent advantages, open access transforms into a 
legal consideration in RDM, if it is given in grant agreements as a 
requirement (see section Contract Law). For example, Horizon Europe 
requires that all peer-reviewed scientific publications arising from 
funded projects be made available via open access. For this, two 
options are provided: publishing in a fully open-access journal, book, 
or platform, or self-archiving the publication in a trusted repository 
for immediate open access under a permissive license (e.g., CC BY, 
CC BY-NC, CC BY-ND or equivalents), especially when publishing in 
a subscription or hybrid journal. In addition to publications, research 
data must also be openly accessible under the principle ‘as open as 
possible, as closed as necessary,’ licensed under CC BY or dedicated to 
the public domain using CC0 or equivalent. Metadata should also be 
open under CC0 or equivalent.

Open Access
Open access refers to the online 
availability of scientific information, 
including peer-reviewed articles 
and research data, free of charge to 
the reader. Open access enhances 
research quality and efficiency 
and accelerates the progress of 
knowledge and innovation by sharing 
results, making them easier to reuse 
and verify.
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Public research funding agencies in Germany also encourage and 
support open-access publication.51,52 For instance, publications from 
DFG-funded projects are not required to be open access, yet the DFG 
encourages grant recipients to make their research outcomes publicly 
available This can be done by either directly publishing in recognized 
open-access journals or platforms (gold open-access route), or by 
uploading electronic archive copies of articles to the internet, such 
as to subject-specific or institutional repositories, in addition to the 
publication in traditional (paid) journals (green open-access route).53,54

In open-access publishing, researchers can decide to publish their 
findings either directly or after an embargo, to maintain competitive 
advantage. Funding agencies, while promoting open access, also 
acknowledge the potential commercial value of research results. 
Generally, open access does not imply an obligation to publish nor 
restricts commercial exploitation such as patenting.52,56 The decision 
to publish research outcomes (regardless of being open access) 
should come after deciding whether to immediately publish the 
results or first protect them, e.g., by applying an embargo period, to 
pursue commercial opportunities or maintain competitive advantage. 
This is an important part of effective RDM.

‘Sherpa Romeo’ is a web-based service that gathers 
and analyzes global publisher and journal open access 
policies. It offers simplified summaries, helping authors 
to understand their rights.55
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when data contain third-party IPR (see Intellectual Property Rights) 
and sensitive data (see ‘Privacy and Data Protection’ in ‘Cybersecurity 
measures’).

Furthermore, preserved research data are valuable, since they enable 
building upon earlier knowledge and facilitate comprehensive meta-
analyses. Researchers are often committed to the secure storage, 
processing, and preservation of their research data on the long-term 
for the purpose of validation and replication. Institutional data policies 
or funding agreements usually outline the specifics concerning data 
preservation, such as the medium or duration of data preservation. 
For example, the DFG recommends research data (generally raw data) 
to be archived in an accessible and identifiable way for a period of ten 
years at the institution where the data were produced or in cross-
location repositories.57 Non-compliance with these requirements can 
affect the evaluation of future research proposals, thereby influencing 
funding decisions. 

Data Preservation
Data preservation can generally 
be categorized into short-term 
preservation, i.e., during a project 
for the purpose of ongoing 
analyses and collaboration, 
and long-term preservation for 
archival purposes. Researchers are 
responsible for managing access 
to the preserved data, particularly 

Drawing by GGbot on Pixabay

https://pixabay.com/vectors/floppy-disk-disk-diskette-computer-4567213/
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Besides institutional repositories, several platforms and repositories 
provide data preservation solutions. ‘re3data.org’ is a global registry 
of research data repositories from all academic disciplines offering 
an overview of existing repositories to help researchers find suitable 
platforms for preserving their data. Zenodo is a general-purpose 
open repository developed under the European OpenAIRE program 
and operated by CERN. Notable features include the ability to assign 
digital object identifiers (DOI) to datasets, DOI versioning for updated 
files, integration with GitHub for software archiving, and robust 
access control options (closed, open, or embargoed).

NOMAD, developed and operated by FAIRmat, is an 
open data infrastructure for managing, sharing, and 
publishing research data from materials science and 
condensed-matter physics and chemistry. In addition 
to DOI assignment for datasets, it enables users to 
incrementally create datasets. NOMAD processes 
uploaded files to extract structured data and rich 
metadata, providing a unified way to find, access, 
interoperate with, and reuse data from different codes, 
sources, and workflows.  
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Cybersecurity Measures
Cybersecurity is an important aspect of modern RDM, since research 
data are often sensitive and valuable, making them targets for 
cyber threats.58 Improper RDM practices may lead to security risks, 
including breaches of confidentiality, integrity, privacy, and thus 
risk legal violations. In Germany, the importance of IT security is 
increasingly recognized due to the widespread reliance on safe 
and reliable information technology in different sectors, including 
scientific research.59  Effective management of data security contains 
various organizational, contractual, and technical measures. A 
comprehensive recent study based on literature reviews and expert 
interviews has identified eight key requirements for the application 
of data sovereignty in the context of data exchange. These include 
access control, usage control, location of data servers, technical 
and technological aspects, legal considerations, organizational 
compliance, monetization, and data quality.60 This section briefly 
reviews aspects of cybersecurity measures essential for researchers 
in condensed-matter physics. For a comprehensive understanding 
of data security measures in RDM, researchers are referred to the 
resources provided at the end of this guide.59,61,62

Data Security

In our digital world, cyber threats have become increasingly frequent 
and more sophisticated.59 As a result, implementing security 
measures to protect data and information from unauthorized access 
has become more important. Depending on the need or the extent of 
implementation, there are several recommended practices that help 
researchers ensure data security:
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• Secure passwords: Implementing complex and regularly updated 
passwords helps to protect data and systems against unauthorized 
access. 

• Authorization and access control: Thoughtful setting of access 
control rules and mechanisms ensures that data are accessed only 
by authorized individuals, such as members within a research team 
and collaborators. This involves setting appropriate permissions and 
access levels for different users. 

• Data encryption: Encrypting data is essential for keeping 
information secure and accessible only to authorized individuals. 
This practice is particularly important for research findings with 
patenting potential or in collaborative projects involving industrial 
external partners, e.g., to comply with provisions of non-disclosure 
agreements (see Contract Law).

• Contracts for collaborative data usage and sharing: When working 
in collaborative projects, drafting detailed contracts that clearly 
define the terms of data-usage rights, sharing, and confidentiality 
provisions is important. These contracts should also comply with 
legal obligations of each party (see Contract Law).

Data Integrity

Data integrity ensures the accuracy, completeness, and consistency 
of research data throughout its lifecycle. It involves implementing 
discipline-specific quality control measures, such as validation and 
verification, to maintain the correctness of data. Furthermore, regular 
backups and long-term archival of research data, as highlighted in the 
DFG Guidelines for Safeguarding Good Research Practice (guideline 
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number 17),23 enhance the traceability and verifiability of research 
outcomes. These practices are essential in protecting research 
data against loss, corruption, or unauthorized alterations, thereby 
preserving their integrity and supporting the future verification of 
research findings.

Privacy and Data Protection

In research, privacy concerns emerge when personal data are 
collected and stored. The primary challenge lies in using, preserving, 
and sharing such data while protecting identifiable information to 
ensure personal privacy. Personal data may cover various information 
such as health, financial, or behavioral details. The EU General Data 
Protection Regulation (GDPR) along with other regional laws enforce 
strict handling requirements for personal data.6,63 While privacy and 
data protection are not the primary concerns in condensed-matter 
physics and materials science when compared to fields like medical 
or social sciences, they must be considered in certain scenarios. For 
example, when testing biomaterials on volunteers, the collected 
research data may include personal data subject to privacy and data 
protection laws.62
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Research Ethics
Research ethics extend beyond legal considerations. The DFG 
guidelines highlight the researchers’ responsibility to maintain a 
continual awareness of the risks associated with the misuse of 
research results such that risks can be recognized, assessed, and 
evaluated.23 The potential consequences of a research project should 
be evaluated in detail, and the ethical aspects should be assessed. The 
book ‘Ethics for Researchers’ outlines twelve golden rules,64 among 
which the following become particularly important when performing 
research in natural sciences: (i) respecting individual’s privacy and 
data protection rights, (ii) trying to prevent research from being 
openly available for misuse or dual-use, (iii) respecting biodiversity 
and not imposing irreversible change that threatens the environment 
or ecological balance, and finally (iv) ensuring that research should 
serve the well-being of human society.

Although very rare in research in materials science, if human-
related data arise, researchers must align their data practices with 
ethical standards, e.g., obtaining informed consent from participants. 
Informed consent has three key elements: clear research information, 
voluntariness, and participants’ comprehension and awareness of 
consent implications.64

In the context of research ethics, the DFG acknowledges the role 
of generative artificial intelligence (AI) in scientific research and 
emphasizes the need for ethical responsibility. In a recent statement, 
the DFG also highlights the importance of transparency in AI usage, 
adherence to intellectual property laws, and the commitment of 
researchers to comply with research integrity principles.65 They 
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recommend clearly disclosing the use of AI in research, detailing the 
specific models employed, their intended purposes, and the scope 
of their application, in order to ensure that such usage enhances 
scientific quality and aligns with ethical research standards.65
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Summary
Research data management involves controlling the data lifecycle - 
comprising planning, collection, analysis, preservation, sharing, and 
reuse - each stage associated with legal facets. Observing research 
ethics and ensuring cybersecurity, in particular privacy and data 
protection, where applicable, are integral across all stages of the data 
lifecycle. However, certain legal aspects become especially important 
when handling research data in the last three stages, namely 
preservation, sharing, and reuse. For data preservation, the main legal 
considerations are often outlined in institutional and contractual data 
policies. These policies typically provide details about the duration 
and medium for data archiving, along with guidelines for open-
access data preservation. In the case of dual-use data, compliance 
with regulations on international data transfer is crucial. When it 
comes to sharing research data and publishing research outcomes, 
the core legal considerations are respecting third-party’s IPR such as 
copyright and database rights and licenses, adhering to open-access 
publishing requirements. For reusing data from other research, the 
primary consideration should be respecting IPR associated with the 
original work.

Finally, it should be noted that while this guide tries to offer a 
comprehensive overview of the legal landscape relevant to the 
handling of research data, the complexities of individual research 
activities, institutional policies, and diverse laws at local, national, and 
international levels may necessitate specific legal advice. 
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research data FAIR (Findable, Accessible, Interoperable, and Re-
purposable).

Our mission
1.	 Develop and maintain a federated FAIR data infrastructure for 

materials data with built-in tools and standards to support 
scientific collaboration and proper research data management 
(RDM) practices.

2.	 Support the scientific community to introduce and maintain high 
standards of reproducibility, research integrity, and compliance 
with ethical and legal requirements by adopting proper RDM 
practices based on the FAIR data principles.

How we work

FAIRmat is governed by a complementary team of internationally 
renowned researchers, who are actively embedded into their (sub)
communities. Its infrastructure is developed by a dedicated team 
of coworkers with complimentary expertise. FAIRmat integrates 
data obtained from synthesis, experimental characterization, theory 

About FAIRmat
FAIRmat is a consortium of the German 
Research-Data Infrastructure, NFDI. 
FAIRmat is creating a federated data 
infrastructure for materials data and 
supporting scientists in the field of 
condensed-matter physics and the 
chemical physics of solids in making their 
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and computations, and various 
applications.  The organization 
is divided into seven Areas, each 
addressing specific key aspects of 
the project.

Our services

NOMAD is a free web-service that 
lets you share your data or use 
comprehensive data that others provide. You can use NOMAD to 
organize, analyze, share, and publish your materials-science data, as 
well as explore, download, and analyze your colleagues’ data.

NOMAD Oasis lets you create your own NOMAD. Get an instant 
overview of all your group’s data, increase productivity, and implement 
research data management plans with ease.

The NOMAD Encyclopedia allows users to see, compare, explore, and 
understand materials data.

FAIRmat offers training and educational materials on RDM, writing 
RDM plans, and using NOMAD tools. 
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Disclaimer
This guide is designed to aid researchers and is offered for 
informational purposes only. It is not meant to serve as a substitute 
for legal consultation or interpretation of applicable laws. Neither 
FAIRmat nor the authors assume liability for any complications arising 
from the use of information within this document.



Notes



@TheNOMADLaboratory

www.fairmat-nfdi.eu

fairmat@physik.hu-berlin.de
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@fairmat.bsky.social

http://www.youtube.com/@TheNOMADLaboratory
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http://www.linkedin.com/company/fairmat-nfdi/
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This guide provides an overview of the key legal 
considerations relevant to the various stages of 
the data lifecycle. It is specifically designed for 
graduate students, postdoctoral researchers, and 
principal investigators who wish to understand 
and navigate the legal aspects of research data 

management in their research projects.


