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Abstract: Every platform of business uses online services and
are increasing. Wired and wireless networks are becoming
popular day by day. With this the sensitive data is carried over
internet on daily basis. Due to rapid growth of networks,
information security becomes more important. Hence, there is
every chance of misleading the data by unauthorized parties. So,
there is need to provide security for the data and cryptography is
the science that helps in providing security. Encryption algorithm
plays a crucial role in information security. This paper briefly
describes a new hybrid system to enhance security. In this work
along with traditional operations Lattice permutation is used in
encryption process. For key generation Chaos Logistic Mapping is
used that shows more resistance while breaking key by
unauthorized persons. Services like online transactions may be
largely protected with this type of newly proposed hybrid systems.

Keywords: Lattice Permutation, Logistic Map, Encryption,
Decryption, Chaotic Key Generation.

I. INTRODUCTION

These days, accessing web services has become crucial

for both individuals and organizations. Over the past 25
years, internet services have made it easy and practical to
contact with people anywhere in the globe. One industry that
takes use of this substantial benefit offered by the internet is
e-business. In this case, protecting sensitive information
becomes crucial. An increasing number of secure apps are
needed as the electronic business sector expands.
Cryptography is a science that is essential to improving
security and one of the best approaches. This science is more
important for modern systems [7] and has a long and
impressive history [3] in data security. By considering
mathematical operations and scientific functions that enhance
security services, this science offers complete and
dependable security.

Since 1900 BC, cryptography has been practiced as a
scientific method of encoding and decoding data. When a
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scribe in Egypt first used the traditional methods of
communication, this process was started and put into practice
[1][21]. In the past, Julius Ceaser employed similar strategies
to conceal information and interact with his military officers
[8]. Data can be protected using cryptographic science to
prevent unwanted parties from accessing it. It appears to be a
tactic to convert the text from its original, understandable
form to an unintelligible one to preserve and send the data
securely [5]. Encryption is the process of creating a
mechanism that safeguards data, enabling the transfer of
safety. It is very difficult to get back originality to any form
of data while using this approach without using a decryption
process [4].

One crucial component of cryptography, the key, is used to
carry out these hiding and unhiding operations. Information
privacy is dependent on computations carried out by
encrypting and decrypting data using a private key [6]. This is
considered as a fundamental component that is utilized in
cryptographic computations and enhances the system's
overall activity. Though encryption and decryption
algorithms are powerful and effective, it is quite simple for
unauthorized individuals to breach security if a key is
obtained and made public. There are two ways in which keys
are used in cryptosystems because they are crucial
components. The first is a single-key cryptosystem, which
involves a single key where both encoding and decoding are
done using the same key. Public key cryptosystem, or
asymmetric cryptosystem, is other type. Here, information is
encoded with one key, while its original form is recovered
using the other.

Il. CRYPTOGRAPHY ASBACKGROUND

Encryption, also known as enciphering, is the process of
transforming from original text to scrambled form.
Decryption, also known as deciphering, is the process of
recovering original text from scrambled form [2]. Two
encryption methods are usually used when processing text.
One strategy is substitution, when every element of plain text,
is substituted with text that is challenging to comprehend and
will become challenging for those who are not permitted. The
second method is called transposition, in which the original
text's components are rearranged in a way that differs from
the original and makes it harder to read and comprehend. In
addition, a combined method known as a product cipher can
be applied. It is accomplished by combining multiple
techniques. The primary constraint when applying these
algorithms to the original text is that no plaintext data should
be lost. The next is that every word in the text must be

reversible.
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Hybrid Cryptosystem using Lattice Permutation and Chaos Logistic Mapping for Image Security

I11. PROPOSED SCHEME

This proposed hybrid system is mainly based on Lattice
based permutation that permutates the values generated from
the input image. In encryption process lattice permutation is
used on image and in decryption inverse Lattice permutation
is used. To generate key for encryption process and
decryption process, Chaos key generation method is used
with logistic mapping.

A. Lattice based Cryptography

There are numerous known secure lattice-based
cryptography systems. A major component of lattice-based
cryptography is group theory that provides good
mathematical background for analysis and design of
cryptographic systems. Group theory is used in lattice-based
cryptography to improve efficiency of digital signatures,
encryption, and key exchange security. A cryptography
paradigm based on the difficulty of specific issues related to
mathematical structures known as lattices. Algebraic
methods for cryptography have been worked on by Michael
N. John and O. G. Udoaka [7].

Juan Gonzalez-Meneses, Volker Gebhardt, and Joan S.
Birman worked on cube-based lattice cryptography [10]. J.
Gryak and D. Kahrobaei [11] conducted research on
cryptography based on polycyclic groups. This paper
investigates the formation of additive abelian groups using
lattice structures defined by basis vectors, offering a flexible
framework for cryptographic operations. Due to its
reputation for withstanding attacks from quantum computers,
lattice-based cryptography is a good option for post-quantum
cryptography [12].

B. Chaos and Logistic Map

The Latency Challenges of the Symmetric Key algorithms
are addressed through the usage of chaos. There have been
many difficulties in using the symmetric-key technique to
provide security [13][15], including potentials and

IV. PROPOSED CRYPTOSYSTEM

A. Framework of Encryption Process

In this process original image is converted to encrypted
image by using Lattice permutation and Chaos key
generation with logistic mapping a shown in figure 1.

Original Image
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Encrypted Output Image

€

Encrypted Image

Fig. 1. Block Diagram of Encryption Process

B. Encryption Algorithm

The proposed algorithm-1 illustrates step by step
procedure of encryption that involves converting original
images into encrypted image a shown in figure 1.

Proposed Encryption Algorithm-1

opportunities. A completely exploited chaos is found in
chaos-based cryptography. A one-dimensional logistic map
makes information transport simple and secure [16[17][18].
The essential features of chaos include its ability to produce a
variety of complex patterns, which leads to the mathematical
model producing a significant amount of data. Secret keys
can be created with this data [19]. Many logistic map forms
have been suggested, and they are effective. The well-known
characteristic of logistic maps is their unpredictable and
random nature, which is frequently anticipated to be utilized
in dynamic key propagation in combination with chaotic and
scheduling techniques to ensure data integrity.

However, it must possess three qualities, such as large
parameter, robust chaos, and mixing property, to be selected
[14]. By evaluating all the properties, in this work traditional
logistic map is used. The equation is

Xni1 =T X (1 —xp)

In this work a novel key scheduling mechanism is designed
that optimizes to encrypt images, based on the chaos notion
aligned with the logistic map. Compared to general
cryptosystems, chaos-based cryptosystems are more suitable
for handling large amounts of data, including images, audio,
and video. Several authors have attempted to introduce chaos
into the current cryptosystem [9] [20].
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1. Original Input Image

a. Read Gray Scale image and convert it into
ASCII pixel representation.

b. Then build 3x3 matrix.

2. Lattice Permutation

a. Select an image and build 3x3 matrix from the
ASCII pixel values

b. Determine the size of the lattice considered as
key.

c. Divide the image into blocks of size key x key. If
the size of image is not divisible by key, apply
zero padding

d. For each block, apply lattice permutation by
shifting pixels according to the permutation
rule

New position = (i + j) % key

e. Save the permutated blocks to obtain permutated

image.
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3. Chaos Key Generation
a. Read permutated image for encrypting image
using Chaos key image
b. Initialize parameters
I.Chaos a logistic map parameter ‘r
(commonly between 3.5 and 4)
I. Selectan initial condition ‘x,” (seed) for the
logistic map.
I11. Select specific number of iterations to
iterate.
c. lterate through logistic map equation for a
specific number of iterations.
ie., Xne1 = T Xn. (1 — Xxy,)
d. Apply round function to convert logistic values
into pixel values according to the Grayscale
image (0-255).
Pi=round (255.Xi)
Where, Pi=pixel values
Xi=logistic value
e. Save the logistic mapping key image to encrypt
the permutated image.
4. XOR Operation
a. Convert the pixel values of permutated image
and key image into binary value representation.
b. Perform XOR operation between them.
c. Convert binary values to decimal values.
5. The result of the XOR operation is encrypted image

)

C. Framework Decryption Process

In this process encrypted is converted to original image by
using inverse Lattice permutation and Chaos key generation
with logistic mapping a shown in figure 2.

Encrypted Image

Encrypted Input Image

A 4

Chaos Key Generation

|

XOR Operation

|

Inverse Lattice
Permutation

{

Decrypted Output Image

v

Original Image

Fig. 2. Block Diagram of Decryption Process

Retrieval Number: 100.1/ijeat.D444113040424
DOI: 10.35940/ijeat.D4441.13040424
Journal Website: www.ijeat.org

36

International Journal of Engineering and Advanced Technology (IJEAT)

ISSN: 2249-8958 (Online), Volume-13 Issue-4, April 2024

D. Decryption Algorithm

The proposed algorithm-2 illustrates step by step
procedure for decryption that involves converting encrypted
image into original image a shown in figure 2.

Proposed Decryption Algorithm-2

1. Read the encrypted image as input for decryption.
2. Chaos Key Generation: Regenerate the chaotic key
sequence using the same Chaos based algorithm
used in encryption.
a. Read the encrypted image
b. Initialize parameters
I.Chaos a logistic map parameter ‘r’
(commonly between 3.5 and 4).

1. Select an intial condition ‘x,” (seed) for the
logistic map.

I11. Select specific number of iterations to
iterate.

c. lterate through logistic map equation for a
specific number of iterations.

ie., Xne1 = 1. Xn. (1 — Xy)

d. Apply round function to convert logistic values
into pixel values according to the Grayscale
image (0-255)

Pi=round (255.Xi)
Where, Pi=pixel values
Xi=logistic value

e. Save the logistic mapping key image to decrypt
the encrypted image

3. XOR Operation
a. Convert the pixel values of encrypted image and

key image into binary value representation.

b. Perform XOR operation between them.

c. Convert binary values to decimal values

4. Inverse Lattice Permutation
a. Read the image that is generated as a result of

XOR operation.

b. Use the same key size as used in encryption
process.

c. Divide the resultant of XOR operation image
into blocks of size key x key. If the size of
image is not divisible by key, apply zero
padding.

f. Foreach block, apply inverse lattice permutation
by shifting pixels back to their original position

Original position = ((j - i) + key) % key

5. The result of inverse Lattice permutation is the

original image

V. RESULTS

The encryption algorithm used on the original image where
the ASCII of it is considered in 3x3 matrix is shown in Table
| to get encrypted image.
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Table- I: Outcome of Encryption Process

Original Lattice Chaos key XOR b/w Encrypted
Image Permutation generation | Resultants of Image
(New position (Apply Lattice
= (i+ j)%okey Logistic permutation
(here, key mapping) and Chaos
=lattice key)] Xn+1=T. Xp. key
(1-xs) generation
100 150 200] [100 150 2007| [127 249 24 27 111 208 27 111 208
50 75 125 |125 50 75] 85 222 113} |40 236 58] 40 236 58]
25 180 60) 1180 60 25 245 36 121 65 24 96 165 24 961 |

The decryption algorithm used on the encrypted image
where it is considered in 3x3 matrix as shown in Table 1l to
get original image.

Table- 11: Outcome of Decryption Process

Encrypted | Chaos key XOR b/w Inverse Original
Image generation | Resultants Lattice Image
(Apply of Permutation
Logistic Encrypted (Original
mapping) Image and position =
Xn+1=T. Xn. Chaos key | ((j-i)+key)%k
(1-xn) generation | ey (here, key
=lattice key)]
27 111 208] | 127 249 247| [100 150 200]| [100 150 200 100 150 200
40 236 58] 85 222 113] 125 50 75] 50 75 125] ’50 75125
65 24 961| 1245 36 1211] 1180 60 25 25 180 60 25 180 60
VI. CONCLUSION

Group theory integration turns out to be a strong and
flexible method in lattice-based cryptography. Lattices and
their subgroups form abstract algebraic structures that
provide a strong basis for creating cryptographic methods
that withstand both conventional and quantum attacks. The
security of lattice-based protocols is influenced by the
hardness of lattice problems that are formulated using
group-theoretic principles.

This work described a lattice-based group theory-based
cryptography technique. A unique key scheduling
mechanism that has been created to encrypt vast amounts of
data is also built and demonstrated using the lattice chaos
concept in conjunction with the logistic map. As illustrated,
the suggested method requires an appropriate chaotic map
that reduces the likelihood of it breaking.

As a part of future enhancement with continues
development, the robustness and effectiveness of
lattice-based cryptographic systems should be improved,
making them competitive options in the rapidly changing
field of secure communications and data security.
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