
5 NIST-based and 
interrelated frameworks to 
foster a cyber security culture

What is NERO

NERO Objectives

NERO is an advanced Cybersecurity Ecosystem designed to 

address the distinct aspects of awareness, training, and education 

in cybersecurity. NERO not only provides tools and resources but 

also focuses on cultivating a culture of cybersecurity awareness 

and resilience among organisations and individuals.

i Educate and develop a security-first culture among employeesX

i Mitigate the impact of cyber threats through activities, resources, and trainingX

i Provide SMEs with a Cyber Immunity Toolkit Repository, Cyber Resilience 

Program, and Cyber Awareness Training via GamificationX

i Support cybersecurity awareness campaigns and focus on emerging 

cybersecurity threats.

Target

User

Roles Educators

Developers

Trainers

Specialists

Researchers

Auditors

Bug bounty programme

Crowdsource vulnerability 
discovery & disclosure

VICTORIUS

Integration/

deployment

Marketplace
Cyber hygiene/

Lessons learned

ARCANA

Identify/Protect

Detect

Response/Recover

Testing

CYBIT

Gamification-based training

Cyber ranges

ASTRAS

Auditing resilience

mechanisms

Application security

testing scans

AUDACIOUS

Use cases

1
Healthcare
Enhancing Patient Data Security in 

Healthcare through Cybersecurity Tools

2
Transportation & Logistics
Strengthening Supply Chain Resilience 

through Cybersecurity Awareness in the 

Transportation and Logistics Industry

3
Financial
Boosting Financial Security through Enhanced 

Cybersecurity Awareness and Tools
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