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WHAT Is GG? Digital World
, @ .

* No general globally-accepted vision on 6G / ’Connecte:\‘ \ ‘%3

* European vision (6G-SNS) %II  'ntelligence :\%é
* Massive digitalization - Phy representation 'ES' E o o?g \ %
* Connected intelligence - Awareness, real-timeness '\§| § g- f g
* Network as Compute Fabric - Decisions, actions 1 GG I,?C-

* Key values \ /8
* Sustainability \ 4 7
* Inclusion @ 6
* Trustworhiness

Physical World Human World
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Source: https://5g-ppp.eu/wp-content/uploads/2021/06/WhitePaper-6G-Europe.pdf
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D6G ARCHITECTURE

Application

E2E Service Management & Orchestration

D&%,

PAlicY o

Transport SON
Controller

=y
CP-MS
Federaled ML <'[: ‘LhD ((,—_ED | % UP-MS

KER2° Secure Multi-agent-based network control
Partners: UVA, TID, EBY, NUBIS TSS UPC, UC3M UOU CNIT

KER1 Deep Data Plane Programmability
Partners: UVA, ERI-HU, TID, NVIDIA NUBIS, ACC, TSS, UPC, UC3M, ELTE, CNIT, NEC

KER3: Privacy-preserving pervasive monitoring
Partners: UVA, ERI-HU, TID, NVIDIA, ACC, TSS, UPC, UC3M, ELTE, CNIT, NEC
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DEEP PROGRAMMABILITY
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E2E NETWORK VISIBILITY
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CLOUD NATIVE
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AI-NATIVE
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DLT FOR ZERO-TRUST ARCHITECTURE
<€) Innovation

Application XURLLC services

J L Edge Intelligence

. . - i .
E2E Service Management & Orchestration @é‘;ﬁ é?éﬁgtsgg?ﬁ)%

Blockchain-based
federation

Secure distributed
intelligence

RAN-core
convergence

Edge-to-Cloud
continuum

MAS-based Network Control@ a-'?i‘*

’

Serverless
architecture

E2E programmable
data plane

Multi HW

acceleration
Pervasive Monitoring System
E2E network

telemetry




>DESIREG6G ¢

DISTRIBUTED GENUINE INTELLIGENCE

Motivation
o MAS agents are Al nodes, ingesting local telemetry acting locally and East-West.
They are resource optimization decision takers, hence security sensitive.
o MAS agents are dynamically created by the SMO (MLFO pipeline). They are
parametrized at bootstrapping.
o Inter agent trust must be established when interplaying.

o Develop a dynamic and traversal attestation scheme. (Check genuiness)
o Bootstrapping and execution phases must be secured.

[2] D6G: “Pervasive monitoring and distributed intelligence for 6G near real time operation". EUCNC Post
[3] D6G: “Securing Multi-Agent Systems for Near Real-Time Control of 6G Services". EUCNC Post



ON GOING WORK ON ATTESTATION < PESIRESS

Near-RTRIC

MAS IS DISTRIBUTED INTELLIGENCE

DIFEERENT AND LOCAL AGENTS DLT IS DISTRIBUTED SECURIT

PERPETUAL STORES

SDN CORE
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DLT BACK MUTUAL ATTESTATION OVERVIEW

Agent 1:
publicKey:
'5]Ra2LZ9j3Uv5Qa4s3tRgBv5ZmKtYJwDdGxPFPxw6E

. 07’
Binary sent to o ivateKey
Agent 1 SECaaS G '4kPd4MZ4ZB3x6C4K2jD3Cv5FzGhHIjKkKtLMNNOpP
w gRs’

— I N Signature:

"Ht2EzG4j/5k6L7mN8nO9pQrStUvWxYzABbCcDdEfFg
Hh’

Rewritten Binary
Agent 1 i X

g sent back. with RA -
functions axEs

, I
Verify Measure ~ o
function function
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DLT BACK MUTUAL ATTESTATION OVERVIEW

DLT/Smart Contract is bridged to the SECaaS

store

- Defines the RA process (i.e, Measured and &
Verifier agents). Elects the best-of-class verifier

- Transfer the reference measurement to

verifier
- Create a block, containing the RA result

Agent i Agent |

. Verif Measure
Verify Measure Y )

: . function function
function function

Root of Trust

s e e [ [ [

RA processing
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REMIND AND WORK IN PROGRESS ON REMOTE ATTESTATION

BINARY REWRITTING BLOCKCHAIN
EEEN
>_ I §

Software-based Mutual Attestation
O Platform-agnostic and cross domain (apply able for the cloud continuum)
O Scalable and flexible (programmable consensus)

O Work in Progress: Always sustainable runtime integrity verification:
a. Inversion of the clock master and best efforts

b. Scattered hash function, run on-the-flow to decrease penalty
C. Presentations at EUCNC (Poster) and ICTON (Demo)
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TAKE-AWAY

Distributed Genuine Intelligence (MAS agents)

o MAS fosters distributed intelligence, central to our architecture security
o DLT is a major asset to establish trustworthiness, traceability

o Scalability must be considered in the design: block content, production frequency
o Flrexilzlle t)echnology by smart contract programming (e.g., service federation, election
of nodes

o Mutual Remote Attestation, powered by DLT and SECaaS opens disruptive cyber security
pathways for 6G services and networking

Platform agnostic, infra-agnostic, flexible reference measurement delivery

Network continuum (loT, edge, core, cloud)

Programmable root of trust

Continuous attestation with novel security claims (e.g., proof of execution, integrity,
locality, identity)

Best effort sustainable security, conciliating security and performance for 6G

O O O O

O

[2] D6G: “Pervasive monitoring and distributed intelligence for 6G near real time operation". EUCNC Post
[3] D6G: “Securing Multi-Agent Systems for Near Real-Time Control of 6G Services". EUCNC Post
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THANKS!

Vincent Lefebvre
vincent@solidshield.com
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