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Linear cryptanalysis of the SM4 block cipher algorithm 

Liu Lingyun, 

Ph.D. student of the National University of Uzbekistan, 

Jining Normal University,  

Shenyu International Community, Jining District, 

Ulanqab, Inner Mongolia, China 
 

Abstract: In this paper, the Chinese block cipher algorithm SM4 is evaluated as a linear cryptanalysis 

method. As a result of the analysis, it was found that 2126.4 plaintext and ciphertext pairs and 2121.7 

time complexity are required for 23 rounds of the SM4 algorithm for linear cryptanalysis. And to 

implement the round 23 attack by the multidimensional linear cryptanalysis required N = 2122.3 

plaintext and ciphertext pairs. The time complexity is equivalent to 2122.5 

 

Keywords:  cryptographic, linear attack, differential attack, multidimensional linear attack, 

approximations, XOR, Branching operation, linear transformation, S-box 

 

Introduction. SM4 has garnered significant 

attention within the cryptographic community, leading 

to the production of various cryptanalytic findings. In 

[2], rectangle and boomerang attacks on 18-round 

SM4, as well as linear and differential attacks on 22-

round SM4, were presented. Etrog and Robshaw 

introduced an attack on 23-round SM4 utilizing 

multiple linear attacks in [5]. Additionally, [4, 7] 

introduced the concept of differential attacks and 

multiple linear attacks on 22-round SM4. Up to the 

present, the most effective differential attack for 23-

round SM4 is outlined in [6]. Cho and Nyberg 

proposed a multidimensional linear attack on 23-round 

SM4 in [9]. The optimal linear attack on 23-round SM4 

is detailed by Liu and Chen in [8]. Bai and Wu put forth 

a novel lookup-table-based white-box implementation 

for SM4, designed to safeguard large linear encodings 

from cancellation, as described in [11]. Furthermore, 

[10] provides insights into related-key differential 

attacks on SM4, while [13] analyzes the lower bound 

of the number of linearly active S-boxes for SMS4-like 

ciphers. 

Linear cryptanalysis [12] stands out as a crucial 

technique in the examination of symmetric-key 

cryptographic primitives. This method primarily 

focuses on establishing linear approximations among 

plaintext, ciphertext, and the key. When a cipher 

exhibits non-random permutation behavior under 

linear cryptanalysis, it becomes possible to construct a 

distinguisher or even initiate a key recovery attack by 

incorporating additional rounds. The process involves 

making educated guesses for the subkeys of appended 

rounds, decrypting ciphertexts and/or encrypting 

plaintexts using these subkeys to calculate the 

intermediate state at the ends of the distinguisher. If the 

subkeys are accurately guessed, the distinguisher 

should be valid; otherwise, it will fail. Linear 

cryptanalysis has been employed in the analysis of 

various ciphers, including those detailed in [14–17]. 

Main part. Regarding the efficacy across all 

previous SM4 attacks in terms of the number of rounds, 

the most effective key recovery methods are linear 

cryptanalysis and differential cryptanalysis. Both 

approaches rely on 19-round distinguishers. Our 

primary motivation is to enhance the attacks on SM4 

by seeking a superior distinguisher. Consequently, our 

focus centers on exploring linear approximations for 

SM4. The contributions of this paper can be outlined as 

follows. 

The most effective previous linear attacks have 

focused on 19-round linear approximations. In 

response, we introduce a novel search algorithm 

specifically designed for iterative linear 

approximations over a small number of rounds in SM4. 

This involves systematically expanding the partial 

linear approximation table of the S-box. Initially, it is 

demonstrated that there are no one-round or two-round 

iterative linear approximations for SM4. Subsequently, 
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certain properties are derived for the iterative linear 

approximations of 3-round SM4. Leveraging these 

properties, our search algorithm is applied to obtain a 

19-round linear approximation with a bias of 2−57,3 

and a 20-round linear approximation with a bias of 

2−60,5. A comparison of our identified linear 

approximations with previous ones is presented in 

Table 1. Notably, our linear approximations emerge as 

the most effective to date. 

 

Table 1. Overview of Linear Approximations 

for SM4. 

Reference Bias (probability)  Rounds 

[8] 2−62,27 19 

[27] 2−58 19 

[27] 2−61 20 

this work 2−57,3 19 

this work 2−60,5 20 

 

The most effective prior attacks have 

demonstrated efficacy up to 23 rounds for SM4. 

Leveraging our identified 20-round linear 

approximation for SM4, we introduce a key recovery 

attack targeting 24-round SM4, which currently stands 

as the most potent attack based on the number of 

rounds for SM4. Additionally, we employ the newly 

established 19-round linear approximation to launch an 

attack on 23-round SM4, thereby enhancing the 

effectiveness of the best previous linear attack on 23-

round SM4. An overview of our attacks and those 

previously conducted on SM4 is provided in Table 2. 

 

Table 2. Overview of Attacks on SMS4 
Type of cryptanalysis 

methods 

Number of 

rounds 
Time (T) Data (D) 

Referenc

e 

Rectangle 16 2116 2125 [26] 

Rectangle 14 287.69 2107.89 [13] 

Rectangle 18 2112.83 2124 [2] 

Integral 13 2114 216 [7] 

Impossible 

Differential 
16 296.07 2117.06 [13] 

Boomerang 18 2116.83 2120 [2] 

Differential 21 2126.6 2118 [26] 

Differential 23 2126.7 2118 [6] 

Differential 22 2125.71 2118 [2] 

Differential 22 2112.3 2117 [4] 

Linear 22 2117 2118.4 [5] 

Linear 22 2109.86 2117 [2] 

Linear 23 2122 2126.54 [8] 

Multiple 

Linear 
22 2119.75 2112 [18] 

Multidimensio

nal Linear 
23 2127.4 2126.6 [9] 

Multidimensio

nal Linear 
23 2122.7 2122.6 [8] 

Linear 23 2121.7 2126.4 
this 

work 

Multidimensio

nal Linear 
23 2122.5 2122.3 

this 

work 

 

Approximations of SM4 

All the previous attacks on SM4 are effective in 

terms of the number of rounds. Among the top key 

recovery attacks for SM4 are linear and differential 

cryptanalysis, both relying on 19-round distinguishers. 

Our primary motivation for enhancing SM4 attacks is 

to explore the possibility of obtaining a superior 

distinguisher. Therefore, the critical aspect is the 

search for the linear approximation of SM4. Various 

methods for finding linear approximations of SM4 

have been explored in existing literature, including 

references [2, 5, 8, 18]. 

The approach outlined in [2] involves creating 

linear approximations for a reduced-round SM4. This 

is achieved by identifying a one-round linear 

approximation with identical input and output masks 

for the 𝑇 function. This minimizes the number of active 

𝑇 functions. Consequently, an 18-round linear 

approximation with a bias of 2−57.28 for SM4 has been 

successfully identified. 

In [5], Etrog and Robshaw developed a 5-round 

iterative linear approximation, with only the last two 

rounds exhibiting activity. Subsequently, they 

combined three of these five-round iterative linear 

approximations to formulate an 18-round linear 

approximation with a bias of 2−56.2. 
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In [18], Liu et al. applied the branch-and-bound 

algorithm from [20] to acquire a set of 5-round iterative 

linear approximations. These approximations were 

then employed to build an 18-round linear 

approximation with a bias of 2−56.14. 

To enhance the linear approximation for SM4, 

Liu and Chen introduced a more specialized search 

algorithm in [8]. Initially, they employed a Mixed 

Integer Linear Programming (MILP)-based method to 

identify the configuration for the linear approximation 

with the minimum number of active S-boxes in 

reduced-round SM4. Subsequently, using the identified 

configuration, they derived a 19-round linear 

approximation with a bias of 2−62.27. 

Clearly, minimizing the number of active S-

boxes in a linear approximation doesn't guarantee that 

its bias will be maximized. Therefore, our emphasis is 

on searching for superior linear approximations, even 

if they involve a slightly higher number of active S-

boxes. 

During CT-RSA 2014, Biryukov and 

Velichkov expanded the branch-and-bound algorithm 

to explore the differential characteristics of ARX 

ciphers, incorporating the use of a partial differential 

distribution table for modular addition to enhance 

search efficiency [20]. Drawing inspiration from this 

concept, we intend to leverage the partial linear 

approximation table in our quest to discover linear 

approximations for SM4. 

Methodology. Initially, we will introduce some 

properties related to fundamental operations like the 

XOR operation, the three-forked branching operation, 

and the linear map. 

Biham highlighted that, akin to differential 

cryptanalysis [28], it is possible to define 

characteristics in linear cryptanalysis [23]. 

Subsequently, one can derive the linear approximations 

of a cipher by combining characteristics from each 

round. However, there are crucial distinctions in the 

concatenation rule: 

Operation XOR: If 𝑥 =  𝑦 ⊕  𝑧, 𝛤𝑥, 𝛤𝑦 and 𝛤𝑧 

are the masks of 𝑥, 𝑦 and 𝑧, respectively. Then 𝛤𝑥 =

𝛤𝑦 = 𝛤𝑧. 

Branching operation: If 𝑥 =  𝑦 =  𝑧, 𝛤𝑥, 𝛤𝑦 and 

𝛤𝑧 are the masks of 𝑥, 𝑦 and 𝑧, respectively. Then 𝛤𝑥 =

𝛤𝑦⨁𝛤𝑧. 

𝐿 linear transformation: If 𝑦 =  𝐿(𝑥), 𝛤𝑥 and 𝛤𝑦 

are the masks of 𝑥 and 𝑦,  respectively. Then 𝛤𝑥 =

𝐿𝑡(𝛤𝑦)  where 𝐿𝑡 is the transpose of 𝐿. 

Using these guidelines, discovering a linear 

approximation is akin to finding a differential trail. The 

remaining challenge is to devise a strategy for finding 

the longest possible linear approximation. In this 

subsection, we introduce a novel approach to explore 

the linear approximations of SMS4. Our method aims 

to identify linear approximations with minimal active 

S-boxes, resulting in non-iterative ones that differ from 

those presented in [4, 11, 16, 18]. A representation of 

the 3-round linear approximation for the SM4 

algorithm is shown in Figure 1. We employ a two-step 

procedure to accomplish this objective. 

In the first step, our objective is to establish the 

minimum number of active S-boxes in the linear 

approximation and determine the positions of the 

active rounds. Following the approach suggested by 

Mouha et al. in [23], this can be accomplished using 

Mixed-Integer Linear Programming (MILP). In the 

context of linear cryptanalysis, Mouha et al. initially 

formulated equations that incorporated additional 

binary dummy variables for all branching operations 

and linear transformations in the cipher. Subsequently, 

they inputted these equations into a MILP solver for 

resolution. For instance, if the masks of a branching 

operation are represented by 𝛤𝑥, 𝛤𝑦, 𝛤𝑧and the binary 

dummy variable is denoted as 𝐷1, the equations for this 

particular branching operation are as follows: 

𝜉(Γ𝑥) + 𝜉(Γ𝑦) + 𝜉(Γ𝑧) ≥ 2𝐷1, 𝐷1 ≥

 𝜉(Γ𝑥), 𝐷1 ≥  𝜉(Γ𝑦), 𝐷1 ≥  𝜉(Γ𝑧) 

Likewise, if the input and output byte-masks of 

a linear transformation are denoted as 

Γ𝑖𝑛1, Γ𝑖𝑛2, Γ𝑖𝑛3, Γ𝑖𝑛4, Γ𝑜𝑢𝑡1, Γ𝑜𝑢𝑡2, Γ𝑜𝑢𝑡3, Γ𝑜𝑢𝑡4 and the 

binary dummy variable is 𝐷2, the equations are as 

follows: 

𝜉(Γ𝑖𝑛1) ⊕ 𝜉(Γ𝑖𝑛2) ⊕ 𝜉(Γ𝑖𝑛3) ⊕ 𝜉(Γ𝑖𝑛4) ⊕ 𝜉(Γ𝑜𝑢𝑡1)

⊕ 𝜉(Γ𝑜𝑢𝑡2) ⊕ 𝜉(Γ𝑜𝑢𝑡3) ⊕ 𝜉(Γ𝑜𝑢𝑡4)

≥ 𝒒 ∗ 𝐷2 
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𝐷2 ≥ 𝜉(Γ𝑖𝑛1) 

𝐷2 ≥ 𝜉(Γ𝑖𝑛2) 

𝐷2 ≥ 𝜉(Γ𝑖𝑛3) 

𝐷2 ≥ 𝜉(Γ𝑖𝑛4) 

𝐷2 ≥ 𝜉(Γ𝑜𝑢𝑡1) 

𝐷2 ≥ 𝜉(Γ𝑜𝑢𝑡2) 

𝐷2 ≥ 𝜉(Γ𝑜𝑢𝑡3) 

𝐷2 ≥ 𝜉(Γ𝑜𝑢𝑡4) 

Here, q represents the linear branch number, 

and for SMS4, q is equal to 5.  

Utilizing this approach, we formulate the MILP 

for SMS4 and apply it to the solver implemented in 

SAGE. Given that the best previous linear 

approximation involves 18 rounds, we aim to discover 

a linear approximation extending to 19 rounds. The 

solver provides a 19-round linear approximation with 

one active S-box in the 1st, 4th, 5th, 8th, 9th, 12th, 

13th, 16th, and 17th rounds, respectively. It's important 

to note that what we obtain is solely a lower bound for 

the number of S-boxes, and it might be impossible to 

find such a linear approximation due to the limitations 

of degrees of freedom. 

 
Fig. 1. Linear approximation of 3-round SM4. 

To address this, we opt to fix the positions of 

the active rounds and increment the number of active 

S-boxes until a valid linear approximation is identified. 

Our observation suggests that a linear approximation is 

likely valid when the number of active S-boxes in each 

active round is two. In other words, the linear 

approximation we are attempting to discover has the 

following form: 

 

2 −  0 −  0 −  2 −  2 −  0 −  0 −  2 −  2 −  0 

−  0 −  2 −  2 −  0 −  0 −  2 −  2 

−  0 –  0 

Theorem 1. To construct the aforementioned 

19-round linear approximation, it is necessary for the 

input masks of the T functions in two consecutive 

active rounds to be identical. 

 

Proof. Let Γ𝑖𝑛
𝑖 and Γ𝑖𝑛

𝑖   (𝑖 =  1,· · · , 6) represent 

the input and output masks of the 𝑇 functions in the six-

round linear approximation with the pattern 0 −  0 −

 2 −  2 −  0 −  0. Then Γ𝑖𝑛
3 ⨁Γ𝑜𝑢𝑡

1 ⨁Γ𝑖𝑛
2 =

Γ𝑖𝑛
4 ⨁Γ𝑜𝑢𝑡

5 , Γ𝑖𝑛
4 ⨁Γ𝑜𝑢𝑡

6 ⨁Γ𝑖𝑛
5 = Γ𝑖𝑛

3 ⨁Γ𝑜𝑢𝑡
2 . Since Γ𝑖𝑛

𝑗 =

Γ𝑜𝑢𝑡
𝑗 = 0 for 𝑗 = 1,2,5,6. As a result Γ𝑖𝑛

3 = Γ𝑖𝑛
4 . 

Theorem 1 is proved. 

 

Results. When extending backward to 19 

rounds, it is established that the number of active S-

boxes in the first round is 2. Given that for each S-box, 

there are 5 linear masks resulting in the highest bias, a 

total of 200 19-round linear approximations with the 

same bias can be identified. One such linear 

approximation is presented in Table 2. In this table, the 

fourth and fifth columns represent the output and input 

masks of the S-box layer, respectively, while the sixth 

column indicates the bias of the round. The remaining 

columns provide the masks of the intermediate values. 

Referring to [11], it is observed that the piling-up 

lemma [20] works effectively for SM4, resulting in a 

bias of approximately 2−57,3 for 19-round and 2−60,5 

for 20-round for the linear approximation in Table 3.  
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Table 3. One of the 20-round Linear 

Approximations 

 
 

To carry out the attack using these 

approximations, we need N = 2126.4 plaintext and 

ciphertext pairs. 

Conclusion. The time complexity of Step 3 is 

approximately 2126.4, which is equivalent to 2121.7,  

23-round encryptions and is also the dominating 

complexity of the attack. The time complexity of Step 

5 is about 2112,  4-round encryptions. In Step 6, e is 

calculated using the technique from [7], requiring the 

execution of 3 Fast Fourier Transformations; the 

complexity is 3 × 2112  × 2112 ≈  2120.4 arithmetic 

operations. The time complexity of Step 7 is 2120 

encryptions. The memory complexity is approximately 

(126.4 × 2112  ×  2112)/8 ≈  2116 bytes, which is 

necessary to store t and the first column of M. 

And to implement the round 23 attack by the 

multidimensional extension as presented in [27], we 

need N = 2122.3 plaintext and ciphertext pairs. The time 

complexity is equivalent to 2122.5 
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