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“Datafication” - the process through which 
human activities leave a digital trail

(Beaulieu and Leonelli 2021, Data and Society: A Critical Introduction, SAGE, p.3)



The rise of big data platforms raises many ethical 
questions

How to protect human rights in big data 
platforms? 

Who owns the data? 



https://datavaluesdigest.substack.com/p/how-digital-feudalism-hurts-farmers

https://datavaluesdigest.substack.com/p/how-digital-feudalism-hurts-farmers




Examples of initiatives
W3C SDWWG – Responsible Use Guide

ODI Data Ethics Canvas

RICS (UK)

CODATA – Data Ethics Working Group (in progress)

Geonovum – Ethical Framework

SDSN TReNDS – Contracts for Data Collaboration

Omidyar Network - Ethics Explorer

URISA / GISCI (USA)

SSSI (Australia & NZ)

ASPRS (USA)

Locus Charter (Benchmark Initiative & EthicalGEO)

Data Values Manifesto (GPSDD)









Data governance matters
Data need to be cared for in the long term

Data quality needs to be checked

A variety of stakeholders and expertises is typically required to interpret data for new 
purposes

Data are easily traded and commodified, but this can create social problems
• e.g. breaches of human rights, privacy and confidentiality; exploitation of local 

knowledge and erasure of data contributors from downstream uses



https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-
and-trustworthy-development-and-use-of-artificial-intelligence/

https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/


https://www.europarl.europa.eu/news/en/headlines/society/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence



Harnessing Artificial Intelligence (AI) 
Responsibly for Good and for All

https://www.g20.org/en/

https://www.g20.org/en/


Creating an inclusive, continuous, and action 
oriented Global Science Advice mechanism

https://pib.gov.in/PressReleasePage.aspx?PRID=1953043

https://pib.gov.in/PressReleasePage.aspx?PRID=1953043


Why EDI?

Data drives problem solving and better decision making. 
The Ethical Data Initiative provides a neutral space to bring together diverse actors and stakeholders, shaping the 
future of data governance and monitoring its implications for society.

In doing so, we aim to increase equality and inclusivity in the data space; building data confidence and empowering 
the digital citizens of tomorrow.



Image credits- David Murphy



Framework for responsible research and 
innovation

Anticipate, reflect, engage, act (AREA)

Anticipate

Describe and analyse the impacts, intended or otherwise, that might arise. Do not seek to predict but rather support the exploration of possible 
impacts (such as economic, social and environmental) and implications that may otherwise remain uncovered and little discussed.

Reflect

Reflect on the purposes of, motivations for and potential implications of the research, together with the associated uncertainties, areas of 
ignorance, assumptions, framings, questions, dilemmas and social transformations these may bring.

Engage
Open up such visions, impacts and questioning to broader deliberation, dialogue, engagement and debate in an inclusive way.

Act
Use these processes to influence the direction and trajectory of the research and innovation process itself.

https://www.ukri.org/about-us/epsrc/our-policies-and-standards/framework-for-responsible-innovation/

https://www.ukri.org/about-us/epsrc/our-policies-and-standards/framework-for-responsible-innovation/


Data ethics: Towards responsible data practices

https://royalsocietypublishing.org/doi/10.1098/rsta.2016.0360

https://royalsocietypublishing.org/doi/10.1098/rsta.2016.0360


Data Ethics 

The Data Ethics 
Framework prepared 
by UK GDS also guides

appropriate and 
responsible data use in 
government

https://www.gov.uk/government/publications/data-ethics-
framework

https://www.gov.uk/government/publications/data-ethics-framework


Education and 

capacity 

development are 

important for 

achieving UN SDG 

aims

Data is key for achieving UN SDG aims



Campaign for Data Ethics in Education

https://ethicaldatainitiative.org/campaign-for-data-ethics-in-education/

The Campaign advocates 

for the integration of data 

ethics in all higher 

education courses focused 

on data science and 

research. It aims to educate 

the next generation of data 

and research professionals 

about their legal and ethical 

obligations when it comes 

to using, reusing, and 

sharing data.

https://ethicaldatainitiative.org/campaign-for-data-ethics-in-education/


Data ethics training for PhD students



Data Ethics and RRI Faculty training in 
Universities



Research 
frameworks and 

their importance in 
ethical research.







https://www.gida-global.org/care

https://www.gida-global.org/care


https://www.gida-global.org/care

https://www.gida-global.org/care


https://www.gida-global.org/care

https://www.gida-global.org/care


An RDA community effort has led to 

the development and publication, in 

Nature Research’s Scientific Data, of 

the article, “The TRUST Principles for 

digital repositories”. These principles 

offer guidance for maintaining the 

trustworthiness of digital repositories, 

especially those responsible for the 

stewardship of research data.

The TRUST Principles - An RDA Community Effort

https://www.rd-alliance.org/trust-principles-rda-community-effort

https://www.rd-alliance.org/trust-principles-rda-community-effort


https://www.rd-alliance.org/trust-principles-rda-community-effort

https://www.rd-alliance.org/trust-principles-rda-community-effort


Open Science

Open science is a set of principles and practices that aim to make 
scientific research from all fields accessible to everyone for the benefits 
of scientists and society as a whole. For example, scientists and 
engineers can use open licenses to share their publications, data, 
software and hardware more widely—not only with each other but also 
with the rest of society. 

Open science is about making sure not only that scientific knowledge is 
accessible but also that the production of that knowledge itself is 
inclusive, equitable and sustainable. By promoting science that is more 
accessible, inclusive and transparent, open science furthers the right of 
everyone to share in scientific advancement and its benefits as stated in 
Article 27.1 of the Universal Declaration of Human Rights.

https://www.unesco.org/en/open-science

https://www.unesco.org/en/open-science


CODATA Data Ethics draft policy briefs (Nov 
2023)
The policy briefs are looking at four aspects of data ethics relevant to the UNESCO Recommendation 
on Open Science. 

The topics are 

• Data Ethics and Scientific Integrity

• Personal Data and Privacy

• Data Ethics and Indigenous Data

• Data Ethics and Structural Inequities

• Four draft policy briefs are available for download at https://bit.ly/WG-Data-Ethics-DRAFT-Policy-
Briefs

https://bit.ly/WG-Data-Ethics-DRAFT-Policy-Briefs










Summary

There is an urgent need to build capacity for Data Ethics in 
universities, research institutes and industry.

It is important that data ethics become an integral part of the 
education curriculum in research-performing institutions.



PuPutting values 
at the heart of data

ing values at the 
heart of data.

https://ethicaldatainitiative.org

https://ethicaldatainitiative.org/

