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Abstract:

As the digital environment continues to evolve, the need for strong security measures to protect sensitive
data becomes even more important. Security vulnerabilities in traditional alphanumeric passwords have
prompted researchers to explore new authentication methods. This research paper provides a
comprehensive study of password authentication systems, analysis their progress, identifies their
advantages and disadvantages, and provides insights for future improvements. This study includes
detailed analysis of existing systems, investigation of their foundations and evaluation of their security
features.

1. Introduction

Graphical Password is an authentication system that works by allowing the user to choose from images
presented in a graphical user interface (GUI) in a specific order. Therefore, the graphical password
method is called Graphical User Authentication (GUA). Computer authentication methods typically use a
username and password. In the field of cybersecurity, traditional alphanumeric password systems face
additional problems in security and user memory. Graphical password authentication seems like a
promising alternative that uses people's visual memory to create a more intuitive and secure way to
authenticate. For example, users prefer to choose passwords that are easy to guess. On the other hand, if
the password is difficult to guess, it is often difficult to remember. To overcome the problem of low
security, authentication using images as passwords was created. Graphical password schemes have been
proposed as an alternative to text because people can remember visuals better than text.

1.1 Background

With the rapid development of technology, protecting sensitive information from unauthorized access
is of great importance. Cryptography has always been one of the foundations of digital security, but it
faces many security vulnerabilities due to advances in technology, the proliferation of cyber threats,
and the limitations of human memory. Weaknesses of basic arithmetic, including access to brute force
attacks, difficulty creating and remembering complex strings, and risk of using password recovery
across multiple platforms, require changes to the authentication process. Therefore, researchers and
experts in the field of cybersecurity have turned their attention to other methods that not only increase
security but also solve practical problems that often affect affected users.

1.2 Motivation

e Difficulty of Alphanumeric Passwords: The difficulty of alphanumeric passwords has led to
many security problems. Users often choose passwords that are easy to remember,
compromising the strength of their authentication credentials. Additionally, the rise of data
breaches and subsequent exposure of password stores makes traditional password-based
systems vulnerable to unauthorized access.

* Emergence of graphical passwords: To solve these problems, graphical password authentication
systems have emerged as an alternative. Graphical passwords give people the ability to
recognize and remember images, patterns, or other visual features and are designed to increase
security while providing people with more information. The shift to graphical authentication
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marks a move away from the limitations of traditional alphanumeric methods and opens new
avenues for research in cybersecurity.

1.3 Objectives

This study focuses on the ongoing debate by fully evaluating existing password authentication systems,
identifying their security features, and recommending improvements to strengthen the authentication
process against emerging threats. This research is dedicated to exploring the complexity of digital
encryption systems, identifying their strengths and weaknesses, and paving the way for future
innovations to provide secure and seamless user experiences in the face of evolving cybersecurity
challenges.

2. Literature Review

The literature review of "Advancing Security Measures: A Comprehensive Study of Graphical Password
Authentication Systems" includes a review of existing studies and studies on password authentication
systems. This review aims to identify key trends, challenges, and advances in the field.

2.1 Evolution of Password Authentication

Improving authentication has an ongoing impact on the protection of digital assets and sensitive
information. Over the years, the identity verification process has evolved as technology has advanced and
cyber threats have become more sophisticated. Below is a brief summary of the changes to
authentication:

1. Password:
Era: Delivering Early Computing

Description: Alphanumeric passwords have become the standard for user authentication. Users must
enter a combination of letters, numbers, and symbols to access their account.

Challenges: Easy brute force attacks, password guessing and users prefer to choose weak or easy to
guess passwords.

2. Two-Factor Authentication (2FA):
Period: Late 20th Century to Present

Description: Offers an additional layer of security by requiring people to provide two types of
credentials, usually something they know (a password) and something they have (like a cell phone).

Advantages: Increase security and reduce risks associated with passwords alone by adding an additional
layer.

3. Biometric Authentication:

Period: Late 20th Century to Present

Description: Uses unique biometric features (such as fingerprints, facial patterns, or face) for recognition.
Advantages: Provides greater security and efficiency than traditional passwords. Easy to copy or share.
4. Smart Cards and Tokens:

Period: Late 20th Century to Present

Description: It involves the use of a physical token or smart card carried by the user to establish their
identity. Check. These tokens can generate one-time passwords.
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Advantages: In addition to authentication-based authentication, a physical device is required to increase
security.

5. Content and Behaviour:
Period: 21st Century

Description: Describe user behaviour, features of tools, and data points to evaluate the legitimacy of
access to experiments.

Advantages: Update based on changes and reduce reliance on static certificates by ensuring consistent
authentication.

6. Graphic Password Verification:
Period: 21st Century

Description: Use an image, pattern, or other graphic as the password. Users establish their identity by
interacting with the image representation.

Advantages: Designed to improve memory and security while providing an alternative to text-based
passwords.

7. Continuous Authentication:
Period: Current Trends

Description: Focuses on monitoring the user's behaviour throughout the session, based on various factors.
Regularly evaluate users' legitimacy.

Advantages: Increases security by providing instant authentication and updates to changes in user
behaviour.

8. Zero Trust Security Model:
Period: Current Trends

Description: Difficult concepts of trust in networks and threat perception Voluntary usability inside and
outside the network. You must constantly prove the identity of the user and the health of the device.

Advantages: Improved security by using more suspicious methods and updating user authentication.

The evolution of authentication systems demonstrates the dynamic nature of authentication in
cybersecurity. As technology and threats continue to evolve, quality assurance processes will continue to
evolve to meet the needs of the changing digital environment.

2.2 Challenges with Alphanumeric Passwords

Alphanumeric passwords, a combination of letters, numbers, and sometimes symbols, have long been a
method for user authentication. However, they face many challenges, leading to the search for alternative
verification methods. Some of the main problems with alphanumeric passwords include:

Password Complexity and Memorability
Password Reuse

Brute Force Attacks

Dictionary Attacks

Phishing and Social Engineering
Password Aging Policies
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User Resistance to Complex Passwords
Lack of Two-Factor Authentication (2FA)
Account Lockouts and Resets

Human Error

In the face of changing cyber security threats, solving these problems becomes even more important.
Innovations in identity verification methods such as biometrics, multi-factor authentication and photo IDs
aim to overcome these challenges and provide safer and more efficient options.

2.3 Emergence of Graphical Passwords

The emergence of graphical passwords represents a departure from traditional alphanumeric password
systems and demonstrates a visually oriented method of user authentication. This new approach uses
images, patterns or other graphic elements to increase security and usability. Awareness of the problems
with alphanumeric passwords and the search for more user-friendly and secure authentication
mechanisms have led to the development of graphical passwords. Below is an overview of the formation
of graphical passwords:

1. Motivation to Change:

Aware of Alphanumeric Password Challenges: In addition to often incorrect passwords, users have
trouble creating and remembering strong passwords, are vulnerable to password reuse, and are vulnerable
to various attacks, using an identity other than you. It asks you to find a verification method.

2. Human-centred approach:

User-centreddesign philosophy: Graphics Code adopts the human-centred approach, recognizing the
strengths of human vision and spatial memory. The goal is to create an authentication system that relies
on human knowledge and reduces the skill level of users.

3. Graphic Password Category:
Recognition Based System: User identifies and selects a specific image from the image.

Memory-based system: The user regenerates passwords from pre-existing patterns or drawings in
memory.

Hint Recall System: Provide users with hints or tricks to help them remember the graphical password
they chose.

4. Increase Memorability and Usability:

Memorability: Graphical passwords are designed to be easier to remember than traditional alphanumeric
passwords, as users will find visuals easier to remember or patterns instead of a complex string. .

Usability: The graphical approach is designed to improve the overall user experience by making
authentication more intuitive and user-friendly.

5. Reducing Traditional Password Challenges:

Resisting Brute Force Attacks: Graphical passwords, if properly designed, can resist traditional attacks as
attackers can Discover or Hack or

Minimize Graphical Patterns. Password Reuse: Graphic passwords are inherently different from
alphanumeric passwords and can reduce the risk of users reusing the same password across multiple
accounts.
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6. Participation and Engagement:

User Participation: The graphics of these systems often involve users in the acceptance process. Has the
ability to know, appreciate and follow the Security Assessment.

Visual Appeal: Graphical passwords can provide interesting details to make the authentication process
visually appealing to the user.

7. Challenges and Caveats:

Security Issues: Although graphical passwords have their advantages, they do not prevent security issues
such as shoulder surfing or the ability to recognize attacks.

Usability Issues: A balance between security and usability must be found in the design of a graphical
encryption system to ensure that users can easily create and remember the content they want.

8. Continuous Research and Development:

Continuous Innovation: Researchers and developers, combined with user research feedback, are
constantly looking for ways to improve the security and usability of image encryption systems and solve
emerging threats.

The emergence of graphical passwords represents a change in the authentication process that uses a
simpler and easier to use method while addressing the limitations of traditional arithmetic passwords.
Ongoing research and developments in this field are helping to develop strong and secure authentication
systems for the digital age.

2.4 Previous Studies and Their Findings

Previous research on authentication systems has addressed many aspects of security, usability, and
technology. This research explores cryptographic algorithms, biometrics, multi-factor authentication, and
image-based authentication. Below is a summary of some important studies and their results:

1. Password Strength and Usability:

Study: A usability study by Bonneau et al. (2012) [1] examined the trade-off between password strength
and usability. Research shows the problems users face creating and remembering complex passwords,
leading to security breaches.

Scientific Research:Users will choose weak passwords to make them easier to remember.This
demonstrates the need for alternative authentication methods to balance security and usability.

2. Biometric Authentication Effectiveness:

Study: Jain et al. (2004) [2] conducted a comprehensive review of biometric authentication systems,
evaluating the accuracy, reliability, and security of various biometric methods, including fingerprints, iris
scans, and facial recognition.

Research: Biometric systems, when done well, provide high user and user convenience. However,
concerns regarding privacy and biometric permanence have been identified.

3. Multi-Factor Authentication Impact:

Study: Study by Oorschot et al. (2005) [3] evaluated the impact of various assurances on sustainability.
This study determined the effectiveness of combining something the user knows (password) with
something they have (smart card or token).
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Scientific Research: Multi-factor authentication increases security by adding an additional layer of
evidence. But there are challenges such as user acceptance and poor quality products.

4. Graphic Ciphers and Usability:

Study: Jermyn et al. (1999) [4] conducted a pioneering study on graphical cryptosystems in terms of
usability. In the research, graphical passwords were compared with text-based passwords, taking into
account factors such as memory and popularity.

Results: Graphical passwords show promise in terms of memorability and user preferences; this shows
the potential for change in mathematical passwords.

5. Machine Learning Attacks on Authentication:

Research: Research by Melicher et al. (2016) [5] examined the effectiveness of learning attacks,
specifically neural networks, in guessing and cracking passwords. This study shows the impact of
machine learning on password guessing.

Conclusions: Machine learning algorithms can be effective tools for cracking passwords when trained on
large data sets.This first strongly demonstrates the need for proven methods.

6. Contextual Authentication Challenge:

Study: Study by La Polla et al. (2010) [6] focus on the challenges and benefits of determining the
accuracy of the content to be used in the user's behaviour and environment for continuous authentication.

Research Analysis: Content recognition provides the opportunity to improve security, but also creates
problems in distinguishing between legitimate and illegitimate, especially in a good environment.

7. Implementing the Zero Trust Model:

Research: A recent study by Gartner (2021)[7] explores the challenges and benefits of implementing Zero
Trust security standards and highlights the need for continuous monitoring and security measures. .

Find:Zero Trust assumes no trust inside or outside the network and increases security by constantly
checking the user's identity and the status of the property. However, implementing this model requires
changes in organizational thinking and infrastructure.

Together, these studies provide a more in-depth understanding of the accreditation process and highlight
the advantages, disadvantages, and considerations associated with various approaches. The findings
highlight the continued need for new authentication methods that are critical to security and user
experience in the evolving digital environment.

3. Classification of Graphical Password Systems

Graphical password systems are an alternative to mathematical passwords that involve the use of
pictures, patterns, or other graphic images to identify a user. These systems can be classified according to
various criteria, such as the type of graphical elements used, the authentication process, and the
underlying technology. Below are some classifications:

3.1 Recognition-Based Systems

The authentication-based system is a graphical encryption system in which users identify themselves by
identifying and selecting specific images from a pre-selection process. This method relies on the user
being able to recognize and remember certain images rather than entering a password from text.
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Recognition-based systems can be used in many ways, and image selection can involve different
technologies. Here are some system-based authentication types:

1. Pass Image System:

- The user sequentially selects a pre-selected image or a group of images during login. The selected order
or custom image contains the user's password.

2. Story Based System:

- Users create a narrative or story by selecting images in a certain order. The sequence of selected images
creates a unique personal code.

3. Grid-based system:

- The image is divided into a grid and the user selects a specific content or area as the password. The
combination of selected elements creates the work of art.

4. Icon based system:

- Users identify themselves by selecting a unique icon or symbol from a set. The selected characters, their
order or sequence, are used as passwords.

5. Color Based Systems:

- Users can define and select a specific color or color combination during proofing.

Advantages and challenges of authentication based technology
3.1.1 Advantages of authentication-based technology:
1. Memorability:

- Knowledge-based systems are easier to remember than text-based passwords because the user will be
asked to remember them. Remember to use images or patterns instead of alphanumeric characters.

2. Resistance to shoulder surfing:

- As the user interacts with graphical content it will become harder for the inspector to identify the
selected image, thus providing additional security to shoulder surfing attack.

3. User Friendly:

- The graphical nature of knowledge-based systems will be more intuitive and user-friendly for those who
find text-based passwords cumbersome.

4. Reduce the risk of dictionary attacks:

- Knowledge-based systems that contain large numbers of images or characters will be less vulnerable to
dictionary attacks, which are often used against text-based passwords.

5. Improved Security:

- Users will find that the authentication process is more secure as they move away from traditional secret
words and use visual elements.

3.1.2 Challenges and Instructions:

1. Usability Challenges:
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- Some users may have difficulty remembering certain images or patterns, which may cause usability
issues.

2. Phishing Risk:

- Phishing attacks may attempt to persuade users to select images on fake websites by highlighting the
importance of user education and security authentication interfaces.

3. Pattern Inference Attack:

- The attacker may attempt to create a pattern based on the user's previous choices that could affect the
security of the system.

4. Limited password space:

- Depending on the size of the image configuration, knowledge-based systems may have limited
password space, making them vulnerable to coercive power.

When designing a personal security system, these issues should be carefully considered, user experience
should be taken into account and additional security measures should be implemented to reduce risks.

3.2 Recall-Based Systems

During the recovery process, the user is asked to recreate the content he/she created or selected before the
registration phase. Graphical encryption systems based on inversion are sometimes called draw metric
systems because the secret technique can be reversed and reproduced by the user. Recall based
authentication techniques are classified into three main categories namely;

e Pure recall based
e Cued recall based
e Hybrid recall based.

3.2.1 Pure Recall based system

In this pure recall based authentication system, user has to reproduce or draw something as their
password without producing any hint at the time of login phase. There some widely used pure recall
based techniques are Draw-A-Secret, Syukri, and Pass doodle.

e Draw-A-Secret-The Draw a Secret (DAS) scheme requires users to draw their passwords. The
user needs to draw the password on the grid on both sides of the sensitive touch screen. When the
user can enter the system, the user must draw the same image on the touchscreen and it should be
the same as those drawn during registration, and then the user's identity will be verified.
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e Syukri-Syukri is one of the methods of defining reality based on pure consciousness. In this
system, users can draw there sign using their mouse. The system consists of two stages:
registration and verification. During registration, users must sign a signature using their mouse,

and the system extracts the signature by zooming in and out and rotates the signature as needed.
ThlS 1nformat10n is stored in a database.
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e Pass doodle-Pass-doodles is a variant of DAS that allows users to create a password but without
any grid on the screen.
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3.2.2 Cued recall based system

In cued recall based authentication system, the user has given some clues or hint to produce their
passwords at the time of login stage. The commonly used cued recall based techniques are Blonder, Pass
points and cued click points.

Blonder-A predetermined image is displayed to the user and the user must find or point to two or more
areas of the predetermined image. In this system, the user selects a clicked area in a predetermined image.
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The disadvantage of this method is that the number of clickable dot fields is small, so the password is too
long to ensure security.

Fig no.4

Pass points-In this scheme; the user has to select several points in a single order to click on the image
during registration. When entering the system, the user must selectclick points in the same order as the
click points selected during registration. The user chooses the action of clicking on the content of the
image as shown in the image. The disadvantage of the passpoint solution is that the login time is longer
than with a normal password.

™

Cued click points-The plan immediately pushes the button to eliminate the shortcomings of the pass point
system. The main difference between the pass point idea and the click point idea is that a point on the
image is clicked, not all clicks on the same image. The user needs to select the click point on one image
and click the click point on another image in a specific order. When a user enters the system, the same
sequence must be followed to verify the user's identity.
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Fig no.6
3.2.3 Hybrid recall based

In this hybrid recall system, the combination of one or more schemes in pure recall based and also cued
recall based techniques are used for hybrid recall based authentication.

Click Draw based - Graphical Password Scheme (CD- GPS)-

In this scheme, a combination of DAS based on beacon technology and cued click point scheme based on
cued recall technology is introduced. A collection or collection of images in a file is called a repository. It
has various themes consisting of ten different images such as fruits, landscapes, cartoon characters, food,
sports, architecture, cars, animals, books and people. In this pool, the user only needs to select four
images in the story sequence (for example, the sequence of images is included as a selection of images
selected by the user, and the actions of these images are easily remembered from the user), and the user
can select the image to create and remember your own story. For example, among ten images in the
image pool, the user must select only four images, as shown by numbers 6, 3, 4, and 7 in Figure 7.
Similarly the user has to select only one image (6, 3, 4, 7), it is image 3 out of four images as shown in
image 7. Finally, when selecting the image, the user can draw the secret of the image [5]. In Figure 8, the
user clicks to draw the number "T" with the common function (13, 3), (13, 4), (13, 5), (14, 4), (15,) as a
secret. 4) and (16, 4). Therefore, during the authentication process, the user must be able to reproduce his
secret information in the correct coordinates of the selected image, without having to temporarily think
about and remember the clicks.
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3.3 Usability and Security

The features of usability and security in recall based authentication systems could increase the user to
select the better selection of passwords authentication system and also increase the effectiveness of
password space. This below given figure shows the better aspect of password authentication system in
terms of usability and security.

Techniques Usability Security issues
Authentication Memorability Resistant to | Password space | Possible attacks
process attacks

DAS User draw a graph Drawing Brute force, | Low  password | Dictionary
ona 2D grid sequence is hard | Spyware space attack,

to remember shoulder surfing

Syukri Draw signatures | Very easy to Brute force, | Infinite Guess,

using mouse remember, but spyware password space | dictionary
hard to attack. shoulder
recognize surfing

Pass doodle Draw something | Depends on what | Brute force, | Infinite Guess,
with a stylus onto a | users draw spyware password space | dictionary
touch sensitive attack. shoulder
screen surfing

Blonder Click on several pre- | Can be hard to | Brute force, | N°K, N is the | Guess, brute

Pass point registered locations | remember spyware number of pixels | force search,

Cued Click | of a picture in the units of  the | shoulder surfing

points right sequence picture, K is the

number of
locations to be
clicked on

CD GPS Choose image on a | Drawing a secret | Brute force, | Infinite Shoulder
set of images and | on image is easy | spyware, password space | Surfing
draw a secret on | to remember Guess
image.
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4. Comparative Analysis Between Text Based Authentication System and Graphical
Based Authentication System

Comparing text-based authentication systems and graphical authentication systems involves various
factors related to security, usability, and implementation. Here's a comparative analysis:

1. Security:
Text-based:
Advantages:

e Strong passwords provide high security.
e Managing policies such as complex requirements can improve security.

Weaknesses:

e The dictionary is easy to attack, especially weak passwords.

e Users can choose easy-to-guess or traditional passwords. It is based on attacks (like
dictionary attacks).

® Visibility will make it harder for the attacker to guess the password.

Graphical-Based:
Strengths:

e Resistance to traditional text-based attacks (e.g., dictionary attacks).
¢ Visual nature may make it more challenging for attackers to guess passwords.

Weaknesses:

e Vulnerable to some attacks such as pattern attacks.
e Users can select patterns that are easy to identify or predict.

2. Usability:
Text-based:
Advantages:

¢ Familiar and widely used, making it easy to use for people.
¢ Enables easy typing on various devices.

Weaknesses:

e Users may have difficulty remembering complex passwords.
e Password reuse is a problem.

Graphics based:
Advantages:

e More intuitive for some users, especially those who have trouble using passwords read
as text.
¢ It may be easier for some people to remember.
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Weaknesses:

e Usability may be affected if users have problems viewing or retrieving images.
e May not be suitable for disabled users.

3. Resistant to attacks:
Text-based:
Advantages:

e Can withstand text-based attacks when strong passwords are used.
e Multi-factor authentication can increase security.

Weaknesses:

Vulnerable to social engineering and phishing attacks.
e Users may forget or lose their passwords.

Graphics-based:
Advantages:

e Resistant to text-based attacks (e.g. brute force cracking of strings).
¢ Can provide additional protection for shoulder surfing.

Weaknesses:

e Vulnerable to pattern inference attacks.
e Users may be affected by phishing attacks.

4. User Experience:
Text-based:
Advantages:

e Familiar and easy to use for many users.
¢ FEasy to use on many machines and devices.

Weaknesses:

e Users may find it difficult to create and remember strong, unique passwords.
Graphics based:
Advantages:

Good understanding for some users can improve recognition of people used.
e (Can provide better user experience.

Disadvantages:

¢ Some users may have difficulty remembering or recognizing graphics.
e Constraints are not passed by text.

5. Implementation complexity:

Text-based:
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Advantages:
¢ Generally easy to use.
¢ Improve standards and procedures.
Weaknesses:
¢ Limited customization.
It can be easily attacked without additional security measures.
Graphics based:
Advantages:
e Ability to provide simple and creative design.
® May be suitable for some applications.
Disadvantages:
e The implementation may require additional decisions (such as image selection,
storage, execution).
¢ Exceeding the limit will lead to competitive bids
5. Security Analysis

Analyzing the stability of the authentication system involves assessing its strengths, weaknesses, and
potential vulnerabilities. Below is an overview of each security:

1. Strength:
Resistance to traditional attacks:

- Graph-based systems are resistant to traditional text-based attacks such as dictionary attacks or string
brute force attacks.

Visual Complexity:

- The visual complexity of graphical passwords can make them more complex and harder for an attacker
to guess or crack the password.

Usability and User Acceptance:

- Graph-based authentication systems can increase usability and user acceptance, especially for those who
personally find text-based passwords boring.

Shoulder Surfing Resistance:

- Graphic passwords are less resistant to shouldersurfing because observers have a hard time identifying
the specific image or pattern chosen by the user.

2. Weaknesses and possible vulnerabilities:
Pattern inference attacks:

- The attacker will try to guess the user's pattern by checking previous options that may affect security of
your system.
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Phishing Risk:
- Users may tend to select fake website's graphics, which may result in credentials being compromised.
Limited password space:

- Depending on the size of the image set or the complexity of the structure, the following text may have a
limited password due to its ease of attack.

User Recognition and Recall:

- Users may have trouble recognizing and remembering certain images or patterns, which poses a security
risk if they ask requested or desired questions.

Biometric Integration Challenges:

- Integrating biometrics with graphical authentication systems can be difficult and can cause defects if not
used correctly.

Usability Issues:

- Some users, especially those with visual impairments, may experience issues with graphics, which will
have a Voluntary Impact on Usability.

3. Mitigation Measures:
Anti-Phishing Measures:

- Use anti-phishing measures to inform users about the authentication process Recognize legitimacy and
avoid fraud.

Pattern Randomization:

- Introduce randomization or add complexity to patterns so that they are less predictable and resistant to
pattern inference.

User Training:

- Provide good training to users on the importance of choosing strong passwords and unique characters,
avoiding guessing patterns in the first place, and being wary of phishing attempts.

Multi-Factor Authentication:

- Combines graphs with other factors such as second-step authentication (comparison, i.e. shared
password) to create multiple authentication methods for better security.

Ongoing analysis:

- Use continuous monitoring and search methods to identify suspicious patterns or behaviour
unacceptable for verification.

Continuous Updates:

- Attackers use graphics or templates Prevent attackers from using them by regularly updating or
changing the set. Templates as normal.

In summary, although graphical system-based authentication lines provide good security, they also bring
certain problems and security vulnerabilities. According to the system, careful and thoughtful
implementation, along with user training and additional security measures, can help reduce these risks
and increase the overall security of the certificate chain.
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5.1 Common Attacks on Graphical Passwords

Graphical-based authentication systems, like any other security measure, are susceptible to various
attacks. Here are some common attacks that may target graphical-based authentication systems:

Like other security measures, graph-based authentication systems are vulnerable to a variety of attacks.
Here are some attacks that can be targeted against graph-based authentication systems:

1. Pattern Inference Attack:

- Description: The attacker will attempt to infer the user's pattern by analyzing the user's past choices or
actions.

- Mitigation: Introduce randomization or add complexity to the pattern, making it harder for an attacker
to guess or infer the true pattern.

2. Shoulder Peeping:

- Description: An auditor attempts to see or record the user's password by spying on them during the
verification process.

- Preparation: Educate users on the importance of protecting themselves during authentication and
encourage them to protect their screens from intrusion.

3. Phishing Attack:

- Description: An attacker creates a fake website or application that acts as a legitimate authentication
interface to trick users into logging into their certificates.

- Preparation: Use anti-phishing measures such as user training, checking security measures, and
regularly communicating with users about security measures Confirm properly.

4. Biometric Spoofing (if enabled):

- Description: If the graphical authentication system includes biometric details (such as image
recognition), attackers will attempt to use fake or manipulated biometric data.

- Mitigations: Use preventative measures and use additional biometrics to improve physical fitness.
5. Dictionary Attack (if images or names are used):
- Description: The attacker will try to guess or use the prefix of the images or names.

- Minimize: Increase the diversity of your collection, avoid symbols or simple symbols and use
additional layers.

6. Phishing via social engineering:

- Description: Attackers can use social engineering tactics to trick users into revealing their photos,
passwords, or related information.

- Preparation: Provide regular training to users on security awareness and emphasize the importance of
not sharing authentication details.

7. User Guess:

- Description: An attacker may attempt to guess the user's picture password using information about the
user's preferences, behaviour, or preferences.
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- Minimize: Encourage users to choose different and ambiguous images. Follow the account locking
mechanism after several unsuccessful attempts.

8. Man in the Middle Attack:

- Description: The attacker intercepts and manipulates communication between the user and the
authentication server, possibly changing or capturing authentication information.

- Mitigation measures: Use secure communication protocols (such as HTTPS) to encrypt transferred data
and measure and protect people caught in the middle of the fray.

9. Brute Force Attack:

- Description: The attacker systematically tries different combinations of graphics to find the correct
password.

- Mitigation: Use account closure procedures, cause delays in checking accuracy, and monitor for unusual
or suspicious patterns.

10. Insider Threat:

- Description: A user with access rights can intentionally or unintentionally compromise the graphical
authentication system.

- Mitigation measures: Use access control, conduct regular security training, and monitor user behaviour
to detect unusual activity.

Adhering to security measures, informing users about threats, and regularly updating and monitoring
security images can help reduce these attacks and improve performance.

6. Case Studies
Real-world Implementations of graphical password authentication

Although not the same as text-based authentication, graphical password authentication has been explored
in many applications. Here are some examples of graphical encryption systems that have been used or
studied:

1. Android Pattern Lock:

- Android Pattern Lock is one of the most widely used graphical password systems that allows users to
draw patterns on a grid of dots to unlock their phones. This method has become a good example for many
Android phones.

2. Password faces:

- Password faces is a commercial graphical password system where users see a series of faces during the
authentication process. Users first choose a face to create a password. These systems are generally used
to ensure security in commercial areas.

3. Cognitive Authentication:

- Cognitive authentication systems use knowledge-based information (such as selecting a known image
from a set) to create a password image. This approach is being explored in research and designs to
improve security.

4. Draw a Secret (DAS):
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- Draw a Secret is a graphical password where users can draw free images or doodles as passwords. This
approach has been examined in studies and research as an alternative to text-based passwords.

5. Deja Vu:

- Deja Vu is a reality check that involves recognizing familiar images. To improve the recognition
process, users choose images that represent places, people, or events they are familiar with.

6. PicPassword:

- PicPassword is a photo verification using images and gestures. The user selects several images and
performs special gestures on them to create a password.

7. Grid-Based Authentication:

- Some systems use grid-based authentication, where the user selects a specific cell in the grid or creates
his own grid password by accessing the grid details. This approach has been explored in science and
industry.

8. EyePassword:

- EyePassword is an authentication system that uses eye movements to generate passwords. The user's
eye movements follow a specific pattern that is captured from eye to eye for recognition.

9. Lock screen pattern on smartphones:

- Picture password to use lock screen pattern on various smartphones and mobile devices. Users draw
patterns by connecting dots to create a pattern. For purpose user to draw the model, the user can draw
drawing patterns by connecting the points.

10. Graphical Passwords for Web Authentication:

- Some web authentication systems attempt to use graphical passwords that allow users to select an image
or pattern to access an online account.

These examples demonstrate the diversity of graphical password systems, from mobile device lock
screens to business and research solutions. While image passwords provide an alternative to text-based
authentication, their adoption may vary depending on factors such as user preferences, usability, and
security features of different applications.

7. Future Directions and Challenges

Future directions for graphical password authentication systems include solving problems, exploring new
technologies, and improving user experience and security. Below are some future directions and issues in
this field:

Future Directions:
1. Biometric Integration:

- Future graphical encryption systems will integrate biometric elements such as facial recognition,
gestures or eye movements to increase security and provide a multi-modal authentication method.

2. Machine Learning for Adaptive Systems:
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- Using machine learning algorithms for adaptive authentication systems, continuously learning and
adapting to the user's behaviour, ensuring dynamic and familiar content is added.

3. Augmented Reality (AR) and Virtual Reality (VR):

- Explore graphical encryption in AR and VR environments by providing new and comprehensive
authentication that leverages spatial experience knowledge and motion experience.

4. Usability Improvements:

- Research continues to improve the usability of image encryption systems, solving problems related to
memory, authentication, and authentication of users.

5. Privacy Protection Technology:

- Privacy protection is designed to protect graphical password authentication systems while reducing the
risk of data leakage and unauthorized access.

6. Secure Image Hashing:

- Explores secure image hashing technology, converts image passwords into encrypted hashes and
enhances attacks.

7. Standardization Study:

- The standardization study aims to create a guide and framework for graphical encryption systems,
support interoperability, and support wide-ranging sawing.

8. Enhanced anti-phishing protection:

- Integrate advanced phishing protection, including Al-based detection and user learning, to combat the
process by which phishing evolves to target image passwords.

9. Biometric Spoofing Detection:

- Develop robust mechanisms to detect and prevent biometric spoofing in graphical authentication
systems, especially when facial recognition or other biometric devices are involved.

10. Unified multi-factor authentication:

- Integrate barcodes with other authentication methods, such as traditional passwords or hardware tokens,
to provide layered multi-factor authentication for greater security.

Challenges:
1. Learning:

- Take on the challenge of educating users on the importance of choosing strong and diverse passwords
and identifying and avoiding attacks like phishing.

2. Pattern Inference Attacks:

- Addresses the risk of pattern inference attacks by improving regular randomization techniques and
improving the performance of graphical encryption systems.

3. Accessibility:

- Ensure that the graphical password system is accessible to users with different abilities, including those
with visual or physical disabilities.

ISSN : 2581-7175 ©I1JSRED:AIl Rights are Reserved Page 219



International Journal of Scientific Research and Engineering Development-— Volume 7 Issue 1, Jan-Feb 2024
Available at www.ijsred.com

4. Phishing and Social Engineering:

- Mitigating the risks associated with phishing and social engineering attacks for crypto system users
requires continuous improvement of security measures and information about users.

5. Integration with existing systems:

- solve the problem of integrating graphical encryption systems with existing proofs and ensure
compatibility across multiple platforms and applications.

6. Biometric Privacy Issues:

- Addresses privacy concerns regarding the use of biometric details in graphical authentication, including
issues around user consent, data retention, and misuse.

7. Cross-Platform Consistency:

- Ensure consistent user experience and security across multiple platforms and devices when using
graphical encryption systems.

8. Dynamic Adaptability:

- Design systems that dynamically adapt to changing behavior while preventing unnecessary
interruptions or errors in real-time updates.

As graphical encryption systems evolve, researchers and developers must follow these challenges and
explore new solutions to create secure, easy-to-use and accurate encryption systems.

8. Conclusion

In summary, graph-based authentication systems are being explored as alternatives to text-based
password systems, and users are increasingly being offered more secure options. Below are the key
findings and conclusions regarding the authenticity analysis of the system:

Strengths:
Validity and acceptability of users:

Codes can provide greater user experience. Especially for users who find text-based passwords difficult
or problematic.

Resistant to traditional attacks:

Protects against text-based attacks such as graphical ciphers, dictionary attacks, as the method is the first
factor affecting the choice of Visual

Memorability:

Users may find visual passwords easier to remember, especially when they can choose images or patterns
that have personal meaning.

Resistance to Phishing:

Graphics-based systems may be more resistant to phishing attacks, where attackers try to trick users into
revealing their passwords on fake websites.

Visual Complexity:

The visual aspect of graphical passwords can add complexity, making it difficult for an attacker to
correctly guess or decrypt the password.
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Multi-Mode Authentication Possible:

Images can be combined with biometric details (such as facial recognition, movement analysis) in many
ways.
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