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Abstract. This paper is presented in two parts. The purpose of this paper is to present the state estimation and
time domain simulation results generated by DIgSILENT PowerFactory software on a real network. The state
estimation toolkit in DIgSILENT PowerFactory has been purchased by over 1000 regional power utilities and
distribution companies worldwide. It is shown in this paper that you can use this software instead of Matlab and C++
software with DIgSILENT PowerFactory to estimate the state of a real network both offline and online. The program
can estimate voltage, current, active and reactive power, as well as the state of transformer tap changers and network
switches. A review of the relationship between cyber security and state estimation has also been conducted. As a final
step, MatrikonOPC Simulation Server software and OPC (Object Linking and Embedding for process control) are
used to demonstrate online network state estimation and online time domain simulation.
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1- Introduction

1-1- OVERVIEW OF STATE ESTIMATION'S IMPORTANCE

Everyone understands the benefits of state estimation (SE) in power systems, they include:
* - Detecting incorrect measurements

* - Estimation of quantities not measured

* - Correction of measurement errors

* - More accuracy in load flow.

There are always problems that correct and complete information is not available because of equipment
defects, measurement errors, disturbances, insufficient and inaccurate network topology information, the
time difference between SCADA units, or information hacking. Therefore, it seems that to create a
complete database, SE is required. Since there is not enough time to investigate and solve security issues by
the system operator at any time, we can expect the system operator to perform more efficiently and
properly if the information is transferred from the outputs of an automated system to simulation software
like DIGSILENT PowerFactory (DIgSILENT) software. In an energy management system, the primary
function is to support the control room's activities, such as analysis, planning, and correct and quick control
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of power system operation. By predicting the appropriate generation and transmission of energy, i.e.
constant voltage and frequency, and stability of the network, we can provide sufficient energy when events
oceur.

In this research, the online and offline SE program has been used in DIgSILENT software since
hundreds of regional power companies and distribution companies and consultants use it in their
simulations [1-4]. In order to compensate for incorrect or insufficient information, SE has been shown to be
an effective alternative to normal load flow in DIgSILENT software [5-6]. The importance of the system
operator in making decisions and making changes in the system illustrates the need for efficient software
for analyzing network problems. As a result, the network information has been completed and optimized
based on network automation outputs and methods for estimating state. Monitoring, controlling, and
creating a perfect power system was made easier by sending network information and utilizing software
capabilities to investigate various factors in a power system.

SCADA systems send the information online in text files to the control centers, and DIgSILENT
software can analyze the information and create commands to read and update them. DIgSILENT
programming language (DPL) is used to transfer network information to software, and it requires the
introduction of the required network information, as well as suitable programming to collect the data and
execute the network check commands. This type of programming has many applications in network
analysis, including determining voltage stability and available transfer capability (ATC) [7-8]. DPL is
convenient for use in all DIgSILENT networks.

1-2- STATE ESTIMATION (SE) AND CYBERSECURITY

In the previous section, we discussed the benefits and importance of using SE, and in this section, we
will examine its problems, especially in the context of cyber security. Physical power systems and ICT
infrastructure are interconnected through state estimation (SE) in modern energy management systems
(EMS). As of today, SE is integral to EMS for security-constrained optimal power flow (SC-OPF),
contingency analysis (CA), price computation, and ATC algorithms, and DIgSILENT is being used in most
dynamic and static power system calculations for real networks [9-12].

SCADA measurements can be accurately injected with false data injections (FDI) using a typically
integrated data attack. A multivariate attack bypasses SE's bad data detection (BDD) mechanism by
changing a number of measurements together. Cyberattacks against SCADA networks in power systems
are characterized by these capabilities. In EMS, failure estimates can influence more control measures
because SE based on load flow models is input to many application-specific tools. Stealth attacks on power
systems are typically measured by calculating the resources required to change certain measurements and
remain undetected [13].

In addition, most of the reviewed literature still assumes adversaries have complete knowledge of the
system, whereas in practice, an attacker may be able to construct a perturbed system model by
decomposing and analyzing an old or estimated model [13]. The digitization and automation of the power
system have increased control over the network and reduced costs [14], but the dangers of cyberattacks in
the power system indicate that it has been misused. The unsafe use of state estimation programs will create
new problems for the system since hackers can achieve their goals with complete or incomplete
information.

1-3- WHY DIGSILENT?

In order for the model-based methods to be effective, the dynamic model of the power system must be
accurate, and the generated models of complex power systems are largely high-dimensional and non-linear.
Since an accurate model of a real-time power system is not always available, high-fidelity simulators (e.g.,
DIgSILENT) are necessary to accurately describe the power system.

Simulations in simulators can provide precise numerical models, while mathematical models containing
dynamic systems or differential equations (such as Matlab) are simplified at the expense of software
effectiveness. As a result, there is always a mismatch between the real power plant, the simulation model,
and its mathematical model; therefore, implementing diagnostic tools based on the real system or the
accurate simulated model is of little importance. For example, in the most recent references [13], the
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detection tools are implemented in a high-quality simulator (such as DIgSILENT) to improve the model-
based detector. Further, more than a thousand regional power companies, distribution companies, and
consultants use this software in their simulations and network state estimation programs.

1-4- PAPER TOPICS

We will discuss state estimation methods in the second part of this paper, and we will present the
network studied in the third part. The fourth section of this paper discusses how to model system
parameters for state estimation. The conclusion and references are provided at the end [15-16]. In the
second part of the paper, two more sections are presented. The fifth section shows the state estimation
process. In the sixth section, we demonstrate a time-domain simulation using the OPC program (Object
Linking and Embedding for Process Control).

2- State estimation methods

The accuracy of state estimation can be determined in a variety of ways. Statistical methods usually use
data collected from meters to estimate the situation and estimate unknown values based on the data of these
meters. Since measurements are usually inaccurate, estimated values will also be inaccurate. Therefore, to
determine the accuracy of the estimated values, the following criteria are presented, which are based on
some well-known criteria:

* - The "Maximum Likelihood" criterion seeks to maximize the probability the estimate of the state
variable is identical to its true value.

* - Using the "Weighted Least Squares" criterion, the sum of the squares of the difference between the
estimated and actual measurements should be minimized.

* - Using the "Minimum Variance" criterion, we minimize the square of the difference between the
estimated components of the vector of state variables and those that are similar to the real vector of state
variables.

The advantages of the state estimation algorithm in DIgSILENT Software include detecting the
following: correct information from incorrect information, the direction measured power in transmission
lines, very small or large amounts of information, correctly or incorrectly the sum of power or currents
entered or output to a bus, the right number of measurements, and solving state estimation using nonlinear
optimization programs.

Since the early 19th century, state estimation based on least squares has been used for a wide range of
purposes, but its application in aerospace has made significant progress. These applications aim to locate
and estimate a space object's movement path using incomplete and additional measurements of its position
and velocity vector. Over the past thirty years, state estimation techniques have been developed and used in
the production sector and transmission line levels, which are usually based on the Weighted Least Squares
(WLS) method [17].

The fast decoupled method with the same constraints for three-phase distribution systems is described
in this section. A fixed and compressed gain matrix is transformed into two symmetric gain submatrices
using this method. In this section, the WLS method is used to estimate state variables. A separate model of
state estimation is investigated in order to separate active power-voltage angle from reactive power-voltage
magnitude.

The following relationship exists between measured and calculated values in state estimation:

Z =h(x)+W (1)

In this case, Z is the measurement vector, h is the vector of nonlinear functions of the calculated values,
x is the amplitude and angle state vector, W is the measurement error vector, m is the number of
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measurements, and n is the number of buses in the system. By minimizing the function, objective function
can be obtained in state estimation using WLS.

J(x)=(Z —h(x)) R"(Z —h(x)) 2)

The diagonal elements of (R) are the measurement weight coefficients, which are equal to the inverse
variance of the measurement. In order for the solution to be optimal, the gradient of the function J(x) must
reach zero, that is:

aJ(x)
ox

=-Hx)R'(Z-h(x))=0 3)

Where H is the Jacobian matrix and is as follows:

_Oh(x)

H(x) o

“4)

It is acceptable to calculate the estimate using the repetition method, which can be obtained by solving
the following equation in each iteration.

A =[G HT (" )RT(Z ~h(x")) )

xk+1:xk+Axk (6)
G(x¥) is defined as follows in the above relation.
Gx*"Y=H"(x")R'H(x") @)

As a result of the discrete P-0 / Q-V principle of power systems, the following two equations can be
written:

Z,=h (x)+W,, Z, =h(x)+W, (8)

The vectors Zq and Z, represent active and reactive measurements and the state vector (state variable) is
defined by the following equation

x=0)) ©)

And H is the Jacobian matrix and is as follows:
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H:ah(x):|:HP9 Hml (10)

ox H, H,

H, = aahe” JH, :(zl—v”,HQ6 :%,HQV :% (11)

Ignoring the measurement error, we have:

Z=h(x)+W =>Z =h(x), HE")Ax"~AZ(x") (12)

And:

o e T2H
Ho, H, | Av AZ,

Where:

AZ,ANZ =Z, —h,0,0),=Z,6-h,(,0) (14)

If we ignore the sub-matrices, we can write the approximate Jacobian matrix and the gain matrix as
follows:

Hzrpe O}’ G{Gpe O}:{Hperﬂpe (15)

We can write the exact relationship of the gain matrix in the above equation if we consider the weight
coefficients corresponding to the measurements.

G- H, R H, 0 .
B 0 H 'R 'H (16)
qv q qv
Now:
H /R 'H A0=H 'R 'AZ H'R'H Av=H_"AZ 17)
p6 tp P —pe T p’ ] qv e q

The sub-matrices Hpo and Hqy usually have the voltage magnitude of the whole bus equal to one per-
unite, their voltage angle equal to zero, and ignore the branch series resistances in the formation of Hpe.
When using its equivalent bxm=-1/xxm, one can obtain (AO) and (AV) successively by solving the normal
equations. The difference between measured and calculated values can be written as (AZ,) and (AZg).
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Next, we explain how to model system parameters for state estimation.

3- Modeling system parameters for state estimation

The network studied in this paper is a summary of the power network in Iran with 84 buses, 7 power
plants with 32 generators, 33 400 kV lines, 9 2-wire transformers, 17 3-wire transformers, 4 external
network connections, 13 reactors, and 27 substations. Figure 1 shows its single-line diagram. Buses and
generators have been given simplified names for simplicity.

Voltage Levels

I 400 kv

Fig. 1. Example network, a summary of the power network in Iran

This section explains how to model the components of the power system for state estimation and
symmetric load flow calculations. In load flow calculations, the active and reactive power of the loads are
known and assumed to be voltage-independent. Depending on the type of study, the reactive and active
power of the load is estimated as part of the state estimation program. The external networks connected to
the network under study act as infinite buses in load flow, and their reactive and active power is determined
by measurement in the state estimation program. As for generators in the load flow, the active power is
specified, the generator buses are voltage controlled, and depending on the operating point, reactive power
is generated. The active power and reactive power of the generators are estimated to state estimation mode,
depending on the type of study. A transformer's tap can also be estimated in the state estimation program.

Firstly, all network connections in this paper have measuring devices that are inaccurate in the real
network. For an analysis of different scenarios, though, the meters had to be entered or exited at any time.
The software can connect active and reactive power meters for each connection, as well as voltage and
current meters. Voltage measurements are assumed to be unavailable in all studies.
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4- Network state estimation

For this paper, three scenarios were used.

A. Safe measurement: In this scenario, assume that all the meters are in the circuit and all of them show
the same load flow value. The output information of the estimated buses and lines in Figure 2 is very close
to the measured values, all buses are observable, and measurements are valid.

B. Disturbed measurement: In this scenario, assume that all the meters are in the circuit, but some of
them have noise. The output information of the estimated buses and lines in Figure 3 is very close to the
measured values. However, the software has detected that some measurements are incorrect.

C- Unobservable network. The problem in this scenario is not just that some meters are not functioning,
but that some existing meters are sending incorrect values as well. The software detects all invalid
measurements, as shown in Figure 4. In this case, load flow cannot be done due to a lack of information,
but the state estimation program can, in addition to taking the load flow, distinguish the correct information
from the incorrect.

After each state estimation, the software colorizes the display information for each bus. At a glance, this
gives a general overview of the network state. This information can be summarized as follows:

*- Nodes with observable state

*- Nodes with unobservable state

*- Nodes with unclear observability status
*- Nodes without state estimation

*- Valid measurement

*- Redundant measurement

*- Invalid measurement

*- Measurement with the specific error.

B Mea: ith specific error code: 1024

Fig. 2. The output information of the estimated buses and lines in A scenario, safe measurement
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Fig. 4. The output information of the estimated buses and lines in C scenario, unobservable network

5- Conclusion

DIgSILENT is a powerful software tool for solving the problem of state estimation in power systems,
which is one of the most important practical challenges in power system operation. In this paper, it was
shown that first of all, cyber security should be considered when using the state estimation program. The
second benefit of using professional software is that you can estimate online and offline without having to
use additional software or algorithms. Additionally, proper simulation allows operators to make more
informed decisions based on network information.
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