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Acknowledgement of country

I acknowledge the Traditional Custodians of the land on which we gather, 
the Gadigal people of the Eora Nation. 

I recognise their continued connection to the land and waters of this 
beautiful place, and acknowledge that they never ceded sovereignty. 

I respect all Wurundjeri Woi Worrung Elders and Ancestors, and any First 
Nations people here today.
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Privacy Act 1988

Let’s start with some definitions.
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• an individual’s name, signature, address, phone number or date of 
birth

• employee record information
• photographs
• internet protocol (IP) addresses
• voice print and facial recognition biometrics (because they collect 

characteristics that make an individual’s voice or face unique)
• location information from a mobile device (because it can reveal 

user activity patterns and habits)
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What about data?
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Data sources

Primary sources Secondary sources

Public 
sector

Private 
sector

Surveys (individual, 
household, org etc.)

Polls
Interviews
Focus groups
Official statistics
Experiments Tax data

Welfare payment data
Health / education records
Vehicle registrations
Electoral registers
Building permits

Business accounts
Utility companies
Bank data
Credit agencies
Social media data
Web data
Satellite data
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How do you access these data?
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Data Custodians

Collection

Linking

Curation

Data set

Treatment

Data Users

Data UsersOther controls

Data Users

Secure Access Environment

Unrestricted access to untreated
data set through the use of

a secure access environment

Access granted through
open licenses,

Requirements for attribution

Limited data 
access

Open data 
access

Access agreements,
Reduction of level of

detail in data

Data cleaning Data analysis Treatment

Data
Outputs

Other controls

Access agreements,
Confidentiality Deed Polls,

Security Awareness Training
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Recent changes in legislation

How we access data from Australian 
Government is changing…

• In 2022, the Data Availability and 
Transparency Act (2022) was passed to 
establish a new, best practice scheme for 
sharing Australian Government data 
using secure, safe and efficient practices.

• The Office of the National Data 
Commissioner (ONDC) supports the 
National Data Commissioner who is 
responsible for overseeing the DATA 
Scheme.

• Dataplace: the digital platform for 
scheme applicants and others to 
manage data requests/administration of 
the DATA Scheme

7



Working with sensitive data and the use of secure data environments
HASS RDC and IRC Computational Skill Summer School, 7-8 February 2023, Rydges World Square, Sydney

Data classification systems

University of Melbourne
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Green Yellow Orange Red

Negligible Limited Significant Severe

• Information intended for public 
disclosure / consumption

• Published manuscripts or datasets
• Data from public websites or social 

media that does not relate to an 
identified or identifiable individual

• De-identified or aggregated data 
that does not relate to an 
identifiable individual or present 
any risk of significant harm to a 
community or group

• Unpublished research data and 
outputs that do not fall into all 
other categories, e.g., drafts of 
research publications, novel 
creative works etc.

• Novel analyses or transformations 
of publicly available data or 
information

• Data generated by instruments, 
imaging systems or computational 
models that are not linked to a 
specific identifiable entity

• Personally identifiable data 
including name, contact details, 
financial details, individual 
medical records, etc.

• Genetic or biometric information
• Re-identifiable data i.e., when the 

identity of a specific individual or 
other sensitive entity can be 
reasonably ascertained by data 
linkage or other activities

• Culturally and ecologically 
sensitive data

• Personally identifiable data 
containing “sensitive” information 
as defined by Victorian Privacy 
legislation

• Assets and information for defence 
research, or that have the potential 
to be adapted for military or ‘dual 
use’ applications

• Data involving Sensitive Security 
Biological Agents (SSBAs)

*risk of material, social, reputational, legal, or other harm to individuals, communities, or organisations in the event of accidental or 
unauthorised access, disclosure, alteration, misuse, loss, or destruction.

Risk*

Examples

University of Melbourne Data Classification Framework



Working with sensitive data and the use of secure data environments
HASS RDC and IRC Computational Skill Summer School, 7-8 February 2023, Rydges World Square, Sydney

Data classification systems

Australian Universities
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Data Classification Framework, University of Melbourne 

Security Classifications for Research Data, Monash University



Working with sensitive data and the use of secure data environments
HASS RDC and IRC Computational Skill Summer School, 7-8 February 2023, Rydges World Square, Sydney

Data classification systems

Australian Government
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Protective Security Policy Framework (PSPF), Attorney General’s Department
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Minimise 
disclosure 

risk

Treatments?
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People

Settings

Data

Outputs

Project

Data sharing 
principles1

1Derived from the Five Safes Framework by Desai et al. (2016) 

Why is the data being used?
Is the project an appropriate project or program of work?

Who is using the data?
Is the data made available for appropriate persons?

Where is the data being used/accessed?
Is the data shared, collected and used in an appropriately 
controlled environment?

What data is being shared/accessed?
Are appropriate protections applied to the data?

How are the results of this activity being used?
Are appropriate protections applied to outputs using this data 
before they are released?
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Safe settings – what is a secure environment?

Ongoing debate about terminology
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Trusted Research 
Environment (TRE)

Secure research 
environment

Secure data environment

Secure data enclave

Data safe haven

Secure data laboratory

Controlled Access Data 
Environment (CADE)

Secure access research 
environment

Secure access environment

“A TRE is a controlled computing 
environment that provides remote 
access to health data for approved 
researchers via a virtual desktop.”
- Graham et al. J Med Ethics (2022)

“Secure access environments 
support access to detailed 
data for accredited users while 
upholding confidentiality” –
Australian Data Strategy, DPMC
(2022)

Remote RDCs “use thin-client 
technology to allow researchers 
to have full access to data as if it 
held on their own machines” –
Desai et al. (2016)
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Safe settings – certification

Regulatory compliance / certification / security 
assessments

• ONDC Accredited Data Service Provider

• IRAP (Infosec Registered Assessors Program)

• ISO 27001 Certification

• FEDRAMP Assessment (US)
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Security Governance

Information Security

Personnel Security

Physical Security

Protective Security Policy 
Framework (PSPF), Attorney 
General’s Department

Planning
Assurance and review processes
Investigation and response
Governance of contracted service providers

Assessment of information holdings
Access control methods and practice
Safeguarding from cyber threats

Screening and vetting processes for personnel
Ongoing assessment and training
Risk assessments, need to know

Measures of physical protection
Disposal mechanisms
Facilities and site controls
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Safe settings – an example
The Melbourne Institute Data Lab (MIDL)

The MIDL’s features include:

• Citrix remote access desktop environment with additional 
security controls to ensure data confidentiality is maintained

• Strong security posture (PROTECTED) which includes strong 
authentication and identity management controls including the 
enforcement of multi-factor authentication protocols and 24x7 
ongoing security monitoring of facilities and environment 
(SIEM/SOC)

• Citrix-based solution for file ingress/egress vetting and approvals 
before files/outputs can be transferred in to or out of the MIDL 
environment 

• Access to a range of additional resources that speed up research 
through the setup of Shared Data Environments

• “Research-ready” data assets that have been carefully 
curated by the MI’s Foundation Fellow Program with 
oversight by MI researchers.

• An in-environment wiki solution (MIDL Wiki) for sharing, 
documenting project activities.
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SDE Demo
Deep dive in to a secure environment…
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Visualisation Demo
A look at outputs hosted from a secure environment
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For more information on MIDL

Website:

• https://melbourneinstitute.unimelb.edu.au/data/midl

Email:

• MIDL-services@unimelb.edu.au (for new users/projects)
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https://melbourneinstitute.unimelb.edu.au/data/midl
mailto:MIDL-services@unimelb.edu.au
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Safe outputs

Statistical Disclosure Control

• Statistical Disclosure Control (SDC) aims to:

• prevent the identity of a data subject from being revealed;

• and/or releasing associated confidential information belonging to that data 
subject.

• Traditionally, SDC has been applied to:

• statistical tables (often produced by National Statistical Institutes) prior to 
their release;

• microdata, for the purposes of creating anonymised versions of original data.
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Safe outputs

Critical concepts

• Primary disclosure: occurs when a data subject is identified 
from statistical result. 

For example, from descriptive statistics in the previous table 
identifying person with maximum income.

• Secondary disclosure: occurs when one released result is 
combined with other information to produce new statistics that 
are disclosive.

For example, two tables of descriptive statistics produced from 
one data source could show various breakdowns in different 
ways. A single observation could be isolated, for example, if one 
table is deducted from another.
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Possible rules to apply

• Base de-identification: 

• No identifiable information

• Top coding/bottom coding

• Thresholds (Rule of N):

• All non-modelled output (descriptive) should have at least 
N unweighted counts.

• N is typically 10 

• Dominance:

• This is the idea that one observation could account for 
most of the value in a statistical measure, and therefore be 
identifiable.

• The largest contributor of any number should not 
exceed 50% of the total for that cell/statistic.

• In any descriptive table, a single item of a category 
should not contain more than 90% of the 
observations of the sum of the categories.
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Safe outputs

What do we mean by disclosive outputs?

Here are some examples…

• Frequency tables

20

IMPORTANT: Please note that all data displayed are completely 
fake and used for illustrative purposes.
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Safe outputs

What do we mean by disclosive outputs?

Here are some examples…

• Frequency tables

• Descriptive statistics
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IMPORTANT: Please note that all data displayed are completely 
fake and used for illustrative purposes.
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Safe outputs

What do we mean by disclosive outputs?

Here are some examples…

• Frequency tables

• Descriptive statistics

• Scatter plots
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IMPORTANT: Please note that all data displayed are completely 
fake and used for illustrative purposes.
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Safe outputs

What do we mean by disclosive outputs?

Here are some examples…

• Frequency tables

• Descriptive statistics

• Scatter plots

• Spatial data

23

IMPORTANT: Please note that all data displayed are completely 
fake and used for illustrative purposes.
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Safe outputs

What do we mean by disclosive outputs?

Here are some examples…

• Frequency tables

• Descriptive statistics

• Scatter plots

• Spatial data
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IMPORTANT: Please note that all data displayed are completely 
fake and used for illustrative purposes.
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Safe outputs

Example from the 
MIDL Output 
Vetting Policy
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Safe outputs
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Resources on SDC for safe outputs

• There is an excellent series on confidentiality by the ABS:

• 1160.0 – ABS Confidentiality Series, Aug 2017 (link)

• Which has the following sub-sections that are of particular 
importance:

• Managing the risk of disclosure: treating aggregate data (link)

• Managing the risk of disclosure: treating microdata (link)

• This covers topics like:

• Assessing disclosure risk

• Treatment methods such as:

• Limit the number of variables

• Modification of cell values through rounding or 
perturbation

• Combining categories (i.e. age ranges instead of single 
years for age)

• Top/bottom coding

• Suppression of values that have less than 10 counts Handbook on Statistical Disclosure Control for 
Outputs, Safe Data Access Professionals Working 
Group, 2019

https://www.abs.gov.au/ausstats/abs@.nsf/Latestproducts/1160.0Main%20Features1Aug%202017?opendocument&tabname=Summary&prodno=1160.0&issue=Aug%202017&num=&view=
https://www.abs.gov.au/ausstats/abs@.nsf/Latestproducts/1160.0Main%20Features5Aug%202017?opendocument&tabname=Summary&prodno=1160.0&issue=Aug%202017&num=&view=
https://www.abs.gov.au/ausstats/abs@.nsf/Latestproducts/1160.0Main%20Features6Aug%202017?opendocument&tabname=Summary&prodno=1160.0&issue=Aug%202017&num=&view=
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Key takeaways

Think about the data sharing principles as you look for data for your 
project. 

• Data: Put effort in to knowing more and understanding more about the data set 
itself. 

This includes:

• What is captured in the data? How are they measured? What are the privacy 
implications of accessing this data? Think about what level of detail you are 
willing to compromise for access?

• Project: Does the data access/availability affect your project and its intended 
purposes?

• People: What training do I/people in my team when it comes to working with 
sensitive data?

• Settings: Not much say here but would be a conversation with the data 
custodian that feeds off “data” above i.e. reduction of detail ► Reduction of 
controls required for settings.

• Outputs: How do I work with the data to better capture what I need for my 
project? What are my intended outputs? How does Statistical Disclosure Control 
affect me? 

27



Working with sensitive data and the use of secure data environments
HASS RDC and IRC Computational Skill Summer School, 7-8 February 2023, Rydges World Square, Sydney

Other things to remember…
You will still need to follow best practices to ensure data is safe outside of analysis. This would mean you need to remember:

• Store paper forms securely: use your filing cabinet (in the office) when storing documents relating to sensitive data. This 
includes deeds of confidentiality.

• Handle detachable media securely: confidential data stored on transportable media such as a CD, hard drive or USB keep 
need to be encrypted with a secure password and/or stored securely in a safe or locked filing cabinet

• Better passwords: use better passwords. Use a password generator if possible (i.e. LastPass) to create long, complex 
passwords. Combinations of actual random words are powerful and easier to remember!

• QuickFox#JumpsLAZYdog?

• Account control: never share your account details with anyone. Do not let anyone access the MFA apps on your phone either! 
Regularly check your backup phone / contact options.

• Never email data: data should never ever be emailed around. Regardless of security classification. Even if it is public data and 
your doing a research project. Send your co-author a link to the location on OneDrive. Removes unnecessary duplication of data 
and leads to less errors – good research practice

• If something goes wrong, tell someone: if you do something wrong, don’t stay quiet. Just tell someone. There may be 
processes that need to be followed to mitigate risks of disclosure. The sooner we act, the better.

• If using an external system: adhere to their data access and use policies. We do not want to lose access to the data due to a 
breach!
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Thank you
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