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Conclusions and Future Work

Integrating PLASMA in the Solid Ecosystem through the 

Usage of  Ontology Design Patterns

• Entities   

• Infrastructure

• Pod-related Data   

• Policies

PLASMA: A Metadata Language for Solid

• Machine-readable Policies and Auditing Metadata in Solid

• Alignment of  Solid with Data Protection Requirements

Background & Related Work

Conformance and Legal Compliance
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Motivation
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WebID

WAC

HTTP

LDP

Solid is a specification for decentralised data stores

based on interoperable data formats and protocols

Shastri, S., Wasserman, M., Chidambaram, V. (2021). GDPR Anti-Patterns. 

Communications of  the ACM Vol. 64 No. 2 (pp. 59-65). 

https://doi.org/10.1145/3378061
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Challenges to the Solid Vision

“PIMS provide features for individuals to be able to access their personal

data, as well as to rectify or erase them, as provided for by the GDPR,

either because the data are in repositories under their direct control or

because all shared data are linked to a source, which is again in the control

of the individual.”
EDPS TechDispatch #3/2020 – PIMS [Source]

Access grants not sufficient to be a valid record of consent

Consent dialogue not enough for informed decision

Compatibility of purposes cannot be checked

Data requests miss a purpose

Access grants valid in perpetuity

Difficulty for users to set (granular) access to resources

Lack of tools to rectify data inaccuracies

Record keeping and log maintenance are nonexistent

Lack of tools to get available categories of data

No information on the identity and contacts of Solid providers

No metadata about Solid infrastructure

Lack of tools to give / withdraw consent

No records of agreements for the provision of services

What is missing from Solid?
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Data subject rights

Accountability

Integrity and confidentiality

Accuracy

Data minimisation

Purpose & storage limitation

Lawfulness, fairness & transparencyG
D
P
R

https://edps.europa.eu/sites/default/files/publication/21-01-06_techdispatch-pims_en_0.pdf
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Background – Giving Access to Data in Solid

Authorisations

Data

<#authorization1>

a acl:Authorization ;

acl:agent <https://beatriz.providerZ.com/profile/card#me> ;

acl:accessTo <https://arya.providerY.com/docs/file1.ttl> ;

acl:mode acl:Read, acl:Write .

WAC – Web Access Control

<#grant1> a acp:AccessGrant ;

acp:grant acl:Read, acl:Write ;

acp:context [

acp:agent <https://beatriz.providerZ.com/profile/card#me> ;

acp:issuer <https://identityProviderZ.com> ;

acp:target <https://victor.providerY.com/docs/file1.ttl> ;

acp:client <https://clientApplicationA.com>

] .

ACP – Access Control Policy

Solid’s authorisation mechanism currently relies on

two access control languages – WAC and ACP
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Related Work – ODRL profile for Access Control (OAC)

https://w3id.org/oac
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Esteves, B., Pandit, H. J., & Rodríguez-Doncel, V. (2021). ODRL Profile for 

Expressing Consent through Granular Access Control Policies in Solid. 

In 2021 IEEE European S&P Workshops (pp. 298-306). 

https://ieeexplore.ieee.org/abstract/document/9583717
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Related Work – Alignment of  Solid with Data Protection 
Requirements
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Pandit, H. J. (2023). Making Sense of  Solid for Data Governance and GDPR. 

Information 14(2), 114. https://doi.org/10.3390/info14020114

Janssen, H., Cobbe, J., Norval, C., Sing, J. (2020). Decentralized data processing: 

personal datastores and the GDPR. International Data Privacy Law 10(4) (pp. 

356-384). https://doi.org/10.1093/idpl/ipaa016
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PLASMA: a Policy LAnguage for Solid’s Metadata-based Access 
control
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https://w3id.org/plasma
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PLASMA – Entities & Infrastructure
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PLASMA – Policies, Notices & Data
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Integrating PLASMA in the Solid Ecosystem through the Usage 
of  ODPs
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Integrating PLASMA in the Solid Ecosystem through the Usage 
of  ODPs
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Conformance and Legal Compliance
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W3C Community Group Report to express 

“machine-readable metadata about the use and 

processing of  personal data based on 

legislative requirements such as the GDPR”

https://w3id.org/dpv

• DPV-GDPR to model legal basis, rights and data 

transfer tools defined in the GDPR

• Extensions for new data-related regulations are 

being added (DPV-DGA)

• Guidance for the implementation of  ISO/IEC 

29184 (Privacy Notices) and ISO/IEC 27560 

(Consent Records) using DPV concepts to be 

provided soon by DPVCG

• Contract-related terms from the smashHit 

project to be integrated soon into DPV

L
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https://www.iso.org/standard/80392.html
https://smashhit.eu/
https://smashhit.eu/


Conclusions

• Record policies used to authorise access.

• Keep information about the developers and/or providers of  Pods, 

apps, services, data, identity, infrastructure, …

• Keep activity logs regarding important Solid processes, e.g., 

updating a resource, moving to a different Pod provider, or deleting 

a given access authorization from the Pod.

• Maintain registries (of  policies, users, apps, data, …) for convenient 

access to data and metadata within a Pod.
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Authorisations

Policies

Data

The usage of  ODPs will ensure that the appropriate information 

based on legal requirements, e.g., from GDPR's Article 13/14, is 

present in the Pods to be consulted. As such, the creation of  

patterns for the different types of  policies, notices, logs, and 

registries is of  the utmost importance.
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Future Work

Check out the demo!

Towards an Architecture for 

Data Altruism in Solid

Demo D7
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i. Evaluate the coverage of  PLASMA to deal 

with a variety of  different workflows.

ii. Integrate the usage of  PLASMA, and of  

ODRL and DPV as well, into the design of  

Solid servers, applications, and services.

iii. Develop SHACL shapes to check for 

compliance with the PLASMA specification, 

including the usage of  DPV to comply with 

legal requirements, e.g., in GDPR.

iv. Support new data-related regulations (Data 

Governance Act, Data Act, Health Data 

Spaces, …) requirements.
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