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analysis, reporting and transparent sharing of data and analytical workflows with and 
between clinicians, researchers and policymakers is therefore vital. Further, the ability to 
integrate diverse data sets from multiple disciplines is paramount in assisting decision 
makers in both in surveillance and crisis situations.  

It is well established that knowledge and data that are not stored in an organised manner 
become inaccessible and impossible to reuse (Vines et al., 2014). Effective data sharing is 
key in the response to future pandemics by shaping priorities for research, preparedness 
plans and effective policymaking. As nations emerge from the acute phase of the COVID-19 
outbreak, it is now time to reflect on the regional, national and international challenges faced 
in data sharing and consolidate the lessons learnt and innovative solutions into Europe’s 
future toolkit for pandemic preparedness.  

BY-COVID is a Horizon Europe-funded project bringing together a consortium covering 
clinical, public health, social and bio-molecular sciences1. It aims to address some of the key 
challenges in data-driven decision-making, both in the support of the continuing response to 
COVID-19 and in the preparedness for future infectious disease outbreaks. Extending 
beyond infectious diseases, many of the project outcomes and resources can be reapplied in 
other contexts, for example, food security and the biodiversity crisis. This is enabled by using 
the FAIR principles (Findable, Accessible, Interoperable, Reusable) as a basis for data and 
knowledge preservation, analysis and reporting methods (Wilkinson et al., 2016).  

As we pass the midpoint of the project, we are taking stock and reporting on the progress, 
value and impact for future outbreak control, disease surveillance and pathogen data sharing 
(for example, in curation, sequence analysis, genotyping, phenotyping), as well as the impact 
of collaborations across scientific disciplines. 

The challenges of data sharing and analysis in a 
pandemic 
The unpreparedness of the world to respond to large-scale infectious disease outbreaks was 
exposed both during the pandemic, and by many studies during the last decade (Olliaro et 
Torreele, 2022; Clark et al, 2022). In particular, concerns have been raised about the paucity 
of efficient data sharing, limitations and bottlenecks in data sharing practices (Koopmanns 
et al., 2019; Drury et al., 2019), and the resulting lack in reproducibility (Aarestrup & 
Koopmans, 2016; Aarestrup et al., 2012; Aarestrup et al., 2020; Aarestrup et al., 2021; 
Begley et Ioannidis, 2015). When reviewing literature from previous infectious disease 
outbreaks prior to the COVID-19 pandemic, such as the Ebola virus outbreak (2013-2016), 

 
1 https://by-covid.org/ 
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or the Zika virus outbreak (2015-2016), experts repeatedly highlight the same limitations 
and bottlenecks in data sharing practices (Koopmanns et al., 2019; Drury et al., 2019).  

Barriers to more extensive data sharing include the fear of getting “scooped” or not being 
sufficiently credited, losing intellectual property (IP) rights, concerns around 
misinterpretation or misuse of data, lack of resources or expertise to prepare the data for 
sharing, and concerns around personal data (particularly, for clinical data). Fear that re-
analysis of data might invalidate earlier results, lack of incentives for the data providers to 
share, and confusion around ethical, legal and societal implications (ELSI) have also been 
raised (Stuart et al., 2018; Devrient et al., 2021). There is also a paucity of affordable, or free-
of-charge, secure infrastructures for sensitive data sharing and reuse. 

Tackling these challenges necessitates long-term planning which incorporates learning from 
the successes and mistakes of previous responses. Time and capital must also be invested 
in partnerships, data-driven policy support, technical infrastructures, human skills, health 
literacy and enabling the long-term storage of biobank samples for data sharing. Previous 
initiatives addressing similar aspects include the Wellcome Trust-organised Fort Lauderdale 
Meeting in 2003, which discussed in the global context, how “pre-publication data release 
can promote the best interests of science and help to maximise the public benefit to be 
gained from research” (Wellcome Trust, 2003).  

Technical challenges 
Data-related challenges often arise already during their generation processes with 
fragmented collection systems, even within countries when healthcare is managed on a 
regional level (Knyazev et al., 2022). Healthcare workers in charge of patient sample 
collection, for example, are often not trained in data sciences and data management. Further, 
in a context such as an epidemic, their first priority lies in caring for sick individuals, leaving 
little time for detailed documentation and lengthy data entry and reporting, which will 
ultimately lead to a lack of crucial metadata, which is necessary to describe and give context 
to the data. The lack of information can be amplified further downstream in the data 
generation pipeline, for example, in a clinical sequencing laboratory with high throughput 
volumes and little support for IT and data-related queries. In situations where 
trustworthiness and quality of data are essential, this can lead to widespread problems as 
demonstrated during the COVID-19 pandemic. InterMine [2022] and Smith et al. [2012] 
report “obviously corrupt data, such as English sentences embedded in data that purported 
to be amino acid or nucleotide character sequences.”   

With no universally adopted system or standard for collecting, generating, documenting, 
analysing, and disseminating COVID-19 or other infectious disease data, we face 
fragmentation and non-compatibility of clinical and research data. Data standards are often 
successfully imposed in one data source, such as a clinical laboratory, but often vary across 
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different data sources making federated data queries a challenging task. The implementation 
of interoperable data standards, building on the FAIR data principles, and overseen by an 
organisation with global reach, as suggested by  Yehudi (2022), Thorogood et al. (2021), or 
Wilkinson et al. (2016), may help improve infectious disease research data management and 
lead to a more efficient response to outbreaks as well as to increased pandemic 
preparedness. Unfortunately, the existence of a standard does not mean it will be widely 
adopted, particularly when it doesn't meet the needs of its users (Yehudi, 2022; Fairchild et 
al., 2018) or lacks necessary tooling to make it easily adoptable. In fact, the lack of necessary 
infrastructure for the adoption and implementation of standards has often led to parallel and 
sometimes conflicting developments.  

During the COVID-19 pandemic, the rapid production of omics data contributed to the 
understanding of the pathophysiology of COVID-19, but also highlighted the need for 
comparable FAIR data sets, experimental models and metadata across domains (Montaldo 
et al., 2021). This is because advances in clinical research and evidence-based policy require 
the integration of public health data (describing population-level health and mobility, for 
example), with biological and clinical research, biomolecular and socio-economic data. Data 
need to be taken out of proprietary storage units (silos) and stored and shared in an as 
open/closed as necessary, connected, and FAIR environment to guarantee research 
advances into clinical (for example, the use of high-flow oxygen plus dexamethasone in 
COVID-19 treatment) and evidence-based policy use for the benefit of society (for example, 
the deployment of the COVID-19 vaccination programme). Some data that could be of 
particular interest but have been widely underused are electronic medical records, 
laboratory data and patient registries.  

The databases of the INSDC2 (EMBL’s European Bioinformatics Institute3, the NIG DNA Data 
Bank of Japan4 and the National Library of Medicine’s National Center for Biotechnology 
Information at NIH5) are examples of good practice. These resources are committed to 
sustainable capture, organisation, preservation and presentation of data as part of the open 
scientific record. Consortia such as the INSDC, which are trusted by the wider research 
community, can help with evidence-based sustainable solutions to prevent short-lived non-
sustainable practices, federation fatigue of data generators (due to depositing data in many 
different databases with different requirements) and limit the effort associated with data 
sharing.  

Publishers should connect with these consortia for data sharing and sharing of results, both 
positive and negative. Sharing negative results (what did not work) is a valuable contribution 
to a complete knowledge map, and is already supported by prestigious journals such as 

 
2 https://www.insdc.org 
3 https://www.ebi.ac.uk 
4 https://www.ddbj.nig.ac.jp 
5 https://www.ncbi.nlm.nih.gov 
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Science or Nature (Couzin 2013, Nature 2020). Sharing of negative results conveys a more 
comprehensive picture, fosters new research approaches and reduces resources wasted due 
to duplication of efforts. Other examples of efforts that have driven open knowledge sharing 
are curation efforts like the International Molecular Exchange Consortium6 (IMEx), the 
SIGnaling Network Open Resource7 (SIGNOR), the COVID-19 Pathways Portal8, or more 
automated solutions such as Integrated Network and Dynamical Reasoning Assembler9 
(INDRA). 

During the pandemic, researchers found it challenging to address important scientific 
questions that spanned different scientific disciplines. For instance, investigating the 
effectiveness of updated vaccines requires connecting studies across the social sciences, 
public health, clinical research and molecular biology, with the attendant challenge of 
integrating diverse data types. As reported by Yehudi et al (2022), “Sometimes different 
datasets have the potential to meaningfully answer a question present in the other dataset, 
but nevertheless cannot be combined. This barrier may be technical – i.e. data sources using 
incompatible frameworks, conflicting standards, or even non-harmonised vocabularies – or 
it may be a socio-legal barrier: some licence terms prevent data remixing”. When analysing 
different processes or cell types, using different methodologies may make data incompatible 
despite being standardised and FAIR. 

There are, however, also more technical challenges that arise due to limited standardisation 
across analysis workflows and software heterogeneity. Part of the solution comes from the 
use of open-source research software and workflows shared through publicly accessible 
repositories. This enables tools to be maintained, further developed, and repurposed by the 
wider research community. An example of this approach is the SARS-CoV-2 analysis 
platform hosted on Galaxy instances (USA, Europe and Australia) using public computational 
infrastructure and open-source software (Maier, 2021).  

Publication and attribution 
The fragmented, sometimes contradictory responses to SARS-CoV-2 were based on 
incomplete data reflecting a partial view of the complexity of the pandemic which were 
insufficient to inform policy decisions at local levels10. The need to publish COVID-19–
related findings has been supported by many ethics committees, funders and journal editors, 
for example by ‘fast-tracking’ the publication of COVID-19 manuscripts. This has resulted in 
concerns about the quality of the reported studies even in highly ranked medical journals, 

 
6 http://www.imexconsortium.org 
7 https://signor.uniroma2.it 
8 https://classic.wikipathways.org/index.php/Portal:COVID-19 
9 http://www.indra.bio 
10 https://www.who.int/publications/i/item/WHO-WHE-SPP-2022.1 

http://www.imexconsortium.org/
https://signor.uniroma2.it/
https://classic.wikipathways.org/index.php/Portal:COVID-19
http://www.indra.bio/
https://www.who.int/publications/i/item/WHO-WHE-SPP-2022.1
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with some studies being retracted at a later stage. To assist in balancing quality and speed, 
it becomes even more necessary to access study data to perform quality checks. 

An example highlighting the need of data sharing is the retraction of two major studies on the 
use of hydroxychloroquine and cardiovascular mortality associated with COVID-19 from the 
Lancet and the New England Journal of Medicine (Zdravkovic, 2020). In addition, many other 
data types other than clinical study data need to be made available for a coherent response 
to a pandemic and to combat infectious diseases, for example, socioeconomic data. Other 
challenges include mobilising and linking data from electronic medical records, insurance 
claims, clinical lab data and patient registries to perform rapid-cycle processing and 
analyses, and provide nowcasts to inform policy decisions. To avoid premature publications 
and retractions in the future we need to understand the main limitations - and set out 
solutions - for effective data sharing, interoperation and exploitation of data across 
disciplines. 

In scientific research, unlike in other professional sectors, the career progression system is 
very much based on recognition of research efforts and outcomes by peers - a publish-or-
perish system which can discourage data sharing. A significant challenge repeatedly cited as 
a roadblock to fast data sharing is the fear of missing out on attribution. In an ecosystem 
where a researcher's career and future depend on attribution, increased efforts are required 
to enforce and incentivise ways to formally reward and recognise these crucial contributions. 
Persistent identifiers, such as accession numbers and digital object identifiers (DOIs), can be 
assigned to a dataset or other research object and consist of a unique identifier. These can 
then be linked to unique personal identification services such as ORCID iD11 and enable data 
generators to connect to individual contributions in a similar way to publications. An example 
is the European Nucleotide Archive (ENA), where studies and projects can now be claimed 
against an ORCID iD.  

Public health decision-making 
As also witnessed during the COVID-19 pandemic, effective and timely data sharing can lead 
to repercussions for scientists when unpopular policies such as lockdowns are based on data 
coming out of a particular laboratory. Here, policymakers need to provide a guarantee of 
protection to scientists who provide crucial pieces of information about a pathogen or health 
emergency. 

In a context such as the COVID-19 pandemic, regulatory bottlenecks and a lack of adequate 
data sharing agreements can pose a threat to people’s lives and health. A balance needs to 
be struck between protection of sensitive data versus transparency to enable and safeguard 
collaborative, interdisciplinary science. Data-access bureaucracy needs to be simplified, 

 
11 https://orcid.org 
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harmonised, and standardised to allow timely and efficient action when there are healthcare 
emergencies (Stone Graham et al. 2016; Yehudi et al. 2022). Fortunately, the open 
databases and repositories supported by supranational legislation and organisations such as 
the European Commission, possess the required expertise in regulatory and privacy matters, 
and help data generators move beyond the existing dominant culture of siloed data (Kim and 
Zhang 2015). 

Still, even when technically everything seems ready, barriers related to lack of general 
policies enforcing non-sensitive data deposition also come into play. An analysis of the 
percentage of depositions of raw cryo electron microscopy data to the Electron Microscopy 
Data Bank (EMDB) showed the percentage of final atomic structures supported by deposition 
of initial data was the same before and after the first two years of the pandemia, not being 
larger than 10% (and with big differences among world regions (Carazo, J.M., European 
Microscopy Society Yearbook 2021). Here, transparency in the governance of resources and 
licences that allow redistribution and enable effective exploitation of the data, along with 
reproducibility of analysis and results, play an important role.  

Information on infectious disease outbreaks and public health threats due to pathogens 
needs to be rapidly available to allow for efficient interventions by policymakers and public 
health officials. To facilitate surveillance and research efforts on a global scale we need to 
build skilled human capacity and up-to-date data infrastructure. Outdated IT systems and 
computational infrastructure, as well as a lack of expertise in resourcing, configuring, and 
maintaining these, create tight technical bottlenecks (Maier et al, 2021). High-performance 
computers are still an underused technology in biological, public health, clinical and social 
science research and examples pioneering successful usage are needed to make this 
technology more attractive to a broader community. The mirroring of large datasets across 
multiple virtual locations also enables cloud-based federated analysis, so data can be shared 
whilst remaining in a local environment, circumventing many regulatory hurdles in data 
transfer. 

BY-COVID’s approach to increasing European 
readiness for public health emergencies 

Introduction to BY-COVID 
The COVID-19 pandemic has demonstrated the need for a globally coherent pathogen-
agnostic approach to research activities, ongoing surveillance and outbreak responses. 
International alignment and collaboration, along with capacity building and equitable open 
data sharing, are key components in building a healthier future for all. Here, using established 
networks, services and open infrastructures is important to avoid wasting time and resources 
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in reinventing the wheel, especially in emergency situations where a rapid response is 
essential. 

BeYond-COVID (BY-COVID) is a €12-million project funded by the Horizon Europe 
programme tackling data challenges to enable effective pathogen surveillance and outbreak 
control. The core aim of the project is to ensure that data on SARS-CoV-2 and other infectious 
diseases can be found and used by researchers, healthcare professionals, policymakers, or 
the general public. BY-COVID’s approach is unique in its interdisciplinary integration of data 
from a wide range of sources.  

By linking established and emerging research infrastructures and data resources from social 
sciences, life sciences, medical research and clinical trials, national public health institutes, 
health care providers and leading infectious disease research groups across Europe into a 
single effort. This connected approach is demonstrated by the COVID-19 Data Platform12, 
which integrates efforts spanning technical and regulatory harmonisation of data sources, 
technology for streamlined data processing and sharing, and use cases demonstrating real-
life applications. Further, BY-COVID is providing ways forward for fruitful interactions 
between the research communities involved in the study of a pandemic, the future European 
Health Space for secondary use (HealthData@EU) and the EOSC ecosystem. 

On a technical level, BY-COVID creates a flexible and interlinked core of FAIR data and 
analysis pipelines. As such, provides answers to the constantly evolving scientific questions 
arising during a pandemic and beyond the immediate emergency response. The commitment 
to common, open standards and integration methodologies, such as high-level indexing of 
COVID-19-related knowledge across a broad range of domains, allows organisations outside 
the consortium to make use, contribute, and sustain this ecosystem as the data backbone of 
Europe’s pandemic preparedness and response. In summary, the technical core activities of 
the project are data mobilisation, storage, harmonisation, discovery, analysis, integration, 
and reuse, thus enabling innovation, research, public health and policy activities. 

BY-COVID’s technical solutions 
BY-COVID is building a portfolio of robust and adaptable technical resources to support data-
driven decision making in public health emergencies. This includes web portals, tools and 
workflows. The flagship offering is the COVID-19 Data Platform, which acts as an entry point 
for the integration of data from disparate sources. This is complemented by the development 
of a knowledge and experience exchange platform, the Infectious Disease Toolkit, which 
offers solutions and expertise to enhance pandemic responses. 

 
12 https://www.covid19dataportal.org 

https://www.covid19dataportal.org/
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COVID-19 Data Platform 
BY-COVID provides the COVID-19 Data Platform, a single point-of-entry web portal for a 
diverse range of COVID-19-related data, thus addressing the issue of dispersed and 
disconnected data resources. With its flexible, tiered indexing system that connects data 
across disciplines, the COVID-19 Data Platform sits at a pivotal position in the data journey 
– linking the upstream mobilisation efforts with downstream reuse and analysis (Figure 1). 

The COVID-19 Data Platform offers its global user base open access to comprehensive 
SARS-CoV-2 and COVID-19 data, enables researchers to upload, access and analyse COVID-
19-related reference data and datasets, and allows the wider community to develop new 
services and tools that add value to the original data. It is further used as the entry point for 
accessing data from disciplines beyond molecular biosciences, such as social sciences and 
public health, and is linked to national data portals that showcase and highlight COVID-19 
research data from each of the participating countries. The Data Platform is built on open 
science and FAIR data principles, and draws on decades of experience in providing public 
infrastructure by BY-COVID project partners.  

The Platform comprises the following technical components: 

● COVID-19 Data Portal - the web and programmatic entry point into a wealth of 
integrated Covid-19 data and services 

● SARS-CoV-2 Data Hubs - a tool for the analysis and sharing of viral sequence data 
● Federated European Genome-phenome Archive (FEGA)- a federated data 

management system for sensitive patient-related data 
● Integration mechanisms for other partner resources - for example, linking to other 

thematic portals or diverse data 
The lessons learned from the implementation of the COVID-19 Data Portal, and the 
technology developed, underpin the newly launched, and more general, Pathogens Portal13. 
 
 

 
13 https://www.pathogensportal.org 
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Figure 1: The BY-COVID “Data Journey” concept. 

 

Cross-disciplinary integration 
Recognising the importance of cross-discipline connections, BY-COVID set out to broaden 
the original biomolecular focus of the Platform. One early success has been the incorporation 
of socioeconomic data via the integration of the Consortium of European Social Science Data 
Archives (CESSDA14) Data Catalogue which includes around 40,000 studies. Similarly, clinical 
observations stored in various electronic data capturing systems, such as the WHO/ISARIC 
Case Report Forms,15 are being harmonised and made available at different access levels 
(public dashboard, restricted access for discovery or request application workflows). 
Federated tooling relating to individuals and sensitive in nature from Health Data Research 
UK (Jefferson et al., 2022) that works across Trusted Research Environments and BBMRI-
ERIC have been explored and open-source tooling developed.  

BY-COVID is connecting infrastructures, and pioneering improved data sharing, by bridging 
the social sciences and humanities, with clinical, population health, biomedical, and 
biomolecular sciences. Access to these diverse datasets will enable broader opportunities 
for analysis, integration and reuse of data. A particular attention is given to quality and 
standardisation of data, metadata and provenance, as this often represents a bottleneck for 
effective data exploitation. Initiatives such as Clinical Quality Language (CQL16) for 

 
14 https://www.cessda.eu 
15 https://isaric.org/research/covid-19-clinical-research-resources/covid-19-crf 
16 https://cql.hl7.org 

https://www.cessda.eu/
https://isaric.org/research/covid-19-clinical-research-resources/covid-19-crf
https://cql.hl7.org/
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healthcare data exchange standards and HL7 Fast Healthcare Interoperability Resources 
(FHIR)17 are used for assessing quality and defining quality assurance levels of the resources 
linked to the COVID-19 Data Portal.  

An example of the type of data that BY-COVID seeks to mobilise is that generated in the 
framework of ISIDORe (Integrated Services for Infectious Disease Outbreak Research18). 
ISIDORe provides research services and resources to study epidemic-prone pathogens and 
is the largest and most diverse research and service provider for infectious diseases in 
Europe, with expertise from structural biology to clinical trials (Richard, Stepanyan & 
Ewbank, 2021). Both BY-COVID andISIDORe received funding from the European Union’s 
Horizon Europe research and innovation programme, and the two projects were mandated 
to work together.  Thus, one ambition of the BY-COVID project is to provide the resources to 
manage the results and data generated by ISIDORe partners. 

Researchers using ISIDORe resources are given guidance in FAIRification, by experts 
working within the BY-COVID consortium, as well as practical support to ensure that 
datasets are linked to the appropriate open repositories, in line with ISIDORe’s data 
management plan (David et al. 2023b). The provision of an ORCID iD is a mandatory element 
in the application process for ISIDORe services, allowing datasets and authors to be linked 
automatically. In cases where the recommended procedure is not followed, if researchers 
fulfil their contractual obligation and acknowledge ISIDORe in any publication, cross-
referencing ORCIDs, funding statements and dataset DOIs and/or accession numbers from 
publications would provide an alternative, if more laborious, method to connect authors to 
datasets. 

Sensitive data and indexing 

The data types in BY-COVID cover a range of levels of sensitivity, as shown in Table 1. 

Data Type Sensitivity Examples 

Aggregated or 
ecological data 

Not sensitive 
Can be openly shared and 
centrally located 

Contextual information at population-
level on health and health 
determinants (life styles, 
environment, services, 
socioeconomic features) 

Non-identifying 
biomolecular data 

Not sensitive 
Can be openly shared and 
centrally located 

Viral sequence and variation 
Animal host response gene 
expression 
De-identified human metabolomics 
Reference protein structures 

 
17 https://www.hl7.org/fhir 
18 https://isidore-project.eu  

https://www.hl7.org/fhir
https://isidore-project.eu/
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Chemical screening data 
Animal models 
Bioimaging of cells and tissues 

Non-identifying non-
biomolecular patient 
data without 
dedicated data 
resources  

Not sensitive following 
de-identification 
Can be openly shared and 
centrally located 

Seroprevalence studies 
Deep serology data exposure 

Population-level 
data from cohorts or 
surveys 

Potentially sensitive Epidemiological, clinical, contextual 
data at individual level 

Potentially 
identifying patient-
linked data 

Sensitive 
Typically held within 
national jurisdictions, and 
needs de-identification to 
clinical features (Ohmann 
et al., 2017) 

Patient genotype 
Behavioural data (including vaccine 
hesitancy) 

Table 1: BY-COVID data types and sensitivity level 

Analysis across different national borders, legal jurisdictions and data types (including 
sensitive data and linkage to pathogen variants) is a known bottleneck. The Federated EGA 
model addresses these challenges directly, and expansion of the resource with further data 
sources is planned. Access to personally identifiable host data is governed by local, national, 
and European regulations, and participant consent agreements, and work is required to 
consolidate the data governance procedures to streamline processes. Interoperability 
challenges are addressed by implementing community-driven standards, for example Global 
Alliance for Genomics and Health (GA4GH) Data Use Ontology19 and Passports20. 

For data under access control, harmonisation is achieved at the metadata level, but for 
publicly available data sources, harmonisation can include the data itself, allowing a more 
expansive search across different repositories. In BY-COVID, a flexible, tiered metadata 
discovery system across different domains, metadata standards, and maturity/robustness 
levels of data sources has been developed. Tier one provides the deepest indexing available, 
capturing granular record-level identifiers, metadata and attributes. Tier two provides more 
coarse-grained metadata and attributes, typically at the level of a dataset or study, rather 
than at the record level. Tier three indexes only resource-level metadata based on a curated 
FAIRsharing Collection (Hermjakob et al., 2022).  

 
19 https://github.com/EBISPOT/DUO 
20https://github.com/ga4gh-duri/ga4gh-
duri.github.io/blob/master/researcher_ids/ga4gh_passport_v1.md 

https://github.com/EBISPOT/DUO
https://github.com/ga4gh-duri/ga4gh-duri.github.io/blob/master/researcher_ids/ga4gh_passport_v1.md
https://github.com/ga4gh-duri/ga4gh-duri.github.io/blob/master/researcher_ids/ga4gh_passport_v1.md
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Workflows and tools 
The COVID-19 Data Platform ecosystem includes a broad and growing portfolio of existing 
and newly developed analysis tools and workflows, enabling researchers to explore 
innovative analyses that can be used to integrate and visualise COVID-19 related data. The 
Data Platform includes tools for real-time monitoring of surveillance data and interactive 
analyses, for example, using the Versatile Emerging infectious disease Observatory's Jupyter 
notebooks21. Data discovery is further enabled by the BY-COVID data discovery network, 
based on the principles of the Beacon Network, an API that allows for data discovery.  

Within the BY-COVID project, a lightweight provenance model addresses traceability of 
ownership and location of data and its precursors, tailored for infectious diseases. This is 
based on the Common Provenance Model (CPM)22, a provenance model developed in the 
EOSC-Life project23 that is designed for complex, multi-organisational environments (Wittner 
2022), and that covers the whole data life cycle from sample acquisition, data generation, 
and data processing. Additionally, the CPM forms an open conceptual foundation for the ISO 
23494 provenance standard series development (Wittner 2023) and aims to be adopted by 
both academia and industry.  The data, provenance, and workflows are packaged using RO-
Crate (see below), building on FAIR principles and using established open standards. Specific 
identifiers allow the provenance of data to be interlinked with the source of biological 
samples, and provenance traces covering the cross-institutional journey of samples and their 
derived data can be kept confidential or anonymised.  

FAIRsharing 

FAIRsharing is a cross-disciplinary resource interlinking standards (for terminologies, 
formats, reporting guidelines and identifier schemas), databases (knowledge bases and 
repositories) and policies (Sansone et al., 2019). It is used as the BY-COVID data source 
catalogue24 and provides detailed descriptions of the data sources and their relationships, 
including data types and their mechanisms of access. FAIRsharing also: (i) assists with the 
selection, documentation and visualisation (as a relation graph) of the standards 
implemented by the data sources, (ii) maintains a curated record of the data sources indexed 
in the COVID-19 Data Portal, and (iii) provides additional information on the  BY-COVID data 
sources in the European Open Science Cloud (EOSC) ecosystem.  

 
21 https://www.veo-europe.eu/ 
22 www.commonprovenancemodel.org 
23 https://www.eosc-life.eu/ 
24 https://fairsharing.org/3773 
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RO-Crate 

Within BY-COVID, efficient sharing of digital objects (for example, data, analysis workflows) 
is a managed through RO-Crate25 [Soiland-Reyes 2022]. It implements the principles of FAIR 
Digital Objects (De Smedt 2020; Soiland-Reyes 2022b), by combining data and metadata in 
a single package, as well as through the application of community standards such as 
schema.org and Bioschemas (Gray 2017). The generic design of RO-Crate allows existing 
metadata profiles to be adopted within BY-COVID where appropriate, while new profiles can 
be readily created as required. Indeed, it is precisely through conformance to one or more 
profiles that RO-Crates become fully typed, machine-actionable digital objects that enable 
interoperability throughout community ecosystems [Soiland-Reyes 2022b]. Moreover, to 
ensure the findability and discoverability of data and research outputs, persistent and unique 
identifiers (for example, digital object identifiers) are used for digital assets referenced within 
BY-COVID. For example, WorkflowHub.eu is used as a workflow repository (Goble 2021, 
Goble et al., 2022), with standardised workflow identifiers and metadata descriptions using 
RO-Crate26. Other digital objects are deposited in the Zenodo open research repository as a 
citable research output (e.g. Mendez-Villalon 2022), which, in the case of RO-Crate, include 
web rendering using GitHub Pages (e.g. Meurisse 2023a). 

BY-COVID is also addressing the provenance of data analysis results through the 
development of RO-Crate profiles to capture workflow execution history. Established in 
January 2020, the Workflow Run RO-Crate working group27 brings together BY-COVID 
partners, workflow engine developers and the RO-Create community in an effort to build a 
common, interoperable format for the exchange of machine-actionable information related 
to the execution of scientific data analysis applications. To accommodate the variety of 
applications that fall under the broad definition of workflow, several profiles are being 
defined that describe provenance at increasing granularity levels, from “black box” (where 
only workflow-level inputs, outputs and parameters are considered) to step-by-step. 
Implementations of the format are either underway or planned for several workflow engines, 
including Galaxy, CWL, Snakemake, StreamFlow, Sapporo WES, COMPSs, and WfExS (Leo 
2023). An RO-Crate profile that integrates RO-Crate and the CPM has been developed 
(https://w3id.org/cpm/ro-crate). RO-Crate is also capable of describing interactive notebook 
computations without formal workflow systems, such as for federated causal inference 
models to assess vaccine effectiveness (Meurisse 2023b). 

 
25 https://w3id.org/ro/crate 
26 https://workflowhub.eu/workflows/110?version=7  
27 https://www.researchobject.org/workflow-run-crate 

https://workflowhub.eu/workflows/110?version=7
https://www.researchobject.org/workflow-run-crate/
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Infectious Disease Toolkit 

The Infectious Diseases Toolkit (IDTk) is being developed as part of the BY-COVID project to 
guide researchers and other stakeholders in the response to infectious diseases outbreaks28. 
The IDTk will serve as a knowledge and experience exchange platform to showcase past and 
present efforts and solutions towards pandemic responses. From these collected 
experiences, guidelines and best practices will be distilled and presented in an open and 
accessible way. Although COVID-19 has been its initial focus, IDTk will offer a platform for 
exposing, in a contextualised manner, the existence of broader national resources and 
developments in infectious diseases.  

The IDTk will enable researchers to locate tools and guidelines related to the access, analysis 
and sharing of infectious disease data. The aim of the kit is to inform researchers of best 
practices for a given type of data, and to facilitate a faster response to disease outbreaks. 
The IDTk further links and signposts other knowledge resources, including the RDMkit and 
the FAIR Cookbook29 (Rocca-Serra et al. 2022). The latter guides users through the key steps 
of a FAIRification journey via recipes, providing levels and indicators of FAIRness, the 
maturity model, the technologies, the tools and the standards available, as well as the skills 
required, and the potential challenges to be faced, to achieve and improve FAIRness. 

The knowledge exchange platform is being developed in an open and collaborative way. By 
design, the IDTk leverages and expands existing technologies. It follows the successful ways 
of working of the recently launched RDMkit30, a Research Data Management Toolkit for best 
practices and guidelines to support FAIR policies in data management. It uses the same 
technical infrastructure31 as RDMkit for best practices and guidelines to support FAIR 
policies in data management. As such, it connects with a variety of established services such 
as registries for training materials (ELIXIR Training eSupport System, TeSS32), for standards 
and databases (FAIRsharing) and computational tools (ELIXIR bio.tools). The toolkit also 
integrates with knowledge models where users can get support for generating data 
management plans via the Data Stewardship Wizard33.  

Applied examples from BY-COVID 
Addressing these policy-driven questions often requires data from multiple domains, 
sources, data owners and countries. The use cases in the BY-COVID project are designed to 
address this challenge, particularly in a rapid response situation. Specifically, how to 

 
28 https://www.infectious-diseases-toolkit.org 
29 https://faircookbook.elixir-europe.org  
30 https://rdmkit.elixir-europe.org 
31 https://elixir-belgium.github.io/elixir-toolkit-theme 
32 https://www.tess.elixir-europe.org 
33 https://ds-wizard.org 

https://www.infectious-diseases-toolkit.org/
https://faircookbook.elixir-europe.org/
https://rdmkit.elixir-europe.org/
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understand the real-life effect of policy measures, how to improve the timely reporting of 
surveillance measures, how to repurpose clinical trials results, and how to integrate 
knowledge on disease pathways at a molecular level to understand mechanisms behind new 
diseases and their long-term consequences. Such experience could be applied in sharing of 
viral genomic data of SARS-CoV-2, along with clinical and epidemiological data, collected in 
a specific surveillance activity, such as on high-risk patient categories (i.e. 
immunosuppressed) or during specific anti-COVID-19 treatments.   

Understanding real-world effects of policy measures   
The BY-COVID use cases provide workflows that are generalizable to many situations. For 
example, to understand the effect of a policy measure (for example, the effectiveness of 
vaccination in reducing transmission), a workflow is available to link individual sensitive data 
from multiple heterogeneous data sources (for example, clinical, administrative and socio-
economic data) into an observational study which emulates a randomised clinical trial 
(Meurisse 2023b). 

This workflow provides a structured process for causal inference resulting in analytic 
approaches avoiding apparent paradoxes and common biases (Hernàn et al. 2016). The 
framework entails several steps, including the framing of the research question into a causal 
model by using a Directed Acyclic Graph (DAG), the subsequent translation into data 
requirements, the implementation of a common semantically interoperable data model 
(Estupiñán-Romero 2023), a technologically interoperable analytical pipeline34 and the 
publication of the results following open science principles.  

Beyond the actual implementation of the workflow, this use case explores the real-life 
challenges in the combination of data from multiple countries, the linkage of sensitive data 
from various data sources, and the distribution of portable computational data analysis 
solutions based on software containers in the premises of the data holders (González-García 
et al. 2021). Notably, any workflow which addresses the development of observational 
studies on human populations risks can be prototyped in this way. Research community 
reuse is further promoted by publishing and sharing the digital objects in open science 
initiatives such as Zenodo, and by packaging the workflow as an RO-Crate35. 

Sharing and repurposing clinical data 
When it comes to clinical research, data sharing is increasingly regarded as a key 
requirement for accelerating scientific discoveries. When the research community has 
access to Individual Participant Data (IPD) that underlie research results, new analyses can 
be done by other researchers with different ideas and expertise, and data can be pooled for 

 
34 https://github.com/by-covid/BY-COVID_WP5_T5.2_baseline-use-case 
35 https://by-covid.github.io/BY-COVID_WP5_T5.2_baseline-use-case 
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meta-analysis to increase statistical power. Sharing and reusing IPD makes the research 
results more transparent and trusted. The value of data sharing lies in answering new 
research questions that could not be addressed by individual datasets or by the primary 
researchers alone. Over the last decade, a wide variety of stakeholders, including funders 
and publishers, have been pushing for the cultural shift needed to make clinical trial data 
sharing a reality (Ohmann C, Moher D, Siebert M, et al, 2021; Merson et al., 2022). In 2016, 
the International Committee of Medical Journal Editors (ICMJE), a small group of medical 
journal editors, published an editorial stating that ‘it is an ethical obligation to responsibly 
share data generated by interventional clinical trials because participants have put 
themselves at risk’ (Taichman DB, Backus J, Baethge C, et al., 2016).  

Naturally, most efforts around clinical trial data sharing are focused on the data sets 
themselves, but data sharing is much broader. Besides the IPD, other clinical trial data 
sources should be made available for sharing (for example, research protocols, clinical study 
reports, statistical analysis plans and blank consent forms) to enable a full understanding of 
any dataset. A recent study examined the intention to share COVID-19 clinical study data as 
declared by the investigators during registration of their study in ClinicalTrials.gov and found 
that despite the call for action, this remains at about 15% (Larson et al., 2022).  

To address this challenge, the European Clinical Research Infrastructure Network (ECRIN) 
has partnered with the University of Oslo to design, develop, implement and operate a file-
based repository for IPD from COVID-19 clinical research studies that is compliant with 
European regulations and in particular with the GDPR. For the storage of the IPD, the services 
for sensitive data (TSD) infrastructure of the University of Oslo will be used, which is a multi-
tenant remote  access  system with  a  strong  set of  built-in  security  measures (Canaham 
et al., 2020; Ohmann et al., 2021). Within the BY-COVID project, this service supports 
researchers through the initial steps of their studies (such as the development of appropriate 
consent forms, and the use of common data standards such as CDISC) and is extending its 
scope to cover other infectious diseases beyond COVID-19.  

A methodology for the identification of data providers is currently being established, using 
the ECRIN metadata repository36. ECRIN has also planned a study to assess the willingness 
of researchers to share COVID-19 clinical research IPD (Canham et al., 2022) by evaluating 
the data sharing statements (DSSs) in a wide range of clinical trial registries, which include 
ClinicalTrials.gov, EUCTR37, ISRCTN38 and WHO ICTRP39. This will lead to recommendations 
on improving the completeness of the DSS fields of the different registries. This type of action 

 
36 https://crmdr.org 
37 www.clinicaltrialsregister.eu 
38 www.isrctn.com 
39 www.who.int/clinical-trials-registry-platform 
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is integral to the success of future data sharing efforts, and more broadly to the 
interoperability of disparate data resources accessible via the COVID-19 Data Portal. 

Investigating molecular mechanisms of COVID-19 pathology 
One of the responses to the pandemic was a global effort to understand molecular 
mechanisms of SARS-CoV 2 infection, including, for example, studies of the interactions 
between the human and viral proteomes (Gordon et al 2020 Science), or the transcriptomic 
profiles of infected lung cells (Lukassen et al 2020 EMBO J). In parallel, the search began for 
drugs that could be repurposed to treat COVID-19, supported by systematic, high-
throughput bioimaging studies (Ellinger et al 2021 Sci Data). These and many other 
investigations generated an astounding number of scientific reports, with over 700,000 full-
text articles reported in the CORD-19 dataset40. However, this deluge of information must be 
filtered and synthesised to understand how particular mechanisms combine to create the 
complex picture of COVID-19 pathology. In response to this challenge, the scientific 
community has engaged in a large-scale biocuration effort, building a number of knowledge 
repositories, from curated datasets of molecular interactions (Perfetto et al 2020 Database) 
to molecular pathway diagrams (Ostaszewski et al 2021 Mol Syst Biol). These knowledge 
bases can then be used for data visualisation, interpretation and generation of new 
hypotheses (Niarakis 2022 bioRxiv doi: 10.1101/2022.12.17.520865). What remains to be 
addressed is a streamlined workflow to project newly generated data from individual studies 
onto such repositories, accelerating research on diagnostics and treatment. 

With the COVID-19 Disease Map repository, BY-COVID builds capacity for integration of 
molecular and bioimaging data41. The Map is a large-scale community effort to encode and 
visually display molecular interactions between SARS-CoV-2 and human cellular pathways 
for visual exploration and computational analysis. In this way, it helps reach BY-COVID’s goal 
to mobilise sensitive patient data for secure processing in a reproducible way with the 
support of the Galaxy ecosystem. Such processed data can be then visualised to explore 
gene or protein expression, pinpoint drug targets and relate bioimaging data to the 
corresponding molecular mechanisms. 
Conclusion and looking to the future 
The pandemic has shown the clear need for a transparent, globally coherent approach to 
combat infectious diseases. To achieve this, a transparent framework that relies on multiple 
coordinated resources has to be fostered. This approach circumvents the risk of one country 
or organisation monopolising access to critical resources and guarantees a more equitable 
landscape of human, animal and environmental health data. A global network of coordinated 

 
40 https://github.com/allenai/cord19 
41 https://fairdomhub.org/projects/190 

https://github.com/allenai/cord19
https://fairdomhub.org/projects/190
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resources transparently governed by an international collaboration or body will also support 
development of global capacity and resources.  

As described above, BY-COVID will contribute to many aspects of the overall ecosystem of 
pandemic preparedness. The anticipated long-term impacts of the project include increased 
federation of pathogen and human infectious disease data and improved reusability of 
analysis methods from national and international centres (including biobanks), lending to the 
acceleration of research progress.  

Antimicrobial resistance (AMR) in microorganisms poses another potential threat to public 
health. Here, the learnings and resources from BY-COVID could assist in making genomic 
and phenotypic data rapidly available to increase understanding of resistance mechanisms 
and support public health decision-making. The global spread of antimicrobial resistance 
genes (ARG) is a result of selective pressure exerted by antimicrobials released from 
anthropic, zoonotic sources and, more generally, their presence in the environment (Ko et 
al., 2022; Matuku et al 2022). The standardised sharing of human bacterial pathogen AMR 
data, integrated with clinician, diagnostic and multi-omics data would strengthen the current 
antimicrobial resistance surveillance systems network (for example, GLASS42). 

Social sciences research provides important, yet often under-utilised, insights into public 
health emergencies, notably by improving surveillance (for example, which social groups are 
most impacted), prediction (for example, of economic consequences), and intervention (for 
example, vaccine uptake in different social groups) (Lohse & Canali 2021). Integrating social 
sciences into the COVID-19 Data Portal provides the possibility to analyse the consequences 
of the pandemic not only to individuals but also to societies.  By connecting socioeconomic 
data to health science data, it is possible to investigate, for example, the effects of the 
lockdown on the spread of disease and on the socioeconomic well-being of individuals and 
societies.  

More broadly, BY-COVID will contribute to attaining UN Sustainable Development Goal three 
on Good Health and Wellbeing, with national governments better prepared to tackle future 
infectious disease outbreaks. Drawing on the UNESCO Recommendations on Open Science, 
BY-COVID contributes to improving trust in science through increased FAIRness, openness, 
and quality of scientific research. This result is further supported by more meaningful 
monitoring and better facilitation of reproducibility, validation and reuse of research results, 
and by improving pathways for the communication of science – for example, to the public. 
Overall, this will contribute to attaining UN Sustainable Development Goal nine on Industry, 
Innovation and Infrastructure, by stimulating development and uptake of a wide range of new 
innovative and value-added services from public and commercial providers.  

 
42 http://www.who.int/glass/en 
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BY-COVID is paving the way for transforming how researchers, and other relevant 
stakeholders in the public and private sectors, create, share, and exploit research outputs 
(for example, data, publications, protocols, methodologies and software) within and across 
research disciplines, and with the public health sector. These changes will lead to improved 
timeliness, better quality data, more innovation, higher productivity of research and a better 
integration between research outputs and public health policy.  

Here, the project contributes to implementing Organisation for Economic Co-operation and 
Development (OECD) Council Recommendations on Access to Research Data from Public 
Funding. BY-COVID shows that investments in standards, tools and infrastructures, as well 
as building competences for data management, will help society to get the most out of data-
driven innovation and will prepare the world to respond to future healthcare crises in a more 
effective way. This has already been shown when resources from the project were 
repurposed for the 2022 Mpox Virus outbreak43, and will further be developed to fit any 
infectious disease outbreak.  
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