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1. Background on risk-based
anonymization
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Basic concept of data anonymization

— vagic W)

Personal information Non-personal information
(ideally)
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Anonymization of tabular data

ZIP Weight Diagnosis

55 |Male 81539 [71 C25.0 Malignant neoplasm of head of pancreas Elgliine

76 |Male 81675 |80 C25.0 Malignant neoplasm of head of pancreas |

66 [Male 81929 |85 C25.0 Malignant neoplasm of head of pancreas | po-mmmsmsmsmsmsmee-

|81 |Male |80802 |79 C25.1 Malignant neoplasm of body of pancreas | ' Aggregation

574 \Male \81249 88 C25.2 Malignant neoplasm of tail of pancreas | e

71 |[Female 80335 |69 | C18.2 Malignant neoplasm of ascending colon |

564 Female |80339 |71 C18.4 Malignant neoplasm of transverse colon | i Deletion

69 |Male 80637 |75 C18.7 Malignant neoplasm of sigmoid colon | b e

05 |Female 80638 |77 C18.7 Malignant neoplasm of sigmoid colon ,

61 |Male |81667 |67 C18.7 Malignant neoplasm of sigmoid colon | _
Masking

Age Sex ZIP Weight Diagnosis

72,0 Male 81*** [80, 90[ JC25.- Malignant neoplasm of pancreas

72,0 {Male 581*** 5[80, 90[ ¥C25.- Mal?gnant neoplasm of pancreas Categorization

72,0 |Male 81*** [80, 90[ jC25.- Malignant neoplasm of pancreas

62,7 |- 80*** |[70, 80[ {C18.- Malignant neoplasm of colon

62,7 |--- '80*** I[70, 80[ {C18.- Malignant neoplasm of colon T

62,7 |-— 180" |[70, 80[ }C18.- Malignant neoplasm of colon . Generalization :

- k-Anonymity (with k=3) and (g, 8)-Differential Privacy (with € £ 0.92 and & = 0.22)
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Risk-utility trade-off

Max. protection, Max. protection,
No data Max. utility
[
> Bad
a
= = " Science
>0 % c .
& ® = o 4= G00d Solution
T -
258 &
= o o
552 9 a
288
) < Little
= Protection
>’
No protection, Utility No protection,
No data Max. utility

Planned use?
Additional requirements?
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Risk-based anonymization

« Anonymization as part of a multi-layered approach to secure data sharing
» Consider the whole process of sharing data and using shared data (cf. Five Safes)

Safe Safe Safe Safe Safe
People Projects Data Settings Outputs

» Enables risk-based approach when captured by adversarial model

$,

Protection
Protection

Utility : Utility
—> Cf. Differential Privacy
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2. Adversarial modelling
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Finding quasi-identifiers (1)

» Catalog-based approach: Comparison with variables classified as "risky" in laws and
guidance documents (cf. "HIPAA List").

» Qualitative risk analysis according to Malin et al.

Replicability refers to the probability that Low: blood pressure measurements may
specific traits or characteristics will manifest fluctuate.
again in individuals who are impacted. High: medical history tends to remain constant.
Availability: which accessible external assets Low: lab findings are mostly known only in the
might hold features that can be reproduced. medical sector.
High: demographic data can be found in official
records.

Distinctness: degree to which attributes allow Low: eye colour.
for the differentiation of individuals. High: rare genetic mutation.

» Followed, for example, by a threshold approach

« Quantitative methods: uniqueness, separation
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Finding quasi-identifiers (2)

Variable Replicable Available Distinguish. Key

Age at diagnosis 3 3 3 Yes (9)
Gender 3 3 2 Yes (8)
Month first diagnosis 1 3 2 Yes (6)
Year first diagnosis 1 3 2 Yes (6)
Uncomplicated phase 1 2 1 No (4)
Complicated phase 1 2 2 No (5)
Critical phase 1 2 2 No (5)
Recovery phase 1 2 1 No (4)
Vasopressors in complicated phase 1 1 2 No (4)
Vasopressors in critical phase 1 1 2 No (4)
Invasive ventilation in critical phase 1 1 2 No (4)
Superinfection in uncomplicated phase 1 1 2 No (4)
Superinfection in complicated phase 1 1 2 No (4)
Superinfection in critical phase 1 1 2 No (4)
Symptoms in recovery phase 1 1 2 No (4)
Last known patient status 1 2 2 No (5)
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Reasoning about goals of adversaries (1)

Is data about an individual
contained?

Attribute disclosure

Can additional information be
Inferred about individuals?

Re-identification

Can an individual be
associated to a specific
record?
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Difficulty

Reasoning about goals of adversaries

Re-identification of a
specific individual

Re-identification of an
unspecific individual

Re-identification of as
many individuals as
possible
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3. Introduction to the ARX Data
Anonymization Tool
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Key Facts (1)

« Comprehensive tool for anonymizing tabular data: Developed with a specific
focus on health data

« Continuous development: Released in 2014 and maintained ever since

" &

g

* Open source: Permissive Apache 2.0 license

* Privacy models: Supports e.g. k-Anonymity, &-Presence,
k-Map, Pop. Uniqueness, I-Diversity, t-Closeness,
(¢, ©)-Differential privacy

« Transformation methods: Supports e.g. global and local
schemes, generalization, random sampling,
record/attribute/cell suppression, aggregation, categorization

« Methods for utility assessment: generic models, specialized methods,
e.g. for privacy-preserving machine learning
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Key Facts (2)

« Scalable: Significantly outperforms related T e e
tools, used to anonymise datasets with billions RV R R
of records. Includes algorithms for handling

00 g 3 “,, 100
K " “r
50% \ »5.35349““

(relatively) high-dimensional data. Typically oy
provides output data with more utility, requiring \M‘

less resources.

Software-supported determination of the
re-identification risk of a medical research dataset

» Graphical tool: Used in education and training by
commercial and public institutions in several
countries.

Ky ARX — Data Anonymization Tool

ARX —
« Comprehensive API: Available as a well-designed
software library for the Java ecosystem. e =
Real-world applications often use the API to e | e

Implement complex anonymization pipelines.

https://arx.deidentifier.org/
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Key Facts (3)

« Wide range of applications: Creation of open datasets and used to build
anonymization pipelines in several domains, e.g. by telecom providers, health
insurances.

 Industry friendly: Integrated into several commercial products, core
algorithms adopted by SAP HANA.

« Widely used: More than 50.000 downloads.

« Active open source community: 550 stars, 28 contributors on GitHub
(10/2023)

« Based in science: Structures and algorithms implemented into ARX have
been described in more than 20 journal and conference papers
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Graphical frontend
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Examples of guidelines mentioning ARX (1)

» European Medicines Agency. EMA/90915/2016 — external guidance on the implementation
of the European medicines agency policy on the publication of clinical data for medicinal
products for human use; 2018.

« European Union Agency for Network and Information Security. Privacy and data protection
by design; 2015.
« UKAN. The anonymisation decision-making framework; 2016.

« Office of the Australian Information Commissioner. The de-identification decision-making
framework; 2017.

» French Ministry of Solidarity and Health. Health data: anonymity and risk of re-identification;
2015.

« Finnish Ministry of Transport and Communications. Anonymization services —
requirements and implementation options; 2017.

» Personal Data Protection Commission of Singapore. Guide to basic data
anonymisation techniques; 2018.

» Polish Ministry of Digitalization. Open data - Security standard; 2018.

« Dutch Ministry of Justice and Security. On statistical disclosure control
technologies; 2018.

« Korean Ministry of Science and ICT. A research on de-identification
technique for personal identifiable information; 2016.
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Examples of guidelines mentioning ARX (2)

—

N
UK Anonymization Network:
The anonymization decision-
making framework

Dutch Ministry of

and Security: On statistical
disclosure control technologies )

Justice

French Ministry of

National Institute of Standards

and Technology: Collaboration identification

- Affairs and Health: Health data:
Anonymity and nisk of re-

Social

v

Space

|
[ Finnish Ministry of Transport h
and Communications:
Anonymization services: needs
and implementation options
L H
Polish Ministry of
Digitalization: Open data -
Security standard

Technology, Methods, and h
Infrastructure for Networked
Medical Research: ToolPool q
health research

( Korean Ministry of Science h
and ICT: A research on de-
identification technique for
Lpf—:r'saﬂf:li identifiable information y

National Institute of Standards
and Technology: De-ldentifying
Government Datasets

- ©

European Medicine Agency:
External guidance on the

implementation of the European

Medicines Agency policy on the
publication of clinical data for
medicinal products for human

use

European Union Agency for
Network and Information
Security: Privacy and data

protection by design

Personal Data Protection
Commission of Singapore:
Guide to basic data
anonymization techniques

J

~h
W,

4

By

U,.

Office of the Australian
Information Commissioner:
The de-identification decision-

making framework
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4. Practical exercises
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4.1 Basic project setup

 Importing data
» Specifying metadata
 Creating generalization hierarchies

« Specifying privacy guarantees and transformation options
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4.2 Anonymisation, risk and utility assessment

« Executing the anonymization process
» Performing a risk analysis

« Performing a utility analysis

« Searching for alternative solutions

« Adjusting parameters
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4.3 Using different transformation methods

« Changing the transformation configuration

 Studying the impact of different transformation options
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4.4 Advanced anonymization techniques

« Considering population properties
 Using privacy models protecting against attribute or membership inference

« Differential privacy
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5. Recommended readings
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Scientific articles

SCIENTIFIC DAT

OPEN ;

ARTICLE °

110115
0111101
110111
0111°

DR R R P R P PP P P PP P PP PP PP P n Cmu'u”‘me
Design and evaluation of a data

anonymization pipeline to promote
Open Science on COVID-19

CarolinE. M. Jakeb{®?, Florian Kohlmayer?, Thierry Meurers(®* Jorg Janne Vehreschild55 &
: Fabian Prasser(3*=

i TheLean Eu ropean Open Survey on SARS-CoV-2 Infected Patients (LEOSS) is a European registry for

! studying the epidemiology and clinical course of COVID-19. To support evidence-generation at the

rapid pace required in a pandemic, LEOSS follows an Open Science approach, making data available to

: the publicin real-time. To protect patient privacy, quantitative anonymization procedures are used to

i protact the continuously published data stream consisting of 16 variables on the course and therapy of

i COVID-19from singling out, inference and linkage attacks. We investigated the bias introduced by this

: process and found that it has very little impacton the quality of outputdata. Current laws do not specify
i requirements for the application of formal anonymization methods, there is alack of guidelines with

: clearrecommendations and few real-world applications of guantitative anonymization procedures have
i been described in the literature. We therefore believe that our work can help others with developing

i urgently needed anonymization pipelines for their projects.

SCIENTIFIC D AT A

OPEN

Recetved: 20 July 2007 ©
Accepted: 13 October 2017 ©

Data Descriptor: Open University
Learning Analytics dataset

Jakub Kuzilek™*, Martin Hlosta® & Zdenek Zdrahal™*

Learning Analytics focuses on the collection and analysis of learners’ data to improve their learning
experience by providing informed guidance and to optimise learning materials. To support the research in
this arez we have developed a dataset, containing data from courses presented at the Open University
(OU). What makes the datzset unique is the fact that it contains demographic data together with

Publiched: 28 November 2017 - aggregated clickstream data of students’ interactions in the Virtual Leaming Enviranment (VLE). This
) ¢ enables the analysis of student behaviour, represented by their actions. The dataset contains the

information about 22 courses, 32,593 students, their assessment results, and logs of their interactions with
the VLE represented by daily summaries of student clicks (10,655,280 entries). The dataset is freely

available at https:jfanalyse kmi.open.ac.ukjopen_dataset under a CC-BY 4.0 license.

Design Typeis) time series design « data integration objective « ohservation design
Measurement Type(s) leaming behavior

Technology Type(s) digital curmtion

Factor Type(s) temporal_interval

Sample Characteristic(s) Homo sapiens
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Books

Anonymizing
Health Data g

Matthias Templ

Statistical
Disclosure

Control for
Microdata

Khaled EI Emam & Luk Arbuckle
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6. Questions and answers
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Thank you for your attention!
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