Reducing risk: An
introduction to
data anonymization

Safe Sharing: dream or myth?




Some context

Canada’s Tri-Agency: Grant recipients are required to deposit data.
NIH: Encourages the sharing of data whenever possible.

NSF: investigators are expected to share with other researchers...

Many journals: Show us your data.

This does not mean sharing all data openly. But most current .
academic and journal repositories are designed to make open sharing
the most convenient option.

- I'm approaching this as a research data management librarian -
someone expected to help researchers comply with these policies.
 Are researchers expected to understand when data deidentification is needed to

7ompI¥ with data sharing mandates? Are data curators? Research ethics boards
IRBs:



Background
and key
concepts

IDENTIFIERS, QUASI-IDENTIFIERS,
RISK




Direct |dentifiers

* Any information collected by the researcher that places study participants
at immediate risk of being reidentified

* Full or parts of: Names, addresses, telephone numbers, or any identifiers
used by the researchers to link data to one of the above

* Detailed geography (areas containing less than 20,000 people is a rule of
thumb - HIPAA)

 |P addresses and other information that may be associated with a
computer

* Exact dates linked to individuals or events are highly identifying

* HIPAA recognizes 18 personal identifiers that will qualify data as personal
health information; the BMJ compiled a list of 28 based on multiple
international research guidelines. There’s a Canadian list in the text
Research Data Management in the Canadian Context.



https://www.hipaajournal.com/considered-phi-hipaa/
https://www.bmj.com/content/340/bmj.c181
https://ecampusontario.pressbooks.pub/canadardm/

Quasi-identifiers

* Characteristics relating to individuals that could be linked with other
data sources to violate the confidentiality of individuals

* A variable should be considered a quasi-identifier if an attacker could
plausibly match that variable to information from another source to
determine the identity of an individual

* Some variables may be used in combination to derive quasi-
identifiers, e.g. community size (at first glance not particularly
identifying) could be combined with a broader geographic grouping to
infer location more precisely



Hidden identifiers

* Quasi-identifiers are commonI?/1 thought of as demographic variables and
socio-economic variables that have the potential to be linked with other
data sources to violate the confidentiality of participants, or to be
recognized by a person acquainted with the survey respondent.

 Specific examples include age, gender identity, income, occupation, industry / place
of work, geography, ethnic and immigration variables
* Potentially, membership in specific organizations, use of specific services

* Variables that relate to geography in any way need to be treated with
extreme caution

e Potential community identifiers can include features like presence of a university
hospital or international airport

* E.G. variable giving distance to nearest emergency department
* Need to be considered alongside any contextual information about the dataset



Risk — a technical definition

e Risk is created when:
e Variables can isolate individuals in the dataset

 |dentifying information can be matched to persistent information that an attacker may
reasonably have access to

* A set of records that has the same values on all quasi-identifiers is called an
equivalence class

* An equivalence class of one corresponds to an individual who is unique in the
dataset on some combination of characteristics. Such a person may be at risk of
being identified.

* This person is called a sample unique. If your survey is a complete sample of some
population, this person is also a population unique.



Assessing and
dealing with risk:
statistical
disclosure risk
assessment

an introduction to

K-anonymity



Assessing quasi-identifiers — first pass

* Quasi-identifying variables containing groups with small numbers of
respondents (e.g. a religion variable with 3 individual responses of
"Buddhism") pose high risk.

* Extreme values (more than 10 children; very high income) pose high risk

* Size of identifiable groups in the general population also need to be
considered

* There may be only one person from Winnipeg in your random digit cell phone user survey, but if
your survey doesn’t narrow it down any further than that, that person is pretty safe

e Contextual information that accompanies the data should also be part of
the analysis

* |Ifitis clear from the context of your research that all your interview subjects worked at a
particular tool and die plant in Oshawa, that narrows things down quite a bit



Common sense (can only take you so far)

* Look at the demographic variables in the dataset and consider describing an
individual to a friend using only the values of those variables.

* “I'm thinking of a person living in Toronto who is female, married, has a University
degree, is between the ages of 40 and 55 and has an income of between 60 and
75 thousand dollars.”

* Even if there is only one such person in the dataset, this is not enough information to create
risk...

* UNLESS you know this is a survey of soccer referees ...

* Also, consider unusual combinations of variables — let’s say someone belongs to
the under-17 age group and responded that they were married.

* How do you figure this out without needing to know every single combination in
the data?



K-anonymity

e K-anonymity is a mathematical
approach to demonstrating that a
dataset is anonymized

e Concept: it should not be possible to
isolate fewer than K individual cases in
your dataset based on any
combination of identifying variables

 That is, a record cannot be
distinguished from K-1 other records
in its equivalence class.

 Kisanumber set by the researcher;
three and five are both commonly
used
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Equivalence classes and “data twins”

* |t should not be possible to isolate
fewer than k individual cases in your
dataset based on any combination of
identifying variables

* Cases 1, 6 and 13 form an equivalence
class with k=3

* Each case in the equivalence class has 2
“data twins”

* Case 14 has no data twins —itis a
sample unique

* A dataset’s k is the size of the smallest
equivalence class in the dataset —in
this case 1.
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Data reduction — global reduction and local
suppression

e Global data reduction

* Grouping into categories e.g. age in 10
year increments

* For already categorical variables, merging
into larger groups

e Complete removal of risky variables from
the dataset

* Local suppression

* Deleting individual cases or responses

* For example, a member of the ‘under 17’
age group who responded ‘married’
might have their response deleted
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Checking k-anonymity

 Stata statistical language:

egen equivalence group= group (varl varZ var3 var4 var))

* create a variable to count cases in each equivalence group
sort equivalence group

by equivalence group: gen equivalence size = N

tab equivalence group 1f equivalence size < 5, sort

* R statistical language

library('plyr’)

# Figure out what equivalence classes there are, and how many cases in each
equivalence class.

dfunique <- ddply(df, . (varl, wvar2, var3, var4, varb), nrow)

dfunique <- dfunique[order (dfuniques$Vl), ]

View (dfunique)

The UK Anonymisation Network Anonymization Decision-Making Framework, appendix B has code for doing this in SPSS.
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https://ukanon.net/ukan-resources/ukan-decision-making-framework/

Guaranrteeda data anonymization

* k-anonymity is intended to be a form
of ﬁuaranteed data anonymization
and is often described as such.

* It guarantees that every record in
the anonymized data will be
indistinguishable from k-1 other
records in the same dataset.

However...

* Research participants are not
generally told that no one will know
which line of the data file holds their
confidential information. They are told
their answers to research questions
will be kept confidential.
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Attribute
disclosure

Introducing I-diversity and friends




Attribute Disclosure

1D Gender AgeGrp EthnicGrp Unionize
1M 25-30 1Y
* Cases 1, 6 and 13 still form an 2 F 16-24 1N
equivalence class with k=3. So even if you 3 M 25-30 2 N
know which people in this survey 4 M 16-24 1Y
population match those characteristics, 5 F 31-45 1Y
you can’t tell which person matches 6 M 25-30 1Y
which case il 16-24 1N
BUT 8 F 31-45 1Y
* They all answered a particular question ki o145 2V
(about whether their workplace should 10/m 25-30 2|N
unionize) the same way 11 M 16-24 1Y
12 F 25-30 1Y
* You now know how all three of them 13 M 2E.30 1y
answered this question. Confidentiality 14 F 16.94 3N

had been violated. 15 F 31-45 1Y



¢-diversity and friends

* Extensions of k-anonymity, including p-anonymity and €-diversity, have
been proposed to deal with attribute disclosure; they all involve rules
around what values the attributes within an equivalence class should have

* Example: one of the simpler variants, called distinct €-diversity

* A dataset satisfies distinct ¢-diversity if, for each group of records in an equivalence
class (matching on all their quasi-identifiers) there are at least € different responses
for each confidential variable

* So for our workplace survey, every group of data twins would have to contain both
yes and no answers to the “unionize” question, since two would be the maximum
possible value for € for this question

* And this would have to be true for some value of € for every confidential answer in
the dataset

* Imagine a typical survey dataset with dozens of questions, each of which
needs to be considered for € -diversity for each equivalence class...



Issues with techniques like e-diversity

* Only practical to implement in datasets with very few variables

* No computationally efficient ways of doing these; far too time consuming to be
done by hand

* For some of the more esoteric methods, no theoretical implementations have even been
described

* It’s been demonstrated that even in relatively simple cases (such as ¢-diversity with few
attributes) automatedly solving for optimal data utility while protecting privacy is NP hard —
meaning, essentially, that the time taken to run such an algorithm increases exponentially

with the size of the dataset

* Even if they could be implemented, in most cases achieving anything like distinct
(-diversity (or t-closeness, or p-diversity) would completely destroy the reanalysis
value of the dataset, making going to this level of effort to make data shareable

rather pointless



The role of
sampling




A 50% sample

Surveyed

ID

Gender
1M
2 F
3

W N U A
s T T TS T2 g

10
11
12
13
14
15 F

AgeGrp EthnicGrp
25-30
16-24
25-30
16-24
31-45
25-30
16-24
31-45
31-45
25-30
16-24
25-30
25-30
16-24
31-45

Unionize
1Y
1N
2 N
1Y
1Y
1Y
1IN
1Y
2Y
2N
1Y
1Y
1Y
2N
1Y

Not Surveyed

Gender AgeGrp EthnicGrp

TTESTEEETE T2 22

25-30
25-30
25-30
16-24
16-24
16-24
31-45
25-30
25-30
31-45
31-45
25-30
16-24
31-45
16-24

ek

S N L R S R e S e R N e e T e

Unionize

T R B I P " R s R o s " " BLL* RS |

21



Sampling

* Creates uncertainty that any given individual is in the dataset at all

* A sample unique may not be a population unique
* Still a concern...

* That is, if an equivalence class in the dataset can be assumed to have co-
equivalents (data twins) outside the dataset whose opinions or attributes are
ulnknown, then attributes are not disclosed by membership in an equivalence
class

* This is a reasonable assumption in cases where:
* k-anonymity is met for k >=5
e Sample is a small subset of the population it is drawn from
* There is variation in the attributes being looked at

* Attribute disclosure in the absence of identity disclosure ceases to be a concern
in the case of a small sample drawn from a large population, given appropriate
levels of variation in the attributes.



Bad examples

And how | got involved with this stuff
in the first place

23



Rescuing messy data

* First became seriously involved with data anonymization due to a
data rescue project

* Series of government department datasets released due to an
open government mandate

 Versions initially made available were unusable due to missing
documentation and general incomprehensibility; documented
versions made available on request had not been anonymized.

* Our contact recognized that this was a problem but had no de-
identified version of the survey, or resources for fixing it



The first test survey

* Survey of adolescents asking about an ad campaign

e ~1500 respondents, limited demographics, various non-identifying
variables

* Five quasi-identifier variables of concern: age (3 categories), sex (2),
geographic region (7), visible minority status (2) and indigenous™ status (2)

» 126 Possible equivalence classes (not 168 because visible minority and indigenous
status are mutually exclusive as defined (...ask them))

* |f these were distributed equally across the dataset, we would expect each
equivalence class to contain about 12 cases

* For most real-world variables, some groups will be much larger than
others. In practice we had 21 equivalence classes with only a single
member, and a total of 42 equivalence classes with less than 5 members



k-anonymity is hard

* Only five quasi-identifier variables,
only a few categories each

* Was not able to produce a dataset
that satisfied k-anonymity, let alone
any more stringent criteria such as I-
diversity, while retaining all five
variables
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The role of sampling, redux

 How risky would it have been to retain the region variable? Were the sample
unique cases (the 21 equivalence classes with only a single member) also
population uniques?

* Checked by downloading a Census of Canada public use file to produce a dataset
that matched my survey but represented the population aged 13-15 in Canada at
that time as a whole

* Each sample unique in the survey is estimatd to have a minimum of 369 data
twins in the general population — k-anonymity overestimated reidentification risk

by a factor of 370!



Second test survey

* Additional survey with few demographic variables, but additional data associated
with participant location

» Service survey of a population living in small and remote communities. Did not
have exact location, community names, or anything obvious like that except
province...

* But did identify some respondents as being located on a reservation, and also
had a variable giving approximate distance to nearest major city

* Original dataset also had partial postal codes that could be used to check guesses



Penetration testing and data linkage

* Means of assessing resistance of de-identified dataset to
reidentification of survey participants or their attributes

 Remember: quasi-identifiers contain information that can be matched
to persistent information that an attacker may reasonably have access
to

* From publicly available information, a data intruder can easily
construct a table of reservations by province and their distance from
the nearest city

* For each participant, their province of residence and distance from
the nearest city can be compared to the entries in the table of
reservations by province and distance to the nearest city



Use of data linkage to construct lists of candidate
locations for survey participants

Nearest Cities to Alberta First Nations Reservations

Hypothetical example:

* Participant living in Alberta on a
reservation

* Response: 80 km from nearest city

e 2 possibilities only 10 km apart from
onte) another: Samson and Ermineskin
Tribe

* Of over 1,000 individuals surveyed, a
single location for their potential place
of residence was found for 98

* Of the 98, the (suppressed) value for
forward sortation area (first three
digits of postal code) was correct for
24 cases (~25% of guesses)

* Accuracy could be improved with
access to more specialized GIS tools




Hidden identifiers

* “Distance from respondent’s
community to nearest large city” does
not generally show up on lists of
possible identifiers or quasi-identifiers
to check for

* Community name, yes.

e Variables may be used in combination
to derive other quasi-identifiers
* Soburnitall down?

* Anything relating to geography needs
to be considered. Similar variables can
indirectly identify other groups, such
as clubs, organizations, or employers.
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Automation

ALGORITHMIC OPTIONS
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Anonymization hierarchies

e Software tools for de-identifying quantitative data that | have
investigated take a hierarchy approach to automatically deidentifying
data.

* This basically means that the user needs to pre-define possible
generalizations for the quasi-identifiers in the dataset, and the
program searches for possible solutions and recommends a set of the
generalizations to use.

* For datasets with many quasi-identifiers, or cases where several
datasets with similar quasi-identifiers need to be deidentified, this
might be a useful approach.



Possible hierarchy for the variable “Marital
Status”

_—

Legally married

Living with
spouse Common law
Single « Single
/
Not living with :
spouse \ Divorced

Formerly married

Separated

TN

Widowed




Tools

* While working on the initial deidentification project and later while contributing
to some documents for a working group, | tested several free / open
anonymization packages that | found recommended on various lists.

* The one I've used most is SDCMicro, a set of R routines, which I'll briefly discuss.

ARX is another freely available, open-source tool that will be discussed in
tomorrow’s workshop

 Commercial software and for-fee services exist. | have not had the opportunity to
try any.


https://cran.r-project.org/web/packages/sdcMicro/vignettes/sdcMicro.html

What about Al? Fuzzy Logic?

* Real issue may be Big Data in all its form:s.
Expands our concept of possible quasi-
identifiers

* Think about databases that track cookies.
Could they infer a profile of

* Locations you’ve visited?
* Medicines you’ve bought?
 Political opinions?
* Al is not magic. Humans are also intelligent...
e Assuming a master database with everything
that could possibly be inferred about your

subjects already exists... does the data you are
considering sharing make things worse?
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Final observations

* Guaranteeing that data has been ‘reasonably’ anonymized is difficult, and the
difficulty increases exponentially with the number of variables present.

* k-anonymity can be calculated easily using standard statistical software.
Achieving k-anonymity can require a great deal of data modification or
suppression, though the role of sampling somewhat mitigates this.

* A dataset that is a complete sample of a small, known population is very difficult
to deidentify unless the number of demographic and attribute variables is trivial.

» Software aimed at the general academic survey researcher should not assume
special knowledge in the field of data de-identification.

* Big data is scary.



Paws...
for a short break
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Putting it Iinto practice



Stata

Egen grouping, the equivalence class generator



[ 2 - Stata/SE 18.0 - C:\data\lASSIST2023\simplesampleNVivo.dta
File Edit Data Graphics Statistics User Window Help

Bae 8- E- HE =

History Y  x Statistics and Data Science Copyright 1985-20823 StataCorp LLC A \/3rables T3 X
StataCorp
\\ [Filter commands h @ 4905 Lakeway Drive "\ | Filter variables here
#| cCommand re College Station, Texas 77845 USA Name Label ~
1 use "C\data\DataNA... 800-STATA-PC https://uww. s RowID Row ID
979-696-4600 stata@stata.c
2 clear Respondent Respondent
3 use "C:\data\lASSIST... Stata license: 18-user network perpetual Thenaturalenvir... The natural environmen
Serial number: 401806202725 Thewaterquality.. The water quality Down
Licensed to: ﬁs‘lgter‘n Libraries Commerecialfishi... Commercial fishing Do..
Township Township
Notes: GenerationsDow... Generations Down East
1. Unicode is supported; see help unicode_advice. CommercialFishi... Commercial Fishing
2. Maximum number of variables is set to 5,000 but can be incr RecreationalFish... Recreational Fishing
see help set_maxvar.
Incometiedtores... Income tied to resource v
use "C:\data\DataNADS\census2016_keyvars.dta" € ?
Properties 1 Xx
clear a
use "C:\data\IASSIST2023\simplesampleNVivo.dta" 4 Variables A
Name
v Label
Type
| Value label
Notes
4 Data
Frame default
I Filename simplesampleNVivo.
Label
Notes v
C:\data\DataNADS

@ ¥ ®m 7z 1) O s837PM




[ 3 - Stata/SE 18.0 - C:\data\lASSIST2023\simplesampleNVivo.dta — X

File Edit Data Graphics Statistics User Window Help
Be @e-ul- B =0

Some trade school/c.. 6 9 15 ~  Variables Y QX
Some undergraduate .. 3 8 11
Some undergraduate .. ] 1 1 \ | Filter variables here
Name Label
Total 37 63 100
RowlD Row ID
. tab EducationLevel Gender Respondent Respondent
Thenaturalenvir... The natural el
Gender Thewaterquality.. The water qu:
Education Level Female Male Total e _
Commercialfishi.. Commercial fi
Completed graduate .. 1 3 4 Township Township
Completed high school 5 12 17 GenerationsDow... Generations C
Completed trade sch.. 12 12 24 CommercialFishi... Commercial F
Completed undergrad.. 8 11 19 RecreationalFish... Recreational F
Some graduate school 1 4 5
Some high school 1 3 a Incometiedtores... Income tied t
Some trade school/c.. 6 9 15 Paceofdevelopm... Pace of devel:
Some undergraduate .. 3 8 11 Thetypesofdevel... The types of ¢
Some undergraduate .. e 1 1 o The types of «
Total 37 63 100 Age Age
Gender Gender

EducationLevel Education Lev

Educ group(Educati

education

C\data\DataNADS
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[ 3 - Stata/SE 18.0 - C:\data\lASSIST2023\simplesampleNVivo.dta — X

File Edit Data Graphics Statistics User Window Help

Has 8§ - B-EB2 &
~ Variables TRX
. egen testk_EducGender=group( Gender EducationlLevel)
(4 missing values generated) N\
Name Label
. tab testk_EducGender RowlD Row ID
ow! ow
group(Gende Respondent Respondent
r Thenaturalenvir... The natural el
EducationLe Thewaterquality.. The water qu:
vel) Freq. Percent cum. Commercialfishi... Commercial fi
1 1 1.00 1.00 Township Township
2 5 5.00 6.00 GenerationsDow... Generations [
3 12 12.00 18.00 CommercialFishi... Commercial F
4 8 8.00 26.00 RecreationalFish... Recreational F
5 1 1.0 27 .00
6 1 1.00 28.00 Incometiedtores... Income tied t
7 6 6.00 34.00 Paceofdevelopm... Pace of devel:
8 3 3.00 37.00 Thetypesofdevel... The types of ¢
9 3 3.00 40.00 o The types of ¢
1@ 12 12.00 52.00
11 12 12.00 64.00 Age Age
12 11 11.00 75.00 Gender Gender
13 4 4,00 79.00 EducationLevel Education Lev
14 3 3.00 82.00 Educ group(Educati
15 9 9.00 91.00 ducati
16 8 8.00 99.00 education
17 1 1.00 100.00 testk_EducGender group(Gendel
Total 100 100.00 .
Command 1
< May 29, 2023
C:\data\DataNADS Monday
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HH 3 - Stata/SE 18.0 - C:\data\IASSIST2023\simplesampleNVivo.dta — X

File Edit Data Graphics Statistics User Window Help
Be @e-ul- B =0

Variables TIX
. tab education
\ Filter variables here

education Freq. Percent Cum. Name Label
High School or less 17 17.00 17.00 RowlD Row ID
Some Post-Secondary 51 51.00 68.00 Respondent Respondent
Completed University / College 32 32.00 100.00 Thenaturalenvir... The natural e
Thewaterquality... The water qu:
Total 100 100.060 e L .
Commercialfishi... Commercial fi

Township Township

GenerationsDow... Generations [
CommercialFishi... Commercial F
RecreationalFish... Recreational F
Incometiedtores... Income tied t
Paceofdevelopm... Pace of devel:

Thetypesofdevel... The types of «

@) The types of «
Age Age
Gender Gender

EducationLevel Education Lev

Educ group(Educati

education

testk_EducGender group(Gendel

|

C\data\DataNADS
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HH 3 - Stata/SE 18.0 - C:\data\IASSIST2023\simplesampleNVivo.dta — X

File Edit Data Graphics Statistics User Window Help

BS @e-ul- B- =2
education *  Variables TaX
Gender High Scho Some Post Completed Total
\\ | Filter variables here
Female 5 21 11 37 Name Label
Male 12 30 21 63
RowlD Row ID
Total 17 51 32 100 Respondent Respondent

Thenaturalenvir... The natural el
. egen testk_EducGender=group( Gender education )
(4 missing values generated)

Thewaterquality... The water qu:

Commercialfishi.. Commercial fi

. tab testk_EducGender Township Township
GenerationsDow... Generations [

group(Gende CommercialFishi... Commercial F
. r RecreationalFish... Recreational F
education) Freq. Percent Cum.
Incometiedtores... Income tied t
1 5 5.00 5.00 Paceofdevelopm... Pace of devel:
2 21 21.00 26.00 Thetypesofdevel... The types of ¢
3 11 11.00 37.00 o The types of ¢
4 12 12.00 49.00
5 30 30.00 79.00 Age Age
6 21 21.00 100.00 Gender Gender
EducationLevel Education Lev
Total 100 100.00 Educ group(Educat

education

testk_EducGender group(Gendel

|

C\data\DataNADS
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HH 3 - Stata/SE 18.0 - C:\data\IASSIST2023\simplesampleNVivo.dta —

File Edit Data Graphics Statistics User Window Help
Bae @ - B- 58 =

“ Variables TIX
. egen testk_4=group( Gender education Age Township )
(4 missing values generated) N\
Name Label
. tab testk_4
- RowlD Row ID
group(Gende Respondent Respondent
r education Thenaturalenvir... The natural el
;?.ge Thewaterquality.. The water qu:
Township) Freq. Percent cum. Commercialfishi... Commercial fi
1 1 1.00 1.00 Township Township
2 1 1.00 2.00 GenerationsDow... Generations [
3 1 1.e00 3.00 CommercialFishi... Commercial F
4 1 1.e0 4.00 RecreationalFish... Recreational F
5 1 1.0 5.00
6 1 1.00 6.00 Incometiedtores... Income tied t
7 1 1.00 7.00 Paceofdevelopm... Pace of devel:
8 1 1.00 8.00 Thetypesofdevel... The types of ¢
9 1 1.0 9.00 o The types of ¢
10 1 1.00 10.00
11 1 1.00 11.00 Age Age
12 1 1.00 12.00 Gender Gender
13 1 1.00 13.00 EducationLevel Education Lev
14 1 1.00 14.00 ¥ Educ group(Educati
15 1 1.00 15.00 ducati
16 1 1.00 16.00 o—"
a= " 1 An a7 Aan testk_EducGender group(Gendel
| testk_4 group(Gendel
Command 1
< >
C\data\DataNADS
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R, RStudio

The SDCMicro package



RStudio - X
File Edit Code View Plots Session Build Debug Profile Tools Help

Q- Or| =~ H = Go to file/function ~ Addins ~ R Project: (None) ~
indRisk_table @] sDCWorkshopDemoR R* . Environment o [ |
. 5 Filter '
NI L . e 1ndRi1sk_table..
district hhh_ethnolinguistic_group hhh_marital status hhh_age hhh_gender hhh_disability tot: ] ] . -
View(indRisk_..
1 Khuram Sarbagh Arab Married 47 Male no print(objsDc,..
2 SarePul Arab Married 54 Female no objsbc <- glo..
) _ table(objsbca..
3  Pul e khumri Arab Married 30 Male no . .
print(objsbc,..
4 Dawlatabad Arab Married 33  Female no print(objsDc,..
5 Sholgareh Baloch Divorced 33 Male no .
Files Plots =[]
6 Khulm Arab Married 36 Male no .
b
7 Sholgareh Arab Married 56 Male no
8 Khuram Sarbagh Arab Single 46  Male no
9 Khuram Sarbagh Arab Married 48 Male no
hd
1N Khiilm Arah Marriad S5  Male vrec
4
Showing 1 to 10 of 7,005 entries, 11 total columns
Console  Terminal Background Jobs .

Terminal 1 ~

Microsoft windows [Version 10.0.19045.2965]
(c) Microsoft cCorporation. All rights reserved.

c:\data\IASSIST2023>
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RStudio
File Edit Code View Plots Session Build Debug Profile Tools Help
Q- Cr =~ rj_ = Go to file/function ~ Addins ~
indRisk_table ‘3_—] SDCWorkshopDemoR.R
57 Filter
“  district hhh_ethnolinguistic_group hhh_marital_status hhh_age hhh_gender
1 Khuram Sarbagh Arab Married 47 | Male
2 SarePul Arab Married 54  Female
3 Pul e khumri Arab Married 30 Male
4 Dawlatabad Arab Married 33 Female
5 Sholgareh Baloch Divorced 33 Male
6 Khulm Arab Married 36 Male
7 Sholgareh Arab Married 56 Male
8 Khuram Sarbagh Arab Single 46 Male
9  Khuram Sarbagh Arab Married 48 Male

Showing 1 to 9 of 7,005 entries, 11 total columns

Console  Background Jobs

R R430: ~/

R is free software and comes with ABSOLUTELY NO WARRANTY.
You are welcome to redistribute it under certain conditions.
Type 'Ticense()' or 'licence()' for distribution details.

R is a collaborative project with many contributors.

Type 'contributors()' for more information and

'citation()' on how to cite R or R packages in publications.
Type 'demo()' for some demos, "help()' for on-line help, or
"help.start()' for an HTML browser interface to help.

Type 'q()' to quit R.

> install.packages(c("sdcMicro"”, "readx1", "tidyverse"))

#® Unde...

hhh_disability
no
no
no
no
no
no
no
no

no

()

— o X

R Project: (None) ~

=

Environment

=]

total members install.package..

=

9:35 PM
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RStudio - X
File Edit Code View Plots Session Build Debug Profile Tools Help

Q- Or| =~ H = Go to file/function ~ Addins ~ R Project: (None) ~
Source (| Environment o [ |
Console  Background Jobs = data <- read_. a
R R4.3.0 - c/data/IASSIST2023/ table(data$hh..
(as ‘I1b’ 1s unspecitied) ~ setwd("c:/dat..

trying URL 'https://cran.rstudio.com/bin/windows/contrib/4.3/sdcMicro_5.7.5.zip'
Content type 'application/zip' length 2015216 bytes (1.9 MB)
downloaded 1.9 MB

Tibrary(readx..
Tibrary(sdcMi..

Tibrary(tidyv..
trying URL 'https://cran.rstudio.com/bin/windows/contrib/4.3/readx1_1.4.2.zip"' )
Content type 'application/zip' length 1208839 bytes (1.2 MB) B Plot=
downloaded 1.2 MB -

trying URL 'https://cran.rstudio.com/bin/windows/contrib/4.3/tidyverse_2.0.0.zip"'
Content type 'application/zip' length 430792 bytes (420 KB)
downloaded 420 KB

package ‘sdcMicro’ successfully unpacked and MD5 sums checked
package ‘readx1’ successfully unpacked and MD5 sums checked
package ‘tidyverse’ successfully unpacked and MD5 sums checked

The downloaded binary packages are 1in
C:\Users\kthom67\AppData\Local\Temp\Rtmpo7x0sv\downloaded_packages

> setwd("c:/data/IASSIST2023")

> library(readxl)

> library(sdcMicro)
> library(tidyverse)

— Attaching core tidyverse packages tidyverse 2.0.0 —
v dplyr 1.1.2 v readr 2.1.4

v forcats 1.0.0 v stringr 1.5.0

v ggplot2 3.4.2 v tibble 3.2.1

v Tubridate 1.9.2 v tidyr 1.3.0

v purrr 1.0.1

— cConflicts tidyverse_conflicts() —

X dplyr::filter() masks stats::filter()
X dplyr::Tag() masks stats::lag()
i Use the conflicted package to force all conflicts to become errors -

- Ao f - - - - ~
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RStudio - X
File Edit Code View Plots Session Build Debug Profile Tools Help

Q- Cr =~ rj_ = Go to file/function ~ Addins ~ R Project: (None) ~
Source (| Environment o [ |
Console  Background Jobs et setwd("c:/dat o

R R43.0 - c/data/IASSIST2023/ -l'ibrary(readxm
> table(data$hhh_ethnolinguistic_group,data$hhh_marital_status) Tibrary(sdcMi..
. . . ) Tibrary(tidyv..
Divorced Married Single widowed data <- read
Arab 192 6132 206 15 table(dat $h;”
Aymaq 1 44 0 0 ableldatasnn..
Baloch 3 39 3 0 .
Brahui 0 5 0 0 Files Plots [ |
Gujjar 1 42 2 0 -
Hazara 1 42 2 0
Kyrgyz 0 5 0 0
Nuristani 1 44 0 0
Pamiri 1 4 0 0
Pashai 0 43 2 0
Pashtun 1 39 0 0
Tajik 1 44 0 0
Turkmen 1 42 2 0
Uzbek 2 40 3 0
>

g%inb.. 5 M IAS. MBThis. @clea. Mun. #PDe. @RSt. @-Rst. d @ T =™ Z 1) @ 947PM



RStudio - X
File Edit Code View Plots Session Build Debug Profile Tools Help

Q- HE o Go to file/function * Addins ~ R Project: (None) ~
Source =0 Environment History Connections Tuto! m (5
=g =2- 103MiB ~ & - -
Console  Background Jobs =

R ~ "} Global Environment ~
R R 4.3.0 - c¢/data/IASSIST2023/

> selectedKeyvars <- c('district', "hhh_ethnolinguistic_group', "hhh_marital_s ??ta _

tatus', 'hhh_age', 'hhh_gender', "hhh_disability', 'total_members') © data 7005 obs. of 70 variab..

> selectedweights <- c('weights"') _ © objsbc Large sdcMicroobj ( 91.

Z EEEEZEZ : ;;i:}fﬁgggig‘]’a“ selectedieights) © subDa.. 7005 obs. of 8 variabl..

> objSDC <- createSdcObj(dat=subData, keyvars = selectedKeyvars, weightvar = Values

selectedweights) cols chr [1:5] "district" "hh..

> selec.. chr [1:7] "district" "hh..
selec.. "weights"

subva.. chr [1:8] "district" "hh..

Files Plots Packages Help Viewer Presentat
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— X

RStudio
File Edit Code View Plots Session Build Debug Profile Tools Help
Q- HE = Go to file/function ~ Addins ~ R Project: (None) ~
Source =0 Environment History Connections Tuto! m (5
=g =2- 146 MiB ~ & - @ -
Console  Background Jobs =
R ~ "} Global Environment ~
R R 4.3.0 - c¢/data/IASSIST2023/ Dat
> print(objsbc, type="kaAnon") f? @
Infos on 2/3—An0nym'|'ty: @ data 7005 obs. of 70 var..
individu.. num [1:7005, 1:3] O..
Number of observations violating @ indrisk_.. 7005 obs. of 11 var..

- 2-anonymity: 3255 (46.467%)

- 3-anonymity: 4599 (65.653%) @ objsbc Large sdcMicroobj (.

- S5-anonymity: 5873 (83.840%) @ subbata 7005 obs. of 8 vari..
values
______________________________________________________________________ cols chr [1:5] "district" ..

selected.. chr [1:7] "district" ..
selected.. "weights"
subvars chr [1:8] "district" ..

Files Plots Packages Help Viewer Presentat
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RStudio — X
File Edit Code View Plots Session Build Debug Profile Tools Help
Q- HE = Go to file/function ~ Addins ~ R Project: (None) ~
@] sDCWorkshopDemoR R* indRisk_table = ] Environment History Connections Tuto! m (5
; = SourceonSave @ O /7~ ¢ »Run | | | #source ~ . = H - 153 MiB ~ | & s {edo
12 dKeyvars <- c('district’', "hhh_ethnolinguistic_group', "hhh_marital_sta= R - Tk Global Environment =
13 dweights <- c('weights') Data
14 c('district’, "hhh_ethnolinguistic_group', "hhh_marital_status', 'hhh_ =
15 51s] <- lapply(datal[,cols], factor) © data 7005 obs. of 70 var..
16 <- c(selectedKeyvars, selectedweights) individu.. num [1:7005, 1:3] O..
17 <- datal,subvars] _ © indRisk_.. 7005 obs. of 11 var..
18 <- createSdcObj(dat=subData, keyvars = selectedKeyvars, weightvar = se © ob3SDC . deMi obi (
19 sal_risk <- objsbc@risk$individual @ ob) arge sdciicrobby L.
20 _table <- cbind(subbata,individual_risk) @ subbata 7005 obs. of 8 vari..
21 jR'lSk_tﬁb]E) Va‘l ues
22 23sbC, type="kAnon") cols chr [1:5] "district"
23 <- globalRecode(objsDcC, 1 = "hhh_ '), breaks = 10 * c(0:10 - — —
24 fclesalitzect oy cotumn c( EaEl reaxs c( ) selected.. chr [1:7] "district" ..
25 2jsDc, type="kaAnon") selected.. "weights"
26 qjan "ricl") , e subvars chr [1:8] "district" ..
27
2377 (Top Level) = R Script 2
Console = Background Jobs = ]

R R 430 - c/data/IASSIST2023/
> print(objsbc, type="kaAnon'")

Infos

on 2/3-Anonymity:

Number of observations violating
- 2-anonymity: 3255 (46.467%)
- 3-anonymity: 4599 (65.653%)
- S5-anonymity: 5873 (83.840%)

> 0bjsDC <- globalRecode(objsbC, column = c('hhh_age'), breaks = 10 * c(0:1

0))

Files Plots Packages Help Viewer Presentat
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RStudio - X
File Edit Code View Plots Session Build Debug Profile Tools Help

Q- HE = Go to file/function ~ Addins ~ R Project: (None) ~
Source &0 Environment History Connections Tuto! m (5
=l = RETRAE 4 -l @ -
Console  Background Jobs =

R ~ "} Global Environment ~
R R 4.3.0 - c¢/data/IASSIST2023/

> print(objsbc, type="kaAnon") ??ta
Infos on 2/3—An0nym'|'ty: @ data 7005 obs. of 70 var..
individu.. num [1:7005, 1:3] O..
Number of ob§ervati0ns violating @ indrisk_.. 7005 obs. of 11 var..
- 2-anonymity: 3255 (46.467%) T . .
- 3-anonymity: 4599 (65.653%) © objsbc Large sdcMicroobj (.
- S5-anonymity: 5873 (83.840%) @ subbata 7005 obs. of 8 vari..
values
______________________________________________________________________ cols chr [1:5] "district" ..
selected.. chr [1:7] "district" ..
> objsbC <- globalRecode(objsDC, column = c('hhh_age'), breaks = 10 * c(0:1 selected.. "weights"
0)) subvars chr [1:8] "district" ..

> print(objsbc, type="kaAnon")
Infos on 2/3-Anonymity:

Number of observations violating
- 2-anonymity: 1345 (19.201%) | in original data: 3255 (46.467%)
- 3-anonymity: 1955 (27.909%) | in original data: 4599 (65.653%)
- S-anonymity: 2710 (38.687%) | in original data: 5873 (83.840%)

Files Plots Packages Help Viewer Presentat
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The end... so far
* Questions, comments, concerns, confusions?

 Kristi Thompson, kthom67@uwo.ca

* Al images created with NightCafe Creator,
using the DALL-E 2 and Stable Diffusion algorithms

UNIVERSITY - CANADA

Western



Next Workshop

(R
i-g«a»a, " 2 oo Tou- [B=mie=1s
Fin frit View Hep
+ =z e Tardomutons 1900 Sekeced D 281251 LN dppbed B201 222101 W WS an vXi R 2z e Tardometons 1900 Seeced RLALILLLS dppfed B 202212101
* o v & A . 4 Aratyn ek v
Ll ] > o "SR] ¥ i ] whisior ) ¥ ety g s EEESEawee: GESEESSENNY CWTTISTEING TNIEIITESEE EEEITETIOED CREIIEIEITND G0 o 00 JESESTETSST SENNEEREEE ¢
ace = PEAREALSSRT SRIRITOTONY SEANEELELET TRESIINIEAT | MESELLINN ! | BIGRADELN LINAIICTE | -
1 whee o s o2 DR kP (we ERIEELCINE [PRARAKIACHT CUATESEAN] CRTNCLUTRN CRC LN CIUTELROLLN] —
5 Whae Tranbarrasion:  GeosaiEaten - PRERARARAE [CRASARTLIN ((REAELREAR] >
3 whoe [EEARRANE] RO [ LRitLLLLR] BT
‘ whe _tews | vl 1 tewe | =
3 e 1 : AU CRtaE ) CH MR IR AR DRI
& e : 0a e ; __-————_— :
' whee ) s o : RN | CRURARAIN ] AACALAN ] [ AIRATaI86 ] R ONAAALR | ISR (0A ] [ IAALIRLTe " CAAS
s e ‘ as o1 ; CERATRR AR (RO [ XA MR ) [ ROCEATAR ) [ RAR RN (AN
. e s 08 51 ; CHEREETIAE ] [REEIHAH | (AN R ] CEAEREIREh) CECE i ] CRUELkR Y AR (RO
: Pl 7 o b : ERUALACOUE | CRORARLON | UL TR [CAURENE] R DR SOOI R CRRGO|
. e : & 3 : CEARTANELE] CRIARARATH] CIAIEULET DR R DR IAELE CRASAEIATAT CRIAIAET CRR IR
u wiae s 03 s : TR IR AN CIARNCCAN ] AR ERRAT [ MR AR DU AR | TR AR
B whae a 5 5 : CRASEETINE ] ERIERETEAN TRANKCONNS] TEIRRAEUER) CECSNEAER] DCEEREURENT CRESRAALAS | CRINELEEA (CHARARUNAN ] [ IERRRRLNN
MR (IR SRR SRR AR EEURLR | AR CRURER  CMARAERRE | AR IRRRE | [ RIARAAAAR ] R RLEASIA
», S ¢ o4 " - 3 [ESALETEES | RIS TAIae | (AEAReANEe ) ERRRs i ] [(EAChians | [ BIeieosia [ feaiitits [ Seaiiiiie ][ MitEeiie] BIETiEEAT
Iy b - CRECERNAE ) AR AEE | CRASLAENEE ) CRERCREREN ] [ RS ] CRERRER ) X
» v Em:mtz- = :1-»-"-- [Sesiisein j[ assiiricn] —_r_um-n-
Irivecy ereans - Dreuetion + - -9 L
i Whee [ TEERT AL Eiisy
" ahee Type Catavon crrnm s — Sl
[ Whne X 3 2oy &
, Wie
a Whae Fre S U Ciphewt e & Drpertion -
un Whee i Prozeny e
2 Whe P Pol et omstion bess Anorymow  ANDNTADLS
u Whee b geeabzed Min w0 o5 DITERRI0ENNES B,
3 R e M irfa e 0.2 SLISEM0S K,
E : s . . O
Trvdacesery s
Resamch suse - Trosctomation ‘B, 1 01,3 11,10
O bt e
Sew SR | e . e N Selurtons ke Quay = mernal
% e P =
Fia frde View Hep — m— — — —
i P s = * M
1SR abvES * » Aftribute sex Tandformations 12560 Sdected 10,2,0,3,21,1,1,0] Appied:10,20,1,23,1,2,0]
: v 8 nonymization Too : —
=3 »
tore dsta vt B[E o 5 = =
ex ST oce DL L R Y S a”l“ ok S sk | Qousk) |R . i (B
s v Fomele o P Jome calege: . 1 — Recerds with M fk — RACONG: wih &k — Rik thesshoid
2. AFevak “ ate Banvelrs 1 2 300
3 v Fewake » Whee Maten 1 ] Spouse rat presant i gher adecaton Nodh & |
4 v Eemak = Wb Some-cobepe L . i et et M gher aducaron Nk D
PR = Whae Some-colege | 0y o net preseri M gher aducaton Nerth & ~yot 3
6 - Fovak = Whee [rEre 1 . s 4 et presert Mg er 8L o | I
¥~ Towk » Whine Badcun 8 ] | —
B Aromie Whee s Somecobege L 3 & &
% TEO \ E0 4
& rovake Whoe Ovonced Some-colege L 3 © ! T
10 Fovak ate Cvcecms Banehis L » % | 5
WV Fewae Whoe Misried-goie-s0sam By ekies L. Gk = I | L |
e : o . =1 0 d BT
— S | || &
Summan sutizics Detrbuson Detrbtim tave) Coumsngency - Costingency Sabie) Frigesies [ W || Tummy Saiics | Ditbuson Diruton tadel| Contingmcy - Contimency (abie] Pragaties  [] =
Ve w0 4 N | = 4
e . sy . Ll e . 3 :
<*1de00000000ICL 1 2 3 4 5 & T B 9 10127436730 25334 %0100 <*1deD0000000101 1 7 3 4 5 & T 3 9 0123426730 7535430100
Presecutee resdentitiation risk Proseoutor redoeattication sk
Re-identification rhs . Popelation usiques| Popuistion | Quasi-dentifiers ) 88 |(Re-dentification ks _Popudation uniques! Peputtion &)
| Messre | O— Vabow [%] -
| Lowest prosecuen fist S855%5% U] Lowese prosecuton fist A5
| Records affected by lowent stk 0.31623% Recorh affected by lowet itk bdsas
: | Aweeage procecutor ak Average prosecutor sk EGLUEY
AR B MU T LYghest prosecutor nzk, _300% = |1 Hahes prosecutor gk %] .

Wednesday October 4, 2023,

57



Sources and further reading

Ayala-Rivera, V., McDonagh, P., Cerqueus, T. and Murphy, L. (2014) ‘A systematic comparison and evaluation of
k-anonymization algorithms for practitioners’, Transactions on data privacy, 7(3), pp.337-370.

British Medical Journal. Preparing raw clinical data for publication: guidance for journal editors, authors, and
peer reviewers. BMJ 2010; 340. Available at https://doi.org/10.1136/bmj.c181

Domingo-Ferrer, J. and Torra, V. (2008) ‘A critiqgue of k-anonymity and some of its enhancements’, In Third
International Conference on Availability, Reliability and Security. IEEE.

Elliot, M., Mackey, E., O'Hara, K. and Tudor, C. (2016) The Anonymisation Decision-Making Framework,
Manchester: UKAN. Available at https://ukanon.net/wp-content/uploads/2015/05/The-Anonymisation-
Decision-making-Framework.pdf

Humdata.org. Introduction to Disclosure Risk Assessment and SDCMicro

Portage Covid-19 Working Group. ‘De-identification Guidance’, available at
https://zenodo.org/record/4270551#.Ygvklt MKMS8

Samarati, P. and Sweeney, L. 31998) ‘Protecting privacy when disclosing information: k-anonymity and its
enforcement through generalization and suppression’, available at
https://dataprivacylab.org/dataprivacy/projects/kanonymity/paper3.pdf

Thompson, K and Sullivan, C. (2020) ‘Mathematics, risk and messy survey data’, IASSIST Quarterly 44 (4),
available at https://iassistquarterly.com/index.php/iassist/article/download/979/961

Rod, Alisa and Kristi Thompson, 2023. Sensitive Data: Practical and Theoretical Considerations. In
Research Data Management in the Canadian Context: a Guide for practitioners and Learners.

58


https://doi.org/10.1136/bmj.c181
https://ukanon.net/wp-content/uploads/2015/05/The-Anonymisation-Decision-making-Framework.pdf
https://ukanon.net/wp-content/uploads/2015/05/The-Anonymisation-Decision-making-Framework.pdf
https://centre.humdata.org/learning-path/disclosure-risk-assessment-overview/
https://zenodo.org/record/4270551#.Ygvklt_MKM8
https://dataprivacylab.org/dataprivacy/projects/kanonymity/paper3.pdf
https://iassistquarterly.com/index.php/iassist/article/download/979/961
https://ecampusontario.pressbooks.pub/canadardm/chapter/sensitive-data-practical-and-theoretical-considerations/
https://ecampusontario.pressbooks.pub/canadardm/

	Slide 1: Reducing risk: An introduction to data anonymization
	Slide 2: Some context
	Slide 3: Background and key concepts
	Slide 4: Direct Identifiers
	Slide 5: Quasi-identifiers
	Slide 6: Hidden identifiers
	Slide 7: Risk – a technical definition
	Slide 8: Assessing and dealing with risk: statistical disclosure risk assessment
	Slide 9: Assessing quasi-identifiers – first pass
	Slide 10: Common sense (can only take you so far)
	Slide 11: K-anonymity
	Slide 12: Equivalence classes and “data twins”
	Slide 13: Data reduction – global reduction and local suppression
	Slide 14: Checking k-anonymity
	Slide 15: Guaranteed data anonymization
	Slide 16: Attribute disclosure
	Slide 17: Attribute Disclosure
	Slide 18: l-diversity and friends
	Slide 19: Issues with techniques like l-diversity
	Slide 20: The role of sampling
	Slide 21: A 50% sample
	Slide 22: Sampling
	Slide 23: Bad examples
	Slide 24: Rescuing messy data
	Slide 25: The first test survey
	Slide 26: k-anonymity is hard
	Slide 27: The role of sampling, redux
	Slide 28: Second test survey
	Slide 29: Penetration testing and data linkage
	Slide 30: Use of data linkage to construct lists of candidate locations for survey participants
	Slide 31: Hidden identifiers
	Slide 32: Automation
	Slide 33: Anonymization hierarchies
	Slide 34: Possible hierarchy for the variable “Marital Status”
	Slide 35: Tools
	Slide 36: What about AI? Fuzzy Logic? 
	Slide 37: Final observations
	Slide 38
	Slide 39: Putting it into practice
	Slide 40: Stata
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47: R, RStudio
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56: The end… so far
	Slide 57: Next Workshop:
	Slide 58: Sources and further reading

