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EXECUTIVE SUMMARY

Research innovation is a driving force for economic growth, creating new job opportunities and
enhancing the standard of living. It is therefore important to ensure that the knowledge
generated within research and innovation projects is properly diffused and that the means
through which such knowledge can be delivered to society are being effectively explored. This is
achieved through the commercial exploitation of products and services, which is the primary
way of delivering research results to the citizens (end-users). In addition, communicating
research results can effectively accelerate research and technical development (RTD) towards
increasing the Technology Readiness Level (TRL), going beyond the current state of the art, and
even creating new research horizon lines on future and emerging trends. Furthermore,
dissemination activities, such as participation in workshops or publication of information on
websites, enable participants “to get feedback on the economic potential and recommended
market-oriented exploitation pathways”

The main scope of this document is to outline the actions implemented and the outcomes
achieved with them in the project’s first period (M6-M19) in terms of engagement,
dissemination, and communication strategies and to present the plan for the next period.

During the first 18 months of the project, WPé6 invested considerable effort to make SPATIAL
known in the European ecosystem of projects dealing with Al and trustworthy cybersecurity,
carrying out a well-structured and planned series of activities.

Some key results that underlie this effort are:

In terms of ENGAGEMENT, we identified our primary stakeholders, created our internal
database with more than 250 contacts (GDPR compliant), selected several H2020 projects
dealing with the same topic, and built up a solid strategy to engage them, as explained in Section
2.

In terms of DISSEMINATION AND COMMUNICATION ACTIVITIES, the main results can be
summarised as follows:

Publications of more than 39 blog posts/news/articles on the website;

Publication of 15 scientific publications (peer-reviewed and conference papers);
Building up a recognisable brand;

Creation of several Promotional and multimedia material elements;

Reinforcement of our presence on social media, with more than 1000 followers on
Twitter and 300 followers on LinkedIn;

e Preparation of five project newsletters and participation in four external newsletters.

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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1 INTRODUCTION

RELATIONSHIPS WITH THE DoA

The efforts described in this report are directly linked to the execution of WP6 - Impact,
Outreach and Collaboration, as described in the Description of Action (DoA).

This document details the activities of ecosystem building, dissemination and communication
carried out during the first year and a half of the SPATIAL project as part of the master plan to
maximise the project's impact, outlining the schedule for the next period (M19-M36).

It comprises the following sections:

e Ecosystem building and stakeholders management activities, where we present the
strategy put in place to engage with our stakeholders;

e Dissemination activities, where we report the dissemination activities carried out by the
project;

e Communication activities, where we detail the communication and promotional
activities realised;

e Next steps where we explain the dissemination and communication plans for the second
half of the project.

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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2 ECOSYSTEM BUILDING AND STAKEHOLDERS' MANAGEMENT

ACTIVITIES

2.1 SPATIAL COMMUNITY BUILDING

As introduced in D6.1 SPATIAL Impact Masterplan, identifying and engaging with the most
relevant stakeholders is an activity often referred to as ‘community building’, and it is a crucial
aspect of every H2020 project, such as SPATIAL. Indeed, the programme relies on communities,
initiatives and projects that will either use the outcomes or relate and possibly liaise with its
activities along its course.

During the first half of the project, we focused our effort on the following activities and
regrouped in three phases:

PHASE 1 (M1-Mé6)
¢ |dentification of the relevant stakeholders resulted in the STAKEHOLDERS MAP
e Scoutingrelevant initiatives and other funded projects dealing with similar topics

PHASE 2 (M7-M8)
e Build the strategy to engage and inform the stakeholders and to transfer the knowledge
acquired during the first stage of the project

PHASE 3 (M9-M18)
e Implement the strategy and contact the stakeholders

At the time of writing this deliverable, we concluded the first “sprint”, composed of all three
phases.

During the second half of the project, we will focus our effort on engaging the stakeholders with
a set of defined activities, as explained in the chapters below.

2.2 STAKEHOLDERS MAP

During the project’s first months, we worked on the Stakeholder map, which graphically
summarises all the identified stakeholders at this stage. The current version of the Stakeholder
Map is shown below in Figure 1.

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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Al DEVELOPERS/ ENGINEERS
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CYBERSECURITY PROVIDERS
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Legal & Ethical Providers
H2020-SU-ICT-03

H2020-SU-DS02

Standardisation & Open Source
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SPATIAL

STAKEHOLDERS
MAP

END USE SECTORS
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loT/Smart City Sector
eHealth Sector

Education platforms

POLICY MAKERS
European Commission
ENISA

Regulators

Member states
@ SOCIETY AS A WHOLE

General public
Non-specialised media

FIGURE 1 SPATIAL STAKEHOLDERS PICTURE

2.3 BUILD & IMPLEMENT THE STRATEGY

After the identification of our main stakeholders, we built up a strategy composed of three lines
of activities (direct engagement, dissemination and communication activities) and we
implemented it, as described in Table1 below.

TABLE 1 SPATIAL STAKEHOLDER ENGAGEMENT IMPLEMENTATION

Stakeholders
engaged

Implementation & Next steps

Ongoing activity -

AUSTRALO, the partner in charge of this activity,
prepared different emails to our stakeholders. We
tailored the content of each email to the specific
message we wanted to share with the particular
stakeholder.

Direct engagement ALL

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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We briefly explained our project and its main
objectives in these emails and gave them the link to
subscribe to our newsletter, follows us on social
media and visit our websites.

This activity results in +200 emails sent, and an
increase of followers on SM (+1000 followers in
total)

During the project’s second half, we will increase
the effort on direct engagement to promote the
Educational module.

Thanks to a structured dissemination plan, we
make our activities and first results available to
many stakeholders, as detailed in the paragraphs
below. The technical partners have already
reached the KPIs related to scientific
dissemination, participated in several events to
Dissemination show the results and organised a joint workshop
activities with other EU prOjectS.
These activities will be reinforced during the
second half of the project, presenting the
project’s results at several conferences and
continuing with the publication of scientific
results.

ALL

To inform and reach out different stakeholders -
including general public and media - about the
project, we studied a detailed communication
strategy and implemented several successful
activities, as explained in the chapters below.
During the first period, we invested effort in
increasing the number of our followers on social
Communication media, the number of subscribers to our
activities newsletter and a structured editorial plan.

In the second period of the project we will also
focus on specific activities to reach the general
public and the media, as the podcasts and video
series, while continuing publish interesting pieces
in our website explaining the project and the team
behind it.

ALL

One of the main objectives of the project is to Al
create educational modules that provide technical
skills, ethical and socio-legal awareness to current
and future Al engineers/developers to ensure the
accountable development of security solutions.

engineers/devel
opers (mainly)
All

Transfer of Knowledge
(Educational module)

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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The educational modules will be delivered in the
second half of the project. Specific effort will be
dedicated to disseminate and promote the
modules to our stakeholders

To reach more stakeholders, SPATIAL joined efforts with the other Su-ds02-2020 projects and
participated in the joint communication & dissemination calls led by the ARCADIAN loT project.
Thanks to this, SPATIAL was featured in four different newsletters and amplified the
stakeholders reached.

e Arcadian loT newsletters (2)
e |IDUNN project newsletter (1)
e Al4EU project newsletter (1)

In addition, a joint workshop has been organised by ARCADIAN-IoT, ELECTRON,
ERATOSTHENES, IDUNN, IRIS, KRAKEN, SECANT, SENTINEL, SPATIAL, TRUST aWARE
projects, to provide an overview of how novel solutions can protect the complex ICT
infrastructures and create a stronger, more innovative and resilient European industry.

It will take place on the 27th of February. SPATIAL will present and talk about the topics 5G and
6Gin a 15-minute time slot. At the end of the workshop, our speaker Madhusanka Linage, from
the University College of Dublin will join the discussion panel. A report will be prepared after the
workshop following a specific template provided by PO Georgios Kaiafas.

In addition, a policy brief will be provided to our PO Georgios Kaiafas. This will help guide the
discussion in the cluster and present a structure as a result to EC (particularly CNECT -
cybersecurity unit). will serve as a statement of the cluster's purpose, synergies and plans in a
concrete format that can be presented to EC.

All the projects involved in the call, and some others, address the cybersecurity needs of the EU
industry and society, so it was decided to organise a joint workshop. Each project has concrete
applications which focus on different verticals/application domains: education, energy,
healthcare, manufacturing mobility, 5G and 6G networks, emergency and vigilance or smart
cities.

SPATIAL have published the agenda and registration link on the website.?

1 Joint Workshop EU-made cybersecurity for safe, resilient and trustworthy applications and services —
SPATIAL H2020 (spatial-h2020.eu)

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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JOINT WORKSHOP

With the participation of 10 Horizon 2020 projects

FIGURE 2 BANNER TO PROMOTE THE WORKSHOP

To reach as many stakeholders as possible, a social media campaign has been put in place.

R SPATIAL Project @SPATIAL H2020 - Jan 30
A ¥ 1@SPATIAL_H2020 will participate in the #EU made #CyberSecurity for
safe, resilient & trustworthy applications and services joint #workshop.

% 27 February (99 am CET.
More info and registration uspatiaI—h2020.eu/joint—workshopl.. (V]

#H2020 #TrustworthyAl #6G #B5G

JOINT WORKSHOP

With the participation of 10 Horizon 2020 projects

IDUNN project and 8 others
(©) 0 QO 1 i 57 &

FIGURE 3 TWEET PROMOTING THE WORKSHOP

- SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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‘/"A SP?TIJ-’EL 5:0] ect

= @...

» The EU-made cybersecunty #workshop is designed to provide attendees with
the knowledge to create safe, resilient, and #trustworthy applications and
services.

The online workshop will cover a range of topics related to cybersecurity,
including:

Best practices for designing and building secure applications and services.
Technigues for identifying and mitigating cybersecurity risks.

Strategies for ensuring the resilience of applications and services in the face of
cyber threats,

From the SPATIAL Project side, Madhusanka Liyanage, from
University College Dublin, will cover 5G & 8 topics. Don't miss it!

™ 27 February
@ 09:00 AM CET

Check information and register at this link https://Inkd.in/gTNeZFaR (/]
The projects involved in the workshop are: IDUNN Project, ARCADIAN-1oT,
Secant project, KRAKEN H2020, Sentinel - EU Project, TRUSTaWARE,

IRIS H2020 Project, Electron Project, ERATOSTHENES PROJECT.

#6G #5G #cybersecurity #trustworthyAl

w/Ad Astra Fellow at
s Dublin, Ireland.

Funded by
| thie European Union

FIGURE 4 LINKEDIN POST TO PROMOTE THE WORKSHOP

To engage and collaborate with other projects not directly involved in the call but related to
some of the topics SPATIAL has to address, we have created a strategy to cross collaborating in
important milestones and specific events.

. SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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{7 SPATIAL Project @SPATIAL H2020 - May 4, 2022
A Third Impact Report from @Stand_ICT!

EJ#PressRelease: standict.eu/news/press-rel... @

nE’»th StandICT.eu @ 2023 Walk & Talk #\Webinar "Emerging DLT
Standards - Connecting the networks”

#%05.05.2022, from11:00 to 13:00 CEST.

Register heren us02web.zoom.us/webinar/regist... )

o n o il o

FIGURE 5 EXAMPLE OF CROSS-COLLABORATION WITH PROJECTS NOT DIRECTLY INVOLVED IN THE CALL

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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3 DISSEMINATION ACTIVITIES PERFORMED

Following the dissemination strategy reported in Dé6.1, the SPATIAL team carried out several
activities with the objectives of 1) making the results available and 2) informing the target
stakeholders about the results.

sPATT I AL
V4

The dissemination activities carried out in the first period were structured following the order

of:

e WHAT: the activities planned
e TO WHOM: the target audience

HOW: the dissemination performed

In addition, for each activity performed, we carefully monitored the KPls.

TABLE 2 DISSEMINATION MEASURES

TOWHOM

STATUS AT M18

Peer-reviewed
publications

Scientific
stakeholders

To publish and
contribute to peer-
reviewed
publications in
scientific journals
and conferences

1. Peer-reviewed scientific
research publications in
international journals (10)
STATUS AT M18: 6 published,
2. Peer-reviewed publications
and presentations in
international conferences (30)
STATUS AT M18: 9 published

More information in the TABLE 3
below

Non-peer-
reviewed
Publications
(blogs,
websites...)

All stakeholders

To publish blogs
posts and article on
the SPATIAL
website and other
blogs/websites

KPI to be reached: 50
Status at M18: 12 pending

More information in the
SECTION 3.2 below

Open Access

Scientific
stakeholders

Following the
principle “as open
as possible”,
SPATIAL will make
all the project’s
material (including
scientific
publication)
available on
ZENODO

At M18, more than 20 elements
were uploaded on the SPATIAL
Zenodo page Total views: 470
and total downloads: 1,587.

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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Events

Workshops
organized
(internal and
external)

3.1

All stakeholders

Scientific
stakeholders +
Consortium partners

PUBLICATIONS

No.

TABLE 3 SPATIAL PEER-REVIEWED AND CONFERENCE PUBLICATIONS

Type

Article in Journal

Avrticle in Journal

Publication in
Conference
proceedings/Work
shop

Publication in
Conference
proceedings/Work
shop

SPATIAL will
participate in
scientific events to
disseminate its
results to a broader
audience of
stakeholders

SPATIAL will
organize internal
and external
workshops during
the entire duration
of the project for 1)
project’s partners
to work together on
certain topics and
for 2) external
stakeholders

Title

Social-aware Federated Learning:

Challenges and Opportunities in
Collaborative Data Training

Roadmap for edge Al: a Dagstuhl
perspective

Characterising the Role of Pre-
Processing Parameters in Audio-
based Embedded Machine
Learning

Subversion-Resilient Enhanced
Privacy ID

sPATT I AL
-

KPI to be reached: 20 events
Status at M18: 10 pending

More information in the TABLE 4

below

KPI to be reached: 10 workshops
(half of them external)

Internal workshops: KPI reached
External workshops: 3 pending

LIST OF PEER-REVIEWED AND CONFERENCE

Title of the
Journal/Proc./Book
IEEE Internet Computing
Magazine

ACM SIGCOMM Computer
Communication Review

SenSys '21: Proceedings of
the 19th ACM Conference on
Embedded Networked
Sensor Systems

Lecture Notes in Computer
Science

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation

programme under grant agreement N° 101021808.
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5

10

11

12

13

14

15

Publication in
Conference
proceedings/Work
shop

Avrticle in Journal

Publication in
Conference
proceedings/Work
shop

Article in Journal

Publication in
Conference
proceedings/Work
shop

Avrticle in Journal

Publication in
Conference
proceedings/Work
shop

Publication in
Conference
proceedings/Work
shop

Publication in
Conference
proceedings/Work
shop

Publication in
Conference
proceedings/Work
shop

Article in Journal

Bias in Automated Speaker
Recognition

Privacy-preserving Al for future
networks

A Large-scale Examination of
"Socioeconomic” Fairness in
Mobile Networks

Dynamic-IMD (D-IMD):
Introducing activity spaces to
deprivation measurement in
London, Birmingham and
Liverpool

FLAME: Taming Backdoors in
Federated Learning

The Many Faces of Edge
Intelligence

Trustworthy and Sustainable
Edge Al: A Research Agenda

Robust and Resilient Federated
Learning for Securing Future
Networks

Federated Learning based
Anomaly Detection as an Enabler
for Securing Network and Service
Management Automation in
Beyond 5G Networks

Towards Trustworthy Edge
Intelligence: Insights from Voice-
Activated Services

A survey on privacy for B5G/6G:
New privacy challenges, and
research directions

sPATT I AL

FAccT '22: 2022 ACM
Conference on Fairness,
Accountability, and
Transparency

Communications of the ACM
Volume 65 Issue 4April 2022

COMPASS '22: ACM
SIGCAS/SIGCHI Conference
on Computing and
Sustainable Societies
(COMPASS)

Cities Volume 127, August
2022, 103733

IEEE Access ( Volume: 10)

2021 Third IEEE
International Conference on
Trust, Privacy and Security in
Intelligent Systems and
Applications (TPS-ISA)

2022 Joint European
Conference on Networks and
Communications & 6G
Summit (EuUCNC/6G Summit)

2022 Joint European
Conference on Networks and
Communications & 6G
Summit (EuCNC/6G Summit)

2022 |IEEE International
Conference on Services
Computing (SCC)

Journal of Industrial
Information Integration

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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3.2 LIST OF NON-PEER-REVIEWED PUBLICATIONS

3.2.1 SPATIAL ARTICLES, BLOG POSTS AND EDITORIALS

sPATT I AL
-

WP6 put a structured editorial calendar in place from the beginning of the project to keep the
audience and stakeholders always interested in our activities.

We structured the publications as “series” to continuously diversify the content, tell exciting
stories and transfer the knowledge acquired in the project.

The series published until M18 can be regrouped as follows:

cybersecurity etc.

Meet the team: interviews with partners

Meet the Advisory board: interviews with the AB members
What is SPATIAL: articles about the project, its achievements and next steps
PhD Editorial: to give voice to the PhD students working on the project
Technical blogs: technical articles covering the topic of Al, X-Al, trustworthy

e Collabs & Event: collaboration with other initiatives & participation in events

TABLE 4 SPATIAL BLOGS AND PUBLICATIONS

TITLE LINK Series
SPATIAL at the 2021 IEEE 5G
https://spatial-h2020.eu/spatial-at-
vtiertel el the-2021-ieee-5g-world-forum/ CollelaEvans
What the oldest Dutch https://spatial-h2020.eu/what-the-

technical university is doing in
cybersecurity and artificial

oldest-dutch-technical-university-is-

doing-in-cybersecurity-and-

Meet the team

intelligence artificial-intelligence/
SPATIAL.to test t_helr progress https://sr?atlaI-h202C.).eu/spat{aI-to- What is SPATIAL?
in four pilots test-their-progress-in-four-pilots/

Designing, developing and
evaluating methods for
enhancing the resilience of Al-
based technologies

https://spatial-h2020.eu/designing-
developing-and-evaluating-
methods-for-enhancing-the-

resilience-of-ai-based-technologies/

What is SPATIAL?

Memorandum of
Understanding signed between
SPATIAL & StandICT.eu 2023

https://spatial-
h2020.eu/memorandum-of-

understanding-signed-between-
spatial-standict-eu-2023/

Collabs & Events

Characterising the Role of Pre-
Processing Parametersin
Audio-based Embedded
Machine Learning

https://spatial-
h2020.eu/characterising-the-role-

of-pre-processing-parameters-in-
audio-based-embedded-machine-
learning/

What is SPATIAL?

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation

programme under grant agreement N° 101021808.
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telefonica-in-spatial/

Deeptech SMEs have asay in https://spatial-h2020.eu/deeptech-
SPATIAL smes-have-a-say-in-spatial/ VISR i
Security, one of the central https://spatial-h2020.eu/security-
points of Mainflux platform one-of-the-central-points-of- Meet the team
mainflux-platform/
Do you want to know how ) .
the networked world safe want-to-know-how-fraunhofer-
reliable, scalable and fokus-makes'-the-networked-world- Meet the team
trustworthy? safe-reliable-scalable-and-
trustworthy/
Calling TELEFONICA in https://spatial-h2020.eu/calling- Meet the team

beyond/

SPATIAL
Privacy-preserving Al on the https://spatial-h2020.eu/privacy-
Edge and beyond preserving-ai-on-the-edge-and- What is SPATIAL?

TUT-7: 6G security and privacy
vision towards reality

https://spatial-h2020.eu/tut-7-6g-
security-and-privacy-vision-
towards-reality/

Collabs & Events

University of Tartu: Data
training trustworthiness for Al

https://spatial-h2020.eu/university-

model

of-tartu/

Meet the team

More cybersecure 5G
networks

https://spatial-h2020.eu/more-
cybersecure-5g-networks/

What is SPATIAL?

Hola Barcelona!

https://spatial-h2020.eu/hola-
barcelona-mwc2022/

Collabs & Events

https://spatial-h2020.eu/university-

future european efforts in
trustworthy Al

the-path-for-future-european-
efforts-in-trustworthy-ai/

UCD:a IOOk. into the security college-of-dublin-a-look-into-the- Meet the team
impat o
security-impact/
NEC: Markedting the path for https://spatial-h2020.eu/marking-
Meet the team

Emergency e-call systema and
accountable Al

https://spatial-
h2020.eu/emergency-ecall-system-
and-accountable-ai/

What is SPATIAL?

EUR: Combining technological

and educational tools for
future Al development

practices around loT and

https://spatial-h2020.eu/combining-
technological-and-educational-

tools-for-future-ai-development-

practices-around-iot-and-security/

Meet the team

security
https://spatial- . 5
Cyberattacks detected h2020.eu/cyberattacks-detected)/ What is SPATIAL?

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
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AUS: maximising the impact of
SPATIAL across a wide range
of stakeholders

https://spatial-
h2020.eu/maximising-the-impact-

of-spatial-across-a-wide-range-of-
stakeholders/

Meet the team

“Connecting” at the EUCNC
and 6G Summit 2022

https://spatial-
h2020.eu/connecting-at-the-eucnc-

and-6g-summit-2022/

Collabs & Events

Our collaborators events for
the month of June

https://spatial-h2020.eu/our-
collaborators-events-for-the-

month-of-june/

Collabs & Events

UCD presented two accepted
papers at EUCNC

https://spatial-h2020.eu/university-
college-of-dublin-presented-two-
accepted-papers-at-the-eucnc/

Collabs & Events

SPATIAL at the loT week 2022

https://spatial-h2020.eu/spatial-at-
the-iot-week-2022/

Collabs & Events

Digital services act and digital
markets act set a new
cornerstone for digital in
Europe

https://spatial-h2020.eu/digital-
services-act-and-digital-markets-
act-set-a-new-cornerstone-for-
digital-in-europe/

Other news

SPATIAL at the Projects to
policy seminar in Brussels

https://spatial-h2020.eu/spatial-at-
the-projects-to-policy-seminar-in-
brussels/

Collabs & Events

https://spatial-h2020.eu/interview-

Interview with Jon Crowcroft with-jon-crowcroft-from- Meet the Advisory
. - . Board
cambridge-university/
https://spatial-h2020.eu/interview-
Interview with Eve Schooler .Wlth—eve—sc.hooler—prlncn:?al— . Meet the Advisory
engineer-and-director-emerging-iot- Board
networks-at-intel/
Interview with Stefan Schmid https:{/spatlaI:h20?O.eu/stefan— Meet the Advisory
schmid-at-university-of-berlin/ Board

SPATIAL Consortium meeting
in Berlin

https://spatial-h2020.eu/spatial-
consortium-meeting-berlin-20-21-
09-2022/

Collabs & Events

loT and data protection

https://spatial-h2020.eu/iot-and-
data-protection/

Collabs & Events

SPATIAL Y1 achievements

https://spatial-h2020.eu/spatial-y1-
achievements/

What is SPATIAL?

PhDs Editorial - TU DELFT

https://spatial-h2020.eu/phds-
editorial-tu-delft/

PhDs Editorial

PhDs Editorial - UNIVERSITY
OF TARTU

https://spatial-h2020.eu/phds-
editorial-university-of-tartu/

PhDs Editorial

PhDs Editorial - UCD

https://spatial-h2020.eu/phds-
editorial-university-college-of-
dublin/

PhDs Editorial

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation

programme under grant agreement N° 101021808.
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https://spatial-h2020.eu/phds-

PhDs Editorial - ERASMUS editorial-erasmus-university-of- PhDs Editorial
rotterdam/
An overview of the https://spatial-h2020.eu/an-
vulnerabilities of machine overview-of-the-vulnerabilities-of- What is SPATIAL?
learning systems machine-learning-systems/

https://spatial-h2020.eu/joint-
workshop-eu-made-cybersecurity-
for-safe-resilient-and-trustworthy-
applications-and-services/

Joint workshop Collabs & Events

3.2.2 PUBLICATIONS FROM PARTNERS

In addition to the non-peer-reviewed blog posts and articles carried out by WP6, the partners
also published the following pieces:

3.3

EU project SPATIAL on Trustworthy Al

Cybersecurity through Al - SPATIAL project launched

Start of SPATIAL project: Balancing the benefits and risks of Artificial Intelligence
The University of Tartu joins the SPATIAL project

F-Secure aims for more secure Al as a part of SPATIAL

Montimage participated in SPATIAL Kickoff Meeting

EU SPATIAL Project Aims to Create Trustworthy Artificial Intelligence

Mainflux Labs is a Member of EU Funded Consortium Which Aims Toward Trustworthy
Al In Cyber Security

Scientists from Fraunhofer Fokus business unit Quality Engineering are part of the
#SPATIAL team

Threat modelling geospatial machine learning systems

A security self-assessment guestionnaire for machine learning-based systems
Tessa Oomen reflects on her experiences in the SPATIAL project

LIST OF EVENTS

Events have played an important role within the project. The partners have presented SPATIAL
in some events, have participated in webinars and workshops and have attended some events
important for the cybersecurity and 6G topics.

TITLE

TABLE 5 SPATIAL LIST OF EVENTS
ABSTRACT PARTNER involved

FCN 2021 (December 2021) FCN series - connecting top TU Delft, UCD,

European and Asian institutes since  University of Tartu
2014

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.

Page 23 of 52



https://spatial-h2020.eu/phds-editorial-erasmus-university-of-rotterdam/
https://spatial-h2020.eu/phds-editorial-erasmus-university-of-rotterdam/
https://spatial-h2020.eu/phds-editorial-erasmus-university-of-rotterdam/
https://spatial-h2020.eu/an-overview-of-the-vulnerabilities-of-machine-learning-systems/
https://spatial-h2020.eu/an-overview-of-the-vulnerabilities-of-machine-learning-systems/
https://spatial-h2020.eu/an-overview-of-the-vulnerabilities-of-machine-learning-systems/
https://spatial-h2020.eu/joint-workshop-eu-made-cybersecurity-for-safe-resilient-and-trustworthy-applications-and-services/
https://spatial-h2020.eu/joint-workshop-eu-made-cybersecurity-for-safe-resilient-and-trustworthy-applications-and-services/
https://spatial-h2020.eu/joint-workshop-eu-made-cybersecurity-for-safe-resilient-and-trustworthy-applications-and-services/
https://spatial-h2020.eu/joint-workshop-eu-made-cybersecurity-for-safe-resilient-and-trustworthy-applications-and-services/
https://www.tudelft.nl/2021/tbm/eu-project-spatiall
https://www.fokus.fraunhofer.de/en/news/sqc/spatial_202109
https://www.eur.nl/en/eshcc/news/start-spatial-project-balancing-benefits-and-risks-artificial-intelligence
https://www.eur.nl/en/eshcc/news/start-spatial-project-balancing-benefits-and-risks-artificial-intelligence
https://blog.cs.ut.ee/2021/09/21/the-university-of-tartu-joins-the-spatial-project/
https://www.f-secure.com/en/press/p/f-secure-aims-for-more-secure-ai-as-a-part-of-spatial-
https://www.montimage.com/news/spatial_kickoff_meeting
https://clustercollaboration.eu/content/eu-spatial-project-aims-create-trustworthy-artificial-intelligence
https://medium.com/mainflux-iot-platform/mainflux-labs-is-a-member-of-eu-funded-consortium-which-aims-toward-trustworthy-ai-in-cyber-8061cda55d8a
https://medium.com/mainflux-iot-platform/mainflux-labs-is-a-member-of-eu-funded-consortium-which-aims-toward-trustworthy-ai-in-cyber-8061cda55d8a
https://www.xing.com/pages/fraunhoferfokus/news
https://www.xing.com/pages/fraunhoferfokus/news
https://blog.f-secure.com/threat-modelling-geospatial-machine-learning-systems/
https://blog.f-secure.com/a-security-self-assessment-questionnaire-for-machine-learning-based-systems/
https://www.eur.nl/en/eshcc/news/tessa-oomen-reflects-her-experiences-spatial-project

Dé6.2 Dissemination & Communication Interim Report

Webinar of 6G mobile network
security and privacy: vision
towards reality

EuCnc & 6G Summit

Projects to policy seminar in
Brussels

ICC 2022 Security and Privacy
6G: Towards reality

ECSO Awareness Calendar

Surveillance Studies Network
Conference 2022
loT Week

'[AROT Summer School at
Avila, Spain

IEEE Globecom 2022

Algocare virtual workshop

ACM loT conference

Urban Transition 2022

ECREA pre-conference
Algorithmic Antagonisms

ECREA main conference

A webinar organized by IEEE Signal
Processing Society Sri Lanka

Federated Learning based Anomaly
Detection as an Enabler for Securing
Network and Service Management
Automation in Beyond 5G
Networks- conference paper
acceptance in the 2022 Joint
European Conference on Networks
and Communications. Attending
workshops

Event with EC and PO

Tutorials at the ICC event

WithSecure Featured: Cybersecurity
and Machine Learning Supporting
Each Other.

Academic presentation by EUR

Presenting SPATIAL

Ml gave a 90-minute-long speech on
Security Testing and Monitoring of
5G networks, in which Ml presented
SPATIAL project and their pilot/ use
case

TU-27: Open RAN Security and
Privacy: Opportunities and
Challenges

Algocare virtual workshop "Building
an interdisciplinary Vocabulary:
Explainability, Transparency and
Fairnessin Al in Care Settings"

PhD researcher Prachi Bagave
presenting her work and SPATIAL
Telefdnica presenting a poster at the
conference. A poster will be used at
the conference. It includes the logo
of SPATIAL.

Presentation titled "Algorithmic
Perceptions, Practices, and
Empowerment" acknowledged
SPATIAL

European Communication
conference - an acknowledgement of
SPATIAL project

sPATT I AL

UCD

UCD & AUS
TU Delft and
AUSTRALO
UCD
WithSecure
EUR

AUS
Montimage
UCD

EUR

TU Delft
Telefdénica
EUR

EUR

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
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ESHCC Lunch Seminar Presentation on SPATIAL-affiliated
work for the ESHCC academic
community

CitySCAPE Joint Cyber AUS joined this webinar in which

Security Webinar Secant and Sentinel participated

BDVA Data Week 2022 WithSecure co-organized the

Workshop on Cybersecurity of Al-
powered systems

sPATT I AL

e

EUR

AUS

WSC

The participation in these events allowed us to gather the first feedback from our stakeholders
via informal discussions and explanations about the preliminary stages of the project and future
activities. However, since the project is now entering a more mature phase, more structured

feedback shall be collected during the events.

After each event, the partner will be asked to reply to the following questions via an online form:

Summary of the discussions held
Benefits (for the project and for the stakeholders)

Please, let us know about the number and type of participants (industry, academia etc..).

Could you give feedback from stakeholders about the SPATIAL project and solution?
Add anything else you think it might be positive for the event's reporting

Thanks to the information collected, we will be able to better analyse the feedback received and

implement it in our workpackages and tasks.
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4 COMMUNICATION ACTIVITIES PERFORMED

The primary purpose of the communication activities is to inform the stakeholders about the
activity of the project and its main results and achievements.

As indicated in D6.1, WP6 put in place a well-structured communication plan composed of
specific measures (branding, digital channels, promotional material) and defined objectives
(Supporting the external promotion of SPATIAL and its outcomes, managing the branding,
delivering top-level messages about the project to all identified and relevant stakeholders, raise
awareness to non-specialised audiences of the added value of SPATIAL and its application in
pilot activities, increase awareness and interest about the project.)

4.1 BRANDING

SPATIAL built up a brand at the very beginning of the project that has been used and protected
throughout the project.

A recognisable visual identity was provided, composed of the following elements:

LOGO & ICONS: the project logo and icons, with 16 variations

SPATIAL SLIDE DECK to be used during external project presentations

SPATIAL PITCH DECK: the project PPT template

SPATIAL COMMUNICATION GUIDELINES: a document created to guide the partners
in their comms and dissemination activities

e SPATIAL BRANDING GUIDELINES: a document explaining how to correctly use the
SPATIAL logo and branding elements, such as colour palette, logo, templates etc.

How to position Europe as a
frontrunner in Al.

A strategy centred around two pillars

Address specific features
technologies that make t|
application and enforcen
legislation challenging an
generate high risks

Title here

EXCELLENCE

Enter a subtitle here if
you need it

FIGURE 6 SPATIAL EXAMPLES OF SLIDE & PITCH A

DECK

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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4.2 DIGITAL CHANNELS

4.2.1 WEBSITE

From February 2022, some updates have been made on the website: a new section (Publications)
has been added to the website, an animated banner has been published and some sections of the
website have been updated: the team and the collaboration section.

HOME  PROJECT  VALDATION TEAM  COLLABORATIONS  PUBLICATIONS  WHAT'SNEW

Y

PUBLICATIONS.

FIGURE 7 SCREENSHOT OF THE PUBLICATION SECTION

BUILDING THE PATHWAY TOWARD
ATRUSTWORTHY EUROPEAN
CYBERSECURITY SECTOR

FIGURE 8 ANIMATED BANNER

The website shows the cross-collaboration projects and some project updates have been
implemented on this section.

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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FIGURE 9 COLLABORATION SECTION ON THE WEBSITE

Electron and Trust-aware have been added as SPATIAL collaborators.

Summary

=L=CMON

Qiny

FIGURE 10 ELECTRON PROJECT INFORMATION HAS BEEN ADDED TO THE WEBSITE

',
s

Summary

T TRU — Em

FIGURE 11 TRUSTAWARE INFORMATION HAS BEEN ADDED TO THE COLLABORATIONS SECTION ON THE WEBSITE

The team webpage has been updated to remove or add some new members of the team.

- SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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FIGURE 12 SCREENSHOT FROM NEW MEMBERS OF THE TARTU UNIVERSITY TEAM

From February 2022, the SPATIAL website has received more than 1,880 visits (157 monthly
average visits).

And the most visited section is “What’s new” getting the 10,42% of the website traffic.
/whats-new/ it 5 (10.42%)

FIGURE 13 INFORMATION TAKEN FROM GOOGLE ANALYTICS

In other to improve the views of the website, the communication team has designed a strategy
that consists of tagging all partners in the consortium and other collaborators in some of the
social media post so that they can repost and spread the information between their networks.

A LinkedIn strategy has also been put in place to get more visits. The SPATIAL team has

identified the most prominent artificial intelligence LinkedIn groups and posted the SPATIAL
articles in order to get visits from this social media channel.

TABLE 6 SPATIAL LINKEDIN STRATEGY

Group Link

European Cybersecurity Industry https://www.linkedin.com/groups/8455425/

Artificial Intelligence & Neuroscience

Researchers, Faculty + Professionals https://www.linkedin.com/groups/134407/

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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Artificial Intelligence | Deep Learning |
Machine Learning
Applied Artificial Intelligence
Cybersecurity Community
Cyber security worldwide community

Artificial Intelligence - Advancing the
Pharmaceutical and Medical Device
Industries
Al User Forum | Artificial Intelligence
Al | Machine Learning | Cybersecurity
| LMSEDU | IoT | ESG
Artificial Intelligence (Al) - Machine
Learning, Deep Learning, NLP,
Computer Vision & Data Science
Cybersecurity Frameworks and
Maturity Models
IT Specialist Cybersecurity Network
Global cybersecurity forum
Cybersecurity Community
loT cybersecurity and privacy
community
Big Cyber : Cybersecurity for the
Internet of Things

Medical Device and HealthCare
Cybersecurity

sPATT I AL

https://www.linkedin.com/groups/45655/

https://www.linkedin.com/groups/127447/
https://www.linkedin.com/groups/6532848/
https://www.linkedin.com/groups/2628286/

https://www.linkedin.com/groups/12078247/

https://www.linkedin.com/groups/2314174/

https://www.linkedin.com/groups/6773450/

https://www.linkedin.com/groups/6624427/

https://www.linkedin.com/groups/3090362/
https://www.linkedin.com/groups/137157/
https://www.linkedin.com/groups/3799371/

https://www.linkedin.com/groups/35629/

https://www.linkedin.com/groups/8335272/

https://www.linkedin.com/groups/8700339/

@ Data Science | Machine Learning | Artificial Intelligence | Big Data | Data Scientist | Blockchain

Events +

Followed Hashtags
#

Discover more

& Like

Prachi Bagave

C) Comment

, a researcher at TU Delft | Technology. Policy and

Management, explains her PHD work and her involvement in SPATIAL Project.
Read the full article here - https://Inkd.in/dYjYCBhe see more

FIGURE 14 SPATIAL PROJECT WEBSITE ARTICLE PUBLISHED ON AN ARTIFICIAL INTELLIGENCE GROUP ON LINKEDIN

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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Some guidelines were also designed and explained during a WP6 meeting to show the partners
how to get more visits to the SPATIAL website by posting on LinkedIn. (In Appendix).

SPATIAL

Guidelines for
effective posting on

LinkedIn groups

FIGURE 15 COVER OF THE LINKEDIN GUIDELINES

4.2.2 SOCIAL MEDIA

WPé6 continue managing the social media channels in its communication and dissemination
strategy. There are daily publications on both social media accounts. Those channels are one of
the ways to get visits to the website.

From February 2022 to February 2023 the social media channels got a monthly average of more
than 5,000 impressions.

LinkedIn

SPATIAL has more than 300 followers on LinkedIn.

SPATIAL Project

Achieving trustworthy, transparent and explainable Al for security solution development in Europe eu

FIGURE 16 SPATIAL LINKEDIN ACCOUNT

- SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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During this period, LinkedIn has become the most used social media channel in this project, but
users access more often and more times from Twitter to the SPATIAL website as we can see in
the figure below.

Acquisition
Social Network
New Users
Users + Sessions

179 492
% % of Total:
2 55% (1,717)
1. Linkedin 112 (60.22%) 96 (61.04%) 174 (3537%)
2. Twitter 67 (36.02%) 53 (34.19%) 296 (60.16%)

FIGURE 17 GOOGLE ANALYTICS STATISTICS

Twitter

SPATIAL has more than 1,000 followers on Twitter.

N & | Edit profile

SPATIAL Project
@SPATIAL_H2020

Achieving trustworthy, transparent and explainable #Al for #se
development in Europe. Funded by @EU Commission [l

rity solution

Joined January 2021

880 Following 1,003 Followers

FIGURE 18 SPATIAL TWITTER ACCOUNT

The strategy on this social media channel is to create lists with interesting profiles to target as
SPATIAL stakeholders and keep an eye on the information published by them. The aim is to
finally get as much impact as possible by publishing SPATIAL results and milestones through
those social media channels.

- SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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Your Lists

Education and technology n
’» SPATIAL Project @SPATIAL H2020

H2020-5U-DS-2020 projects n
" SPATIAL Project @SPATIAL H2020

Partnerships n
. SPATIAL Project @SPATIAL H2@20

SPATIAL partners n
’» SPATIAL Project @SPATIAL_H2020

Trustworthy Al n
" SPATIAL Project @SPATIAL H2020

Working in Al & Robotics n

" SPATIAL Project @SPATIAL H2020

FIGURE 19 SPATIAL TWITTER LISTS
Some social media campaigns have been put in place since February 2022.

e Website interviews with SPATIAL partners: WP6 put in place a social media campaign at
the beginning of the project. In order to continue showing the partners involved in
SPATIAL, specific banners have been recently created to promote the partners. Example
below with 492 impressions.

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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/' SPATIAL Project
A 305 followers
Tmo -
=} Do you know that TU Delft | Technelogy, Policy and Management is the
Netherlands' oldest and largest technical university? Counts with over 28.000
students and 6.000 employees who share a fascination for science, design and
technology.
Ed Read the full interview with Aaron Ding here! https://Inkd.in/eFN2ztQe o

#SPATIALinternviews #TrustworthyAl

é Like @ Comment

Organic impressions: 492 Impressions Show stats

FIGURE 20 SOCIAL MEDIA INTERVIEW BANNER
1st year achievements: Specific banners have been created to promote the results
obtained during the 1st year of SPATIAL. This campaign got very good numbers in terms
of impressions and social reach. The example below shows the number of views of the
tweet: 1,320.

P SPATIAL Project
@SPATIAL H2020

This foundational work is crucial for future project
developments, where we will be forming defined
#explainability, accountability, #privacy and
resiliency metrics for such #Al systems.

Read more!spatiaI—hQOQO.eu/spatiaI—y1—ach“.e
#SPATIALachievements @tudelftTBM @aaronyiding

sP(AjTIAL

The project has completed its
development of a framework
for socio-technological

analysis, evaluating the social,
legal and technical limitations
and challenges that the
project will face.

A& AUSTRALO and 9 others

11:48 AM - Dec 30, 2022 - 1,320 Views

FIGURE 21 1ST YEAR ACHIEVEMENT CAMPAIGN — TWEET

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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e Publications’ campaign: Once the Publications section was ready on the website, a
parallel campaign was put in place to promote each of the scientific publications
published. Example below: the tweet got 68 views.

A SPATIAL Project
@SPATIAL_H2020

Federated Learning based Anomaly Detection as
an Enabler for Securing Network and Service
Management Automation in Beyond 5G Networks
Publication from @ucddublin
EJspatial-h2020.eu/publications/ @

#SPATIALPublications #FederatedLearning
@msankal

PUBLICATIONS.

2:18 PM - Nov 28, 2022
FIGURE 22 PUBLICATIONS CAMPAIGN POST

e PhDs editorial series: To promote the PhDs editorials, a specific social media campaign
has been put in place: quotes banners have been created to get more impact on the posts.
Example below: 282 impressions on the post below.

-~ SPATIAL Project
A 305 ollowers
1mo « Edited - @
%’ Prachi Bagave, a first-year PhD student at
TU Delft | Technology, Policy and Management, focuses her research on

developing accountable #Al solutions for healthcare #loT systems.
Read the editorial here & https://Inkd.in/dYjYCBhe Q

#SPATIALeditorial #TrustworthyAl

“The focus of my study is to develop design
elements for accountability in the remote
monitoring systems of the healthcare loT

domain, and | do so by exploring the needed
features from an interdisciplinary study and
exploiting XAl methods to operationalize
them.”

© Prachi Bagave and 7 others
& Like © Comment

Organic impressions: 282 Impressions Show stats

FIGURE 23 LINKEDIN POST - PHDS EDITORIAL SERIES

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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e WP leaders’ articles: In this period of the project, we have put in place a WP leaders’
series. WP1 has already submitted its first deliverable and an article has been published
on the website. A social media campaign has been designed to promote the article.
Example below showing 448 impressions.

(8] worams.
6+ ®

Get to learn more about #security threat modelling for #Al-based systems!!

4 This article aims to introducte to known #vulnerabilities of #ML-based
systems:

- First, it is explored why machine learning models show an increased attack
surface in the first place.

- Second, a brief overview of the vulnerabilities of machine learning systems is
given.

Learn more! @ https://Inkd.in/drmsgBCz (]

#MachineLearning #TrustworthyAl #Cybersecurity #Al #Artificiallntelligence

sPIAJTIAL

An Overview Of the
Vulnerabilities of

Machine Learning
Systems

é Like Q Comment

Organic impressions: 448 Impressions Show stats ~

FIGURE 24 WP1 ARTICLE PROMOTED ON SOCIAL MEDIA

4.2.3 NEWSLETTERS AND PRESS RELEASES

WP6 released five newsletters promoting the project, its results, the participation in events
and the scientific publications.

SPATIAL first newsletter
SPATIAL second newsletter
SPATIAL third newsletter
SPATIAL fourth newsletter
SPATIAL fifth newsletter

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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Check what SPATIAL has
acomplished in one year

Over the past year, the SPATIAL team achieved great
results and set the pace for the work to be performed in
the following year.

FIGURE 25 SPATIAL NEWSLETTER EXAMPLE

In addition, SPATIAL was featured in the following newsletters, amplifying its audience and
reaching more stakeholders:

e AI4EU 17 December Newsletter (a)(b)

e Arcadian-loT project Newsletter (1)

e |IDUNN Newsletter

e Arcadian loT Newsletter (2)

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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SYNERGIES

The ARCADIAN-IoT project has fruitful collaborations with other EU-funded projects! Here
you can find news from other projects.

ONE YEAR ON:
achievements, lessons learnt
and the way forward

One year of achievements, challenges,
confrontations and new ambitions.

FIGURE 26 ARCADIAN IOT NEWSLETTER WITH ONE OF THE SPATIALARTICLES

Collaboration with other European projects

$8NT|N8I- Bridging the security, privacy and data protection gap
for smalles enterprises in Europe

@ Autonomous Trust, Security and Privacy Management
ARCADIAN-IoT Framework for loT

Achieving trustworthy, transparent and explainable Al

e
SPIATIEAL o cybersecurity solutions

FIGURE 27 IDUNN NEWSLETTER

As far as the press releases, WP6 published one press release at the beginning of the project and
it was sent also to journalists (the list cannot be shown as AUSTRALO IPR).
As aresult, the PR has 426 unique downloads on Zenodo and more than 1000 in total

Unique downloads @ 426

FIGURE 28 SPATIAL PRESS RELEASE UNIQUE DOWNLOADS

4.3 PROMOTIONAL MATERIAL
SPATIAL BANNERS

As part of the SPATIAL branding strategy, WP6 created some flyers to be used on social media,
articles, presentations and partners’ websites and social media.

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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Four versions - composed of two subversions each — were produced by WP6 at the beginning of
the project.

Vi1

SP/@/TI/\L

PRIVACY.
ACCOUNTABILITY.
RESILIENCE.

SP/@TI/\L

PRIVACY.
ACCOUNTABILITY.
RESILIENCE.

PRIVACY.
ACCOUNTABILITY.
RESILIENCE.

V4

- SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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S PEASTRERA L
A

ACCOUNTABILITY.
RESILIENCE

FIGURE 29 SPATIAL BANNERS

SPATIALFLYER

WP6 created a simple flyer with two objectives: 1. Accompanying email campaigns and 2. Be
shown online and during conferences and events. To be more environmentally friendly, we made
it available online, and during events, we will recommend our partners not to print it but make it

accessible via a QR code.
A new version of the SPATIAL flyer will be created to promote the EDUCATIONAL MODULE.

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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EUROPEAN CYBERSECURITY SECTOR

Education and New Business  Transparency and  Resilience and Societal Impact
Skills Building Models Explainability Privacy for Uptake

Privacy-presarving Al . Improving Accountable Alin Resilignt

on the Edge and explainability, Cybersecurity
beyond resilience and Analytics
performance of

cybersecurity

analysis of 56/4G/10T

networks

SPATIAL is a consortium led by TU Delft, consisting of 12 partners from 8 EU member states

fU Delft Wi TxH martimags T "3 Teleforics m"’“"h"i“

3 1] NEC TR austpaid™  Minnalearn
v
Funded by ({?,\ spatiab-h2020.eu 8 infe@spatial-h2020.eu
the European Union .
L J MPATIAL H2020 1N sPATAL H2020

FIGURE 30 SPATIAL FLYER

SPATIAL ANIMATED BANNER

On the SPATIAL website homepage, we added an animated banner briefly introducing and
explaining the project. This lets our website visitors immediately have an idea of our project by
just reading the captions on the animated banner.

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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5 NEXT STEPS

5.1 DISSEMINATION ACTIVITIES & STAKEHOLDERS
ENGAGEMENT

The primary purpose of the dissemination is to make the project results available to the
stakeholders and to transfer the knowledge acquired to them.

During the second part of the project, where the results and products of SPATIAL will be
finalised, the partners will increase their effort to ensure all the stakeholders will be aware of the
project’s outcomes.

The following activities will be reinforced:

e Participation in events, conferences, and non-technical events: SPATIAL will
participate in events and present the results during meetings, per the dissemination plan
presented in D6.1.

e Peer-reviewed publications: SPATIAL will continue submitting papers in the last part of
the project to make the final results available to our stakeholders.

e Emailing campaigns: WP6 will run emailing campaigns (M19 - M24 - M34) to inform the
stakeholders directly about 1) the educational module and 2) project outcomes. In
addition, in these emails, we will invite our stakeholders to meet with our technical team
to discover more about the project.

e Podcasts: this activity is more a “communication” related activity (its scope is also to
promote the results), but some episodes will also have the objective of transferring the
knowledge to the audience, which will not be composed of just technical stakeholders,
but also general public and media.

e Workshops: At least two technical workshops will be organised in the latest part of the
project to reach the KPI settled in Table 1.

In terms of community building and stakeholder engagement, more effort will be dedicated by
WPé6 to increase the community and involve the stakeholders in the project’s activities, whit
particular emphasis on the EDUCATIONAL MODULE. Targeted emailing campaigns with
accompanying infographics and banners will be prepared together with ad hoc newsletters. In
addition, WP6 will be the facilitator of meetings between the stakeholders and the SPATIAL
research team.

52 COMMUNICATION ACTIVITIES

One of the main objectives of the communication activities of the second part of the project
will be to promote the EDUCATIONAL MODULE and the PROJECT’ FINAL RESULTS widely. In
addition, specific effort will be dedicated to make the results more easy-to-understand for the
general public and media, in order to reach a broader audience.

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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To do so, the following activities will be performed:

5.2.1 PODCAST SERIES

These impact series will bring the work SPATIAL is doing to society with a combination of the
work SPATIAL performs and current topics which could interest the general public.

There will be max 6 impact series until the project ends, and they will be iterative, with different
speakers. The format will be similar to podcasts, this is why we called it the “podcast series”.

Format: To set a way of recording the content speaker will have two ways of recording it: WAV,
FLAC, AIFF, or ALAC or MP2, MP3, AAC, AMR, and WMA.

SPATIAL members have planned the first two episodes and their topics: “Gender bias” and “Is
ChatGPT Use Of Web Content Fair?”. The other episodes will follow the content delivered by
the educational module.

The aimis to reach our stakeholders like the end use sectors and society as a whole and show the

SPATIAL impact and results. In addition, this will also help SPATIAL to be known by a non-
specialised audience.

5.2.2 MULTIMEDIA MATERIAL

Now that the project activities are more mature, WPé will organise, during the in-person
meeting scheduled at M18 at Telefonica’s premises, more than 10 video interviews to gather
material for realising the following videos:

e Impact Video: where the Project coordinators will talk about the project in a nutshell, its
main results and challenges and the impact it will generate on different levels.

e WPs videos: WP1, 2, 3,4 and 5 leaders will be interviewed; they will explain the WP’s
status, the next steps and how the WP fit with the project's other activities.
This material will also be used to run the social media campaign titled “LEARN ABOUT
SPATIAL” which will start this summer.

e Educational module video: in this video, MinnalLearn will explain the educational
module, its benefits and how it will be structured. Some extracts of this video will also be
used to promote the educational module on social media and newsletters.

e Use cases videos: these videos will be a mix of explanations and concrete videos/images
of the Use cases. This material will also be used to run the “LEARN ABOUT SPATIAL”
social media campaign, which will start this summer.

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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5.2.3 SOCIAL MEDIA CAMPAIGNS

We will continue to structure ad-hoc social media campaigns to promote the project’s activities,
results, and achievements.

The following social media campaigns will be run, periodically renewed and adapted to the
news and projects’ activities:

e Women in science campaign: to promote the women working on the project and to give
attention to the existing gender gap in science. Some topics that will be addressed: Why
are women important in Al? Is artificial intelligence gendered? What is the role of Al in
boosting gender equality? And then, we add information about SPATIAL, the women
working in the project, etc. (calendar: February-March 2023)

e Learn about SPATIAL: a campaign to transfer the knowledge to our stakeholders, with
the support of the video material that will be created (tentative calendar: May-August
2023)

e Educational module campaign: specific effort will be dedicated to promoting the
educational module on social media. This will be supported by video material (calendar:
April 2023 - end of the project)

e PhDs editorials campaign: specific banners and posts on social media will be created to
continue promoting the PhDs series.

e WP leaders’ articles: As we already did with the WP1 article on the website “An
Overview of the Vulnerabilities of Machine Learning Systems” we will create specific
social media banners to promote the results the WPs are obtaining and sharing on the
articles.

5.2.4 NEWSLETTERS & PRESS RELEASES

During the second half of the project, we will work on 1) increasing the number of subscribers to
our newsletter, targeting at least 100 subscribers by the end of the project, and 2) being featured
in more third-party newsletters since this has proven to be an effective tool to reach more
stakeholders and 3) continuing to create our newsletters according to this calendar:

Month Newsletter n.

19 n.6
24 n.7
30 n.8
36 n.9

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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An extra newsletter will be dedicated to promoting the educational module. In addition, we will

launch and distribute to journalists, blogs, EU press, and specialised press, a press release
entirely dedicated to informing them about the educational module.

Even though SPATIAL newsletters have a good number of opens (82,61%) and clicks (47%) we
will continue encouraging SPATIAL social media community to subscribe to the newsletter by
posting specific banners.

Subscribe to our
newsletter!

FIGURE 31 soCIAL MEDIA BANNER- NEWSLETTER SUBSCRIPTION CAMPAIGN

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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APPENDIX A

1.GUIDELINES FOR EFFECTIVE POSTING ON LINKEDIN GROUPS

Guidelines for
effective posting on
LinkedIn groups

SPATIAL WP6 - 19.10. 2022
Sasa Klopanovic - Mainflux Labs

LinkedIn groups — Relevant examples

Linked {3}
LinkedIn Groups provide a place for

Grou ps B e Shal
in the same industry
o _ 0 0 o or with similar interests

to share their insights and experiences,
ask for guidance,
and build valuable connections.

Opportunity to reach a large number of professionals beyond your existing Linkedin network

SPATIAL project is funded by the European Union’s Horizon 2020 research and innovation
programme under grant agreement N° 101021808.
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LinkedIn groups — Relevant examples

Learn from Industry Experts

q ;
-- Al ym

-

. Artificial Intelligence Researchers, Faculty + Artificial Intelligence | Deep Learning |
Oppon‘unl'ry toreach Professionals Machine Learning
alarge number of s
- 7489 members < RS
professionals beyond P F—
your existing LinkedIn ©
network

m cyber ﬂ
e (_) e
European Cybersecurity Industry fxbgr Security Worldwide Community
& Private grous ;i
A0 member: < — m

Basic principle

Linked {3}

G You p S Always Consider What Is

Value For
_0_60_0 The Group Members
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Guidelines - Examples

WHAT IS NOT VALUE POST WITH PROVIDED VALUE

again and time for the annual Sm
ther with llja Atanasov have

i kot + Follow

tudy - #Spotify st

d a standard system

e Model. They
itly/3vm33bu

adapted the #c4model to visualize it. Learn more: https://
a #SoftwareArchitecture #ArchitectureDocumentation
Pe e
b\ InfoQ
7 b The Spotify System Model:
O Automated Architecture Visualization At Spotify
by Eran Stiller
Photo of - The C4 model for visualising
colleagues in X : - software architecture
front of the [ =8 -
conference E
venue is not a O
value for relevant . S
- -
LinkedIn group - =
members
Comtest Comainers Components Code

SOFTWARE ARCKITICTSNE  C4 MOSL  ARCKITECTVRE COCUNINTATION  APPLICATION NODKLING

WHAT IS NOT VALUE POST WITH PROVIDED VALUE
(§ owers

- ® W
?ur iRESWC:"m:g and Racovery przﬂ;ﬁ pamcswpa!ed m{’g‘s year's Singapare tually presented in International Conference on Geo-Spatial Technology and
nsolvency Conference, organised by The Law Sodiety of Singapore. 2 2

a ol . % o th Resources | GTER 2022 organized by Hanoi University of Mining and
ology. Hanoi, Vietnam. The title of my presentation was "Predicting ...see

Neither photo of colleagues in the conference A presentation from the conference with a visible
venue, is not a value for relevant LinkedIn group headline is a value.
members
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Guidelines - Examples

WHAT IS NOT VALUE POST WITH PROVIDED VALUE

o e W e

ewinnovators #conference

day of SIGMA - World's Gaming Festival
Winnouatoes th an Amazing topic and Amazing advices to give.

+ Follow An Amazing

Our brilliant moderator Ivelina Atanasova - Genchev made tf

nel ¢ ..see
RS AT EL 2022 pane’ )

Photo of the
keynote speaker
without any
visible reference
to content,
is not a value for
relevant LinkedIn
group members

Photo with speakers with the visible presentation
headline

Guidelines  Linked@

Groups

WHAT IS NOT VALUE POST WITH PROVIDED VALUE

Gotta love free enterprise. While it's not a 1:1 replica of the ArriveCan app - | love
how Zain Manji and his team at Lazer Technologies tock the initiative to sl

IoT Analytics

38.7K followers

The satellite 10T connectivity market is expected to hit $1Bn by 2026!

Here are 3 key developments that will drive the market
D Rise of LEO-based satellite loT networks
@ Adoption of hybrid satelli

restrial connectivity
Entry of tech giants as LEO-based broadband satellite operators

» Read the full analysis: https://Inkd.in/dJhYEA_4

#iot #Fconnectivity #satellite #tech #marketresearch

e Satellite loT connectivity: Three key developments to drive the
...~ market size beyond $1 billion
i S min

ArriveCAN Case Study | Lazer Technologies
Research or case study without any reference to Research with accompanying message
content in the shared image containing key points in bullets
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Guidelines — Structure of effective post

POST WITH PROVIDED VALUE
Accompanying message

loT Analytics
® LI« Brief key points from
R lo:eonnectiy: el & epechud o R 3160 by 2625 paper/ case study in bullets!

[ ]+ Link for Spatial project website

i e s i * Relevant #hashtags

The Spotify System Model:
Automated Architecture Visualization At Spotify

B e Ry Image
’ + Diagram, architecture, infographic
¥ + Big headline
+ If needed emphasized parts

e

Guidelines  Linked

POST WITH PROVIDED VALUE

loT Analytics

Accompanying message
« Brief key points from

paper/ case study in bullets!
——— = Link for Spatial project website
* Relevant #hashtags

Never post ,,chunk”
of unstructured text

» Read t

#lot #connectivity #sateliite #1ech #marketresearch

The rise of
L | Image

« Diagram, architecture...
« Big headline
« If needed emphasized parts

The rise of industrial Al and AloT: 4 trends driving technology adoption
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Guidelines — Structure of effective post

POST WITH PROVIDED VALUE

‘.Ea-lke‘
o®

ev@ Aleksandar Krsti¢ and 14,702 others

Accompanying message
Long post example

« Long key points structured with
questions and bullets

What do you

« Link for Spatial project website

#startups #productiedgrowth

Microsoft Teams vs. Slack * Relevant #fhashtags

Image

« Diagram, architecture, infographic
« Big headline

+ If needed emphasized parts

Guidelines — How to post on Linkedin Groups

1st Step — Select ,,Anyone“ option 2nd Step - ,,Group Members“ option

Create a post X

Al #Ethics And #Al Law Are Moving Toward Sta

Who can see your post? X

identify And Manage Al Biases httpy//ow.ly/hYNhSOLACC] ® Anyone o
® Anyone + Twitter (@Klopanovic)
@y Connections only
[ [ SO R id
s¢s Group members ) o~
M aaroup @)

4

( Back )

Al Ethics And Al Law Are Moving Toward Standards That Explicitly
Iantify And Manans Al Riacac

® Addhashtag  #law
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Guidelines — How to post on LinkedIn Groups

4th Step — Repeat the same process for every
next LinkedIn group

3rd Step — Select LinkedIn Group

Select a group h x

Artificial Intelligence | Digital Transformation Data Science,

Automation Machine Leaming Analytics

—

Data Science, Big Data. Machine Leaming. Artificial Intelligence

¥ Professionals | DataScience US

Data Science | Machine Learning | Artificial Intelligence | Big
Data | Data Scientist | Blockehain

m— Awesome Ways Al Is Used Ta Improve Our World

Artificial Intelligence, Deep Learning. Machine Learning

Select a group < ——— X

W ©

Artificial Inteligence | Digital Transformation Data Science,
Automation Machine Learning

Artificial Intelligence [l

Data Science, Big Data, Machine Leaming. Artificial Intelligence

¥ Professionals | DataScience.US

Data Science | Machine Learning | Artificial Intelligenc | Big
Data | Data Scientist | Blockchain

Awasome Ways Al Is Used Ta Improve Our World

I Intelligence - Advancing the Pharmaceutical and

ical Device Industries

Al [

292 Big Data Data Science. Al loT. Cyber Security & Blockchain @92 Big Data. Data Science, Al IoT, Cyber Security & Blockchain

m -

Serbian American Professional Networking

Thank you

MORE INFO

funding from the European Union's

N®1010:
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