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The object of the research is a spe-
cial-purpose communication system. The 
relevance of the research lies in the need 
for complex management of resources of 
special-purpose communication systems.  
The resources of the special-purpose com-
munication system are defined as: spa-
tial, temporal, frequency and hardware 
resources. Destabilizing factors include: 
intentional interference; denial-of-ser-
vice cyber attacks and fire damage to 
individual elements of the special-pur-
pose communication system. The method 
of complex management of resources of 
special-purpose communication systems 
was improved. The difference between 
the proposed method and the known ones 
is that the specified method contains 
improved procedures:

– determination of the impact of desta-
bilizing factors on the special-purpose 
communication system;

– description of special-purpose com-
munication systems of various architec-
tures;

– determination of the rational route 
of information transmission and opera-
tion mode of communication devices in 
the general special-purpose communica-
tion system;

– consideration of uncertainty about 
the state of the special-purpose commu-
nication system;

– determination of the number of ne- 
cessary forces and means of communi-
cation, which must be increased for the 
full functioning of the special communi-
cation system. The improved method pro-
vides a gain of 20–26 % compared to clas-
sical approaches to the management of 
resources of special-purpose communica-
tion systems. The improved method can be 
used at the control points of the communi-
cation system of groups of troops (forces) 
while planning the organization of com-
munication and at the stage of operational 
management of the communication system
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1. Introduction

Currently, a single global information space is being built 
between elements of various-purpose management systems. The 

main differences of this architecture are the use of high-level inte-
gration systems based on the principles of building the Internet.

For this purpose, a transition is being made from different 
types of independently functioning subsystems to integrated  
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communication and data transmission systems (IC DTS) 
providing transmission and «seamless» connection. «Seam-
lessness» refers to the elimination of manual operations while 
connecting subscribers and exchanging data between dispa-
rate communication systems. 

This, in turn, requires the use of multifunctional com-
munication devices, which allow end-to-end management of 
communication system parameters.

The multifunctionality of communication devices is rea-
lized through the use of a wide class of signals, coding me-
thods, measures to increase immunity, information transmis-
sion modes, algorithms for choosing a rational topology and 
information transmission route [1, 2].

The approximate relationship between parameters and 
control variables by levels of the open systems interconnec-
tion model is given in Table 1.

At the same time, upon detailed analysis of the data given 
in Table 1, it becomes clear that for effective management of 
special-purpose communication system resources, it is ne-
cessary to manage each of them at several levels of the OSI 
model. This is due to the fact that each of the resources of the 
special-purpose communication system is located at several 
levels of the OSI model.

However, there is a contradiction between science and 
practice:

– in practice – the need for complex management of each 
of the resources of the special-purpose communication sys-
tem at each of the levels of the OSI model;

– in science – the limitation of the existing scientific and 
methodical management of special-purpose communication 
system resources at each of the levels of the OSI model.

Given the above, an urgent scientific task is to develop 
a method for the complex management of resources of spe-
cial-purpose communication systems, which would allow for 
end-to-end and complex management of resources of a spe-
cial-purpose communication system at each of the levels of 
the OSI model.

2. Literature review and problem statement

The work [4] defined the tendency to create unified 
platforms of hardware devices of radio frequency and digital 
signal processing for the joint solution of communication 
and radar tasks. However, the work does not provide specific 
mechanisms for managing the parameters of GSM commu-
nication networks for airspace monitoring and does not take 
into account the general resources of the specified systems.

The work [5] substantiated ways for increasing the effi-
ciency of the trunking communication systems of Ukraine. 
However, this type of radio communication is not resistant to 
the influence of radio electronic suppression devices and also 
does not take into account the general resources of the systems.

The work [6] developed ways to increase the efficiency of 
using radio frequency resources in cognitive radio networks. At 
the same time, the mentioned work does not consider the influ-
ence of destabilizing factors on the quality of communication.

The work [7] proposed a dynamic channel selection al-
gorithm based on the fuzzy inference system (FIS), which 
is able to select the most available channel with the desired 
bandwidth, the minimum required signal-to-noise ratio, and 
the probability of error detection. The shortcoming of the 
proposed algorithm is that it does not take into account the 
influence of destabilizing factors and system resources.

The work [8] developed a radio resource access controller 
based on a sliding window. At the same time, the specified 
controller does not allow taking into account destabilizing 
factors present in radio communication channels, such as 
intentional interference and fading.

The work [9] proposed a method for monitoring the radio 
frequency spectrum and network architecture, for regulat-
ing the spectrum distribution and managing the use of the 
radio frequency spectrum. At the same time, the proposed 
approach does not allow taking measures aimed at improv-
ing their immunity and does not take into account possible 
changes in the network architecture.

Table	1
Approximate	relationship	between	parameters	and	control	variables	by	levels		

of	the	OSI	model	(The	Open	Systems	Interconnection	model)

OSI level Management objects Key optimization parameters Control influence of the node

Physical
Radio channel within 

radio communication with 
neighboring nodes

Bandwidth, channel transmission time, battery 
power consumption, transmission power, antenna 

pattern, etc.

Transmission power (direction), type  
of modulation, type of correction code,  

parameters, etc.

Channel
Radio channels within 

radio communication with 
neighboring nodes

Bandwidth and transmission time in the channel, 
battery power consumption, amount of service 

information, etc.

Channel-level exchange algorithms:  
deterministic, random, hybrid; package and 

receipt sizes

Network
One or more transmission 

routes

Amount of service information, route  
parameters (time of construction and existence, 

quantity, throughput, delivery time, battery 
power consumption, etc.)

Network-level exchange algorithms: table, 
probe, hybrid, wave asymmetric, hierarchical, 

etc. Topology management algorithms

Transport
Information direction  

of communication
Bandwidth, time and variation of its transmis-

sion in the direction
Queue management algorithms. Overload 

window size, timeout time, etc.

Practical
Node, neighbor nodes, 
network zone, entire 

network

Bandwidth, transmission time and time  
variation, battery power consumption,  

transmission security

Application-level information exchange 
algorithms (protocols), coordination and 

intellectualization by OSI levels
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The work [10] proposed an algorithm for controlling the 
parameters of cognitive radio networks, namely optimal power, 
optimal speed and optimal amount of information. This control 
is based on a genetic algorithm. At the same time, the proposed 
algorithm takes into account only mutual interference caused 
by the mutual influence of users on each other, without the pe-
culiarities of constructing radio communication systems.

The work [11] proposed a method for determining the 
location of radio communication devices depending on the ef-
ficiency of radio electronic suppression. The proposed method 
makes it possible to increase the efficiency of radio communica-
tion, however, the increase in radio communication efficiency is 
limited only to determining the optimal location of radio com-
munication facilities. Also, this work does not take into account 
other resources of communication systems besides spatial.

The work [12] proposed to use clustering algorithms to 
manage the radio resources of radio communication devices. 
The proposed algorithm is based on the distribution of radio 
frequencies between clusters. At the same time, this approach 
does not allow for adaptation to the influence of intentional 
interference and implementation of other immunity improve-
ment mechanisms. This leads to incomplete utilization of 
communication system resources.

The work [13] proposed to use artificial intelligence in the 
tasks of increasing the efficiency of cognitive radio networks.  
At the same time, this research is intended only for general 
training (adaptation) of cognitive radio networks without 
specifying the factors affecting its effectiveness.

The work [14] proposed adaptive algorithms for adjusting 
the threshold values of parameters of radio communication 
systems. This research allows you to distinguish a useful signal 
against the background of noise, adapt to the signal envi-
ronment. At the same time, the study does not allow complex 
management of the parameters of special-purpose radio com-
munication systems.

Given the fact that to manage the resources of spe-
cial-purpose communication systems, it is necessary to pro-
cess input data of different measurement units and origin, it 
is proposed to conduct an analysis of algorithms for process-
ing different types of data.

The work [15] developed a generalized metric in the 
problem of analyzing multidimensional data with different 
characteristics. The essence of the proposed metric is that 
it allows building clustering, classification and association 
algorithms based on it using classical processing methods. 
However, this metric does not allow efficient functioning in 
conditions of insufficient computing resources.

The work [16] considered the problem of processing 
information from various technical monitoring devices. As 
a possible solution to the problem, it is proposed to apply 
a generalized information processing method based on the 
method of clustering territorially combined monitoring in-
formation sources and use a frame model of the knowledge 
base for the identification of monitoring objects. The clus-
tering method is based on the Lance-Williams hierarchical 
agglomerative procedure using Ward’s metric. The frame 
model of the knowledge base is built using object-oriented 
modeling tools. The disadvantage of the proposed genera-
lized method is that it does not take into account the relative 
importance of the events that occur and the inability to work 
in conditions of insufficient computing resources. Also, the 
shortcomings of the mentioned method include the impossi-
bility to redistribute computing resources between elements 
to increase the efficiency of information processing.

According to the analysis of the works [2, 4–17], the fol-
lowing can be stated:

– they do not allow end-to-end management of the 
resources of special-purpose communication systems, but 
only carry out separate management influences at a separate 
level of the open systems interconnection model for a sin- 
gle resource;

– the approaches proposed in the listed works were aimed 
at finding partial solutions to communication planning prob-
lems in the operations of groups of troops (forces);

– they do not take into account the impact of manage-
ment decisions of a separate resource on another resource of 
the special-purpose communication system.

3. The aim and objectives of the study

The aim of the study is to improve the method of complex 
management of resources of special-purpose communication 
systems, which would make it possible:

– to take into account the influence of destabilizing 
factors on the functioning of the special-purpose communi-
cation system;

– to manage the system resources at the levels of the open 
network interconnection model;

– to forecast the state of the special-purpose communi-
cation system;

– to take into account the influence of management 
decisions of a separate resource on another resource of the 
special-purpose communication system;

– to determine the necessary communication hardware 
that must be involved to ensure the communication of groups 
of troops (forces) in operations.

To achieve the aim, the following objectives were set:
– to formalize the tasks of resource management of special- 

purpose communication systems for maximum throughput;
– to develop an algorithm for complex management of 

resources of special-purpose communication systems;
– to evaluate the effectiveness of the improved method 

of complex management of resources of special-purpose com-
munication systems.

4. Materials and methods

The object of the study is a special-purpose communi-
cation system. The hypothesis of the study consists in the 
complex management of the resources of the special-com-
munication system at the levels of the OSI model, and if it is 
impossible to perform the tasks related to the organization of 
communication, to increase the reserve of forces and commu-
nication means to the required level.

Performance evaluation and modeling of the improved 
method of complex management of resources of special-pur-
pose communication systems proposed in the study was 
carried out in MathCad 14 software (USA).

In the course of the study, the general provisions of ar-
tificial intelligence theory were used to solve the problem 
of analyzing and forecasting the state of the special-purpose 
communication system. Conceptual provisions of system 
dynamics were used for describing dynamic changes in 
the state of the special-purpose communication system. 
The si mulation was carried out using MathCad 2014 soft-
ware (USA) and an AMD Ryzen 5000 series PC (USA).



Information and controlling system

37

5. Results of the study on complex resource management 
of special-purpose communication systems

5. 1. Formalization of the problem of resource mana-
gement of special-purpose communication systems for 
maximum bandwidth

It is proposed to carry out end-to-end management of the 
resources of special-purpose communication systems with 
relative observance of the hierarchy at each level of the open 
systems interconnection basic reference model.

The resources of the special-purpose communication sys-
tem were defined as management of:

– a spatial resource;
– a time resource;
– a frequency resource;
– a reserve of technical communication means.
Destabilizing factors include:
– intentional interference;
– denial-of-service cyber attacks;
– fire damage to elements of the special-purpose commu-

nication system.
The special-purpose communication system was presen-

ted from the standpoint of graph theory in the form of a tree. 
At the same time, the root of the tree was matched with the 
control subsystem of the second level (I2, U2) and the vertices 
of this tree, which are located at a distance of one edge from 
the root – Q the control subsystem of the first level (I11,U11),…,  
(I1q,U1q),…,(I1Q,U1Q). Each subsystem includes a control (iden-
tification) unit I and a management unit U. Let us consider 
Q zero-level subsystems, which are two edges away from 
the root of the tree. These subsystems represent interacting 
processes of exchange of operational and service information 
flows in the management system P1, ..., Pq, …, Pq [4–6].

For the q-th control subsystem of the first level (I1q,U1q) 
q Q= 1, , we introduce the following notations:

– X1q(k) is the set of vectors, the state of the q-th con-
trolled subnet, where x k x k a aq q

a
q1 1 11( ) { ( )}, ,= =  with the di-

mension a1q×1; 
– X kq1 ( )  is the set of evaluation vectors  x k x kq q

a
1 1( ) { ( )},=  

a a q= 1 1, , with the dimension a1q×1; 
– U1q(k) is the set of control vectors of the q-th controlled 

subnet u k u kq q
b

1 1( ) { ( )},=  b b q= 1 1, , with the dimension b1q×1; 
– Y kq1 ( ) is the set of vectors of local variables that are 

issued to the upper-level control subsystem y k y kq q
d

1 1( ) { ( )},=  
d d q= 1 1, , with the dimension d1q×1; 

– Z1q(k) is the set of vectors of local output variables 
z k z kq q

d
1 1( ) { ( )},=  d d q= 1 1, , with the dimension d1q×1.

For the second-level management subsystem, respectively:
– X k2( ) is the set of vectors of generalized estimates 

 x k x kl
2 2( ) { ( )},=  l lr= 1, , with the dimension l ar q

q

Q

× =






×

=
∑1 11

1

; 

– Y2q(k) is the set of vectors that are issued to the lower- 
level control subsystem  y k y kq q

d
2 2( ) { ( )},=  d d q= 1 2, , with the 

dimension d1q×1; 
– Z2q(k) is the set of vectors coordinating the out-

put variables issued to lower-level control subsystems 
z k z kq q

d
2 2( ) { ( )},=  d d q= 1 2, , with the dimension d2q×1. 

As a result, for the q-th subsystem of zero level Pq , q Q= 1, , 
we have:

– cqp(k) – the set of connection vectors c k c kqp qp
mn( ) { ( )},=  

m mq= 1, , n nq= 1, , between the p-th and q-th subsystems (p, 
q Q= 1, ,  p ≠ q);

– πq(k) – the set of vectors of external influences Πq q
lk k( ) { ( )},= π 

Πq q
lk k( ) { ( )},= π  l lq= 1, ,  with the dimension lq×1. 

The set of state vectors of a special-purpose communi-

cation system X k X kq
q

Q

( ) ( )=
=

1
1


 may include vectors of any 

state variables affecting the quality of the special-purpose 
communication system and the efficiency of its operation. 
The main ones include:

– the vector of information load parameters of a spe-
cial-purpose communication system (characterizes the num-
ber of information messages that must be transmitted per 
unit of time at a given bandwidth):

Λ Λ Λ Λk k k kq Q

T( ) = ( ) ( ) ( )1 , ..., , ..., ;  (1)

– the vector of delays in the transmission of information 
messages of a special-purpose communication system (cha-
racterized by a deterioration of the bandwidth of special-pur-
pose communication systems):

H k H k H k H kq Q

T( ) = ( ) ( ) ( )1 , ..., , ..., ;  (2)

– the vector of parameters of the radio-electronic envi-
ronment of the military radio communication subsystem of 
the special-purpose communication system (the number of 
operating frequencies suppressed by radio-electronic warfare 
means that do not meet the bandwidth requirements):

ℵ( ) = ℵ ( ) ℵ ( ) ℵ ( )k k k kq Q

T

1 , ..., , ..., ;  (3)

– the vector of frequency resources of the radio commu-
nication subsystem of the special-purpose communication 
system (total number of working frequencies):

ℑ( ) = ℑ ( ) ℑ ( ) ℑ ( )k k k kq Q

T

1 , ..., , ..., ;  (4)

– the vector of hardware resources of the special-purpose 
communication system (total number of network devices in 
the special-purpose communication system):

ϒ k k k kq Q

T( ) = ( ) ( ) ( )υ υ υ1 , ..., , ..., .  (5)

Input data for modeling the state of a special-purpose 
communication system used for calculations:

1. Calculations are based on the special communications 
system of an operational group of troops (forces) consisting of:

– 50 W radio communication equipment – 120 units;
– 5 W radio communication equipment – 500 units;
– 1 W radio relay communication devices – 100 units;
– 3 W satellite communication devices – 100 units;
– tropospheric communication devices – 40 units;
– level 3 network devices – 400 units.

5. 2. Development of an algorithm for complex resource 
management of special-purpose communication systems

The improved method of complex management of re-
sources of special-purpose communication systems consists 
of the following sequence of actions (Fig. 1):

1. Input of initial data. Initial data on the state of the 
special-purpose communication system, the type of operation 
of the group of troops (forces) and the task of organizing 
communications in the group of troops (forces) are entered.

2. Entering information about the degree of a priori un-
certainty about the state of the communication system. At 
this stage, the degree of uncertainty of the data on the state 
of the special-purpose communication system is determined 
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based on the works of the authors [17–23]. Possible degrees 
of the uncertainty of information about the state of the spe-
cial-purpose communication system: full awareness, partial 
uncertainty, complete uncertainty [24–29].

3. Determination of control influences on the special-pur-
pose communication system. At this stage, based on the de-
scription of the state of the special-purpose communication 
system, the control influences on the physical, channel and 
network levels of the special-purpose communication system 
are determined. The basis of the specified procedure of the 
improved method is the method developed by the authors in 
the previous studies [2, 3, 17, 18].

4. Forecasting the state of the special-purpose communi-
cation system. At this stage, the state of the special-purpose 
communication system with the determined composition of 
forces and means of communication is forecasted. Forecast-
ing the state of the special-purpose communication system 
at this stage is carried out using the approaches developed in 
previous studies [2, 3, 17, 18].

5. Determination of the necessary forces and means of com-
munication for expanding the special communication system.

START

Input of 
initial data 

( = {i}) 

1

Determination 
of the degree of

uncertainty

2

Forecasting 
the state of 
the system

4

Determination 
of control
influences

3

of forces and 
means of radio 
communication

No

END

Yes

J J add 6

Determination  5 

Fig.	1.	Algorithm	for	the	implementation	of	the	improved	
method	of	complex	management	of	resources		

of	special-purpose	communication	systems

The decision to build up forces and means of communica-
tion of a group of troops (forces) is made after it is impossible 
to solve the tasks of organizing communication in the exist-
ing organizational and staff structure after step 4.

Let us consider in more detail the specified procedure for 
determining the necessary forces and means of communica-

tion in a special-purpose communication system. The task of 
synthesizing information technology for managing the processes 
of coordinated functioning and complex resource management 
of special-purpose systems can be formulated as the «task of 
finding optimal control influences». The specified tasks transfer 
the special-purpose communication system under consideration 
from the specified to the required structural state, which charac-
terizes both the current state of the objects included in the 
given type of structure, and the state of relations between them.

Thus, the value of the state of the existing and «new» com-
munication system of a group of troops (forces) CTC U St tf< >∗, δ  
is required, at which [3, 7, 9, 18]:

J X F t t t extrt t t t
f

t

tf
U St

θ χ χ χ χ χ δ δ

δ

, , , , , ( , ], ,

,

Γ Ζ < ′ ( ) ∗
< >∈

∈( ) →∏ 0

ΔΔg

,

Δ Γ Ζg
t tf t t t t t

gU S R X F R< > ( ) ≤{ }< ′ ( )∏, , , , , ] ,, ,δ β χ χ χ χ χ δ δ
  (6)

U t t tt f= ∈
< > < >< >∏ ∏∏δ δ δ δδ δ

β
1 2

1

2 3

2

, ,,
; ,B

where Jθ is the cost, time, resource indicators character-
izing the efficiency of the special communication system;  
θ∈Θ is the set of indicator numbers; χ is the set of indices cor-
responding to the structures of the special-purpose commu-
nication system; T∈(t0, tf] is the time interval for which the 
special communication system functions and the communi-
cation organization process is implemented; X X l Lt

l
t

χ χ χ= ∈{ , } 
is the set of elements included in the structure of the dynamic 
alternative system graph (DASG) Gt

χ  (a set of DASG ver-
tices), by which the controlled structural dynamics of the 
special-purpose communication system at time t is specified; 
G l l Lt

l
t

lχ χ χχ= ′∈< ′>{ , , },  is the set of DASG arcs of type Gt
χ , 

reflecting the relationships between its elements at time t;  
Ζ χ χ χ

t
l

t
lz l l L= ′∈< ′>{ , , },  is the set of parameter values, quantify-

ing the relationship of the corresponding DASG elements; 
F t

< ′>χ χ,  is the description of the influence of different structures 
of the special-purpose communication system on each other 
at time t; ∏

< > 

δ δ,
t  is the composition of the structural state of 

the special-purpose communication system with numbers  δ δ,  
at time t; Δg is the set of dynamic alternatives (a set of struc-
tures and parameters of the special-purpose communication 
system, «new» and existing special-purpose communication 
systems and a set of programs for their operation); Ut is the 
control influences that allow synthesizing the structures 
of special-purpose communication systems that are being 
built up and implemented; Rg  is the given values; «o» is the  
composite mapping operation; B is the set of numbers of 
space-time, technical and technological restrictions that 
determine the processes of implementation of programs for 
building up and functioning of a special-purpose communi-
cation system [2].

At the build-up stage, first of all, the operating parame-
ters of the elements and subsystems of the special-purpose 
communication system are changed.

The study proposes to consider a special-purpose com-
munication system as a complex dynamic object consisting 
of a set of structures. Communication between them occurs 
through the transmission of information about the status of 
operations, the intensity of data transmission and processing 
flows, as well as information about the state of various re-
sources, services and basic services.

This approach allows us to present the stage of parallel 
operation and expansion of the special-purpose communica-
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tion system as a process of updating (improving the charac-
teristics) of information services supporting the special-pur-
pose communication system. We present the process of 
software management of the expansion of the special-purpose 
communication system:

dx
dt

u tn
s l

n r
s l

r

ps,
, ;

( )
( )

=

= ( )∑  
1

 (7)

dx
dt

w tn
s l

n r
s l

n

m j,
, ;

( )
( )

=

= ( )∑  
1

 (8)

dx

dt
trS

s l

rS
s ll

l

,
, ( ).

( )
( )= ω  (9)
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Quality indicators of software management of the expan-
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In relations (8)–(20), the following notations are adopted:
– xr

s l,( )  is the variable that characterizes the state of exe-
cution of the operation of providing the necessary informa-
tion services for performing communication tasks Av

b j, .( )

The superscript «s» means that the corresponding vari-
able is a part of the software control model of the expansion 
of the special-purpose communication system.

The superscript «l» means the service information ope-
ration of the special-purpose communication system, which 
«consumes» the information service;

– u tnr
s l,( ) ( )  is the intensity of support of the service ope-

ration (internal service) F n r
s l

< >
( )

,
,  by the resource of the spe-

cial-purpose communication system Br
s l, ;( )

– xr
s l,( )  is the variable, the current value of which is nu-

merically equal to the total duration of engagement of spe-
cial-purpose communication system resources Br

s l, ;( )

– w tnr
s l,( ) ( )  is the duration of using the special-purpose com-

munication system resource Br
s l,( ) to support the information ser-

vice (internal services) D l n
s b

< >
( )

,
,  w tnr

s l,( ) ( ) = 1 if the special-purpose 
communication system resource is allocated and functioning;

– xrS
s l

l

,( )  numerically determines the time interval from the 
end of maintenance of the internal service F n r

s l
< >
( )

,
,  by the spe-

cial-purpose communication system Br
s l,( ) to the given final time;

– ωrSl
s l t,( ) ( )  is the auxiliary control action. It takes the 

value «1» if the special-purpose communication system has 
completed the maintenance of the internal service F n r

s l
< >
( )

,
, ;

– Vn
s l,( )  is the amount of memory required to store output 

and intermediate data allocated for the internal maintenance 
operation;

– e V Pr
j

r
j

r
j( ) ( ) ( ), ,  are the set values (constants) characterizing 

the maximum intensity of implementation of internal services 
on the resource of the special-purpose communication sys-
tem Br

s l,( )  (before building up); 
– γ δ

r
m t,( ) ( )  is the auxiliary control action taking the value 

«1» at time t, if a transition is made from existing (e V Pr
j

r
j

r
j( ) ( ) ( ), , )  

to new e V Pr
j

r
j

r
j( ) ( ) ( ), ,  parameters of information resources Bj in 

the subsystem of the special-purpose communication system;
– an

s l,( )  is the volume of internal service operations to sup-
port a given external service;

– δnr
s l t,( ) ( )  is the function that allows you to assess the 

overall quality of providing internal services F n r
s l

< >
( )

,
,  of the 

special-purpose communication system at the stage of joint 
functioning and expansion;

– c tnr
s l,( ) ( ) is the cost function of time describing indirect, 

i.e. operational costs (administration, technical support, etc.) 
associated with the operation and expansion of a specific 
information service.

5. 3. Evaluation of the efficiency of the improved me-
thod of complex management of resources of special-pur-
pose communication systems

Research on the efficiency of the proposed improved 
method of complex resource management of special-purpose 
communication systems was conducted.

According to the initial data given in section 5.1, an as-
sessment of the management efficiency of spatial, temporal 
and frequency resources of the special-purpose communica-
tion system was carried out (Fig. 2). We specify the modeling 
conditions for this case:

– frequency-hopping spread spectrum (FHSS) radio com-
munication devices: frequency range – 30–512 MHz; trans-
mitter power – 10 W; emission bandwidth – 12.5 kHz, 
receiver sensitivity – 120 dB; the number of radio communi-
cation devices in the network – 5; the number of frequency 
channels for reconfiguration – 10,000; the number of recon-
figurations – from 333.5 to 1,000 jumps/sec;

– radio electronic suppression (RES) complexes – 2; fre-
quency range – 30–2000 MHz; transmitter power – 2,000 W;  
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maximum frequency band that can be suppressed simulta-
neously – 80 MHz, type of interference – frequency-shift 
barrage noise jamming, as one of the most common and the 
effect of which is well known; the strategy of the RES com-
plex – dynamic.

4 LimeSDR (USA) programmable transceivers with 
GNU Radio (Germany) software were connected to the PC 
and a RIGOL DG5252 (Germany) noise generator that sim-
ulated the operation of the RES complex.

C , s

0.003

0.002

0.001

0 60
0

10

0
10
20
30
40
50

П , s

Fig.	2.	Dependencies	of	the	message	duration		
on	the	response	time	of	the	RES	complex

Analysis of the obtained dependencies (Fig. 2) shows that 
the value f C

 τ τ, Π( )  is less than the threshold value. Therefore, 
in this case, the decision is made mainly on the basis of the 
analysis of changes in the duration of the message, which was 
affected by interference τC( )  and the pause after it τΠ( ).

To demonstrate the learning efficiency of an evolving arti-
ficial neural network, forecasting of the time security of a spe-

cial-purpose communication system was carried out. To con-
duct the experiment, a training sample containing data on the 
state of the special-purpose communication system was used.  
5,000 observations from this sample were used for the experi-
ments. The training sample contained 3,000 observations, the 
test sample had 2000 observations.

The square root of the root mean square error was used as 
a criterion for forecasting quality.

Multilayer perceptron (MLP), radial basis neural net-
work (RBNN) and evolving artificial neural network were 
used to compare the forecasting quality.

The forecasting results for different systems are presented 
in Table 2.

Table	2

Forecasting	results	for	different	systems

System name
Number of 

configurable 
parameters

RMSE 
(training)

RMSE 
(test)

Time, s

Multilayer per-
ceptron

51 0.1058 0.1407 0.1081

Radial-basis neu-
ral network

21 0.1066 0.2155 0.1081

Evolving cascade 
system with neo-
fuzzy nodes

20 0.0784 0.1081 0.1081

The indicated results can be seen from the results in the 
last lines of Table 1, as the difference of the Xie-Beni index.

From Fig. 3, it can be concluded that the RES device 
affected approximately 10 % of the hopset with narrowband 
interference, which can be effectively corrected with correc-
tion codes.

Fig. 4 shows the simulation of the operation of the RCD 
and RES means under the influence of frequency-shift noise 
interference.

Fig.	3.	Operation	of	4	transceivers	according	to	the	specified	method	and	the	RIGOL	DG5252	noise	generator
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Table	3
Results	of	the	simulation	of	the	expansion		

of	the	special-purpose	communication	system

Output data Option I Option ІІ Option III

The number of resources 
that need to be built up in 
the system

40 50 70

The planned number of sys-
tem resources to be built up

10 30 65

Time period during heuris-
tic build-up

22 33 44

Time period for build-up us-
ing the proposed approach

20 28 41

The value of the resulting 
quality indicator for heuris-
tic plans

1,117 901 408

The value of the resulting 
quality indicator for optimal 
plans

1,384 1,113 484

The results of the simulation show that the efficiency of 
the special-communication system has increased by 20–26 % 
under the influence of destabilizing factors.

6. Discussion of the results of developing a method  
of complex management of resources of special-purpose 

communication systems

As part of the research, an improved method of complex 
resource management of special-purpose communication sys-
tems is proposed. The operation of the proposed method was 
simulated in the MathCad 14 software environment.

The main advantages of the proposed method are:
– the use of a complex channel state assessment indica-

tor that takes into account most of the known assessment 
parameters;

– unambiguity of the obtained assessment of the state of 
the special-purpose communication system;

– wide scope of use (communication and radar systems);
– simplicity of mathematical calculations;
– increased efficiency of channel state assessment due to 

the use of artificial intelligence theory;
– ability to synthesize the optimal structure of the com-

munication system.
The disadvantages of the proposed method include:
– loss of informativeness in the channel state assessment 

due to a comprehensive assessment;
– lower accuracy of assessment by a single parameter of 

channel state assessment;
– lower accuracy of assessment at the initial stage, asso-

ciated with the lack of neural network training and the lack 
of a signal environment base;

– the method is not advisable to use in communication 
systems if it is necessary to obtain an accurate assessment of 
the channel state by a separate indicator.

The method will make it possible:
– to identify destabilizing influences on the state of the 

communication system;
– to assess the state of the channel;
– to ensure effective use of resources of special-purpose 

networks;
– to increase the speed of assessment of communication 

channels;
– to reduce the use of computing resources of soft-archi-

tecture communication tools;
– to develop immunity-improving measures.
Constraints (11)–(13) determine the possibilities of 

information processing on the resource Br
s l,( ) before and after 

the corresponding stage of building up the special-purpose 
communication system. 

Constraints (14) determine the technology of informa-
tion service implementation. The operation included in the 
service provision process (internal service) cannot be provi-
ded until the expansion of the special-purpose communica-
tion system involved in this process is completed.

Fig.	4.	Simulation	of	the	operation	of	the	RCD	and	RES	means	under	the	effects	of	frequency-shift	noise	interference	
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Constraints (15) specify the possibility of simultaneous 
use of several resources of the special-purpose communication 
system to ensure the functioning of the internal service and the 
use of resources of the special-purpose communication system 
to perform several tasks in parallel. ε and θ are known numbers.

Constraint (16) is an auxiliary one, which is introduced to 
fix the time when the resources of the special-purpose commu-
nication system providing internal service operations expire.

Constraint (17) defines the interval of possible values 
that the corresponding control influences can take, and forms 
a connection with the model of communication tasks.

Expressions (18) and (19) define restrictions on the va-
lues of the variables at given time points t = t0 and t = tf.

The indicator of type (20) evaluates the quality of plan-
ning the processes of operation and expansion of the spe-
cial-purpose communication system at the level of services.

The indicator of type (21) was introduced to evaluate the 
total operating costs associated with the processes of build-
ing up the special-purpose communication system only at the 
level of information services.

The indicator (22) was introduced to maximize the num-
ber of operations performed only at the level of operation of 
the special-purpose communication system.

The developed and improved method provides a gain of 
20–26 % compared to classical management approaches.

The proposed improved method can be used at the control 
points of the communication system of troops (forces) groups 
while planning the organization of communication and at the 
stage of operational management of the communication system.

This study is a development of research carried out by 
the authors aimed at developing methodological principles of 
operational management of radio resources of radio commu-
nication systems.

7. Conclusions

1. We formalized the task of resource management of 
special-purpose communication systems for maximum band-
width. The specified formalized description allows describing 
the processes that occur during the operation of the spe-
cial-purpose communication system and determining mea-
sures aimed at increasing the efficiency of the special-purpose 
communication system.

2. An improved method of complex resource management 
of special-purpose communication systems was developed.

The method allows you to determine the impact of 
destabilizing factors on a special-purpose communication 
system and describe a special communication system of 
different architectures. Also, the method allows determin-
ing the rational routes of information transmission and 
the operation mode of communication devices. Another 
element of novelty of the proposed method is that it takes 
into account the degree of uncertainty about the state of the 
special-purpose communication system. The next element of 
the novelty of the proposed method is the forecasting of the 
state of the special-purpose communication system based on 
fuzzy temporal models and determination of the number of 
necessary forces and means of communication that must be 
increased for the full functioning of the special communica- 
tion system.

3. The positive effect of the implementation of the de-
veloped improved method is provided by the following 
interrelated factors: joint use of the analysis and forecasting 
procedures; determination of the necessary number of forces 
and means of communication, which must be included in the 
special-purpose communication system.

The proposed improved method can be used at the con-
trol points of the communication system of troops (forces) 
groups while planning the organization of communication 
and at the stage of operational management of the commu-
nication system.

The specified method allows increasing the efficiency 
of the special communication system under the influence of 
destabilizing factors by 20–26 %, which is confirmed by the 
simulation results.
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