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Executive Summary 
 

This document is the ENSURESEC’s Deliverable D4.2, which is the mid-term report of the ENSURESEC’s 

Task 4.2 “Modeling and Verification Tools”. This task aims at developing tools based on the Frama-C 

platform, provided by CEA, in order to model and verify implementation of cyber and physical 

interfaces for protecting them against security threats, e.g., application behaviors, communication, 

and cryptographic libraries. Task 4.2 is led by CEA. The other involved partners are Search LAB (SLAB), 

ABI Lab (ABI), and University of Greenwich (UOG). 

The document first presents a state of the art of modeling languages, specification languages at code 

level, and program verification techniques and tools. Then, it introduces Frama-C, the tool at the heart 

of the ENSURESEC’s Task 4.2, through a general overview, its companion formal specification language 

ACSL, the plug-ins included in its standard distributions, and the way it is integrated within 

ENSURESEC. It also provides a few details about its installation and its user interfaces that come in 

three ways: a command line tool, a graphical user interface (GUI), and a new experimental GUI.  

Finally, the document focuses on the task’s development. First, it presents the works done so far in 

ENSURESEC, which include improving the Frama-C’s experimental GUI, improving memory models of 

the Frama-C plug-in WP that are key elements for ensuring memory safety, and analyzing the “nginx” 

library, which is an increasingly popular library of proxy servers that are of primary interest for an e-

commerce systems. Second, the document also discusses the works that remain to be done. They 

include supporting multi-threaded programs within Frama-C, implementing access control 

enforcement within Frama-C, and verifying security properties in a multiple language setting. This last 

task is planned to be done in collaboration with ENSURESEC’s WP5 “Detection and Security 

Enforcement”. 

In addition to this report, the ENSURESEC’s Deliverable D4.2 also contains an ENSURESEC’s custom 

version of Frama-C that includes the development already done within ENSURESEC. The current 

advancement of this task is online with schedule. 

Deliverable D4.6 “Modeling and Verification Tools – Final Version”, due by October 1, 2021, will 

provide an updated version of this report and an updated version of Frama-C. 

  



 D4.2 – Modeling and Verification Tools, Initial Version 

 

 PUBLIC Page | 5  

Table of Contents 
 

Executive Summary ................................................................................................................................. 4 

Table of Contents .................................................................................................................................... 5 

List of Figures .......................................................................................................................................... 7 

List of Tables ........................................................................................................................................... 7 

1. Introduction .................................................................................................................................... 8 

2. Scientific and Technical Background ............................................................................................... 9 

2.1. Modeling Languages ............................................................................................................... 9 

2.2. Specification Languages at Code Level ................................................................................... 9 

2.3. Program Verification ............................................................................................................. 10 

3. Tool Presentation .......................................................................................................................... 12 

3.1. General Overview ................................................................................................................. 12 

3.1.1. Frama-C at a Glance ...................................................................................................... 12 

3.1.2. ACSL, the Specification Language of Frama-C ............................................................... 13 

3.1.3. Frama-C Plug-ins Included in the Standard Distribution ............................................... 15 

3.2. ENSURESEC Integration ......................................................................................................... 17 

3.2.1. Frama-C Standard Distribution ..................................................................................... 17 

3.2.2. Additional Frama-C Plug-ins .......................................................................................... 18 

4. Tool Installation ............................................................................................................................ 20 

4.1. Tool Requirements ................................................................................................................ 20 

4.2. Tool Setup ............................................................................................................................. 20 

5. Tool User Interface........................................................................................................................ 21 

5.1. The Frama-C Command Line ................................................................................................. 21 

5.2. The Frama-C GUI ................................................................................................................... 21 

5.3. The New Experimental Frama-C GUI .................................................................................... 23 

6. Tool Development ......................................................................................................................... 25 

6.1. ENSURESEC Specific Developments ...................................................................................... 25 

6.1.1. Improving the Frama-C GUI .......................................................................................... 25 

6.1.2. Improving Memory Models of the Frama-C Plug-in WP ............................................... 25 

6.1.3. Analyzing the “nginx” Library ........................................................................................ 26 

6.2. Future Work .......................................................................................................................... 26 

6.2.1. Supporting Multi-threaded Programs Within Frama-C ................................................ 26 

6.2.2. Implementing Access Control Enforcement Within Frama-C ....................................... 27 

6.2.3. Verifying Security Properties in a Multiple Language Setting ....................................... 27 



 D4.2 – Modeling and Verification Tools, Initial Version 

 

 PUBLIC Page | 6  

7. Conclusion ..................................................................................................................................... 28 

List of Abbreviations ............................................................................................................................. 29 

Bibliography .......................................................................................................................................... 29 

 

  



 D4.2 – Modeling and Verification Tools, Initial Version 

 

 PUBLIC Page | 7  

List of Figures 
Figure 1 - Frama-C Software Architecture ............................................................................................ 13 

Figure 2 - Example of ACSL Function Contract ...................................................................................... 14 

Figure 3 – Example of a Function Fully Proven by the Frama-C plug-in WP ......................................... 22 

Figure 4 - Inspection of an Alarm Raised by the Frama-C plug-in Eva on MbedTLS ............................. 22 

Figure 5 - Understanding the Origin of an Alarm with the Frama-C plug-in Studia .............................. 23 

Figure 6 - Ivette, the new Frama-C GUI ................................................................................................ 24 

Figure 7 - Eva-computed Values Displayed in Ivette ............................................................................ 24 

 

List of Tables 
Table 1 - Frama-C Plug-in Description ................................................................................................... 16 

 

  



 D4.2 – Modeling and Verification Tools, Initial Version 

 

 PUBLIC Page | 8  

1. Introduction 
 

This document is the ENSURESEC Deliverable D4.2, which is the mid-term report of the ENSURESEC’s 

Task 4.2 “Modeling and Verification Tools”. This task aims at developing tools based on the Frama-C 

platform, provided by CEA, in order to model and verify implementation of cyber and physical 

interfaces of e-commerce ecosystems for protecting them against security threats, e.g. application 

behaviors, communication, and cryptographic libraries. 

Task 4.2 is led by CEA. The other involved partners are Search LAB (SLAB), ABI Lab (ABI), and University 

of Greenwich (UOG). 

This document focuses on the presentation and the development of the Task 4.2’s tools. Yet, the 

actions of Task 4.2 also interleave with other ENSURESEC’s WPs. In particular, WP3 “ENSURESEC 

Integrated Platform” discusses how to integrate the Task 4.2’s tools into the ENSURESEC platform and 

WP8 “Deployments and Evaluation” presents how to apply these tools on the ENSURESEC use cases. 

Strong scientific and technical connections have also been established with WP5 “Detection and 

Security Enforcement”, in particular with Task 5.1 “Behavioral Monitor” and Task 5.2 “Data Security 

Monitor”, the later also relying on the Frama-C platform. This document also explains these 

interactions with other ENSURESEC’s WPs. 

First, Section 2 introduces the necessary scientific and technical background. Next, Section 3 presents 

Frama-C, the main tool developed in ENSURESEC’s Task 4.2. Then, Section 4 explains how to install 

this tool. Afterwards, Section 5 shows an overview of its Graphical User Interface. Finally, Section 6 

details the features developed in the context of Task 4.2. 
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2. Scientific and Technical Background 
 

ENSURESEC’s Task 4.2 focuses on modeling and verifying implementations of cyber and physical 

interfaces of e-commerce ecosystems in order to protect them against security threats. This section 

aims at studying the state-of-the-art of both activities, namely modeling and verification, in the 

context of guaranteeing security properties at code level. 

Section 2.1 introduces modeling languages. Then, Section 2.2 focuses on specification languages at 

code level. Finally, Section 2.3 presents the main verification techniques at code level.  

2.1. Modeling Languages 
 

A modeling language is a language that can be used to express information about a system that may 

be defined by a consistent set of rules. The most widely used modeling languages (in particular, in the 

industry) are visual modeling languages that operates at a very abstract level of the system (e.g., 

business process) [1]. The typical example of such a language is Unified Modeling Language (UML) and 

its myriad of variations that supports Model-Based Engineering (MBE) [2]. Yet, such languages are not 

suitable at code level because they operate too far away from the code and they lack formal semantics 

that would allow to finely link them to the code semantics.  

Formal modeling languages, that are modeling languages defined with a formal semantics, also exist. 

Yet, they still operate at a quite abstract level of the system and are usually dedicated to express 

concurrency properties (e.g., the languages of the pi-calculus family [3]) or/and properties of 

distributed systems (e.g., languages based on Petri nets [4]): they are also not particularly appropriate 

for verifying security properties at code-level. Indeed, they model either very specific system 

information, which is typically not available at code level (particularly in the case of legacy systems) 

and thus hinders formal verification of such models, or models very high-level system information, 

which is inadequate for the verification of such models. 

Other modeling tools are proof assistants, such as Coq [5] and PVS [6], and intermediate verification 

language, such as Boogie [7] or Why3 [8]. Yet, these tools are also not particularly suitable for code-

level verification because they come with their own programming languages: the program to be 

verified must first be translated into these frameworks. It is error-prone and time-consuming if done 

by hand. Yet, they are powerful when used as back-ends for other verification tools. 

2.2. Specification Languages at Code Level 
 

For expressing properties at code level, the tool of choice is specification languages. Almost all modern 

specification languages that operate at code level are formal behavioral specification languages [9] 

that take inspiration from Eiffel [10], designed in the eighties. That is in particular the case of (by order 

of creation) JML [11] for Java, Spec# [12] for C#, ACSL [13] for C, and Spark2014 [14] for Ada. 

Such languages are based on function contracts that allow the user to express what a function 

assumes (its preconditions) and, assuming that the preconditions are fulfilled, what the function 

guarantees (its postconditions).  

ENSURESEC’s Task 4.2 is based on Frama-C, which is a code analysis tool for C program. Therefore, it 

relies on the ACSL specification language. Section 3.1.2 provides more details about it. 



 D4.2 – Modeling and Verification Tools, Initial Version 

 

 PUBLIC Page | 10  

Yet, it is worth noting that these specification languages were mainly developed for modelling and 

verification of functional code properties, while security properties are a typical example of non-

functional properties that cannot be verified by considering a function in isolation from the rest of the 

system. Therefore, they must be adapted or extended for targeting such properties. For such a 

purpose, ENSURESEC’s Task 4.2 considers an extension of ACSL, named MetACSL, that allows the user 

to specify system-level properties. Section 3.2.2 provides more details about it. 

2.3. Program Verification 
 

Program verification consists in verifying properties about program’s behaviors. Yet, as soon as the 

desired properties are non-trivial, such a verification is undecidable according to the Rice Theorem 

[15] that states that no automatic exact static analysis can verify non-trivial program property. In that 

context, exactness means that the analysis tools correctly answer which properties are valid and 

invalid, while the “static” nature of the tool means that it does not require executing the analyzed 

program: it is only necessary to look at its code. Therefore, to be practicable, program verification 

requires relaxing one condition of the Rice Theorem in order to get back decidability. That leads to 

different categories of techniques and tools. 

First, some tools, known as (static) bug finders, are unsound, meaning that they do not care about 

exactness: they raise compile-time alarms about possible program violations. Yet, they have “false 

negative”, meaning that these tools miss some bugs since some necessary alarms may be missing. 

They also have “false positive”, meaning that they raise too many alarms: some of them (named “false 

alarms”) correspond to perfectly correct program’s behaviors. Examples of bug finders are Coverity1 

and Klocwork2. 

All the other categories of tools are based on techniques relying on formal methods, meaning that 

they are built on top of strong logic, mathematics and computer science backgrounds providing formal 

guarantees about their usage. 

One of these formal techniques is abstract interpretation [16] that guarantees soundness of the 

analyses, preventing them of having false negative: they never miss bugs corresponding to the verified 

properties. Yet, they often have a higher number of false alarms than bug finders. Examples of abstract 

interpreters are Polyspace [17], Astrée [18], and the Eva plug-in of Frama-C [19]. 

Another formal technique is model checking [20] that encodes the programs as a model before 

analyzing it. While this technique is sound with no false negative, it suffers from the state explosion 

problem that sometimes prevents it to answer in a reasonable amount of time. Examples of model 

checkers are BLAST [21] and SLAM [22]. 

A third formal technique is deductive verification [23], also known as program proving. It is sound with 

no false negative and does not suffer from the model checking’s state explosion problem. Yet, it is not 

fully automatic. In particular, each loop the verified program needs to be annotated with extra 

annotation. Therefore, this technique requires more expertise and is more time-consuming than the 

others. Examples of deductive verifiers are the WP plug-in of Frama-C [24] and Spark2014 [14]. 

Another formal technique is runtime verification [25]. Contrary to the others, this technique does not 

operate at compile-time but at runtime, during program execution. Therefore, it is often referred to 

                                                           
1 https://scan.coverity.com/  
2 https://www.perforce.com/products/klocwork  

https://scan.coverity.com/
https://www.perforce.com/products/klocwork
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as a “lightweight” formal method since it requires less expertise from the end-user, but offers less 

guarantees since they only check the executed program traces and do not validate the desired 

properties for all the program traces. When applied to code-level specification languages presented 

in the previous, this technique is named “runtime assertion checking” [26]. Examples of runtime 

assertion checkers are OpenJML [27] for Java, the E-ACSL plug-in of Frama-C [28], and Spark2014 [14]. 

It is worth noting that runtime verification is mainly out-of-scope in ENSURESEC’s WP4 that focuses 

on compile-time techniques. Yet, it is one of the main techniques involved in ENSURESEC’s WP5. For 

instance, the E-ACSL plug-in of Frama-C is involved in ENSURESEC’s T5.2 “Data Security Monitoring”. 
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3. Tool Presentation 
 

ENSURESEC’s task 4.2 “Modeling and Verification Tools” is fully based on Frama-C, a tool provided by 

CEA under an open source license. Section 3.1 provides a general overview of Frama-C, while Section 

3.2 explains which parts of Frama-C is integrated in ENSURESEC. 

3.1. General Overview 
 

Frama-C is more a collection of collaborative tools included in a uniform setting than a single tool. 

Consequently, Section 3.1.1 first introduces Frama-C at a glance. Next, Section 3.1.2 presents its 

companion specification language, named ACSL. Finally, Section 3.1.3 gives a short overview of the 

tools that are included in the Frama-C standard distribution. 

3.1.1. Frama-C at a Glance 
 

Frama-C (http://frama-c.com) [29]  is an open source industrial-strength framework for analysis of C 

source code. Its license is LGPL v2.1. Its Eclipse-like software architecture, presented in Figure 1, allows 

any developer to plug custom code analyses or program transformations (developed in OCaml) in the 

framework. For that purpose, Frama-C is based upon a kernel. Its internals are in charge of parsing, 

typing and linking the C source codes in order to build a normalized abstract syntax tree (AST) suitable 

for code analysis. It is shared by all plug-ins that consequently analyze the very same code. Plug-ins 

are code analyzers or program transformers that provides unique functionalities to the end-users. The 

Frama-C kernel also provides several services that help plug-in interactions, ease code manipulations 

often performed by code analyzers and program transformers and provide a uniform setting for the 

end-users (e.g. a common GUI). Several general-purpose libraries are also provided. Since the license 

of the Frama-C kernel is LGLP v2.1, third-party developers may develop their own extensions under 

the license of their choice, including proprietary ones. 

http://frama-c.com/


 D4.2 – Modeling and Verification Tools, Initial Version 

 

 PUBLIC Page | 13  

 

 

3.1.2. ACSL, the Specification Language of Frama-C 
 

Frama-C and its analyzers analyze source code written in C. More precisely, the input code shall be 

written in ISO C99, even if many extensions for alternative versions of C are also supported (e.g., Gcc 

and MSVC extensions, or C11 code). The user code may also be annotated with formal specifications 

written in the ACSL language [13]. Such annotations are enclosed in special formatted comments (/*@ 

… */ or //@ …) that allows C compilers to ignore them and Frama-C to distinguish them from other 

comments. ACSL is a behavioral specification language similar to Eiffel, JML for Java, Spec# for C#, or 

Spark2014 for Ada. It allows the user to write powerful specification about the expected program’s 

behavior. It also allows Frama-C plug-ins to use them in different ways. The first usage consists in 

verifying them, but they can also assume a few of them in order to perform a more precise verification, 

or they can even generate them that can in turn be verified by another plug-in. Such exchanges of 

ACSL properties between plug-ins make ACSL the langua franca of Frama-C plug-in collaboration and 

allow for powerful combinations of plug-ins for advanced usages. 

The key feature of behavioral specification languages is function’s contracts that allow the user to 

express the expected behavior of a particular function in terms of preconditions and postconditions. 

Preconditions states which properties on the function’s inputs are assumed before entering into the 

function’s body and shall be enforced by the function’s caller, while postconditions express properties 

that are implemented by the function’s body and may safely be assumed by the function’s caller right 

after the called function is executed. 

Plug-ins 

Libraries 

Kernel Internals 

Kernel Services 

Code Manipulations 

Plug-in Interactions 

Figure 1 - Frama-C Software Architecture 
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Figure 2 presents an illustrative example: a contract for a function “binary_search” that looks for a 

specific value in a sorted array. First, a predicate “sorted” is introduced in order to specify that an 

array “a” of length “length” is sorted if and only if its value stored at index “i” is smaller than its value 

stored at index “j” when “i” is smaller than “j”.  This predicate is then used in a precondition of 

“binary_search”, introduced by the ACSL keyword “requires”. The function has two other 

preconditions: one specifies that the length of the array shall be positive, and the other one specifies 

that every cell of the input array “a” between 0 and “length-1” must be valid, meaning that all of them 

should have been properly allocated by the program before calling the function. The clause “assigns 

\nothing” clause is a particular form of postcondition that specifies that the function does not modify 

the memory (since it only looks for some value in an array, it shall only read the program memory 

without modifying it in an observable way). Next, the contract states that the function has two 

behaviors. The first one specifies that, if the searched “key” is found in the array “a”, then the returned 

value “\result” of the function is an index of “a” corresponding to that “key”. The second behavior 

states that, if the searched “key” is missing, the returned value is -1. The last two clauses “complete 

behaviors” and “disjoint behaviors” state that both behaviors cover all the possible cases (i.e., no case 

is missing, so the specification is complete) and do not overlap (i.e., are mutually exclusive).  

 

/*@ predicate sorted{L}(int* a, int length) = 

     \forall integer i, j; 0 <= i <= j < length ==> a[i] <= a[j]; 

*/ 

 

/*@ requires sorted(a,length); 

    requires length >=0; 

    requires \valid(a+(0..length-1)); 

     

    assigns \nothing; 

 

    behavior exists: 

      assumes \exists integer i; 0 <= I < length && a[i] == key; 

      ensures 0 <= \result < length && a[\result] == key; 

 

    behavior not_exists: 

      assumes \forall integer i; 0<=i<length ==> a[i] != key; 

      ensures \result == -1; 

 

    complete behaviors; 

    disjoint behaviors; 

*/ 

int binary_search(int* a, int length, int key); 

Figure 2 - Example of ACSL Function Contract 
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This example shows on a simple example a few key features of ACSL, but many others allow the users 

to express powerful properties about their programs. The interested reader may refer to the 

Fraunhofer Fokus’s ACSL tutorial [30] for detailed explanations and many examples. 

3.1.3. Frama-C Plug-ins Included in the Standard Distribution 
 

As explained, Frama-C is more a collection of tools in a uniform setting than a single tool. In particular, 

its open source license allows anyone (CEA or third-parties) to extend it with its own plug-ins and 

distribute them under the license of their choice (including proprietary licenses). 

Table 1 introduces the plug-ins of the Frama-C standard distribution that are useful for the end-user 

(and not only for another plug-in developer). They come with a very short description. For most of 

them, a reference to a paper that introduces the plug-in and the underlying technique, or a pointer to 

the user manual is added. Section 3.2 provides additional details for the most useful plug-ins in the 

context of ENSURESEC’s Task 4.2. 

The plug-ins are classified in different categories: 

 Verification Tools 

 Analysis Tools 

 Inspection Tools 

 Verification Helpers 

 Reporting Tools 

 Code or Specification Generators 

The three Frama-C’s verification tools are the main Frama-C plug-ins. Each of them implements one 

state-of-the-art verification technique. One of them (or a combination of them) is included in most 

verification activities within Frama-C. 

Analysis tools provides different static analyses (most of them being semantical analyses) that may 

support V&V activities, reviewing, or auditing activities. 

Inspection tools provides static analyses that help to better understand some code under analysis. 

They are usually easily accessible from the Frama-C’s Graphical User Interface. They are particularly 

useful when inspecting a third-party code with no or little information about it. 

Verification helpers are plug-ins that simplify the use of another plug-in (most of the time, Eva, one of 

the three verification tools). 

Reporting tools are plug-ins that provides report about the V&V activities within Frama-C in different 

formats. 

Code or specification generators are plug-ins that automatically generate code or specification from a 

high-level specification. The code or the specification that are generated are usually handled by one 

(or several) of the Frama-C’s verification tools. 

Plug-in 
Category 

Plug-in Name Short Description Reference 

 
Verification 
Tools 

E-ACSL Runtime Assertion Checker [28] 

Eva Automatically computes 
variation domains for the 
variables of the program 

[19] 
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WP Proof of ACSL Properties [31] 

 
 
 
Analysis Tools 

From Functional Dependency 
Analysis 

[32] 

Impact Impact Analysis [33] 

Inout Input/Output Analysis [32] 

Metrics Code Syntactic Metrics [34] 

Nonterm Looking for Non-
terminating Functions  

[32] 

Security Slicing Removes useless pieces of 
code w.r.t. user-defined 
criteria, while preserving 
data confidentiality and/or 
integrity 

[33] 

Semantic Constant 
Folding 

Propagates code constant 
by relying on semantical 
information 

https://frama-c.com/fc-
plugins/semantic-

constant-folding.html  

Slicing Removes useless pieces of 
code w.r.t user-defined 
criteria. 

https://frama-c.com/fc-
plugins/slicing.html 

Sparecode Code cleaner https://frama-c.com/fc-
plugins/spare-code.html  

 
 
 
Inspection Tools 

Callgraph Callgraph of the program.  

Occurrence Where variables are used https://frama-c.com/fc-
plugins/occurrence.html  

Scope Scoping information about 
program’s variables 

https://frama-c.com/fc-
plugins/scope.html  

Studia Tools for Eva case studies [32] 

Users Function callees  

 
Verification 
Helpers 

Dive Interactive Imprecision 
Graph Generator for Eva 

 

Instantiate Overrides standard library 
functions 

https://frama-c.com/fc-
plugins/instantiate.html  

Loop Find maximum number of 
iterations in loops 

 

Variadic Variadic Function 
Translator 

 

Reporting Tools MdR Generates a report in 
Markdown or SARIF 
formats 

https://frama-c.com/fc-
plugins/markdown-

report.html  

Report Property Status Report https://frama-c.com/fc-
plugins/report.html  

Code or 
Specification 
Generators 

Aorai Generates annotations  for 
verification of temporal 
properties 

[35] 

Obfuscator Obfuscator for confidential 
code 

 

Rtegen Generates annotations for 
runtime error checking 

[36] 

Table 1 - Frama-C Plug-in Description 

 

https://frama-c.com/fc-plugins/semantic-constant-folding.html
https://frama-c.com/fc-plugins/semantic-constant-folding.html
https://frama-c.com/fc-plugins/semantic-constant-folding.html
https://frama-c.com/fc-plugins/slicing.html
https://frama-c.com/fc-plugins/slicing.html
https://frama-c.com/fc-plugins/spare-code.html
https://frama-c.com/fc-plugins/spare-code.html
https://frama-c.com/fc-plugins/occurrence.html
https://frama-c.com/fc-plugins/occurrence.html
https://frama-c.com/fc-plugins/scope.html
https://frama-c.com/fc-plugins/scope.html
https://frama-c.com/fc-plugins/instantiate.html
https://frama-c.com/fc-plugins/instantiate.html
https://frama-c.com/fc-plugins/markdown-report.html
https://frama-c.com/fc-plugins/markdown-report.html
https://frama-c.com/fc-plugins/markdown-report.html
https://frama-c.com/fc-plugins/report.html
https://frama-c.com/fc-plugins/report.html
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To sum-up, in the context of ENSURESEC, the key features of Frama-C are: 

 analyzing code written in the C programming language; 

 providing ACSL, a behavioral specification language for C programs; 

 providing a large set of code analyzers for C programs that can collaborate each other; 

 being extensible, meaning that it is possible to develop new analyses for specific purposes. 

3.2. ENSURESEC Integration 
 

The ENSURESEC Toolbox will integrate a custom version of Frama-C for its Modeling and Verification 

Tool. It is worth noting that it will also include the Data Security Monitor of Task 5.2, which also relies 

on Frama-C. The precise way of integrating this custom version of Frama-C as two separated 

ENSURESEC components is part of ENSURESEC’s WP3, in particular its Task 3.4 “System Architecture 

and Integration Planning” [37]. Yet, the ENSURESEC’s Frama-C custom version will include the Frama-

C standard distribution and a few other useful plug-ins. Section 3.2.1 gives a few details about the 

most important plug-ins for ENSURESEC that are part of the Frama-C standard distribution, while 

Section 3.2.2 introduces the ENSURESEC’s additional plug-ins. Further details about what has been (or 

will be) developed in the context of the project are provided in Section 6. 

3.2.1. Frama-C Standard Distribution 
 

The whole Frama-C standard distribution will be included in the ENSURESEC Toolbox. Yet, not all its 

plug-ins will be of the same usefulness. The most useful ones should be: 

 Verification Tools: 

o E-ACSL 

o Eva 

o WP 

 Analysis Tools: 

o From 

o Impact 

 Inspection Tools: 

o Studia 

 Verification Helpers: 

o Variadic 

 Reporting Tools: 

o Report 

 Code or Specification Generators: 

o Rtegen 

Plug-in E-ACSL, the runtime assertion checker of Frama-C, is the main tool of ENSURESEC’s Task 5.2 

“Data Security Monitor”, but it is not in the scope of T4.2. It will be further described in Deliverable 

D5.2. 

Plug-in Eva automatically computes variation domains for the variables of the program at each 

program point, by means of Abstract Interpretation. In the meantime, it also raises alarms for each 

possible undefined behavior in the code. Undefined behaviors are coding errors introduced by the 

developers. They are one of the main weaknesses that attackers exploit in order to penetrate in a 
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system for compromising it. Therefore, detecting them as early as possible is critical for the security 

of a software system. 

Plug-in WP is the deductive verification tool of Frama-C. It allows the user to prove that the code is 

correct with respect to functional properties written as ACSL specifications. It is the tool of choice for 

verifying that a software component is correctly implemented, which is one of the main task of Task 

4.2. Plug-in WP can also prove the absence of undefined behaviors when combining to plug-in Rtegen 

(see below). 

Plug-in From is based on plug-in Eva in order to perform a functional dependency analysis: it 

automatically computes which memory locations are modified by a function, and which memory 

locations are involved in the new values of these modified locations. This information is usually of 

primary importance for security of code, since it allows a user to understand where data goes and 

comes from in the program (for instance, which memory locations are possible corrupted by input 

data possibly controlled by an attacker). This kind of analysis is useful, for instance, during security 

audit. 

Plug-in Impact, also based on plug-in Eva, performs an impact analysis, meaning that it automatically 

computes which statements are impacted by another one. Similarly to plug-in From, it is useful for 

security audits in order to better understand the program’s information flow and what are the part of 

the program that an attacker may (or may not) take control of. 

Plug-in Studia is a very useful tool when performing a large analysis with plug-in Eva: it helps a lot to 

understand the Eva’s results and to deal with them by showing, in the Frama-C GUI, different kinds of 

dependencies between variables (and more generally memory locations) that have been inferred by 

the tools. It may also display where the possible values of a particular variable (or memory location) 

may have been defined in the program. 

Plug-in Variadic is mandatory when analyzing code with plug-ins Eva or WP than contains variadic 

functions such as printf (i.e., functions with a variable numbers of arguments). Actually, this plug-in is 

activated by default in Frama-C, so usually in use. 

Plug-in Report summarizes the properties that have been proved by Eva or/and WP, and which 

properties remain to be proven. The generated report is available in many formats, including textual 

format (.txt), spreadsheet format (.csv), and JSON format (.json). 

Plug-in Rtegen automatically generates ACSL annotations for each potential undefined behavior in the 

code. This way, it allows verification plug-ins (in particular, plug-ins E-ACSL and WP) to verify them: if 

each annotation is verified, it means that there is no undefined behavior at that point. The tracked 

undefined behaviors include, but are not limited to, memory errors (e.g., out-of-bound array accesses 

and unsafe memory accesses) and arithmetic errors (e.g., divisions by zero and arithmetic overflows). 

3.2.2. Additional Frama-C Plug-ins 
 

In addition to the plug-ins of the Frama-C standard distribution, ENSURESEC also benefits from two 

other Frama-C plug-ins that specifically focus on security properties. The ENSURESEC deliverable 

encloses these plug-ins and the Frama-C standard distribution in a single tarball. 

The first additional plug-in is SecureFlow [38] that aims at verifying non-interference properties at 

code-level. For instance, it may be used for ensuring at code-level that no confidential data (e.g., 

banking information) leaks on a public channel (e.g., Internet) without being cyphered. Such 
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properties are of critical importance for an e-commerce system. SecureFlow cannot be used alone: it 

relies on a program transformation that needs another (traditional) verification technique to check 

the generated code. In practice, SecureFlow has already been used in combination with the Frama-C 

plug-ins E-ACSL and Eva. 

The second additional plug-in is MetACSL [39]. This plug-in provides an extension of the ACSL 

specification language that allows the user to express properties that are not as close to the code than 

usual ACSL properties. A typical example consists in expressing a security policy within the MetACSL 

language in order to verify its correct implementation by a software component written in C. Verifying 

the compliance of a code with respect to a security policy is also of critical importance for an e-

commerce system. Like SecureFlow, MetACSL cannot be used alone since it generates many ACSL 

annotations that must be verified by another mean. In practice, MetACSL has already been 

experimented with the Frama-C plug-ins E-ACSL and WP. 
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4. Tool Installation 
 

This section provides a few instructions about the Frama-C installation process. Section 4.1 focuses on 

the Frama-C requirements, while Section 4.2 focuses on its setup. 

4.1. Tool Requirements 
 

Frama-C is a standalone application that works on the most common operating systems, including 

most Linux distributions, Windows OS and Mac OS. Installing Frama-C under Windows OS requires 

WSL3, the Windows Subsystem for Linux. 

The Frama-C’s Graphical User Interface comes in two flavors: the old GUI and the new one, which is 

improved during ENSURESEC (see Sections 5 and 6). The old GUI is based on Gtk (version 2 or 3)4, the 

Gnome graphical toolkit, while the new one is based on Electron5, a framework for building cross-

platform desktop applications with JavaScript, HTML, and CSS. 

4.2. Tool Setup 
 

The Frama-C standard distribution is freely available on https://www.frama-c.com/html/get-frama-

c.html. Yet, the preferred way of installing Frama-C relies on OPAM6, a source-based package manager 

for OCaml. Detailed installation instructions for Linux, Windows, and Mac OS are available at 

https://git.frama-c.com/pub/frama-c/blob/master/INSTALL.md.  

Once the Frama-C standard distribution is installed, it is possible to install additional Frama-C plug-ins 

from their source code. As explained in Section 3.2, ENSURESEC’s Task 4.2 relies on two additional 

Frama-C plug-ins: MetACSL and SecureFlow. 

MetACSL is open source and freely available at https://git.frama-c.com/pub/meta. Installation 

instructions are available at https://git.frama-c.com/pub/meta/-/blob/master/README.md. Through 

OPAM, it is just a single command to be run once the MetACSL’s Git repository has been cloned. 

SecureFlow is not an open source plug-in. For the time being, please contact CEA to freely access it 

and to get installation instructions in the context of ENSURESEC. 

The ENSURESEC’s version of Frama-C contains a custom distribution of Frama-C that encloses all the 

components necessary for its integration within ENSURESEC, including both plug-ins MetACSL and 

SecureFlow. 

  

                                                           
3 https://docs.microsoft.com/windows/wsl/  
4 https://www.gtk.org/  
5 https://www.electronjs.org/  
6 https://opam.ocaml.org/  

https://www.frama-c.com/html/get-frama-c.html
https://www.frama-c.com/html/get-frama-c.html
https://git.frama-c.com/pub/frama-c/blob/master/INSTALL.md
https://git.frama-c.com/pub/meta
https://git.frama-c.com/pub/meta/-/blob/master/README.md
https://docs.microsoft.com/windows/wsl/
https://www.gtk.org/
https://www.electronjs.org/
https://opam.ocaml.org/
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5. Tool User Interface 
 

Frama-C comes in two flavors: it is possible to run it either directly from a command line, or in a 

Graphical User Interface (GUI). Section 5.1 introduces the Frama-C command line. Section 5.2 shows 

its GUI. Finally, Section 5.3 presents a few screenshots of the new GUI that has been improved during 

the project. 

It is worth noting that this document is not a user manual of Frama-C: it just gives a very quick taste 

of what Frama-C looks like. The interested user shall refer to the Frama-C user manual [40] for more 

details. It is also worth noting that the most important Frama-C plug-ins such as Eva [32] and WP [31] 

have their own description webpage and manual accessible from the documentation page of the 

Frama-C website7. 

5.1.  The Frama-C Command Line 
 

From the command line, the interactions with the tool are limited: the user sets some options when 

running the tool and gets the tool’s results in the console (by default) or in files (depending on the set 

options). Advanced usages of Frama-C usually require running the tool several times in sequence to 

deal with intermediate results: using build tools such as Makefile and/or scripting your verification 

activities with Frama-C using a script language such as Bash or Python is helpful in such a context (at 

least, for reproducibility). For instance, Frama-C can be used this way to integrate it into a continuous 

integration (CI) toolchain. 

5.2.  The Frama-C GUI 
 

In the GUI, the user can interact with Frama-C and its plug-ins in many various ways. For instance, 

Figure 3 shows, in the Frama-C GUI, an implementation of “binary search” that have been proven 

compliant with the ACSL specification of Figure 2 by the Frama-C plug-in WP. The right-side panel is 

the user code as displayed by any code editor, whereas the central panel represents the Frama-C view 

of the code on which the analysis is run. All the green bullets in the margin are properties that have 

been successfully verified. 

                                                           
7 https://www.frama-c.com/html/documentation.html  

https://www.frama-c.com/html/documentation.html
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Figure 3 – Example of a Function Fully Proven by the Frama-C plug-in WP 

Figure 4 presents the very same GUI, but used on the code of ARM’s MbedTLS8 with the Frama-C plug-

in Eva when inspecting alarms (the orange bullets) emitted in the function “net_recv”. 

 

Figure 4 - Inspection of an Alarm Raised by the Frama-C plug-in Eva on MbedTLS 

                                                           
8 https://tls.mbed.org/  

https://tls.mbed.org/


 D4.2 – Modeling and Verification Tools, Initial Version 

 

 PUBLIC Page | 23  

Figure 5 is the very same use case in which we use the Frama-C plug-in Studia in order to understand 

one of the above-mentioned alarms: the orange line are the lines of code that are involved in the 

origin of the alarm. For each of them, the user can manually inspect the values of the suspicious 

memory location. 

 

 

Figure 5 - Understanding the Origin of an Alarm with the Frama-C plug-in Studia 

5.3.  The New Experimental Frama-C GUI 
 

The Frama-C GUI is a Gtk-based GUI. Gtk is an old graphical framework that hardly corresponds to the 

current user expectation in terms of design. A new Frama-C GUI, named Ivette, is currently being 

developed. Yet, it is provided experimentally within the ENSURESEC’s custom distribution of Frama-C.  

Figure 6 shows a screenshot of this experimental GUI, while Figure 7 presents one of its panel that 

displays values (computed by the Frama-C plug-in Eva) of a given C expression, for different callstacks. 
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Figure 6 - Ivette, the new Frama-C GUI 

 

 

Figure 7 - Eva-computed Values Displayed in Ivette 
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6. Tool Development 
 

This section introduces the works within Frama-C of Task 4.2. Section 6.1 explains what has already 

been done, while Section 6.2 presents what will be done before the end of the project. Most actions 

that remain to be done are currently in progress. 

6.1. ENSURESEC Specific Developments 
 

Even if not yet complete, three developments with preliminary results have been developed in 

ENSURESEC’s Task 4.2: 

 improving the Frama-C GUI; 

 improving memory models of the Frama-C Plug-in WP; 

 Analyzing the “nginx” library. 

Subsections 6.1.1 to 6.1.3 explain these developments. 

6.1.1. Improving the Frama-C GUI 
 

A large amount of time has been spent on improving the new experimental Frama-C GUI, named 

Ivette, introduced in Section 5.3. In particular, thanks to ENSURESEC, Ivette now provides a usable 

interface for plug-in Eva. Ivette was not able to display Eva’s values and results before starting 

ENSURESEC. The two screenshots of Section 5.3 exemplify it. 

Ivette is released as an (experimental) open source plug-in for the first time in the latest version of 

the Frama-C standard distribution, named Vanadium-23.0. It is also included in the ENSURESEC’s 

custom version of Frama-C. 

6.1.2. Improving Memory Models of the Frama-C Plug-in WP 
 

The memory models of the Frama-C plug-in WP have also been improved in order to make their 

hypotheses more explicit to the user.  

Memory models are key elements of deductive verification tools for reasoning about programs that 

rely on memory operations (typically, reading or writing data from/to memory locations). They are 

particularly important and complex when programming within the C language. Most of the time, they 

make assumptions about the program in order to automate the verification tasks. For instance, in C, 

they often assume the absence of aliasing between input pointers: notifying the user about this 

property is quite important for ensuring the global soundness of the whole verification process. 

Before ENSURESEC, these assumptions (or hypotheses) were left implicit for the end-user, which may 

lead to inconsistent verdicts that were difficult to catch. They are now automatically expressed as 

ACSL properties when necessary. 

The latest version of the Frama-C standard distribution, named Vanadium-23.0, contains this 

development, as well as the ENSURESEC’s custom version of Frama-C. 
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6.1.3. Analyzing the “nginx” Library 
 

In relationship with ENSURESEC’s Task 3.2 “Use cases scenario definition and requirements elicitation” 

of WP3 “ENSURESEC Integrated Platform”, Task 4.2 also investigates how to use its tools on the use 

cases [41]. Yet, it is currently unclear that C code would be available in any of the three use cases, 

even if discussions are continuing in ENSURESEC’s WP8 “Deployments and Evaluation”. Therefore, 

Task 4.2 decided to target a use case available as an open source C code: the “nginx” library9, which is 

an HTTP and reverse proxy server, a mail proxy server, and a generic TCP/UDP proxy server. It is 

increasingly popular. Such servers are key components of any e-commerce system. Consequently, it 

is a tool of choice for ENSURESEC. At the time being, its code is automatically and correctly handled 

by the Frama-C kernel. It is currently under analysis with Eva, in combination with Variadic and Report. 

If the experiments with Eva are successful, it means that using any Eva-based plug-ins (including From, 

Impact, and Studia) will be successful as well, without additional efforts. It should also be used for 

experimenting the other ENSURESEC-related development in the near future. It is worth noting that 

ENSURESEC’s Task 5.2 “Data Security Monitor” also uses the “nginx” use case for the very same 

reasons, with plug-ins E-ACSL and Rtegen. 

6.2. Future Work 
 

In addition to the three developments mentioned in Section 6.1, three other actions have been started 

in the ENSURESEC’s Task 4.2: 

 Supporting Multi-threaded Programs Within Frama-C 

 Implementing Access Control Enforcement Within Frama-C 

 Verifying Security Properties in a Multiple Language Setting 

Subsections 6.2.1 to 6.2.3 explain these ongoing actions. 

6.2.1. Supporting Multi-threaded Programs Within Frama-C 
 

The “nginx” case study is still ongoing. An important feature of the “nginx” library is multithreading. 

However, almost no Frama-C analyzers soundly handle multithreading. The only exception is 

Mthread10, a non-open source plug-in, that detects shared variables between threads and tracks 

incorrect accesses to them. Mthread works in a way similar to AstréeA [42], an extension of the Astrée 

static analyzer [18] to multithreading. 

Yet, it is only a research prototype and not as mature as the most evolved analyzers such as the Frama-

C plug-ins E-ACSL, Eva, or WP. Consequently, ENSURESEC’s Task 4.2 is currently working on improving 

the support of multi-threaded programs within Frama-C. The current actions follow two different 

paths: one for improving the Frama-C plug-in WP and another for improving the Frama-C plug-in Eva. 

Supporting multi-threaded programs in the Frama-C plug-in WP requires to (1) design an analysis that 

discovers separated memory regions, and (2) create a dedicated memory model that deals with these 

regions and with shared variables. 

                                                           
9 http://nginx.org/en/  
10 https://frama-c.com/fc-plugins/mthread.html  

http://nginx.org/en/
https://frama-c.com/fc-plugins/mthread.html
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Supporting multi-threaded programs in the Frama-C plug-in Eva requires either to improve the 

robustness of Mthread, which is a research prototype that has not evolved since many years, or to 

design a dedicated abstract domain in Eva. Combining both approaches is also an option. The 

definitive choice is currently under discussion. 

6.2.2. Implementing Access Control Enforcement Within Frama-C 
 

The Frama-C plug-ins SecureFlow and MetACSL help to verify security properties: non-interference 

properties for SecureFlow and security policies for MetACSL. Yet, none of them specifically targets 

access control enforcement: SecureFlow’s non-interference properties are too specific, while the 

specification language behind MetACSL is too broad, so not specific enough. However, access control 

policies are of primary importance for e-commerce systems targeted by ENSURESEC.  Therefore, Task 

4.2 is investigating how to express and verify them within Frama-C. Three ways have been considered: 

 extending SecureFlow; 

 specializing MetACSL; 

 designing an access control language at C code level 

Extending SecureFlow would be complicated with its current software architecture, whereas 

specializing MetACSL would probably lead to not-so-natural specifications to be written by the end-

user. Therefore, even if Task 4.2 has not fully excluded these solutions, the third solution is currently 

being investigated which consists in designing a new language for modeling access control policies at 

C code level. It will require to develop a new Frama-C plug-in that handles this language. It should 

follow the very same approach than MetACSL [39], which consists in translating the input 

specifications to series of ACSL annotations and delegating their verifications to the appropriate 

Frama-C’s verification plug-ins (E-ACSL, Eva, and/or WP). This approach would limit the development 

effort for the new plug-in. 

6.2.3. Verifying Security Properties in a Multiple Language Setting 
 

Very recently, Task 4.2 have started discussing with WP5, in particular, its Task 5.1 “Behavioral 

Monitor” and Task 5.2 “Data Security Monitor”, about verifying security properties of the Oracle’s Java 

Security API, which relies on a cryptographic library written in C11. This API, together with this library, 

is quite important for an e-commerce system. This work would lead to verify a software component 

mixing Java and C source code. As far as we know, it has never been done before. Even if challenging, 

we think that some results may be achieved at a reasonable cost. 

We are currently investigating how to move forward into this direction within the allocated resources 

for ENSURESEC’s Task 4.2. 

  

                                                           
11 
https://github.com/openjdk/jdk/blob/master/src/jdk.crypto.mscapi/windows/native/libsunmscapi/security.cp
p  

https://github.com/openjdk/jdk/blob/master/src/jdk.crypto.mscapi/windows/native/libsunmscapi/security.cpp
https://github.com/openjdk/jdk/blob/master/src/jdk.crypto.mscapi/windows/native/libsunmscapi/security.cpp
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7. Conclusion 
 

This document is the ENSURESEC’s Deliverable D4.2, which is the mid-term report of the ENSURESEC’s 

Task 4.2 “Modeling and Verification Tools”. This task aims at developing tools based on the Frama-C 

platform, provided by CEA, in order to model and verify implementation of cyber and physical 

interfaces for protecting them against security threats, e.g. application behaviors, communication, 

and cryptographic libraries. 

The document has first presented a state of the art of related techniques and tools. Then it has 

introduced Frama-C, the tool at the heart of the ENSURESEC’s Task 4.2, including its integration within 

the ENSURESEC platform, its installation and its user interface. Finally, it has focused on the task’s 

development, including the works done so far, and what remains to be done.  The document has also 

highlighted interactions with ENSURESEC’s WP3 “ENSURESEC Integrated Platform”, WP5 “Detection 

and Security Enforcement”, and WP8 “Deployment and Evaluation”. 

In addition to this report, the deliverable D4.2 also contains an ENSURESEC’s custom version of Frama-

C that includes the development already done within ENSURESEC. The current advancement of this 

task is on line with schedule. 

Deliverable D4.6 “Modeling and Verification Tools – Final Version”, due by October 1, 2021, will 

provide an updated version of this report and an updated version of Frama-C. 
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List of Abbreviations 
 

Abbreviation Explanation/Definition 

ACSL ANSI/ISO C Specification Language 

AST Abstract Syntax Tree 

CI Continuous Integration 

GUI Graphical User Interface 

JSON JavaScript Object Notation 

MBE Model-Based Engineering 

UML Unified Modeling Language 
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