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Abstract
The present deliverable it the first one from WP4 of DAEMON. WP4 focuses on functionality related to
service and resource management and orchestration. It covers Objective 2 (Developing specialized NIassisted network functionalities for B5G systems) and specific KPIs in Objective 4 (Demonstrating the
viability and performance of NI-native B5G networks), namely: (K1) VNF energy consumption reduction,
(K2) Saving of computational resources at the edge, (K4) OPEX saving, (K5) Reliability, (K7) Anomaly
detection recall and sensitivity, (K8) Vertical service response time and (K9) Optimality gap of network
management decisions. For that purpose, 13 NI solutions are reported in this initial deliverable of WP4,
grouped into the four goals that were identified in this WP4: (1) Energy-aware VNF orchestration, (2)
Capacity forecasting, (3) Automated anomaly response, and (4) Self-learning MANO. It is first discussed
how these goals can benefit from each other, how the proposed NI solutions fit into the overall DAEMON
architecture (of WP2) and how large experiments are planned to explore then more in WP5.
Subsequently, each of these NI solutions are discussed in detail and some initial results are presented,
while more through experimentation is planned in WP5. Finally, the conclusions are drawn and future
directions and the path toward future deliverables of WP4 is described. The state of the art related to the
NI solution discussed is summarized in the Appendix.
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Executive summary
This deliverable presents the progress made by DAEMON on the design and development of NI-assisted
functionalities for Beyond fifth Generation (B5G) in the area of service and resource management and
orchestration. This overall goal is tackled by considering four specific B5G functionalities: (i) energy-aware
Virtual Network Function (VNF) orchestration, (ii) capacity forecasting, (iii) automated anomaly
detection, and (iv) self-learning management and orchestration.
Section 2 discusses how these building blocks are related and how they can improve the KPIs identified
at the start of the project. The rest of the sections zoom in on each of the building blocks.
Energy-aware VNF orchestration focuses on problems concerning orchestration and lifecycle
management of VNFs, Cloud-native Network Functions (CNFs) and policy (re-)configuration of Physical
Network Functions (PNFs), towards achieving a balance between performance and energy usage. This
implies trading off performance for battery lifetime when running Network Functions (NFs) on untethered
devices (e.g., sensors, mobile or solar-powered base stations, etc.), but also understanding the long-term
energy toll associated with the whole system. Moreover, while this activity has a clear target on the
energy consumption of VNFs, it also considers the energy footprint inherent to the Network Intelligence
(NI) governing the lifecycle of such NFs. The main highlights obtained in this reporting period are:
•

Two approaches for the orchestration of virtualized services are proposed at two different levels:
virtualizing NFs at user/data level and virtualizing the Radio Access Network functions.

•

We present a novel process for decomposing VNFs representing their dependencies and
constraints with a service-call graph model, which is used to assess the energy consumption at
level of VNF code. We propose a first version of an energy-aware placement algorithm based
on mathematical models and a proof of concept that shows it may be a good starting point.

Capacity forecasting predicts the capacity of computing and cloud, spectrum, and networking
resources, and infers the model governing diverse data-generating processes such as mobility patterns.
The algorithms devised in this task need to take into account all possible sources of information for
performing the forecasting and inference legwork, with focus on the monetary implications that
prediction and recommendations may have on the system, as well as the desired level of reliability. The
research carried out by the project in capacity forecasting includes the following highlights:
•

We introduce the very first hybrid prediction model for mobile networks, which integrates and
jointly optimizes statistical modelling and machine learning methods. The sizeable performance
improvement that this design attains over state-of-the-art deep neural network architectures in
two practical NI use cases indicates that hybrid approaches may set a new standard for
forecasting in mobile network environments.

•

We propose a novel automated approach that learns to predict resource requirements in a way
to flexibly optimize tangled performance objectives. Our original design allows discovering
complex relationships between the objective and the model parameters, and then use it as a
highly tailored loss function to train a dedicated predictor, improving forecasting quality.

Automated anomaly response is studied in the framework of the massive-density of Internet of Things (IoT)
small devices, dense virtual radio access points, etc., that will integrate next-generation systems making
B5G particularly vulnerable to anomalous behavior. Anomalies may have different natures (nonmalicious anomalies caused by faulty equipment or misconfigurations versus malicious, anomalies
caused by attackers), different scopes (data plane anomalies versus control/management plane
anomalies), and even different scales (long-term anomalies versus short-term anomalies). Specific NI
solutions are being investigated that constitute an effective army of automated tools that detect,
analyze and act against such anomalous behavior. The main highlights obtained in this reporting period
are as follows:
•

A novel approach towards federated learning for anomaly detection.

•

Anomaly detection in the case of an operational roaming platform, where we expose the
problem, explore the available dataset and showcase initial results towards building an
automated approach for tackling anomalies within this complex system.

Finally, self-learning MANagement and Orchestration (MANO) handles problems related to autonomous
orchestration and management with minimal human intervention. This includes algorithms that
dynamically adapt their operation online and the interfaces that enable the gathering of monitoring
information that allows adjusting the parameters of the NI deployed in the system. The innovations go
beyond deploying decision-making engines based on, e.g., Reinforcement Learning (RL): mechanisms
that enable NI to self-learn its own policies, steered by high-level Quality of Experience (QoE) targets and
business KPIs – instead of strict Quality of Service (QoS) goals and technical KPIs – are being studied and
implemented. Besides the autonomous operation of the algorithms, this task also considers aspects
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related to the explainability and trustworthiness of the NI algorithms, providing human operators with the
means to track down and interpret the action trajectory of autonomous decision-making engines, e.g.,
to perform root-cause analysis and troubleshooting. In the first period of the project that is covered at
this deliverable the highlights are:
•

A mathematical formulation of the resource allocation problem when a network service is
requested, with an argumentation that Machine Learning (ML) is beneficial in this context
because requirements of requests can be learned as more requests are handled. Some initial
results indicate the potential of this approach.

•

Two resource scaling use case, where, throughout the lifetime of the network service, the
allocated resources follow the demand fluctuations induces by the time-varying behavior of the
users of the target network service.
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1 Introduction
WP4’s main objective is to design NI-based solutions for the functionality related to service and resource
orchestration and management, particularly covering both DAEMON objective 2 (Developing
specialized NI-assisted network functionalities for B5G systems.) and several specific Key Performance
Indicators (KPIs) of objective 4 (Demonstrating the viability and performance of NI-native B5G networks).
In this deliverable, we provide the initial design of these NI solutions with preliminary results and first
performance evaluations, while the refined design and final design of these NI solutions will be presented
in the two future WP4 deliverables, respectively.
To this aim, NI-based solutions are investigated on top of the DAEMON framework, providing NI-assisted
functionality for the management and orchestration in the B5G system to attain a variety of goals:
performance, efficiency, sustainability, and reliability. In essence, the activities in WP4 will be based on
the architecture defined in WP2 to not only ensure the developed NI solutions are aligned with the
specific needs of mobile network systems, but also to provide NI models for a comprehensive NI
management environment along different micro-domains. Also, WP4 provides feedback to WP2 to refine
the requirements defined in and the framework designed in WP2. To this end, every NI solution devised in
WP4 will be continuously evaluated during the lifetime of DAEMON according to the periodic interaction
with WP2 tasks. Moreover, NI solutions developed in WP4 will be extensively examined and evaluated
over the available simulation/emulation platforms, testbed experiment, and large-scale datasets to
observe the algorithm efficiency in WP5. In this sense, the gap between algorithm design and system
development can be reduced significantly and the NI-based solution can be further enhanced after
considering real-world implementation limitations. Finally, even though WP3 and WP4 are targeting to
design NI solutions with different time granularities and for different micro-domains, these two WPs are
both investigating potential NI solutions for the B5G system and therefore their generated knowledge
(belonging to different timescales and domains) shall be handled properly by WP2 to make the
cooperation and coordination possible in an adaptive and self-learning mobile network. A plot depicting
these interactions between WP4 and other related WPs can be found in Figure 1.2.1.1.

Figure 1.2.1.1. Relationship between WP4 and other WPs.
This deliverable is organized as follows. First, in Section 2, it discusses the four WP4 goals of DAEMON to
design an intelligent orchestration and management solution, and how each of these four goals can
provide their outputs to others to further refine the designed NI solutions. Such interaction can be fed
back to WP2 to draft the interfaces between NI instances, and we also provide a graph modeling
approach in Section 2 for the same purpose. Moreover, these four distinct goals are respectively related
to the four Tasks of WP4. Therefore, from Section 3 to 6, we elaborate on 13 NI solutions grouped
according to WP4 goal. To be more specific, three NI solutions are provided in Section 3 to take energyawareness into account when orchestrating VNFs over different domains. In Section 4, there are four NI
solutions providing the necessary forecasting functionalities for network state and resource utilization to
assist the decision-making of network functionalities. Then, in Section 5, the anomaly detection is targeted
H2020 – 101017109
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by our two proposed NI solutions to automatically detect unexpected emerging behaviors in the network
and trigger relevant signals to reduce system reaction time. Finally, four solutions are designed in Section
6 to enable the self-learning management and orchestration operations, e.g., placement and scaling,
for NFs and network services (NSs). The conclusion and outlook are drawn in Section 7. In addition, to
provide substantial background knowledge from prior arts, a thorough state-of-the-art review on each
NI solution is summarized in the appendix Section 8.
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2 Functional Architecture
DAEMON NI native architecture described in D2.1 [1] paves the way to establish an ecosystem for
accommodating NI innovations into an end-to-end 5G mobile network. In particular, several microdomains are identified to realize the orchestration and control of targeting NFs, e.g., VNFs and CNFs, to
increase management granularity among distinct orchestrators and controllers. Note that this NI-native
architecture aims to reconstruct the legacy decision-making scheme from centralized side-loaded
intelligence applications into a deep intelligence integration spanning several network micro-domains
and operating in different time scales. Therefore, NI solutions can closely exchange data information
from the control and data plane NFs, and hence, promptly react for decision making processes to fit in
network real-time requirements. This section introduces first the goals of NI-based network orchestration
solutions that are discussed in later sections. Then, it presents a general dataflow modeling method which
can be applied to different domains, and NI solution can be decomposed into graph of components, in
which NI algorithms acts as operators to compute data.

2.1

Network intelligence goals for orchestration and management

In this deliverable, our focus is on the management and orchestration perspective within the DAEMON
NI-native architecture, in which several NI-based solutions are investigated to facilitate the management
of NSs and NFs during their lifecycle, so as to reach four identified goals: (a) Energy-aware orchestration
and placement, (b) Network state and capacity forecasting, (c) Automated anomaly detection, and
(d) Self-learning MANO. These goals can be mapped to the identified NI use cases defined in D2.1 [1],
targeting controller and orchestrator, targeting micro-domain(s), and the targeting DAEMON KPIs, as
summarized in Table 1. Furthermore, for each goal, several NI-based solutions are presented in this
deliverable as shown in Figure 2.1.1, together with their interactions. In the following paragraphs, we give
a compact introduction to each NI-based solution in terms of its challenges, objective, constraints, and
potential interactions towards other goals for intelligence orchestration and management.
Table 1. Goals for intelligence orchestration and management
Goal

Mapped
use case
in D2.1

Targeting controller
/orchestrator

Targeting microdomain(s)

Targeting DAEMON
Network KPIs

Energy-aware
orchestration
and placement

EAWVNF

Non-Real-Time RAN
controller, Edge/Fog
Orchestrator

Edge, Core

(K1) VNF energy
consumption reduction,

Network state
and capacity
forecasting

CFORE

Edge/Fog
Orchestrator

Edge, Transport,
Core

(K2) Saving of
computational resources
at the edge,
(K2) Saving of
computational resources
at the edge,
(K4) OPEX saving,

Automated
anomaly
detection

AARES

Non-Real-Time RAN
controller

Transport, Core

(K5) Reliability,
(K7) Anomaly detection
recall and sensitivity,
(K8) Vertical service
response time

Self-learning
management
and
orchestration

SLMANO

Edge/Fog
orchestrator, End-toend orchestrator

Core

(K4) OPEX saving,
(K5) Reliability,
(K8) Vertical service
response time,
(K9) Optimality gap of
network management
decisions
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Figure 2.1.1. Four identified goals for intelligent orchestration and management.
2.1.1

Goal 1: Energy-aware orchestration

The work that has been carried out in the first 11 months related to energy aware VNF orchestration has
focused on the study of energy consumption at mainly two levels, (i) virtualized Base Stations (vBSs), and
(ii) heterogenous network infrastructures. The solutions considered at this point of the project are intended
to contribute to the DAEMON KPIs K1 and K2. The proposal that is being developed in the context of
Radio Access Networks (RANs), specifically deals with the vBS operation in terms of energy consumption
and computational resources’ demands for different platforms and scenarios. The aim is to exploit
experimentation results to shed light on the relationship between K1 and K2 and operational vBS controls.
On the other hand, an extensible variability model of VNFs and network infrastructures is the core of the
algorithms that calculate the optimal solutions of VNF placement in terms of energy consumption,
contributing to reach K1. These solutions aim to cope with KPIs K1 and K2 by optimizing VNF orchestration
attending to a wider and variable set of network infrastructures, including the Edge. The VNF placement
algorithms proposed, for the moment, consider generic code and will be adapted later to specific VNFs
with high energy consumption demands.
Goal 1 is closely related to Goal 4, as energy-aware decisions about both VNF orchestration and autoscaling rely on the same mechanisms to assess the energy footprint of NI in heterogeneous infrastructures.
2.1.2

Goal 2: Network state and capacity forecasting

The forecasting solutions developed in DAEMON during its first 11 months span across multiple network
functionalities and include support for (i) anticipatory capacity allocation to network slices, (ii) reservation
of Virtual Machine (VMs) in network datacenters for future demands, (iii) predictive management of
resources for video streaming services, and (iv) prediction-based scheduling for data analytics. Such an
already wide range of solutions will be further extended during the project lifetime and contribute to
reaching the DAEMON KPIs K2 and K4: indeed, the NI tools above allow for a more effective allocation
of resources in the network edge and core micro-domains and yield substantial savings in terms of
required (e.g., compute, memory, transport, or storage) resources and in terms of operating expenses
incurred by the Mobile Network Operator (MNO).
The NI solutions aimed at anticipatory resource management are also extremely useful tools that can be
leveraged to enhance other NI instances developed in DAEMON, at later stages (e.g., during the second
and third “iterations” of the project timeline, in years two and three of its execution). Namely, capacity
forecasting models can be combined with approaches for self-learning MANO (see Goal 1 and Goal 4):
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the latter typically operate in a responsive way, whereas predictions allow anticipating MANO decisions
to accommodate future demands, by building MANO decision-making on top of capacity forecasts.
Also, traffic and capacity forecasts are instrumental to a deployment and chaining of VNFs that is
efficient from the perspective of network operation and energy consumption: indeed, VNFs rely on
different types of network resources, and having information on their availability in advance, allows
taking much better-informed decisions in terms of their placement, towards achieving specific
operational and performance targets.
2.1.3

Goal 3: Automated anomaly detection

The automated anomaly detection solutions that DAEMON has been developing during these first 11
months revolve around building realistic solutions for real-world operational systems that offer managed
connectivity for a massive number of IoT devices. In this context, DAEMON is considering cutting-edge
deep learning techniques that will enable the proactive detection of anomalies within these complex
systems and that will enable the engineering teams to react faster when anomalies occur (e.g., before
the service to the client is severely impacted).
Furthermore, within DAEMON we also consider novel approaches to support anomaly detection, such as
Federated Learning (FL). This will add strength to the solutions we build by allowing similar – but separate
– entities to collaborate and train powerful anomaly detection methods – each using their own separate
datasets, while contributing to building a common stronger approach.
Goal 1 and Goal 3 may benefit from anomaly detection as this can serve as trigger to perform
orchestration actions.
2.1.4

Goal 4: Self-learning management and orchestration

Self-learning MANO is one of the key goals of DAEMON to deal with the increasingly complex network
management in B5G and Sixth Generation (6G) networks. In these networks determining the best
orchestration strategy becomes extremely challenging, because the manual, human-centered
approach cannot deal with the increase in problem size and complexity. Moreover, offline pre-trained
Machine Learning (ML) models will not react to changing circumstances. Therefore, the self-learning NI
targeted in this goal is envisioned to autonomously learn to evaluate the quality of its decision-making to
meet both application and network KPIs, while ensuring that operators obtain economic benefits. To be
more specific, in this deliverable D4.1, we highlight four different tasks to reach this goal: (i) Placement
and routing for new request, (ii) Autonomous VNF auto-scaling, (iii) Virtualized Radio Access Network
(vRAN) resources auto-scaling, and (iv) AI-enhanced MANO in B5G/6G.
In addition, the NI-based solutions proposed for these four respective tasks for self-learning MANO will
interact with other goals. First, the lifecycle of NSs (e.g., admission control decision) can be provided to
Goal 1 in order to produce service- and domain-specific low-energy VNF orchestration. In the opposite
direction, self-learning MANO solutions can obtain the results of energy-aware VNF orchestration, and
even energy-driven constraints as inputs. In addition, the solutions of Goal 2 can provide its results, such
as predicted computing resource, so that the self-learning MANO solution can proactively apply scaling
decisions in advance. More specifically, the forecasting solutions will work closely with self-learning MANO
to make the orchestration decision-making work in a closed-loop pipeline and fit in the real-time
limitations. Finally, the automated anomaly detection solutions of Goal 3 can provide their (potential)
detected anomalies to the self-learning MANO for conflict-resolution and re-orchestration operations. In
this regard, NS can provide adequate recovery solutions, like scaling in and out or scaling up and down
based on economic impact, or even do Service Level Agreement (SLA) negation to verticals to maintain
service continuity.

2.2

Unified dataflow deployment

The goal of this threat is to enable self-learning MANO and NI algorithms to manage the increasingly
complex networks expected in B5G and 6G. As those networks span end-to-end, it is crucial to enable
the deployment of such algorithms across the infrastructure. To this end, we introduce the dataflow
programming model which can be used to model distributed NI workflows as those we have in DAEMON.
The dataflow programming model [2] allows to organize programs as directed graphs where nodes are
computational units, i.e., the operators, and the arcs between them symbolize the communication
channels. Figure 2.2.1 shows a representation of a dataflow graph. Arcs arriving to an operator represent
the inputs and those departing from it represents the outputs. Upon receiving its inputs, an operator can
trigger its internal computation. Depending on the dataflow model, an operator either waits for all its
inputs or for a specific subset of them, referred to as a firing set or a firing rule. Firing rules offer more
flexibility to application developers, as they can express more conditions: for example, if the input is
optional, the computation can still be triggered when it is missing.
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Figure 2.2.1. Dataflow programing graph.
In the dataflow programming model applications are composed by three different kinds of components:
•

Sources, getting data from outside world,

•

Sink, sending data or actions to the outside world, and

•

Operators, computing over the data.

Therefore, a dataflow application is composed by a graph of components, including at least a source,
an operator and a sink. Developers can focus only on writing and specifying each single component,
without needing to worry about how they will be interconnected. This paradigm encourages reutilization
of components and therefore code reuse,
The Zenoh Flow1 framework [3] embraces such a programming model and extends it to the distributed
infrastructure ranging from the edge to the cloud. Any NI application could be decomposed as a graph
of components, where the NI algorithms act as operators, since they perform computations on the data.
In Zenoh Flow, applications describe their graph in a declarative manner and each component is loaded
dynamically, and the framework will create the link between the different components in order for the
application to run seamlessly across the infrastructure. Zenoh Flow can be used to run multiple NI
algorithms in parallel with the same input data, e.g., so as to compare accuracy, or to achieve online
training while using an “old” model.
Thus, looking at the group of NI algorithms proposed in the above, energy-aware orchestration (Section
3), network state and capacity forecasting (Section 4), automated anomaly detection (Section 5), and
self-learning MANO (Section 6), it is clear that an NI solution can be decomposed into graph of
components, in which NI algorithms act as operators to compute data. Following are some of the
benefits that using a dataflow programing approach can bring to the NI algorithms’ implementations:

1

•

Cloud-to-Thing compatible: having a framework that is designed to facilitate communication
along the Cloud-to-Thing continuum is critical, and Zenoh Flow is also able to seamlessly run a
dataflow graph where the computational nodes are running on different machines. Similarly,
migrating a computational node, performing load-balancing or adding redundancy, become
transparent procedures for an application developer.

•

Feature-rich: Zenoh Flow offers a rich set of features to facilitate the NI algorithms creation and
management.
o

automatic timestamps and end-to-end deadlines: to keep track when the data arrives, and
to send notifications in case a deadline is missed;

o

input rules, also referred to as firing rules: used to specify under which conditions a
computation can be triggered and how the inputs will be processed;

o

loops: can be used to support RL based algorithms;

o

logging and replying: used to log an execution and replay it later autonomously.

•

Reusable: by abstracting communications we have the possibility to develop operators that are
independent of any underlying infrastructure or dataflow graph. As a result, operators can be
composed and reused in any Zenoh Flow dataflow graph.

•

Declarative: a dataflow graph in Zenoh Flow is explicitly declared in a Yet Another Markup
Language (YAML) file, as opposed to being implicit (such as with Robot Operating System (ROS)
or ROS2) or specified directly in a program.

https://github.com/eclipse-zenoh/zenoh-flow
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3 Energy-aware VNF orchestration
B5G brings advanced capabilities to many application domains. Managing such demanding services is
foreseen to be realized in a granular manner through the emerging architectures of microservices within
a NF virtualization infrastructure (NFVI); this allows for several benefits but also raises novel challenges. The
goal here is to focus on the energy-aware orchestration of services at different levels of a virtualized nextgeneration mobile network.
In this section, we present the work that has been carried out related to 1) energy aware VNF
orchestration as part of studying the challenges of real-time control; and 2) VNF intelligence as a part of
the design and development of NI-assisted functionality for B5G service and resource orchestration and
management. Specifically, two different levels of virtualized services orchestration are presented:
virtualizing NFs at user/data level (Section 3.1) and virtualizing the RAN (Sections 3.2 and 3.3).

3.1
3.1.1

Energy-aware VNF orchestration in heterogeneous network infrastructures
Problem description

As a result of the softwarization of B5G networks, enabled by Software Defined Networking (SDN) and
NFV, it is now feasible to use general purpose resources (e.g., VMs) to implement the VNFs required by
the different services. Without loss of generality, usually placement decisions focus only on computational
and communication resources (e.g., VMs and the links connecting them). However, although VNFs are
typically conditioned by a NFVI, other features should be included as part of the model used for their
placement, such as the properties of each VNF, the KPI requirements of each service, the capabilities of
VMs and physical devices (e.g., access points and datacenters) and their latency, just to mention a few.
An optimal placement of VNF service functions in terms of energy consumption, helps to improve
scalability of applications and contributes to reduce their response time and energy consumption.
However, the high diversity of hardware and software technologies involved in VNFs impose some new
challenges when we optimize their placement.
One way to address VNF placement as part of their orchestration in mobile networks is to reformulate,
adapt and extend existing solutions applied in similar application domains, such as IoT and Cyber
Physical Systems (CPSs) to the specific needs and requirements of VNFs. IoT and CBSs demand high
performance computational resources capable of processing a large amount of data produced by a
myriad of devices. To promote resource-efficient and sustainable solutions in terms of energy and latency
costs, several approaches propose shifting the provision of services from the cloud to Internet edge.
However, the heterogeneity of devices, the strict requirements of applications, and the sharing of
software and hardware infrastructure can make this process difficult. In a previous work [4] we propose
an offloading process that applies VMs to cope with the diversity of applications and infrastructures in
the task offloading decision, considering the nodes’ hardware and software characteristics (typically
disregarded in code offloading approaches). Task offloading is supported by two modules, which firstly
adapt the application task implementations to the infrastructure capabilities; and secondly assign
application tasks to nodes, to minimize the energy consumption while assuring the QoS.
In summary, we propose energy aware VNF placements (as an initial step to VNF orchestration) by (i)
modeling VNFs as a set of reusable service functions, including the definition of resource demands,
energy cost and dependencies on the hardware and software of NFV and physical infrastructures; and
(ii) by automating the optimization of VNF orchestration in a heterogeneous mobile infrastructure to
reach a certain QoS (e.g., minimize power consumption) (see Figure 3.1.1).
3.1.2

Modeling VNFs for energy-aware placement

Although the energy consumption of VNFs is typically affected by the hardware and software
characteristics of the nodes in which they are executed, the heterogeneity of the infrastructure is often
neglected in the energy-aware placement models. So, as a starting point we propose modelling the
diversity of hardware and software energy-related characteristics of the infrastructure, to solve the
problem of finding the underlying physical resources so as to perform an optimal energy-aware
instantiation of VNFs service chains (see Figure 3.1.1).
The use of multi-layer models [5] allows us to distinguish between the hardware and software
characteristics to reuse and facilitate the configuration of a heterogeneous network infrastructure. The
infrastructure models are extensible and reusable for any VNF.
In the model, network nodes are characterized by a set of hardware and software features: type of
devices, computing capacity, amount of memory, sensing units, network capabilities, Operating System
(OS), virtualization technologies supported, etc. These features are directly related to the type of service
functions that can be placed on them and are intended to contain relevant information that will be used
to predict the resource allocation, latency, and energy consumption of VNFs. For instance, the model
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includes non-discrete numerical features of the nodes (e.g., CPU frequency), whose value is important
to predict energy consumption and execution time of service functions.

Figure 3.1.1. The energy aware optimization of VNFs placement.
IoT gateways (routers with processing capacity), cloudlets and vBSs located on the network are some
examples of nodes that can be part of the infrastructure. The infrastructure software model includes
information about the behavior of nodes, which can be defined by their role (such as computing nodes
(capable to receive tasks) and interactive nodes (which are used directly by the users).
The Random Access Memory (RAM) and Hard Disk Drive (HDD) define the amount of memory and
storage of nodes. The computation power is defined by their CPU, and optionally, GPU. Technically
speaking, CPUs are defined by their number of cores and their frequency (in Hz) and GPUs by their RAM
and frequency. Since devices may have several connectivity capabilities, this characteristic is modelled
as a feature with cardinality. Each network connection is also characterized by their upload and
download transmission rates 𝑅𝑇𝑥 and 𝑅𝑅𝑥 respectively, bits/sec) and their upload/download transmission
powers 𝑃𝑇𝑥 and 𝑃𝑅𝑥 (Watts) (assumed like constants [6] [7] involved in the latency and energy
consumption of communications). In case of multihop networks, 𝑛𝐻𝑜𝑝𝑠 represents the maximal and
minimal number of hops between nodes. The location of the devices is determined by their latitude and
longitude. Optionally, devices may have a set of sensing units associated: temperature, proximity sensors,
microphones, or cameras are some examples. Other remarkable features included in the hardware
model are the effective switched capacitance 𝐾, the importance of saving energy 𝑒𝑤 in the node and
the type. The value of 𝐾 depends on the chip architecture in the hardware and it directly influences the
energy consumption of computing tasks [8] [9], while 𝑒𝑤 (with a value between 0 and 1) allows to
manually set how important saving energy is in the node. Finally, the power supply determines if the
device is plugged into the electrical power or is battery-operated.
Regarding the software characteristics of nodes, the model provides information about the OS and thirdparty libraries and enabling virtualization and container technology supported and the platform
configuration (for cloud devices). Regarding virtualization, we distinguish between hardware/OS
virtualization and lightweight virtualization based on containers. In the first case, software applications
run on virtual hardware, allowing to define several machines inside the same device, which are
considered as infrastructure's nodes (these are modelled using a link between these features and the
hardware model referred above). These virtual nodes are constrained by the resources of the physical
device where they are instantiated. This is managed by adding the identifier of the physical node to the
hardware feature model with the physical information. This virtualization feature allows to select the
technology used for virtualization with the aim of scaling up VMs on demand. Contained-based
virtualization emulates an OS rather than the underlying hardware. As before, we define links between
the models to create a relationship between features to configure the OS of containers, which avoid
repeating parts of the models. It is possible to define runtime options related to memory, CPUs, and GPUs,
limiting its usage. Once again, knowing their technology allows the instantiation of new containers on
demand. Container technologies (e.g., Docker) allow managing the resources among containers
instantiated in the same node according to the containers' workload. Nevertheless, they do not permit
workload sharing among containers running on different nodes. This is the aim of orchestration systems
for distributed architectures, which are modelled by adding the identity of the nodes subscribed to the
orchestration. As for the network connectivity, nodes may have one or more Virtual Networks (VNs)
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associated. The deployment infrastructure may include cloud nodes, that will be described by the
platform and communication type to adapt the communication of the VNF service functions to them.
This type of nodes can model both services in data centers in the core of the Internet, and small data
centers in the edge of the Internet (cloudlets), differing in latency and computation characteristics.
3.1.3

Automation of energy aware VNF placement

In our approach, the automation of the assignment of tasks to devices (i.e., equivalent to VNF
placement) is supported by two modules that implement two algorithms that assist developers in (a) the
selection of the most appropriate set of tasks to carry out each application task according to the features
of the existing infrastructure; and (b) the assignment of tasks and resources among the infrastructure
nodes according to their current status and available resources (workload) (see Figure 3.1.1). These
modules use constraint programming, concretely a Satisfiability Modulo Theories (SMT) solver to provide
an optimal solution to the task offloading problem. Our goal is to reformulate and adapt the algorithms
of these modules to deal with VNF placement.
3.1.3.1

VNF decomposition in service functions

To deal with the relationships among VNF which identify the constraints imposed to the network
infrastructure, we plan to use a service-call graph, which is typically a finite directed graph with no
directed cycles. The vertices represent each VNF's interface, and the edges represent their
dependencies.
This representation allows to detect VNF’s service function whose beginning of execution depends on
other VNFs (sequential dependency), and the existence of parallel service functions. Typically, VNFs have
functionalities with time restrictions. Corresponding interfaces are grouped into sets with sequential
dependency. At this point, the VNF’s timeline should be determined, including the maximum time to be
completed. These restrictions are specific to the VNF and must be fulfilled for all service tenants.
The models proposed are used to determine the latency of computation and data transmission
associated with the VNFs in the nodes of the edge. The characteristics of the nodes along with the ones
of the VNFs will be used to predict the latency associated for computation and data transmission. As an
example, the equations used to calculate the task execution time used in a proposal for the deployment
of application tasks are shown below. The first line of the following equation shows the expression used
to calculate the computation time 𝑡𝐶𝑜𝑚𝑝𝑢𝑡,𝑖 (sec) of a VNF 𝑖 by node 𝑛 given by the relationship
between the estimated number 𝑤𝑖 of CPU cycles associated to the VNF 𝑖 and the CPU power 𝐹𝑛 (cycles
per second) of node 𝑛. The communication time 𝑡𝐶𝑜𝑚𝑚𝑢𝑖,𝑗,𝑛,𝑧,𝑐𝑡 (sec) of the output data of VNF 𝑖 sent to
VNF 𝑗 is given by the sum of the relationship between the amount of bits to send 𝑐𝑖,𝑗 and the minimum
between the upload transmission rate 𝑅𝑛𝑇𝑥 of the sender node 𝑛) and the download transmission rate (𝑅𝑧𝑅𝑥
of the receiver node 𝑧) for a given connection type 𝑐𝑡 - e.g., WiFi 2.4 GHz, plus the propagation delay
𝑝𝑟𝑜𝑝
𝑡𝑛,𝑧 (sec) between 𝑛 and 𝑧 - assumed to be 0 between edge devices [6] [7] - as seen in the second
expression of following equation:
𝑤𝑖
𝑡𝐶𝑜𝑚𝑝𝑢𝑖,𝑛 = 𝑥𝑖,𝑛
𝐹𝑛
𝑡𝐶𝑜𝑚𝑚𝑢𝑖,𝑗,𝑛,𝑧,𝑐𝑡 = 𝑥𝑖,𝑛 ℎ𝑖,𝑗 (

𝑐𝑖,𝑗
𝑇𝑥
𝑅𝑥
𝑀𝑖𝑛(𝑅𝑛,𝑐𝑡
, 𝑅𝑧,𝑐𝑡
)

𝑝𝑟𝑜𝑝

+ 𝑡𝑛,𝑧 )

where 𝑥𝑖,𝑛 is 1 if VNF 𝑖 is assigned to node 𝑛, and 0 otherwise; ℎ𝑖,𝑗 is 1 if node 𝑛 and 𝑧 are not the same.
The propagation delay is set as the half of the mean Round Trip Time (RTT) obtained by pinging from 𝑛 to
𝑧 and considered constant [10]. Note that the first part of the equation, intended to determine the
computation time, includes the frequency at which the node works. In case of using solutions to limit the
node's resources (e.g., VMs, containers), the frequency to be used in the expression will be the one
associated with that VM/container.
The above equation would be used to determine whether the deployment of a VNF at a given node
would meet the desired QoS. In this sense, the execution of a given function would be associated with a
maximum execution time (considering computation and data sending), i.e., the sum of the result of both
expressions must be less than the maximum time. The proposed mechanisms must guarantee
compliance with this QoS.
Regarding energy consumption, the first line of the following equation shows the expression used to
determine the energy consumption of computation 𝐽 required by node 𝑛 to compute the VNF 𝑖
𝑒𝐶𝑜𝑚𝑝𝑢𝑖,𝑛 . The energy consumed by task 𝑖 to communicate with task 𝑗 (using connection type 𝑐𝑡) is
presented in second and third expressions of the equation, that calculate the energy consumption for
data sending and receiving in nodes 𝑛 and 𝑧 (sender and receiver nodes, respectively) [8]:
𝑒𝐶𝑜𝑚𝑝𝑢𝑖,𝑛 = 𝑥𝑖,𝑛 𝜅𝑛 𝑤𝑖 𝐹𝑛2 𝑒𝑤𝑛
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𝑇𝑥
𝑒𝑆𝑒𝑛𝑑𝑐𝑖,𝑗 ,𝑛,𝑐𝑡 = 𝑥𝑖,𝑛 ℎ𝑖,𝑗 𝑃𝑛,𝑐𝑡
𝑅𝑥
𝑒𝑅𝑒𝑐𝑝𝑐𝑖,𝑗 ,𝑧,𝑐𝑡 = 𝑥𝑗,𝑧 ℎ𝑖,𝑗 𝑃𝑧,𝑐𝑡

𝑐𝑖,𝑗
𝑇𝑥
𝑅𝑛,𝑐𝑡
𝑐𝑖,𝑗
𝑅𝑥
𝑅𝑧,𝑐𝑡

𝑒𝑤𝑛
𝑒𝑤𝑧

where 𝜅 is a constant that depends on the hardware and directly influences the energy consumption of
computation [8].
Although the energy consumption expression will be used to minimize the energy cost of the whole
infrastructure, usually saving energy in some nodes (i.e., in battery powered nodes) is more important
than for others. Other times, it is preferable to run the maximum number of functions on certain nodes
(i.e., nodes powered by solar panels), as they minimize the carbon footprint. This is the aim of the 𝑒𝑤
(energy weight) variable, whose value is any number between 0 and 1. The value of this parameter
increases accordingly with the importance of minimizing energy consumption at the node.
While the energy consumption in the nodes is influenced by several factors,, e.g., allocation of storage
and RAM, the CPU usage is the most influential factor [8]. Note that, once again, the frequency at which
the node works is included in the expression related with the computation 𝑒𝐶𝑜𝑚𝑝𝑢. As in the execution
time expression, in case of using solutions to limit the node's resources (e.g., VMs, containers), the
frequency to be used in the expression will be the one associated with that VM or container. The aim is
providing an accurate energy consumption in case that the frequency of the node is limited, since
frequency is one of the most influential values in the energy consumption.
3.1.3.2

Energy-aware optimal placement algorithms

At this point, the service function’s interfaces, and their timeline are determined. Prior to looking for an
optimal placement, we plan to consider alternative service implementations differing in the energy
consumption demands and the QoS offered.
Then, we plan to adapt the Tasks Implementation Selector (TIS) module, which evaluates alternative
implementations of application tasks in terms of energy consumption, latency, and resource allocation,
to VNF requirements and resources. Managing different implementations of the same VNF task allows: (i)
to execute VNFs regardless of the mobile network infrastructure, as it enables adapting the software
product’s components to the available infrastructure; (ii) to use implementations optimized to the
resources of the target node (e.g., lighter versions of software for battery-powered devices); and, in case
of infrastructures composed of several nodes, (iii) to take advantage of the decomposition by selecting
the most appropriate node to place each VNF’s service function implementation.
In our previous work we addressed the implementation decision problem as a constraint-satisfaction
problem that is resolved with a SMT-based approach. SMT is a formalized approach to constraint
programming. Formalized as a form of the constraint satisfaction problem, (i) the algorithm of the solver
always returns a solution, which guarantees that the assignment is feasible or the impossibility to place
the VNF if no solution is found; and (ii) a large number of constraints (required to solve the problem at
hand) help SMT-solvers to reduce the search space and to find the optimal solution faster [11] [12]
However, the flexibility of our approach allows to use other mathematical models for optimization for VNF
placement.
In the current version of the module the characteristics of the nodes included in the models, along with
the ones of the tasks, are used to predict their latency and the energy consumption
associated. The computation time 𝑇𝑐𝑜𝑚𝑝𝑖,𝑛 (seconds) and the communication time 𝑇𝑐𝑜𝑚𝑚𝑖,𝑗,𝑛,𝑧 of a
task 𝑖 by node 𝑛 are calculated using the expressions given above. The energy consumption in the
nodes is influenced by several factors, such as the usage of CPU, storage, and RAM, being the CPU usage
the most influential. The first expression of the following equation shows the expression used in this work to
predict the computation energy consumption (J) required by node n to compute task i. The energy
consumption derived from communication between tasks in different nodes is given by the sum of the
energy consumption in the sender and receiver nodes (second expression of Equation:

𝐸𝑐𝑜𝑚𝑚𝑖,𝑗,𝑛,𝑧

𝐸𝑐𝑜𝑚𝑝𝑖,𝑛 = 𝑥𝑖,𝑛 κ𝑛 𝑤𝑖 𝐹𝑛2 𝑒𝑤𝑛
𝑐𝑖,𝑗
𝑐𝑖,𝑗
= 𝑥𝑖,𝑛 ℎ𝑖,𝑗 𝑃𝑛𝑇𝑥
𝑒𝑤𝑛 + 𝑥𝑗,𝑧 ℎ𝑖,𝑗 𝑃𝑧𝑅𝑥
𝑒𝑤𝑧
𝑀𝑖𝑛(𝑅𝑛𝑇𝑥 , 𝑅𝑧𝑅𝑥 )
𝑀𝑖𝑛(𝑅𝑛𝑇𝑥 , 𝑅𝑧𝑅𝑥 )

The pseudo-code of the algorithm used by the TIS module is shown in the following figure. The algorithm
receives as input the information of the nodes, the service-call graph of interfaces (with the time
restrictions) and the number of tenants to support. As a result, it returns the configuration of service
functions with the minimal energy consumption.
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Energy aware VNFs placement

Once selected the implementations with the lowest energy consumption, the module Optimal Service
Function Placement Framework (OSFPF) will take as input the output of the TIS to select the node that
best fit the instantiation of each service function. This placement decision considers the current available
capabilities (computation, memory, storage) of each node of mobile infrastructure and the energy
consumption information. The algorithm of this module will be based on the reformulation of the algorithm
of the Optimal Task Assignment Framework (OTAF) module.

3.1.3.4

Proof of concept and Evaluation

We have applied our approach to a real case of an academic campus where several devices, those
typical of CPSs, are geographically distributed serving different applications. The campus infrastructure
includes sensing units, IoT gateways, computers, cloudlets, and dedicated cloud servers, scattered
across the campus. These devices are not using all their computation and communication capacities (or
even are suspended most of the time). All of them are located at the far edge of the Internet, connected
to the campus institutional access network. Experimentation studied the reduction of power consumption
obtained by application task offloading and measuring the execution time to find a task offloading
solution for different problem sizes, and considering this infrastructure is shared by several applications at
the same time.
The IoT gateways periodically send the information collected from the sensors to a cloudlet, which
updates its databases with up-to-date measures. The infrastructure also contains 3 computers acting as
edge nodes, and a cloud server. For our experiments, the characteristics of the 12 nodes (the user node,
10 edge nodes and 1 cloud node) have been randomly generated. Concretely, the CPU speed of IoT
gateways ranges from 1 to 1.6 GHz, the cloud server from 2.4 to 4 GHz, the cloudlet from 2 to 2.4 GHz,
and the rest of edge devices from 1.6 to 2 GHz.
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𝑅𝑇𝑥 and 𝑅𝑅𝑥 have been set between 100 and 150 Mbps for edge devices and from 8 to 10 Mbps for cloud
devices. The propagation delay between the cloud device and the rest of nodes has been set from 0.02
to 0.1 s. 𝜅 has a value between 110-9 and 110-11 [9] [7]. 𝑃 𝑇𝑥 and 𝑃 𝑅𝑥 have values between 1 and 1.5 W in
all cases [7]. Finally, 𝑒𝑤 has been set to 1 for all nodes. To avoid the mobility problem in edge computing
[13], the task assignment relies on Wireless Local Area Network (WLAN) and the Internet for data
transmission.
Experiments consider two scenarios. In the first one (Scenario 1), the nodes reserve a fixed number of
resources (2 GB of RAM and one CPU core) dedicated to computation of offloaded tasks. In the second
one (Scenario 2), the nodes do not reserve specific resources for offloaded tasks, so the feasibility of the
task offloading process and the reduction in energy consumption will depend on the current nodes'
workload (randomized in each experiment from 0 to their maximal capabilities). Each test is performed
30 times. Table 2 shows the Reduction of Energy Consumption (REC) obtained in the experiments
performed for both scenarios. For Scenario 1, three rows detail the task offloading solutions (distribution
of tasks in the different nodes, in columns N1 to N12, and RAM used) and the REC for three different states
of workload in the infrastructure, which depends on the number of users: 𝑢𝑠𝑒𝑟 ≤ 13; 14 ≤ 𝑢𝑠𝑒𝑟𝑠 ≤ 26 and
27 ≤ 𝑢𝑠𝑒𝑟𝑠 ≤ 39.
These results allow to compare the energy consumption of distributing the application (VNFs) according
to the assignment solution obtained by our approach, with the energy consumption of running the entire
application on the user device. This REC is given as a percentage (%). The reduction is calculated
considering the energy consumption of all nodes of the infrastructure (including the user one) and
considering just the energy consumed in the user node columns named REC (all nodes) and REC (user
node) respectively.
Table 2. Result of reduction in the energy consumption (REC) in simulated scenarios of AR.
SCENARIO

SCENARIO 1:
FIXED RESOURCES
ALLOCATION

PARAMETERS

REC [NOTE]
(ALL NODES)

REC
(USER NODE)

users  13
(state 1)

48.0%

62.2%

14  users  13
(state 2)

43.5%

62.2%

27  users  13
(state 3)

37.3%

62.2%

REC considering all nodes (Avg/Max/Min/Std)
SCENARIO 2: NON-FIXED
RESOURCES ALLOCATION
REC in the user node (Avg/Max/Min/Std)
[NOTE] REC: REDUCTION IN THE ENERGY CONSUMPTION

3.2

41.1 / 55.2 / 33.6/ 9.3 %
56.5 / 65.1 / 41.2 / 8.8 %

Energy-driven vRAN orchestration

Virtualization is considered today the most promising approach for bringing cellular networks up to speed
with the demanding services they aspire to support. The latest frontier in this endeavor is virtualizing the
RAN by turning the BSs into fully-softwarized stacks that can be deployed in diverse platforms such as
commodity servers, small embedded devices, or even moving nodes (cells-on-wheels). This paradigm
shift is expected to offer the much-needed performance flexibility, facilitate the ongoing network
densification, and reduce capital and operating expenses. Hence, not surprisingly, it has spurred
numerous industry efforts to build BS stacks, fully-open RANs, and even launch extensive field tests.
However, designing and operating vRANs is far from trivial, since the vBSs differ significantly from their
hardware-based counterparts. On the one hand, vBSs are more controllable as one can tune their
parameters (transmission power, modulation schemes, etc.) in real time based on the network needs. On
the other hand, their softwarization and diverse platforms render less predictable their performance and
power consumption. The latter is particularly important both for economic reasons but also because the
vBSs, most often, operate under tight energy budgets. Hence, traditional radio control policies run the
risk of under-utilizing this new type of BSs, or rendering vRANs economically unsustainable. Clearly, in order
to unleash the full potential of vRANs we need to answer two key questions: (𝑖) what is the performance
and energy consumption profile of vBSs? and (𝑖𝑖) how can we optimize their operation using an adaptive
and platform-oblivious approach?
We first analyze experimentally the vBS operation using different platforms and scenarios. Our results shed
light on the relationship between performance (throughput), power consumption, and vBS controls such
as the Modulation and Coding Schemes (MCSs) and spectrum allocation. For instance, we find that the
BaseBand Unit (BBU) consumes power comparable to wireless transmissions, and the vBS power and
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throughput are affected by the configurations in a non-linear/non-monotonic fashion. These results
depend also on the hosting platform. Moreover, we observe that UpLink (UL)-related computations
consume more power and are more sensitive on MCS and SNR variations, than the respective DownLink
(DL)-related computations; a finding attributed to the heavier UL decoding. Our analysis is centered on
energy, which is the bottleneck vBS resource that affects both its computations and transmissions (see
Figure 3.2.1).
3.2.1

Experimental Analysis

We performed exhaustive experiments using an srsRAN-based2 vBS testbed. Our testbed is shown in Figure
3.2.1 and comprises a vBS, the User Equipment (UE)3, and a digital power meter. Both the vBS and the UE
consist of an Ettus Research USRP B210 as RU, srseNB/srsUE (from srsRAN suite [14]) as BBU for both the eNB
and UE, and two small factor general-purpose PCs (Intel NUCs with Central Processing Unit (CPU) i78559U@2.70GHz) deploying each respective BBU and the Near Real Time (NRT) RAN Intelligent Controller
(RIC) of O-RAN [15]. The vBS and the UE are connected using SMA cables with 20dB attenuators, and we
adjust the gain of the RU’s Radio Frequency (RF) chains to attain different Signal to Noise Ratio (SNR)
values. Without loss of generality, we select a 10-MHz band that renders a maximum capacity of roughly
32 and 23 Mbps in DL and UL, respectively. We use the power meter GW-Instek GPM-8213 to measure
the power consumption of the BBU and the RU by plugging their power supply cable to a GW-Instek
Measuring adapter GPM-001. Finally, we have integrated O-RAN E2’s interface and the ability to enforce
control policies on-the-fly in srseNB.

Figure 3.2.1. Toy experimental setup.
3.2.1.1

BBU/CPU Power Cost & Impact of Platform

The first important finding is that the power consumption associated with BBU processing is comparable
to the RF chain’s transmission power. This result is consistent with previous studies; e.g., [16] estimated that
40% of a femtocell’s power consumption is due to BBU. Figure 3.2.2 dissects the power consumption of a
vBS deployed over a Small Factor (SF) PC into the share responsible by (𝑖) the BBU´s CPUs4, (𝑖𝑖) the BBU´s
cloud platform except the CPUs, and (𝑖𝑖𝑖) the actual RU deployed over a Software Defined Radio (SDR)
transceiver from National Instruments. We measure the power consumption for four scenarios: (𝑖) the vBS
is not deployed (baseline), (𝑖𝑖) the vBS is deployed with an idle user attached (vBS idle), (𝑖𝑖𝑖) the vBS is
transmitting 20Mbps of DL traffic, and (𝑖𝑣) the user is transmitting 20Mbps of UL traffic to vBS.
Excluding the baseline scenario, the CPU power cost alone is, on average, 29% larger than that of the
RU, while the overall BBU power exceeds it by 175%, on average (208% over full UL load). Interestingly,
these numbers depend on the platform, which hosts the BBU. Namely, Figure 3.2.3 shows the BBU
consumption over the baseline for different platforms.5 We compare the power consumed by the BBU in
idle state and operating at full UL/DL buffer and subtract the baseline power. Indeed, the power cost
changes significantly, and is affected also by the vBS bandwidth.

2
3

https://www.srsran.com/
We use one UE emulating the load of multiple users.

We use the Intel’s Running Average Power Limit (RAPL) functionality integrated into the Linux kernel to measure the
CPU consumed power.
4

The small factor PCs consume less power than the servers, which however can host more vBSs hence are expected
to consume less power per user.
5
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Figure 3.2.2. Comparison of power
consumption at: the BBU (Intel NUC i78559U@2.70GHz), the BBU’s CPU, and the RU
(an USRP SDR), with 20Mbps DL and UL traffic.
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Figure 3.2.3. Consumed power over the baseline
for different radio bandwidths and hardware
platforms. SF PC 1: Intel NUC i7-8559U@2.70GHz;
SF PC 2: Intel NUC i7-8650U@1.90GHz; Server 1:
Dell XPS 8900 i7-6700@3.40GHz; Server 2: Dell
Aurora R5 i7-9700@3.00GHz.

Impact of SNR & MCS

The second finding is that the SNR of the wireless channel and the MCS in UL affect the BBU computing
load, and hence, its power consumption in a non-linear fashion. This is because the decoder needs more
iterations when the received signal becomes noisier. Thus, the decoding time per subframe increases,
e.g., by 52% between 20 and 15 dBs for MCS 23, see Figure 3.2.4; and this induces a commensurate
increase in power consumption, see Figure 3.2.5. Besides, Figure 3.2.5 shows that, even for a given
decoding time, higher MCS values induce more power consumption, which is attributed to their more
intricate demodulation. Importantly, excessive decoding delays can induce throughput loss since they
lead to violations of vBS deadlines [17] [18]. Hence, maximizing throughput does not only have an
unpredictable effect on power, but it is indeed highly non-trivial.

Figure 3.2.4. vBS over SF PC 1 at full
UL buffer. UL decoding time as a
function of SNR and different MCS
values.
3.2.1.3

Figure 3.2.5. vBS over SF PC 1 at full
UL buffer. Power consumption as a
function of the decoder
performance (high correlation).

Configuration Options & Impact of Scheduler

The above vBS control challenges are exacerbated by the plenitude of configuration options. Figure
3.2.6, for instance, presents combinations of MCS and airtime values (percentage of used subframes)
achieving the same UL throughput. Configurations with higher MCSs (and therefore lower airtime) reduce
power by 38%. However, this relation is non-monotonic, as we have also measured higher power when
the MCS increases and SNR is relatively low; this is due to the fast increase of computing load (see Figure
3.2.5). On the other hand, configurations 6 to 8 have the same power consumption, but still differ since
configuration 8 involves lower airtime and thus can serve more users, while configuration 6 is more resilient
to noise. These decisions are made by the vBS radio scheduler which based on the SNR selects the MCS
and airtime. Figure 3.2.7 shows the power consumption as a function of MCS and airtime for UL
transmissions. We observe that both parameters have a smooth impact on power, but in practice this
characterization is not available and needs to be learned.
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Figure 3.2.6. 8x combinations of normalized
MCS and airtime providing 2.6Mbps in UL,
and its associated power (idle mode
power is subtracted).
3.2.1.4

Figure 3.2.7. Normalized power
consumption at the BBU over baseline for
full buffer UL transmissions and high SNR,
as a function of MCS and airtime.

Coupling of DL & UL Processing

Finally, Figure 3.2.8 shows the BBU power consumption when DL and UL traffic streams are processed
separately and concurrently (UL+DL), for different MCSs and high SNR. We observe that the joint power
is not the total sum of the separate components. For instance, for MCS 15, concurrent DL and UL
processing consumes just 7.5% more than UL-only processing (and 26% over DL-only). This is because there
are common power consumption factors in both links. This, in turn, makes it difficult to predict the overall
vBS power consumption, given that the DL and UL can be configured separately. Also, note that UL
power costs are higher and more volatile than DL, since decoding is more computationally demanding.

Figure 3.2.8. MCS impact on BBU power consumption with high SNR.
3.2.1.5

Conclusions

Characterizing the vBS power consumption is intricate as it depends on traffic, SNR, MCS and airtime.
There are many DL and UL configurations and some of them present non-linear and non-monotonic
relations with power and throughput. Moreover, the power consumption depends on the BBU platform
and radio scheduler. This hinders the derivation of general consumption models. Hence, we propose the
use of online learning to profile each vBS power cost and performance, and devise goal-driven
configuration policies.
3.2.2

System Model and Problem Formulation

The experimental analysis provided above shed light on the relevant settings and performance metrics
that should be considered to optimize networking performance and energy consumption. Motivated by
these experiments, we next formalize mathematically an optimization problem. We consider a vBS
comprising a BBU, which may correspond to a 4G evolved node B (eNB) or 5G next generation node B
(gNB)6 hosted in a cloud platform and attached to a RU, which are fed by a common and possibly
constrained energy source. This type of BSs is relevant for low-cost small cells, Power-over-Ethernet (PoE)
cells, and so on. Our goal is to use O-RAN’s control architecture to select and adapt radio policies to
system dynamics satisfying different energy-driven criteria. Figure 3.2.9 shows the high-level system
architecture, which is O-RAN compliant [15]. The Learning Agent (LA) runs online algorithms within the
NRT RIC in the system’s orchestrator, and sequentially selects efficient radio policies every orchestration
period 𝑡 (in the order of seconds) given the current context. We hence formulate our problem as a
contextual multi-armed bandit or contextual bandit.
5G decouples BBU in 2 logical functions, i.e., a Central Unit (CU) and a Distributed Unit (DU). Our scheme controls the
DU, or both when co-located.
6
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Figure 3.2.9. O-RAN compliant system architecture and workflow.
𝑑𝑙
𝑑𝑙
𝑑𝑙
Contexts. We define the DL context at each period 𝑡 as 𝜔𝑡𝑑𝑙 ≔ [𝑐𝑡 , 𝑐̃𝑡 𝑑𝑙 , 𝑑𝑡𝑑𝑙 ], where 𝑐𝑡 and 𝑐̃
𝑡 are the

mean and variance of the DL Channel Quality Indicator (CQI) across all users in the previous period; and
𝑑𝑡𝑑𝑙 is the new bit arrivals at the vBS DL aggregated across all users. Note that the DL CQI is sent
periodically from the UEs to vBS through Uplink Control Information (UCI) carried by 4G/5G’s Physical
Uplink Shared Channel (PUSCH) or Physical Uplink Control Channel (PUCCH). Conversely, 𝑑𝑡𝑑𝑙 is measured
𝑢𝑙
by the vBS at the PDCP layer. Also, we define the UL context as 𝜔𝑡𝑢𝑙 ≔ [𝑐𝑡 , 𝑐̃𝑡 𝑑𝑙 , 𝑑𝑡𝑢𝑙 ]. The UL CQI is measured
by the vBS at MAC layer, and the new UL bit arrivals are estimated from the periodic Buffer Status Reports
(BSRs) of the users (UEs). All these measurements are collected by the Near-RT RIC’s Data Monitor (Figure
3.2.9) from the vBS using the E2 interface at sub-second granularity and are aggregated at the start of
each orchestration period 𝑡. We denote the global context vector 𝜔𝑡 ≔ [𝜔𝑡𝑑𝑙 , 𝜔𝑡𝑢𝑙 ] ∈ 𝛺, where 𝛺 is the
context space.
Controls. We define the DL control 𝑥𝑡𝑑𝑙 ≔ [𝑝𝑡𝑑𝑙 , 𝑚𝑡𝑑𝑙 , 𝑎𝑡𝑑𝑙 ] at period 𝑡, where 𝑝𝑡𝑑𝑙 ∈ 𝒫 𝑑𝑙 is a Transmission Power
Control (TPC) policy for the maximum allowed vBS transmission power, 𝑚𝑡𝑑𝑙 ∈ ℳ 𝑑𝑙 is the highest MCS
eligible by the vBS (DL MCS policy), and 𝑎𝑡𝑑𝑙 ∈ 𝒜𝑑𝑙 is the maximum vBS transmission airtime (DL airtime
policy). We define the UL control 𝑥𝑡𝑢𝑙 ≔ [𝑚𝑡𝑢𝑙 , 𝑎𝑡𝑢𝑙 ], where 𝑚𝑡𝑢𝑙 ∈ ℳ 𝑢𝑙 and 𝑎𝑡𝑢𝑙 ∈ 𝒜 𝑢𝑙 are the UL MCS and
airtime policies.7 We hence formalize each control at decision period 𝑡 as a radio policy 𝑥𝑡 ≔ [𝑥𝑡𝑑𝑙 , 𝑥𝑡𝑢𝑙 ] ∈
𝒳, where 𝒳 = 𝒫 𝑑𝑙 × ℳ 𝑑𝑙 × 𝒜𝑑𝑙 × ℳ 𝑢𝑙 × 𝒜𝑢𝑙 is the control space. Once computed, the LA sends each
radio control policy to the NRT RIC via O-RAN’s A1-P interface, which is then applied to vBS. The UL policies
are applied by configuring each UL scheduling at the vBS MAC layer.
Rewards. We denote 𝑅𝑑𝑙 (𝜔𝑡𝑑𝑙 , 𝑥𝑡𝑑𝑙 ) and 𝑅𝑢𝑙 (𝜔𝑡𝑢𝑙 , 𝑥𝑡𝑢𝑙 ) the DL and UL data transmission rates, and define the
reward function 𝑟(𝜔𝑡 , 𝑥𝑡 ) as:
𝑟(𝜔𝑡 , 𝑥𝑡 ) ≔ log (1 +

𝑅𝑑𝑙 (𝜔𝑡𝑑𝑙 , 𝑥𝑡𝑑𝑙 )
𝑑𝑡𝑑𝑙

) + log (1 +

𝑅𝑢𝑙 (𝜔𝑡𝑢𝑙 , 𝑥𝑡𝑢𝑙 )
𝑑𝑡𝑢𝑙

)

where the logarithms are used to achieve fairness between the DL and UL flows – and to that end, one
could use any other 𝛼-fair function. The reward is computed at the end of each period by the NRT RIC’s
data monitor and sent to LA. It is important to stress that in practice we can only hope to observe noisy
values of these functions, even when their arguments are fixed, because naturally the system operation
is stochastic and also the power measurements are noisy – as we have indeed seen in our experiments.
Fortunately, our optimization framework can handle such impairments. Henceforth, we denote
𝑅𝑡𝑑𝑙 (𝜔𝑡𝑑𝑙 , 𝑥𝑡𝑑𝑙 ), 𝑅𝑡𝑢𝑙 (𝜔𝑡𝑢𝑙 , 𝑥𝑡𝑢𝑙 ) and 𝑟𝑡 (𝜔𝑡 , 𝑥𝑡 ) the sample at period 𝑡 of the functions.
We formulate two energy-aware vBS control problems: (𝑖) BP-vRAN (Balanced Performance – vRAN),
which finds the Pareto-optimal trade-off between performance and power consumption; and (𝑖𝑖) SBPvRAN (Safe Balanced Performance – vRAN), which maximizes performance subject to hard constraints
on the power source. The former allows operators to balance performance and power expenses, while
the latter is crucial for vBS running on power-constrained platforms, e.g., PoE cells.

We do not define an UL TPC policy for simplicity because the users’ transmission power has less impact on the vBS
power than the MCS and UL airtime; but our framework can be readily extended to that.
7
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Case 1: Balancing performance and cost (BP-vRAN)

We consider first the case where the power supply is scarce, or the operator simply wants to reduce the
power costs. This can be achieved with a scalarized objective function:
𝑢(𝜔𝑡 , 𝑥𝑡 ) ≔ 𝑟(𝜔𝑡 , 𝑥𝑡 ) − 𝛿𝐵(𝑃(𝜔𝑡 , 𝑥𝑡 )),
where 𝑃(𝜔𝑡 , 𝑥𝑡 ) is the vBS power consumption associated with the pair context-control (𝜔𝑡 , 𝑥𝑡 ) , 𝐵(⋅)
corresponds to a smooth function that models the monetary cost associated with power consumption,
and parameter 𝛿 prioritizes one over the other criterion based on the operator’s preferences.
Considering the noisy samples at period 𝑡 𝑃𝑡 (𝜔𝑡 , 𝑥𝑡 ) and 𝑟𝑡 (𝜔𝑡 , 𝑥𝑡 ), we define 𝑢𝑡 (𝜔𝑡 , 𝑥𝑡 ) as the objective
function observation. In order to penalize power-consuming policies, we use a sigmoid function with
sharpness and tipping parameters 𝑎 and 𝑏:
𝐵(𝑘) ≔

1 + 𝑒 𝑎𝑏
1
1
(
−
).
𝑒 𝑎𝑏
1 + 𝑒 −𝑎(𝑘−𝑏) 1 + 𝑒 𝑎𝑏

When 𝑎 → 0, 𝐵(⋅) approximates a linear function, and the step function when 𝑎 grows.
Following the standard approach in Bayesian bandit optimization, we use the cumulative contextual
regret to assess the performance of our algorithm. We define the average 𝑇-period contextual regret:
𝑇

𝑅𝑇 ≔ ∑ (max
𝑢(𝜔𝑡 , 𝑥 ′ ) − 𝑢(𝜔𝑡 , 𝑥𝑡 )),
′
𝑡=1

𝑥 ∈𝒳

where max
𝑢(𝜔𝑡 , 𝑥 ′ ) yields the best decision for the current period, which we cannot calculate in practice
′
𝑥 ∈𝒳

since the objective function is unknown. Our goal, therefore, is to find a sequence of decisions ⟨𝑥𝑡 ⟩𝑇𝑡=1
lim 𝑅𝑇

from set 𝒳 which ensure asymptotically sublinear average regret, i.e., 𝑇→∞
𝑇

3.2.2.2

= 0.

Case 2: Maximize performance subject to hard power constraints (SBP-vRAN)

When the vBS operates under a hard power budget 𝑃max , e.g., when PoE, the LA has to find the maximumthroughput configuration that respects this budget. Importantly, the LA needs to achieve that with a safe
exploration of the configuration space 𝒳 in order to satisfy the 𝑃max threshold at any period, i.e., not only
at the final optimal-operation stage. We define the respective regret:
𝑇

𝑅𝑇𝑠 ≔ ∑ ( ′ max 𝑟(𝜔𝑡 , 𝑥 ′ ) − 𝑟(𝜔𝑡 , 𝑥𝑡 )),
𝑡=1

𝑥 ∈𝑆𝑡 (𝜔𝑡 )

where in this case the decisions are selected from set
𝑆𝑡 (𝜔𝑡 ) = { 𝑥 ∈ 𝒳 ∣ 𝑃(𝜔𝑡 , 𝑥) ≤ 𝑃max }.
Our goal is to find a sequence ⟨𝑥𝑡 ⟩𝑇𝑡=1 , 𝑥𝑡 ∈ 𝑆𝑡 (𝜔𝑡 ), such that

lim 𝑅𝑇𝑠

= 0. Note that sets 𝑆𝑡 (𝜔𝑡 ), ∀𝜔𝑡 , are
unknown since 𝑃(𝜔, 𝑥) is unknown, and thus need to be learned from the measurements 𝑃𝑡 (𝜔𝑡 , 𝑥𝑡 ). And,
similarly, we only have access to 𝑟𝑡 and 𝑢𝑡 , i.e., the 𝑡-period noisy measurements, instead of the actual
functions 𝑟 and 𝑢.

3.3

𝑇→∞

𝑇

Energy-driven joint vRAN & edge service orchestration

There is growing consensus that the next generation of mobile networks need to support Artificial
Intelligence (AI) services at the edge. This involves the collection, transfer and processing of data flows,
with the aim to provide real-time inferences to end users ranging from handheld and small IoT devices
to moving nodes (e.g., drones). Representative examples are Mobile Video Analytics (MVA), which are
used in Augmented Reality/Virtual Reality (AR/VR) services, cognitive assistance apps, surveillance
systems, and other similar Artificial Intelligence (AI) services. The core task of MVA services is that user
devices send video frames to the network, which needs to process them and transmit back accurately
detected depicted objects or extract other important information. These services are equally exciting for
the users as they are challenging for the networks to implement.
Namely, in MVA services the network’s role is not confined to transferring data from one point to another,
nor it suffices to support in-network processing of the data streams. Instead, the network needs to directly
optimize the AI service performance, which involves the criteria of accuracy (confident inferences), endto-end latency (fast inferences), and task throughput (inferences/sec) in a resource-efficient fashion. This
latter requirement is crucial since AI services create voluminous data flows, involve heavy computations,
and consume large amounts of energy, which is one of the most prevalent cost factors in mobile
networks. Clearly, in order to realize edge AI services, we need to devise a rigorous methodology for
controlling jointly the communication and computing resources of the network. Our goal is to design and
evaluate experimentally an optimization framework that orchestrates the resources of BSs and edge
MVA-based AI services.
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To shed light on this problem, we have built a fully-fledged prototype system with a software-defined BS
(using srsRAN suite [19]) and a Graphical Processing Unit (GPU)-enabled edge server that offers a MVA
service to mobile users. We measure the joint impact that resource control policies at the user device
(frame size), the BS (radio configuration) and the server (GPU speed) have on the service accuracy and
end-to-end latency (QoS), and on power consumption (cost). Our experiments show that, unlike other
services, performance is highly volatile and depends on the underlying hardware, the AI service
configuration, and even the actual user data. Furthermore, these services include a wide range of
configuration options, e.g., selecting different architectures of neural networks, different processing
equipment, or even adjusting the data sources. All these parameters affect in an unknown way the
latency and accuracy, which in turn renders traditional resource orchestration techniques ineffective for
this problem.
In order to overcome these challenges, we propose an optimization framework for orchestrating jointly
these decisions that is oblivious to the underlying hardware and user data streams.
3.3.1

Experimental analysis

We have performed an exhaustive set of experiments using a testbed. In a nutshell, the testbed is
comprised of a 3GPP R10-compliant Long Term Evolution (LTE) BS, a UE generating service requests via
the BS to a well-known object recognition service, and an off-the-shelf server with an NVIDIA GPU running
the service. Each request consists of an image with a variable number of objects from the COCO
dataset8. The images are sent to the service via the uplink channel of the LTE interface, and the service
returns to the user a bounding box and a classification label for each identified object in the image. This
information is sent via the downlink channel of the LTE interface. Each measurement shown as a dot in
the figures of this section is an average of 150 images. The dataset collecting all the measurements shown
in this section is available online9 to enable reproducibility and to facilitate further research in this area.
In the following, we analyze the trade-offs between different configuration policies and performance
indicators that are relevant to the system stakeholders: (𝑖) quality of service experienced by the endusers, (𝑖𝑖) the cost associated with the service provider, and (𝑖𝑖𝑖) the cost associated with the MNO.
3.3.1.1

Precision, delay, and image resolution

We start off by analyzing two metrics of interest for the user’s quality of service: the service’s performance
to recognize objects and the service delay, formally introduced in Performance Indicator 1 and 2,
respectively.
Performance Indicator 1 (Service Delay). End-to-end delay that includes the image pre-processing at
the user side, its transmission, the processing at the server (GPU delay), and the return of the bounding
boxes and labels.
Performance Indicator 2 (Mean Average Precision). The service’s precision is estimated by the mean
Average Precision (AP), a popular metric in computer vision for object recognition applications. On the
one hand, precision is defined as the ratio of true positives over all positive classifications. On the other
hand, the recall measures how well these positives are identified by calculating the ratio between true
positives over the sum of true positives and false negatives. The Intersection over Union (IoU) measures
the overlap between the calculated bounding box and the ground truth. IoU values above a threshold,
which in our case is set to 0.5, trigger a true positive. Then, given a set of images, the average precision
corresponds to the area below the precision-recall curve. Finally, the mean Average Precision (mAP) is
calculated as the mean average precision over all object categories. In this way, the mAP spans
between 0 (worst performance) and 1 (best performance).
According to our measurements, the most relevant feature that affects the mAP is the image resolution,
defined in Policy 1.
Policy 1 (Image Resolution). Selected encoding of the image (number of pixels) generated by the user,
which can be enforced by the service. In our experiments, the maximum (100%) resolution is 640x480
pixels.
We illustrate this in Figure 3.3.1, which shows the trade-off between service delay and mAP for the COCO
images dataset encoded with different resolutions. The remaining configuration policies (described later)
are fixed so the service delay is minimum. The results are rather intuitive: (𝑖) Higher-resolution images carry
more pixels encoded in a larger amount of data. Therefore, higher-resolution images incur higher delay
due to longer transmission time over the radio interface. (𝑖𝑖) Lower-resolution images cause the service
to provide lower mAP performance because they carry less useful information for the object detection
engine. Specifically, in our experiments, a 72% improvement in service delay is associated with a
reduction of precision that goes between 10% to 50%.
8

https://cocodataset.org/

9

https://github.com/jaayala/
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Figure 3.3.1. Mean average precision (mAP) vs.service delay for images with different resolutions.
3.3.1.2

Delay, energy consumption, and radio policies

There also exists a trade-off, which naturally appears in many resource control problems, between the
users’ QoS and the associated cost to the provider of such service. To explore this trade-off, we introduce
a policy that governs the allocation of radio resources, defined as Policy 2, and an additional metric that
assesses part of the aforementioned cost: the server’s power consumption, defined as Performance
Indicator 3.
Policy 2 (Radio Airtime). This radio policy imposes a constraint on the amount of radio resources (duty
cycle) the BS allocates to the service’s traffic. This in line with the concept of network slicing in 5G. Due
to the nature of this AI service, we focus on uplink communication.
Performance Indicator 3 (Server Power Consumption). The power consumption associated with the
computational load of the service requests, mostly dominated by the GPU power consumption.

Figure 3.3.2. Service delay vs. server’s power consumption for images with different
resolutions and radio policies.
Figure 3.3.2 depicts the service delay versus the server power consumption, for different airtime radio
policies and image resolutions. Similarly, as before, higher resolution images increase service delay due
to the longer transmission time of the requests. We now observe that this occurs irrespective of the radio
policy configuration. However, the selected radio policy has an important impact on service delay as
well, which is intuitive as lower airtime implies lower usage of radio resources, which further increase the
transmission time of the requests at the radio interface. Specifically, our experiments show that an 80%
increase of the airtime produces improves the delay between 65% and 80%. Concerning the server’s
power consumption, lower resolution images and lower radio resource allocations increase this cost for
the service provider. Specifically, there is a 56% increase in power consumption for an 80% increase in
spectrum time resource; a similar increase attained when there is a 75% increase in image resolution. This
is explained because larger amounts of radio resources allow the user to send a higher rate of requests
in a similar way than lower resolution images do, which ultimately increase the amount of work assigned
to the service’s resources (the GPU in this case).
3.3.1.3

Delay, energy costs, and service policies

We study the impact of the computing allocation policies on the service quality of service. To this end,
we define an additional configuration policy.
Policy 3. The server’s policy is a GPU power limit that adapt the GPU’s processing speed to meet the set
power constraint.
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In our experimental setup, the GPU speed can be set through a configuration parameter available in
NVIDIA GPU drivers. Figure 3.3.3 (top) depicts, similarly as above, the service delay and the server’s power
consumption for several image resolution configurations. We now fix the airtime to 100% and vary the
policy allocating computing resources. A higher amount of computing resources increases the server’s
power consumption, as we are relaxing the power limit imposed to the GPU. Like before, we observe that
lower resolution images contribute to increasing the server’s power consumption as the rate of requests
also grows. However, it is interesting to note that higher resolution images ease the work on the GPU, as
evidenced by Figure 3.3.3 (bottom), which shows the delay associated with the GPU tasks only. All in all,
despite this improvement in the GPU delay, the corresponding increase in transmission delay when using
higher resolution images dominates. It is important to observe, that while this is true in our experimental
testbed, it may well be different for diverse deployments (e.g., a more energy-efficient GPU, or a higherbandwidth RAN). This motivates the need for learning algorithms that are able to adapt to the different
specific deployments.

Figure 3.3.3. Delay vs. server’s power consumption for images with
different resolutions and GPU policies.
3.3.1.4

Precision, energy consumption, and image resolution

The above trade-off between service delay and the server power consumption (a cost to the service
provider), certainly appears for other user-related metrics, such as the mAP introduced earlier. To assess
this,
Figure 3.3.4 shows the mAP performance achieved by the service as a function of the server’s power
consumption for a variable set of image resolutions and the highest amount of radio and computing
resources to minimize delay. The figure confirms that the service provider’s cost is also dependent on the
mAP performance. Importantly, however, the relationship with the mAP is substantially different to that
with the service delay. In this case, higher mAP performance actually requires less amount of power
consumption from the service provider. The reason lies upon the fact that higher resolution images (which
render higher mAP) facilitate the object detection task, and hence, require less computing resources as
shown in Figure 3.3.3 (bottom).

Figure 3.3.4. Mean average precision vs. server’s
powerconsumption for images with different resolutions.
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BS power consumption, radio policies, and image resolution

Finally, the costs associated with the network operator (our third stakeholder) are necessarily driven by
the amount of radio resources invested into the service’s pipeline. To analyze this, we introduce an
additional policy, motivated by [17] in the context of vRANs, which is defined as Policy 4, and
Performance Indicator 4, reflecting part of operational costs of the network operator.
Policy 4 (Radio MCS). This policy imposes a constraint on the maximum MCS eligible by the BS to transport
the service’s data over the air.
Performance Indicator 4 (BS Power Consumption). Power consumption associated with processing the
baseband unit in a vRAN environment.

Figure 3.3.5. BS power consumption vs. radio policies forimages with different resolutions.
To analyze these, we plot in Figure 3.3.5 the power consumption measured at the baseband unit of the
BS for a variable setting of airtime and MCS radio policies, and different image resolutions. We first observe
that lower-resolution images consume less amount of radio resources and therefore have a smaller
footprint over the BS’s power consumption. Second, a higher investment on radio resources (airtime)
actually induces higher power consumption because it allows the user to issue a higher rate of service
requests (images). Finally, perhaps surprisingly, higher MCS policies actually cause lower BS power
consumption. The reason is that the data load at the BS is relatively low compared to the amount of
bandwidth available at the BS, e.g., higher resolution images with 100% airtime generate up to 2.8 Mb/s,
compared to a capacity of around 50Mb/s (SISO LTE @ 20MHz bandwidth). In this scenario, despite the
fact that LTE subframes modulated with higher MCS incur higher instantaneous power consumption, they
process the load in shorter time, which pays off in terms of power consumption over the long run.

Figure 3.3.6. BS power consumption vs. radio policies forimages with different
resolutions and 10x higher load.
From these results and the BS’s point of view, there is no reason to use MCS lower than the maximum
possible. However, this depends also on the traffic load, which may be very different for, e.g., multiple
users or different services. To demonstrate this, we emulate a scenario with 10x more load, and present
the same plot in Figure 3.3.6. Differently to the previous case, we now observe that the MCS policy has a
negative impact on the BS power consumption for higher-resolution images whereas lower resolution
images cause lower power consumption for higher MCS policies. This motivates the need for learning
algorithms that adapt to the service requirements and loads.
3.3.1.6

Conclusions:

Our system consists of a large number of highly coupled parameters with non-trivial relationship with the
performance and cost. As a consequence, we resort to model-free RL methods, an area of machine
learning applied in many control problems, to design a controller that adapts autonomously to context
changes and the underlying platform.
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System model and problem formulation

We consider a GPU-powered edge server providing an AI service through a RAN. Specifically, we
consider an object recognition service that can be used, for instance, for security surveillance or fault
detection in industrial chains. We assume a slice dedicated for this service is created including vBS and
the edge server. The workflow is very simple: users capture images that are sent to the edge server
through the UL of the radio interface of the vBS. Then, edge server’s GPU processes the incoming data
and generates a response, which is sent back to the users through the DL of the vBS.
We consider a LA that is in charge of controlling the GPU, the resources assigned to the network slice,
and the amount of data sent by the user, via a set of control policies. We follow closely the framework
of O-RAN [15]. That is, the LA runs in the Service Management and Orchestration (SMO) in the timescale
of seconds. Because our LA provides both radio and edge computing control policies, it interacts with
the NRT RIC and the edge orchestrator therein. Radio policies are in turn enforced by the NRT RIC by
using O-RAN’s E2 interface. Figure 3.3.7 summarizes the architecture of the system. Feedback from the
data plane components are collected by the Edge orchestrator and NRT RIC (via O-RAN’s O1 interface)
and then fed to the LA. This allows us to use RL to solve our problem. Namely, we formulate the problem
as a contextual multi-armed bandit or contextual bandit. We next formally define the contexts, control
policies, and performance indicators.

Figure 3.3.7. O-RAN compliant system architecture.
Contexts. We define the context at each time period 𝑡 as 𝑐𝑡 ≔ [𝑐𝑡 , 𝑐̃𝑡 𝑑𝑙 ] ∈ 𝒞, where 𝑐𝑡 and 𝑐̃𝑡 𝑑𝑙 are the
mean and the variance of the UL CQI across all users in the slice during the previous period, and 𝒞 is the
context space.
Control policies. Our control policies were introduced in Section 3.3.1. Let 𝑥𝑡 ≔ [𝜂𝑡 , 𝑎𝑡 , 𝛾𝑡 , 𝑚𝑡 ] ∈ 𝒳 be the
control policy selected at time period 𝑡, where 𝜂𝑡 ∈ ℋ is the image resolution, 𝑎𝑡 ∈ 𝒜 is the airtime or the
uplink radio resources assigned to the slice of the service, 𝛾𝑡 ∈ 𝛤 denotes the GPU speed, 𝑚𝑡 ∈ ℳ denotes
the upper bound of the MCS that the vBS can select to process the slice’s uplink traffic, and 𝒳 =
ℋ × 𝒜 × 𝛤 × ℳ denotes the control space. We focus on UL radio policies because, as our experiments
confirm, AI services like ours have little impact on the DL as the data surge goes usually upstream with
only simple information (bounding boxes, labels) flowing downstream.
Performance indicators. Similarly, our performance indicators were introduced in Section 3.3.1. The
service delay is denoted by 𝑑(𝑐, 𝑥), the mAP is denoted by 𝜌(𝑥), the consumed power at the edge server
is denoted by 𝑝 𝑠 (𝑐, 𝑥), and the consumed power at the vBS is denoted by 𝑝𝑏 (𝑐, 𝑥). Note that in practice
the observations of the performance indicators are noisy (even in static setups) since the system is
stochastic in nature. Remarkably, our solution intrinsically deals with noisy observation as we detail in the
next section. Henceforth, we denote by 𝑑𝑡 (𝑐𝑡 , 𝑥𝑡 ), 𝜌𝑡 (𝑐𝑡 , 𝑥𝑡 ), 𝑝𝑡𝑠 (𝑐𝑡 , 𝑥𝑡 ), and 𝑝𝑡𝑏 (𝑐𝑡 , 𝑥𝑡 ) the noisy observations
of our performance indicators at time period 𝑡. Feedback from the data plane components including all
these performance metrics is received by the LA at the end of each time period 𝑡, as explained above.
We assume our LA is working in a pre-production phase where the labels of the images are available for
training. Alternatively, we can easily integrate other real-time precision metrics that consider the
confidence output of the object recognition algorithms.
Our goal is to minimize the power consumption of the whole system (vBS and edge server) subject to
performance constraints of the service. Depending on the form factor of the vBS and the configuration
of the server (i.e., GPU model, motherboard, etc.) the consumed energy of each entity can have a
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different order of magnitude. Moreover, the value or scarcity of the energy may also vary depending on
the scenario. For instance, the energy is a scarce resource for a PoE or a solar-powered vBS. While the
value of the energy at the edge may vary between day and night depending on the rates set by the
power suppliers in each country. In order to capture these different scenarios, we define the following
cost function:
𝑢(𝑐, 𝑥) = 𝛿1 𝑝 𝑠 (𝑐, 𝑥) + 𝛿2 𝑝𝑏 (𝑐, 𝑥)
where 𝛿1 and 𝛿2 are the costs of the power at the edge server and the vBS, respectively, in monetary
units per watt (mu/W). On the other hand, we consider in our work performance constraints at servicelevel, going a step beyond other works considering lower-level performance requirements (e.g., [17])
such as data rate or delay. The mapping between context-action pairs and the service-level
performance indicators is very complex and there are no available models, as we detail in our
experimental results in the previous section. For that reason, we learn them by observation. For our object
recognition service, we consider two constraints: (𝑖) a maximum service delay denoted by 𝑑𝑚𝑎𝑥 , which
is directly related to the frame rate (number of images per second) that the user is going to process, and
(𝑖𝑖) a minimum mAP denoted by 𝜌𝑚𝑖𝑛 , which indicates a lower bound on how accurate the service is in
detecting the objects. We formulate the problem as follows:
𝑇

minimize
∞
{𝒙𝒕 }𝒕=𝟏

subject to

1
∑ 𝑢(𝑐𝑡 , 𝑥𝑡 )
𝑇→∞ 𝑇
lim

𝑡=1

𝑑𝑡 (𝑐𝑡 , 𝑥𝑡 ) ≤ 𝑑𝑚𝑎𝑥 ,
𝜌𝑡 (𝑐𝑡 , 𝑥𝑡 ) ≥ 𝜌𝑚𝑖𝑛 ,

∀𝑡 = 1,2, …
∀𝑡 = 1,2, …

The nature of our problem calls for a contextual bandit formulation, i.e., we need to select a control
policy 𝑥𝑡 every time period 𝑡, given a context 𝑐𝑡 . Indeed, the optimal decision at each 𝑡 only depends
on the current context 𝑐𝑡 , and the performance indicators are observed at the end of each time period.
Our objective is to minimize the cost in the long-term while satisfying the constraint at each time period.
We would like to remark that other alternative formulations can be considered. For instance, we could
consider power-constrained vBSs or an edge computing power budget by including the power
consumption targets as constrains, while minimizing latency and maximizing accuracy. The flexibility of
our framework allows us to implement any of these different formulations with minimal changes.
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4 Capacity Forecasting
Capacity forecasting is a task in anticipatory networking that aims at reserving the resources needed to
meet the upcoming traffic demand. The concept is intendedly general, and may apply to different
network domain or entities, as well as to diverse definitions of demand such as aggregates or servicelevel ones. This functionality is especially relevant in network slicing settings, where (sets of) services run in
different slices, and the operator needs to dedicate sufficient resources to each slice, in agreement with
the load generated by the corresponding service(s).
In the following, we present four different use cases in the context of capacity forecasting, i.e.,
anticipatory allocation of resources, VM reservation in a network core datacenter, minimization of video
streaming slice OPEX, and prediction-assisted network scheduling. We formalize each problem and
provide a design for the solution based on diverse tools that include hybrid statistical-learning modelling,
loss meta-learning, and Online Convex Optimization.

4.1

Anticipatory capacity allocation with hybrid statistical-learning models

The first capacity forecasting use-case analyzed in the project targets precisely the latter setting above,
where anticipatory NI is in charge of capacity allocation to slices. Here, as in other capacity forecasting
contexts, sheer accuracy is not the most relevant metric. Instead, it is critical that the capacity prediction
stays above the actual load with a very high probability because underestimation determines the
allocation of insufficient capacity to slices, hence service disruption on the user side. Under-provisioning
also triggers violations of the SLA between the slice tenant and the network operator, which thus incurs
into substantial economic penalties. Clearly, this must be avoided without allocating exceedingly large
amounts of unnecessary resources, which also have a cost for the operator.
4.1.1

Problem definition

This specific problem has recently received attention, with partners of the DAEMON project having
spearheaded proposals for dedicated predictors [20], [21]. These models rely on a loss function that
drives the learning process to capture the actual cost of incurring SLA violations against that of
overprovisioning the slice capacity. Specifically, the function handles negative and positive errors so as
to reflect the different costs they entail in the context of virtualized communication networks, as follows.
•

A constant penalty β is associated to each negative error, which causes an SLA violation during
the predicted time interval. The parameter can be customized to the desired behavior: for
instance, higher values may be used when reliability is paramount (e.g., for slices serving UltraReliable Low-Latency Communications (URLLC)), and lower penalties can be applied for slices
with more relaxed requirements.

•

A monotonically increasing cost is attributed to positive errors, which imply the allocation of
excess resources. Therefore, the cost is proportional to the amount of (unnecessarily) provisioned
capacity. Typically, the expenditure is assumed to grow linearly with the overprovisioned
capacity, with a fixed rate 𝛾 of cost per surplus capacity.

The configuration of the two costs can be in fact controlled by a single parameter 𝛼 = 𝛽/𝛾, which
represents the amount of over-provisioned capacity that the operator is willing to deploy to avoid
committing an SLA violation. Formally, for a given prediction error 𝑥, the loss function that abides by the
specifications above is expressed as:
𝛼 − 𝜀 ∙ 𝑥 if 𝑥 ≤ 0
𝑥
𝐿(𝑥) = {𝛼 −
if 0 < 𝑥 ≤ 𝜀 ∙ 𝛼
𝜀
𝑥 − 𝜀 ∙ 𝛼 if 𝑥 > 𝜀 ∙ 𝛼
where steep slopes (implemented with a small positive 𝜀) ensure differentiability over the whole 𝑥 domain
[20]. The parameter 𝛼 serves as a knob to steer the operational point of the system towards higher
expenses in deployed resource but reduced chances of SLA violations, or vice-versa. As a result, the loss
function 𝐿(𝑥) can be parametrized to the specifications of different network infrastructure locations (e.g.,
reflecting the higher cost of deploying resources at the network edge than at the core), resource types
(e.g., capturing the fact that radio resources are sensibly more expensive than CPU resources), and SLA
strategies (e.g., expressing the higher fees for violations affecting slices of critical services).
4.1.2

Proposed solution

While current state-of- the-art predictors in the networking domain, including those proposed to date for
capacity forecasting, invariably rely on deep learning, very recent results from the machine learning
community suggest that hybrid engines that integrate statistical modelling and Deep Neural Network
(DNN) can outperform pure DNN approaches in time series forecasting tasks [22].
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The aforementioned engine combines a classical Exponential Smoothing (ES) statistical model with a
Recurrent Neural Network (RNN) architecture, hence is named ES-RNN [23]. It is a true hybrid predictor,
since the parameters of the ES model are optimized concurrently with the RNN weights using a unified
gradient descent. Thanks to this joint training, the ES-RNN model represents a leap forward with respect
to previous attempts at mixing different statistical and/or machine learning methods: unlike simple
combination [24] or ensemble [25] strategies used to date, this technique takes full advantage of the
strengths of statistical and machine learning methods, while mitigating their respective limitations.
In the DAEMON project, we pioneer the adoption in the context of anticipatory NI solutions, and more
specifically for capacity forecasting, of the hybrid statistical modelling and machine learning approach
introduced by ES-RNN.
It is worth noting that the ES-RNN model is intended to operate on time series with strictly positive values
of comparable magnitude. However, this assumption is often violated in the mobile networking context,
where traffic is highly irregular and bursty, with continued inactivity periods that lead to a possibly
significant presence of zero or near-zero values and severe underutilization of the network. We thus tailor
the original ES-RNN to the specific needs of network traffic forecasting, and we introduce the Thresholded
ES-RNN (TES-RNN) model. Our proposed solution adopts a threshold 𝜏 to bound the minimum value for
the level used during normalization in the ES part of the model. We resort to an Automated Machine
Learning, or AutoML, approach to set the value of 𝜏 in a way that is automated and does not require
human intervention, via a classical Golden-Section search algorithm.
4.1.3

Sample results

We evaluate how TES-RNN can support capacity forecasting tasks in a network core Cloud scenario,
where a single large datacenter runs VNFs for the traffic generated in the whole target region by four
traffic-intensive mobile applications, i.e., Facebook, Instagram, Snapchat and YouTube. We hinge on
real-world mobile traffic measurement data collected in an operational network to model the demands
generated by the four services. We assume that each such service is assigned a dedicated network slice,
and the NI responsible for capacity allocation at the datacenter must reserve in advance enough
resources to accommodate the future demand of single slices. Therefore, this setup allows evaluating
how forecasting models such as the one we propose can assist NI in a multi-service and multi- slice
environment.
To address this problem, we train TES-RNN with the appropriate loss function proposed in [20] and also
outlined above. We then compare our hybrid solution against the following three relevant benchmarks:
•

INFOCOM19 [20] is the predictor designed by the study that first introduced the problem of
capacity forecasting and proposed the loss function we also use to train TES-RNN. INFOCOM19
relies on a DNN architecture that receives as input a spatiotemporal representation of mobile
data traffic in a 3D tensor format, and then takes advantage of convolutional layers to capture
geographical correlations in the demands. INFOCOM19 is the current state-of-the-art forecasting
model intended to support capacity allocation.

•

ES-RNN [23] is the original ES-RNN approach. For the sake of fairness, ES-RNN is similarly trained
with the capacity forecasting loss function.

•

RNN is a model using the same RNN architecture as in ES-RNN and relying on a global
normalization for the input data, thus without any of the optimizations proposed in TES-RNN or ESRNN. This benchmark is useful to understand how the statistical modelling part increases the
prediction accuracy. As for the previous cases, we train this benchmark with the capacity
forecasting loss function.

•

Figure 4.1.1. Capacity allocation cost caused by INFOCOM19, RNN, ES-RNN, and TES-RNN
prediction errors. Results refer to four slices at a network core datacenter, with 𝛼 = 3.

H2020 – 101017109

Deliverable D4.1

37

We compare the total costs incurred by the operator when using the different forecasting models to
support capacity allocation. Figure 4.1.1 summarizes our main result, showing the costs determined by
the four models, INFOCOM19, RNN, ES- RNN, and TES-RNN, when assigning resources to the network slice
of each target service at the network core datacenter. In order to make these values interpretable, all
costs are normalized to the (unavoidable) cost of the minimum resources needed to accommodate the
exact demand for each service. In other words, costs are expressed as the percent excess over a
baseline given by an oracle that makes a perfect prediction. The figure also tells apart the fraction of
the cost resulting from the two sources of penalty, i.e., resource overprovisioning and SLA violations.
The key observation is that TES-RNN consistently outperforms the benchmarks, with gains over the secondbest solution that range between 8% and 25%. Moreover, the solution developed in DAEMON steadily
guarantees very low SLA violation probabilities, which is a clearly desirable feature for the operator.
Additionally, it does so by causing an overprovisioning that is lower than or comparable to that produced
by the other predictors. These are very encouraging findings, as one of the benchmarks is the state-ofthe-art model designed for capacity forecasting.
Interestingly, ES-RNN yields an allocation of unnecessary resources close to that of TES-RNN but incurs into
much more frequent SLA violations. INFOCOM19 and RNN, when compared to TES-RNN, induce a
substantial higher overprovisioning that often helps limiting SLA violations.

4.2

Virtual Machine reservation under meta-learned loss

In a second capacity forecasting use case, we consider a core network datacenter setting, where we
assume that each video streaming service is assigned a dedicated Network Slice Subnet Instance (NSSI).
The machine-translated intent involves that the Virtual Infrastructure Manager (VIM) responsible for
controlling the datacenter resources must predict the number of VMs that need to be allocated in
advance to each NSSI, so as to run the VNFs required to serve the demand generated by the
corresponding mobile service. Clearly, every VM has an operating cost (e.g., due to power consumption)
so it is desirable that only the strictly necessary set of VMs is reserved for each NSSI.
4.2.1

Problem definition

As we do not have access to information about the actual operating costs of the datacenter, or about
the local VM management strategies, we are forced to emulate that part of the system behavior to
perform our experiments. To that end, we proceed as follows: (i) we define a credible expression 𝑓ℳ for
the target management objective; (ii) we use 𝑓ℳ to generate observations 𝑀𝑡+1 in response to
predictions 𝑑𝑡 ; and (iii) we use observations 𝑀𝑡+1 as ground-truth measurements to train and test capacity
forecasting models. A very important remark is that 𝑓ℳ is an artifice we adopt to generate measurementlike data, and it is unknown to the operator which has only access to the observations.
Formally, let all VMs have equivalent performance, so that each has operating cost 𝜅, and can serve a
maximum volume of traffic 𝐶𝜎 that may depend on the slice 𝜎. Also, 𝜂 ≫ 𝜅 is a high penalty triggered in
case insufficient VMs are allocated in advance. The observations are computed as:
ℳ𝑡+1 = 𝑓ℳ (𝑑𝑡 , 𝑠𝑡+1 ) = 𝜂 ∙ ℛ(𝑠𝑡+1 − 𝐶𝜎 ∙ |⌊𝑑𝑡 ⌋|) + 𝜅 ∙ ℛ(𝐶𝜎 ∙ |⌊𝑑𝑡 ⌋| − 𝑠𝑡+1 ).
This expression basically forces a high handicap if insufficient VMs are allocated, and a milder one for
VM overprovisioning.
4.2.2

Proposed solution

In the problem above, the main challenge is the fact that the metric 𝑓ℳ is complex, non-linear and nondifferentiable as it includes floor and absolute value operators. Hence legacy loss functions or naïve
manually designs of the loss are not effective. We propose an original approach to cope with this type
of NI situations. The basic idea underpinning our design, which we name LossLeaP for Loss-Learning
Predictor, is simple: instead of imposing a fixed, predefined expression of the loss function used to train a
DNN predictor, we let the forecasting model free to learn the loss function that best suits the network
management objective at hand. In practice, this is realized by combining a loss-learning block with the
actual predictor. This second block is responsible for learning the loss function, or, equivalently, capturing
the relationship between the forecast produced by the predictor and the target management
objective. Once trained, the loss-learning block can operate as a tailored loss function: it receives the
output of the DNN predictor and determines its quality for the precise management task. Therefore, it
can be employed to train the DNN predictor so as to steer the optimization of its parameters towards
minimizing the actual 𝑓ℳ objective.
4.2.3

Sample results

We assume that the VM orchestration takes place every 5 minutes, which is thus the forecast horizon of
the predictor. We feed LossLeaP with past traffic information, and let it learn to produce a forecast 𝑑𝑡
that minimizes 𝑓ℳ , from observations of ℳ𝑡+1 . We consider two benchmarks for comparison.
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•

An Oracle predictor, which has perfect knowledge of the future and always allocates the
optimal minimum number of VMs to serve the upcoming demand.

•

A legacy traffic forecasting model, implemented as the predictor part of LossLeaP, and trained
to minimize a Mean Square Error (MSE) loss. Note that this model requires an additional
downstream block in charge of taking the management decision. In this use case, we manually
design a VM allocation algorithm that (i) applies an overprovisioning factor to the predicted
traffic so as to avoid expensive under-dimensioning, and (ii) uses 𝐶𝜎 to compute the number of
VMs to serve the inflated demand. Upon extensive tests, we set the overprovisioning factor to
1.6, which enforeces 60% safety margin.

Figure 4.1.1 summarizes the performance, when the 𝐶𝜎 and 𝜅 are set to 10% and 1% of 𝜂. Even when finetuned, a decision-making policy based on a legacy prediction is substantially less efficient than LossLeaP.
Our model allocates around the same VMs as legacy, but with an extremely limited under-provisioning
that is one or two orders of magnitude lower than that of legacy.

(a)

(b)

Figure 4.2.1. VM reservation for diverse slices. (a) Reserved VMs. (b) Fraction of
time when the slice demand cannot be served.

4.3

Minimization of video streaming slice OPEX with meta-learned loss

The third use-case for capacity forecasting considered in the project is that of a mobile Edge
environment, where a set of computational facilities, each serving between 70 and 130 BSs, are located
close to the radio access. We assume again that each of the four video streaming services has a
dedicated NSSI at the Edge facilities. Here, the management intent aims at minimizing the monetary
OPerating EXpenses (OPEX) associated to running the video streaming slices at the network Edge. This
maps to an objective of periodically and preemptively rescaling the compute resources assigned to
each NSSI in a facility, to smoothly run the needed VNFs.
4.3.1

Problem definition

As for the previous use case, we have to emulate the ground-truth OPEX, by developing a sensible model
that relates OPEX to the system variables. Here, we go a step further in terms of complexity and, rather
than defining a single expression for the objective, we employ a whole pipeline to mimic the objective.
Figure 4.3.1 offers a high-level view of the pipeline. First, the slice-level allocated computing capacity 𝑑𝑡
and the future traffic to be served are split across users according to a probability distribution that
describes the imbalance of traffic generated by different users.

Figure 4.3.1. Emulation pipeline for the monetary OPEX.
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The per-user maximum requested, and available powers are fed to an empirical non-linear model that
maps such metrics into a user-level video streaming QoE [26]. The QoE value is then discretized in line
with real-world QoE metrics and passed to a module that converts the QoE into a Mean Opinion Score
(MOS). Based on the MOSs of the users, the slice tenant can communicate to the operator if the SLA has
been violated, which entails a monetary fee 𝛽 per violation. This cost is summed to that generated by
the need to reserve the compute resources 𝑑𝑡 to accommodate the slice traffic, derived in the bottom
block, at a price α per capacity unit.
Interestingly, not only the expression of the objective is now much more involved than before, but it is
also not observable by the operator in practical cases. Indeed, the VNF Manager (VNFM) that must take
the anticipatory decision only has data about the current allocated resources and slice traffic demand
from the VIM. In the best case, it may consume QoE information provided by the Network Data Analytics
Function (NWDAF) [27] that interfaces with Application Functions (AF), but the MOS part of the pipeline
remains unknown. Ultimately, this use case sets forth a scenario where a network manager would not
have the necessary system knowledge to manually design a solution to the problem.
4.3.2

Proposed solution

The LossLeaP model introduced in Section 4.2 can be employed to address the challenges of this specitic
use case as well. More precisely, we let LossLeaP learn the whole pipeline of the objective in a setting
where the compute capacity reconfiguration occurs at every 5 minutes. We compare it against two
benchmarks, as follows.
•

An Oracle predictor that knows the future demand and the full objective pipeline and returns
an optimal allocation.

•

DeepCog, a state-of-the-art capacity predictor [20] that we configure to cope with the problem
in the best way possible, by setting its loss function parameter to 𝛽/𝛼.

4.3.3

Sample results

The performance for a slice dedicated to Facebook Live traffic is summarized in Figure 4.3.2. All costs are
relative to that of the minimum static capacity allocation that always services the full demand and are
shown for different 𝛽/𝛼 ratios. Despite the fact that we feed it with information about the true α and 𝛽
values, DeepCog is still constrained by its inflexible loss function. Instead, LossLeaP can autonomously
learn a much better loss, which results in a reduced cost closer to the Oracle one.

Figure 4.3.2. Overall OPEX cost in the Facebook Live slice case.

4.4

Prediction-assisted network scheduling for data analytics

As a final step in this task, we focus on algorithms that leverage predictions in order to implement a
special class of services, namely edge analytic services. Indeed, today a growing number of mobile
network services require the execution of some type of Machine Learning (or analytic) tasks in proximity
with users. Prominent examples include mobile gaming and AR applications [28], cognitive assistance
and remote control of robots [29]. In these services the network collects, and processes data streams
emanating from (small) devices and returns the results to users in real-time. For example, in MVA,
handheld devices capture and transmit images to servers which classify depicted objects in milliseconds
[30] [31]. However, these edge or analytic services raise previously unseen resource management
challenges for the network.

H2020 – 101017109

Deliverable D4.1
4.4.1

40

Problem definition

First, unlike cloud-based centralized services, deployments at the edge receive relatively few requests
with properties (e.g., arrival patterns) that vary substantially across space and time [32]. Therefore, the
expected request load is typically non-stationary and cannot be a priori modeled. This issue is
exacerbated by the heterogeneity of user devices where some assist the service by data pre-processing,
others have tight energy budgets restraining their transmissions, and so on. Secondly, the analytics
performance cannot be quantified using generic metrics such as the amount of processed data [33] but
should be measured in terms of accuracy, granularity, or confidence. Thirdly, these metrics depend on
the end-to-end processing pipeline, e.g., the image encoding used by the devices, the DNN size that is
selected by the server to process the images, etc. Importantly, the effect of these decisions is initially
unknown, e.g., the DNN impact on accuracy is revealed only after using it.
4.4.2

Proposed solution

Our starting point will be to build on the theory of Online Convex Optimization (OCO) which we will
extend in two important ways: include time-average (or, budget) constraints that are very important and
common for communication systems; and include predictions for the future network state and user
requests. OCO-based algorithms have been very successful in ensuring a minimum performance under
any possible scenario, i.e., even under adversarial network conditions. However, their performance is
often very pessimistic or conservative. At the other extreme, the wide availability of neural networks and
other AI/ML tools has spurred the development of network control algorithms that use these tools. While
their success is impressive, it is common ground that when the training data do not fit the actual scenario
or when there are sudden changes in the users’ profiles (system resources, service requirements, etc.),
then making scheduling decisions using such predetermined function approximators can be particularly
ineffective.

Figure 4.4.1. The blueprint algorithm for incorporating predictions in online learning.
Figure 4.4.1 depicts schematically the high-level idea of using predictions, that are made available via
an offline predictor (e.g., a DNN) to the online learning policy. The envisioned algorithm operates in an
iterative fashion where the network scheduling decisions are taken without knowing the next-slot system
state but with the help of a prediction. When the results of the decisions are observed, the learner
updates its beliefs and using the next-slot predictions makes a renewed scheduling decision. The
performance of such algorithms is often measured in terms of the regret, i.e., the distance of the
achieved overall performance from an ideal, unknown, optimal scheduling policy that we could have
devised if we knew a priori the entire sample path. During the course of DAEMON we plan to pursue this
thread and develop a suite of such algorithms that can serve as independent NI components in B5G
and 6G networks.

4.5

Summary

The use cases above highlight several capacity forecasting problems where models based on machine
learning and optimization offer substantial and clear opportunities for effective automation. Whenever
the design stage of the solution was advanced enough, we carried out extensive tests in realistic settings
and against a wide range of benchmarks, reporting above a representative subset of the results that
demonstrate the viability of our concept, as well as the potential performance gains it can unlock.
Overall, the work carried out to date by the DAEMON project contributes to advancing the state of the
art in automated network management.
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5 Automated anomaly response
Anomalies in the network operation due to misconfigurations, malfunctions, or malicious behaviors risk to
represent a particularly serious complication in B5G systems whose management will be already
characterized by substantial added complexity with respect to 5G infrastructures. In current humancentric anomaly detection and resolution processes, whenever a failure occurs, engineers must sift
through large amounts of system logs to understand what might have gone wrong and which were the
customers affected; this is often performed by inspecting the logs manually with keyword search and
rule matching. Thus, there is a clear need to align anomaly handling techniques with the automated
approaches that will permeate all other B5G management procedures.
To answer this need, our goal is to build specific NI solutions to automatically detect unexpected
behaviors that emerge in the network and trigger relevant signals. The NI-native architecture proposed
by DAEMON is the perfect environment to assist the development of a NI that is dedicated to anomaly
management: the interaction among NI instances located in different network domains enables
developing better-informed anomaly detection algorithms that feed on data collected simultaneously
across all B5G micro-domains – and possibly preprocessed by the local NI instances according to a FL
model to minimize anomaly discovery times. On top of the baseline anomaly detection functionalities,
DAEMON will ensure that the dedicated NI addresses the whole lifecycle of the anomaly management
process and takes care of subsequent root cause analysis and automated response; this reduces
reaction times, mitigates the impact of anomalies on the network operation, and improves reliability.

5.1

Federated learning powered anomaly detection in B5G/6G

B5G/6G infrastructures are deployed to serve diverse verticals. These verticals will be requesting a set of
services, which can generate diverse traffic profiles. For instance, a utility can generate traffic from
sensors, from video streams, or even audio; these streams can vary in requirements, for instance in terms
delay and reliability. All these aspects (demands and system organization) can appear organized in the
form of a set of slices that are concurrently supported by the infrastructure. Bypassing the aspects of
whether slicing is used, and by adopting a more general perspective, it can be assumed that the network
will be asked to serve a sheer amount of traffic sources. These traffic sources should exhibit a behavior
within a certain framework. In parallel, the system should provide a certain (agreed) service to each
traffic source, and to the aggregation of sources, per geographical area and time zone.
However, things do not always operate as they should, or as agreed. Therefore, systems should be
prepared to handle situations that exhibit a behavior, beyond the “ordinary” / agreed / etc. This is
important for preserving the services of all verticals served by a network segment. The reason for the
unordinary behavior can be due to malevolent reasons or to something else, e.g., some device
malfunctioning, extraordinary requirements from the vertical, underestimation (or overestimation) of
resources, etc. In other words, anomalies can be security incidents or may indicate faulty sensors, or may
be related to aspects of interest to the vertical domain (i.e., the concern is on the data and on the
control plane).
In light of the above, a key problem that needs to be solved can be generally stated as follows: “Given
(a) an area / network segment, (b) the verticals / services supported in the area and their anticipated /
agreed behavior in time and space, and (c) the network configuration set up for supporting the services,
find the sources that exhibit and unordinary behavior”.
The problem above can fall in the class of problems that is generally called “anomaly detection” (e.g.,
references below [34] [35]). The problem has attracted attention in various domains and for various
solution approaches [36]. Our main approach will be to rely on unsupervised learning and pattern
recognition. This are representative solutions that enable the experimentation with diverse levels of data
availability.
Our architecture will follow the FL approach [37], for reasons of scalability and data protection. Scalability
is important in our case since we consider an environment with numerous traffic sources. Likewise, the
aspect of keeping data locally is important. Therefore, our work will experiment with the FL approach for
the realization of the anomaly detection mechanisms.
Figure 5.1.1 gives an overview of our approach. In high level terms, the inputs, outputs and algorithm are
indicated. A knowledge base is highlighted. It will contain local information regarding the performance
of the model. Certain information is communicated to a controller of the FL model. Likewise, the controller
will be tuning the algorithm in accordance with the FL paradigm.
Based on the scoping so far, the next steps (to be reported in the next deliverable, D4.2) concern the
development of models, the realization of validation activities (result collection and analysis), and the
support of dissemination and demonstration activities.

H2020 – 101017109

Deliverable D4.1

42

Figure 5.1.1. Overview of our approach.

5.2

Proactive anomaly detection for IoT services in a global roaming platform

In the last few years, we have been witnessing a growing popularity of IoT and Machine to Machine
(M2M) applications from connected cars to logistic and wearables. These applications rely on traditional
mobile network infrastructures and on a complex ecosystem composed by several actors. Indeed, IoT
customers (e.g., car manufacturers, delivery services) contract connectivity and added value services
(e.g., security, management, Application Programming Interfaces (APIs)) from IoT/M2M platforms. These
platforms rely global Subscriber Identity Module (SIMs) cards to offer worldwide connectivity, i.e., SIMs
provided by a given MNO that exploits roaming to provide connectivity in foreign countries. While some
global SIM are used in the origin country of the provider MNO, the vast majority of them (75%) operates
in roaming [38]. In turn, MNOs mostly rely on third party providers, the Internet Protocol (IP) Exchange (IPX)
providers [39], to offer roaming services to global IoT SIMs.
The usage of global IoT global SIMs allows IoT platforms and customers to avoid the cost of establishing
technical and commercial relationships with a local operator in every country they operate. Also, it
enables centralized control and management of the IoT applications. However, guaranteeing
communication availability and reliability to IoT verticals is already hard when only one commercial
operator is involved; this is even more challenging in the case of global SIMs, when multiple parties and
platforms are involved, and only have a partial view of the communication (i.e., IoT customers, M2M
platforms, IPX providers and MNOs). In addition, while most platforms have ticketing and monitoring
systems in place, operations are mostly reactive in dealing with communication issues. Consequently,
many incidents become severe with customer escalation/reporting or large platform impact, and the
service is often compromised.
In this deliverable, we present our experience in designing, building and deploying an anomaly detection
solution to proactively detect service availability and reliability issues of IoT customers of a large
commercial IPX provider. The goal of the solution is twofold. First, to leverage the IPX broad visibility on
network behavior of IoT devices. Indeed, IPXs are at the core of the communication infrastructure and,
while issues can happen at different locations, the IPX provider is potentially able to detect anomalous
behavior and identify the source of the issue. Second, to identify anomalous behavior (e.g., aggressive
data generation from the IoT application at the end device, coverage problems in the visited network
where the IoT device is deployed) as they appear across different IoT verticals and customers with
different requirements. This enables to address incidents before they become critical and impact services
and platforms.
The contribution we include in this deliverable are as follows:
•

First, we first describe the IoT service, infrastructure, and network visibility of the IPX provider we
monitor. Our IPX provider is a Tier-1 Internet Service Provider providing services to millions of IoT
devices, with 100+ POPs in more than 40 countries.

•

Second, we describe the main challenges and operational requirements of a proactive
anomaly detection system for this IPX.

•

Third, following the requirements we identify, we propose three deep learning models for IoT
verticals anomaly detection based on passive signaling traffic. We describe our experience in
the design and deployment of our solution with the operational team.

5.2.1

Problem Formulation

The main goal of our solution is to enable operation teams to proactively identify communication issues
before they become critical, and the service is compromised. This departs from current operational
approaches, where operation teams reactively deal with incidents when the issue is severe, and the
service – likely compromised. In this section, we describe the main requirements and challenges we
identified based on our experience building the anomaly detection solution.
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Input Data Availability. Because of operational constraints, the operation team does not collect
information related to the data roaming service for all devices and locations, but rather for a limited
subset of them. Therefore, we design the anomaly detection solution to leverage mobility signaling data
only. We find that there is a strong correlation between signaling and data roaming traffic of every
device which would allow us to design a useful anomaly detection solution even with this partial
information.
Customizable per Vertical Solution. The traffic patterns of IoT devices vary across end customers, as well
as within devices of a given customer [40]. The IPX does not have information about the specific
applications the devices serve, either because it does not have direct relation with end customers or
because this information is not provided. It follows the solution needs to be applied in a customized
fashion to each group of devices with similar traffic patterns, without assuming prior knowledge about
the customer or final purpose of the IoT devices. We follow a two steps approach. First, we identify groups
of devices per customer having similar traffic pattern via clustering. Second, we an anomaly detection
design on each cluster.
Incidents and Anomalies. The operation teams leverage a monitoring system with rule-based alarms
triggers. These rules are derived from their operational experience in dealing with major incidences either
impacting customer services or the IPX platform itself. These incidents are also registered in the ticketing
system with some description of the issue and devices impacted. On the one hand, this constitutes a
source of ground truth to design and validate the anomaly detection design. On the other hand, as the
operations mostly deal with critical incidents only, many (potentially harmful) anomalous patterns may
have never been registered, and are of interest to be identified by the operation teams. Our design has
therefore to identify both known and unknown incidents. We leverage an unsupervised deep learning
approach to learn the normal behavior of devices and identify deviations from these normal patterns
(i.e., anomalies).
Usability and Explainability of the Output. The anomalies identified by our detection engine may be real
incidents or simply deviations from “normal" behavior without being harmful. It is critical to prioritize and
provide a tool to the operation teams to easily identify incidents to investigate and what are potential
causes of the issue. We then follow three approaches to validate, tune the design and provide a useful
output to operation teams. First, we use the information available in the ticketing system to understand if
the model is able to detect known incidents. Second, we validate the anomalies generated by the
solution against raw data to understand the cause for which an anomaly has been triggered. Third, we
jointly work with the operation teams to distinguish between anomalies that are actual incidents, and
non-harmful anomalies.
Operational Requirements. The proactive anomaly detection solution must integrate with the existing
monitoring and analytics infrastructure of the IPX. As the platform provides data collection and
frameworks to execute machine learning pipelines, we can easily integrate our design in the existing
infrastructure without major modifications. There are nevertheless two important aspects to consider for
its deployment. First, it is critical to define at which timescales the engine must be used (e.g., hourly, daily).
As data is collected every 5 minutes by the data collector, the anomaly detection engine could run at
this timescale. Nevertheless, as major incidents are already detected by the reactive rule-based alarm
triggers, the operation team indicated us that running the model once a day is enough for them to
proactively identify incidents that may become critical and investigate them. Second, we need to define
the time validity of the model (i.e., how often to retrain the model).
5.2.1.1

Monitored System and Dataset Overview

Communication of IoT devices and applications is today provided via a complex ecosystem composed
of several actors often belonging to different organizations. This ecosystem, pictorially represented in
Figure 5.2.1, can be divided in IoT logical layer and communication infrastructure.
On the IoT logical layer, IoT customers (e.g., car manufacturer, delivery services, antitheft systems)
contract services from M2M/IoT platforms. These platforms provide their customers connectivity via a set
of SIMs that can be installed in IoT devices and used globally (i.e., global SIMs). They also provide
management in a centralized manner and other added values services (e.g., security, APIs) on the SIMs
delivered to every customer.
However, M2M platforms do not provide themselves the communication infrastructure but rather
contract the global SIMs from one or multiple MNOs. These MNOs are therefore the ones providing
connectivity via their infrastructures. Also, as most of the IoT devices are used outside the origin MNO
country, MNOs must provide roaming services to guarantee worldwide connectivity to global SIMs. This
is usually done via third party providers - the IPX providers - that peer among them to offer global worldwide coverage and interconnect about 800 MNOs worldwide. IPX providers often provide dedicated
services for IoT traffic, mostly consisting of data roaming and signaling for IoT devices. Note that some
MNOs uses the IPX IoT service also for SIMs operating in their origin countries (e.g., Virtual MNOs), MNOs
using the IPX for General Packet Radio Service (GPRS) Tunneling Protocol (GTP) tunnel management.
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Figure 5.2.1. High level architecture of the IPX-P’s monitoring to build our dataset. We build
our dataset using a commercial software solution that processes the raw signaling traffic
(SCCP, Diameter or GTP), and that rebuilds the dialogues between the different core
network elements. We build datasets for 2G/3G as well as 4G/LTE.
In this study, we focus on the M2M service provided of a large operational IPX provider with more than
100 PoPs in 40+ countries with a particularly strong presence in Europe and America. In the following, we
describe the M2M service of the IPX provider, its infrastructure and visibility in IoT customers’ traffic.
We monitor the IPX provider infrastructure that supports three core functions – Signaling Connection
Control Part (SCCP) Signaling, Diameter Signaling, GTP signaling (for the corresponding radio
technologies) – that enable the data roaming service for IoT devices. We show in Figure 5.2.1 a schematic
view on the way we capture these corresponding datasets. We rely on a commercial software solution
for capturing and analyzing in real time the raw signaling traffic, which we mirror from the signaling routers
to a central collection point. In that central location, the commercial software re-builds the signaling
dialogues between different core network elements in the visited and the home MNOs. Table 3
summarizes the datasets we use to characterize the operations of an IPX provider with a large
international footprint.
Table 3. IPX Datasets.
Dataset

Infrastructure

Procedures Captured

SCCP Signaling

4 Signaling Transfer Points (STPs) (Miami,
Puerto Rico, Frankfurt, Madrid)

MAP traffic, location management, authentication

Diameter
Signaling

4 Diameter Routing Agents (DRAs) (Miami,
Boca Raton, Frankfurt, Madrid)

Session Initiation Protocol (SIP) Registration, Voice over IP
(VoIP) Call, Diameter Transaction, Domain Name Service
(DNS) Query or RCS Session

Data Roaming

GTP-C control data and GTP-U data
sessions.

Create/Delete Packet Data Protocol (PDP) Context/
Session; Flow-level metrics for data connections.

Ticketing System

Internal ticketing system for managing
issues with the roaming platform.

Tickets information that track how an issue was handled
by the operations team.

and security

SCCP Signaling. This service provides the signaling capabilities for the second and third Generation
(2G/3G) technologies. The IPX provider monitors the Mobile Application Part (MAP) protocol and
specifically the traffic corresponding to the following procedures: i) location management (up-date
location, update GPRS location, cancel location, purge mobile device); ii) authentication and security
(send authentication information); iii) fault recovery.
Diameter Signaling. This service provides signaling capabilities for 4G roaming. The IPX provider collects
traffic corresponding to events including Session Initiation Protocol (SIP) registration, Voice over IP (VoIP)
Call, Diameter Transaction, DNS Query or Rich Communication Services (RCS) Session.
Data Roaming. This service enables the data transport re-quired for data roaming in 2G/3G and LTE. The
IPX collect traffic related to the creation and management of GTP tunnels between roaming partners to
transport data to and from end-users, as well as flow level metrics. Note that the service requires the use
of the signaling platform, either LTE Diameter or SCCP signaling.
Ticketing System. This service keeps track of the incidents handled by the operation teams. Tickets may
be generated by the operation teams, e.g., monitoring system alarms, or after an issue is reported by a
customer. Every ticket contains a description of the incident and impacted devices or customers.
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Dataset Exploration.

In the following paragraphs we focus on the traffic corresponding to the IoT devices that the IPX-P M2M
platform connects for two weeks period in December 2019. Figure 5.2.2 and Figure 5.2.3 show the time
series of average number of signaling messages per device for 2G/3G (Figure 5.2.2) and 4G/LTE (Figure
5.2.3), as well as the 95th percentile calculated over one-hour intervals. To put these results in context,
we include statistics from a similar number of smartphones using the same radio technology. We selected
the set of smartphones leveraging the device brand information, which we retrieve by checking the
International Mobile Equipment Identity (IMEI) and the corresponding Type Allocation Code (TAC) code
and included only iPhone and Samsung Galaxy devices (the two most popular smartphones) in the pool.
Figure 5.2.2 and Figure 5.2.3 show that IoT devices generally trigger a higher load on the signaling
infrastructure, regardless of the infrastructure they use (Diameter or Signaling System 7 (SS7)). This holds
when checking either the average number of messages per device across time, or the 95% percentile
per hour across all devices.

Figure 5.2.2. 2G/3G M2M/IoT devices and smartphone devices.

Figure 5.2.3. 4G/LTE M2M/IoT devices and smartphone devices.
We also compare the duration of roaming sessions (i.e., the total number of days a device sent at least
one signaling message while in roaming) for both IoT devices and smart phones.
Figure 5.2.4 shows the number of days an IoT device was active during the two-week period we analyze.
We note that the majority of IoT devices have long roaming sessions, which in our case cover the entire
observation period. This is very different to what we observe for smartphones (left), whose roaming session
lengths are shorter. This is expected, since IoT devices are meant to provide services in the country where
the IoT provider deploys its services during long periods of time, thus becoming "permanent roamers" in
the visited country. At the same time, this also translates into significant signaling load on the Virtual
Mobile Network Operator (VMNO) infrastructure from inbound roaming IoT devices.

Figure 5.2.4. Roaming session duration for IoT devices (left) and smartphones (right).
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Proposed solution and (initial) evaluation

We propose an unsupervised method for anomaly detection of IoT devices, agnostic to the device
usage. The key idea of our model is to learn the normal network behavior by estimating a low dimension
representation of the signaling messages exchanged by IoT devices. Our methodology consists of three
major steps (Figure 5.2.5), which we detail next.

Figure 5.2.5. The proposed anomaly detection framework.
First, we transform the raw data into effective features for the anomaly detection approach. This includes
cleaning, encoding, and generating the input data matrix for the Variational Autoencoder (VAE) model
(see the "Feature Engineering" block in Figure 5.2.5)).
Then, we cluster the devices by using the number of messages per day. We noticed that sub-groups of
devices have very different signaling patterns. Given that our dataset is agnostic to the device purpose
(i.e., the IoT vertical), we propose an unsupervised clustering approach for uncovering the normal
signaling trends within our dataset. This step is crucial for obtaining a good performance model, otherwise
if we trained the model with all devices, it would detect the minority class of devices as anomalies
because of its different patterns.
For each cluster we apply three anomaly detection models to be compared among them (see "Models"
block in Figure 5.2.5). Our models are a Gaussian Mixture Model (GMM) as baseline and a VAE.
The approach we put forward relies on a likelihood-based model (i.e., bow-tie architecture VAE), which
consumes the encoded matrices for learning a low dimension representation (z in Figure 5.2.5) of each
group of devices. We train the model so that the latent representation effectively represents the normal
behavior of devices. At inference stage, we compute an anomaly score for each of the devices by
comparing new representations to the learned one. This offers the opportunity to detect anomalies
caused by different unknown reasons, indistinct to the device purpose and without requiring any labeled
data.
5.2.2.1

Data Representation.

We perform feature engineering to transform raw data into effective features for the model. Our dataset
is composed of Diameter and MAP records which contain 96 and 48 fields, respectively. We employ the
domain knowledge of the operations team to define the fields and the encoding that best exploits the
data for anomaly detection. The fields we decide to keep are: International Mobile Subscriber Identity
(IMSI), start date and time, duration, violation, request type (operation code in MAP) and result code
(error code in MAP).
We encode the features by applying the mapping shown in Table 4. We bin the values of "duration" by
defining ranges that differentiate between normal and unusual values, so that the model can
discriminate easily between these values. In this case, a duration larger than 2.5 sec would be considered
as unusual, while being above 6 sec would be very rare. "_" refers to null values. "Violation" indicates
whether the sequence contains all messages or whether some error occurred.
Table 4. Feature encoding scheme.
Fields

Values

Encoding

Row

Duration [ms]

“_”

0

0

0  value  2,500

1

1

2,500  value  6,000

2

11

6,000  value

3

12

0

0

2

1

1

13

“_”

0

3

1009 (Informational)

1

4

2001 (Success)

2

5

3*** (Error)

3

14

Format Violation
Result Code
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4*** (Transient Failures)

4

15

5*** (Permanent Failure)

5

16

“_”

0

6

Update Location

1

7

Cancel Location

2

8

Auth-Information

3

9

Notify

4

10

Purge UE

5

17

Insert Subscriber Data

6

18

Delete Subscriber Data

7

19

Capabilities Exchange

8

20

Re-Auth

8

21

Other

9

22

We encode it as a binary variable, not considering the type of violation occurred. We bin the values of
"Result Code" based on the first value of the code, as it indicates whether a particular request was
completed successfully or whether an error occurred. Finally, we map different integer values to the most
frequent "Request Type" codes and assign the same category to the rest, as they appear very few times.
We noticed that a subset of the devices only presented signaling records for few days. To guarantee that
meaningful statistics are captured in the training dataset, we perform a device filtering operation,
discarding a device if it is present in the network less than 25% of time. We set this threshold empirically,
which discards around 13% of the devices, and still retaining tens of thousands of devices.
As the main objective for anomaly detection is intervention on the anomalous devices, and such
interventions cannot be typically made in "real-time" by operators, we focus on providing the anomalies
with daily resolution. However, the input data do not need to be at the same resolution. Therefore, we
will work with 15-minute intervals, so we gain information from the fluctuations during the day. Having the
data encoded, we group records by "IMSI" and generate daily matrices by counting the number of
occurrences of each value every 15 minutes, resulting in matrices of 𝐷×𝑁. Being the rows the values of
the fields (𝐷=36), the columns the timescale granularity (𝑁=96), and every entry a counter. This
representation of the data enables the VAE model to learn the distribution of signaling data per IMSI and
per day.
5.2.2.2

Clustering

The common approach in ML is to build one model over the entire dataset. However, as we previously
described, we have no information into the use of the IoT devices, and we see very different signaling
patterns in our data. Therefore, we implement an unsupervised approach to group devices with similar
signaling traffic volumes before ingesting them into the anomaly detection model.
We use the number of MAP and Diameter messages per device and day for clustering. This feature
enables to distinguish between high or low signaling devices and MAP or Diameter connected devices,
which gives us enough information to divide them in different kind of behaviors. Our clustering model is
a GMM with as many components as days in the training dataset (i.e., 30 components if we use a month
of data. We choose the number of clusters based on its homogeneity and volume to avoid very specific
clusters having few samples.
We generate the clusters using the training data. At inference, we use the previous month of data to
assign devices to the generated clusters using the Nearest Neighbor Algorithm, which classifies new
device based on how similar devices (its neighbors) are classified.
5.2.2.3

Anomaly Detection Models.

We are evaluating five different unsupervised models on our data: GMMs, Variational Autoencoder
(VAE) with Fully Connected neural networks (FCNNs), VAE with Convolutional Neural Networks (CNNs),
VAE with Recurrent Neural Networks and Sequence to Sequence (Seq2Seq). Anomalies are unknown, as
we found that it is not feasible to train a detection model in a supervised manner (i.e., we do not have
an exhaustive list of possible anomalies that can occur in the system).
PCA-GMM. The GMM assumes that regular data is generated from a mixture of Gaussian distributions
with unknown parameters. The parameters of the distributions are fit using the expectation-maximization
algorithm which maximizes the likelihood of the data points. We assign to each data point a probability
of being generated by the distribution, if the probability is very low that is an indication of being an
anomaly. We aim to use this model as our baseline.
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VAE. The Variational Autoencoder consist of two sub-networks, namely an encoder and a decoder. This
architecture uses a bottleneck to learn a low-dimensional representation space 𝑧 of the training data 𝑥.
The encoder learns the mapping of the input data 𝑥 into a prior distribution 𝑝(𝑧), which is usually a
standard Gaussian 𝑧 ∼ 𝑁(0, 𝐼) . The last layer of the encoder outputs the parameters 𝜇𝑥 , 𝜎𝑥 of the
distribution 𝑞(𝑧|𝑥). The decoder network reconstructs 𝑥 ∼ 𝑝(𝑥|𝑧) from the latent representation 𝑧 sampled
from 𝑁(𝜇𝑥 , 𝜎𝑥 ). In contrast with the GMM, this model does not assume that data comes from a Gaussian
distribution, but it learns the transformation of the data distribution into a Gaussian. To train a VAE, we
need two losses, one is Kullback–Leibler (KL) divergence loss 𝐿𝐾𝐿 , which is used to make sure that the latent
vector 𝑧 is an independent unit Gaussian random variable. The other is the reconstruction loss 𝐿𝑟𝑒𝑐 which
measures how accurately the network reconstructed the input matrices.
There is a trade-off between how accurate our network can be and how close its latent variables can
match the unit Gaussian distribution. Higher 𝛽 gives more structured latent space at the cost of poorer
reconstruction, while lower values give better reconstruction with less structured latent space. We set 𝛽
to 1, giving the same weight to both loss functions.
We develop three VAE models containing different neural networks (FCNN, RNN and CNN) to compare
its performance. We made the models to share the following hyperparameters for a fair comparison: a
latent space dimension of 30, batch size of 32, learning rate of 10-4 and ADAptive Moment estimation
(ADAM) optimization, which enables training in minibatches.
•

FC-VAE. Our simplest approach is the FC-VAE, which both encoder and decoder networks are
composed of 4 fully connected layers with Rectified Linear Unit (ReLU) activation functions. The
encoder reduces the number of features up to z=30 (512×512×256×30) while the decoder does
the reverse process, in-creasing the number of features at each layer (30×256×512×512).

•

CNN-VAE. This model contains 4 convolutional layers with different kernel sizes ([25, 3], [3, 12], [5,
5], [3, 3]) and astride fixed to 1, in both encoder and decoder networks. We use vertical filters to
learn the relation between fields at same timestamps, while horizontal filters are used to learn the
time-variant features. Each convolutional layer is followed by a batch normalization layer [9] to
help stabilize training and a ReLU activation layer. In the encoder, the CNN layers are followed
by two fully connected output layers (for mean and variance), used to compute the KL
divergence loss and sample latent variable z. In the decoder, for up-sampling we apply a 2D
transposed convolution operator with padding on the encoded data.

•

LSTM-VAE. In this model we use a bidirectional Long Short-Term Memory (LSTM) layer of 512 in the
encoder followed by two fully connected layers to compute the statistics of the latent space, as
explained above. The decoder recon-structs the input by using a fully connected layer followed
by a bidirectional LSTM of the same size.

5.2.2.4

Initial evaluation

We run the clustering algorithm on the test set to identify to which cluster each device belongs, and train
and apply the anomaly detection algorithm on each cluster independently. For the December 1st, 2019
– January 12th, 2020 period, the clustering algorithm divides the devices of the customer in three groups
accounting for 79%, 17% and 4% of the total amount of active devices, respectively. We report on the
distribution of the signaling volume of each cluster in Figure 5.2.6, where we show the distribution of the
average amount of daily messages per device. We observe that the third cluster is the one with highest
signaling frequency (with about 2,000 daily messages generated per device on average), and that
devices belonging to cluster one and two generate 24 and 215 average daily messages, respectively.

Figure 5.2.6. Clusters of devices: We find three groups of devices containing different
amount of signaling traffic each. Groups are well defined as the upper and lower quartiles
of the boxplots do not overlap between them in the vertical axis.
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Figure 5.2.7. Example of signaling data representation for devices from different clusters.
We show in Figure 5.2.7 an example of the data representation for one (randomly chosen) device from
each of the three clusters we obtain. The visual difference between the signaling patterns is obvious.
For each cluster, we obtain a ranked list of anomalies from each model, where top-most devices
correspond to detected anomalies. In the GMM model, devices are ranked based on the probability of
pertaining to the Gaussian distribution (lower values first). A low probability means the device behaves
different from the rest, likely being an anomaly. Regarding VAE models we use the KL divergence, which
corresponds to the difference between the learned latent space and the normal distribution 𝑁(0,1).
Being zero if the compared distributions are identical, and greater than zero depending on how much
they differ. The higher the KL divergence score, the more probable of being an anomaly.
To evaluate our models, we aim to build a meaningful and representative ground truth dataset by
collecting trouble SIMs from the network ticketing system (incidences occurred during our testing period)
and compute the accuracy of detecting those SIMs by each of four models. Our goal is not only
detecting already known though incidences but missed anomalies that were not registered because
nobody reported them. Thus, we aim to work to validate the detected anomalies with the operations
team and compute classical information retrieval measures, such as precision-recall curves and the
average precision measure.
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6 Self-learning MANO
In the era of B5G and 6G, a key innovation compared to its predecessor is the introduction of the
virtualization technique, the well-known NFV, which allows the network infrastructure to be shared among
different stakeholders by creating virtual instantiations of physical resources, in the form of VNFs. However,
the virtualization of physical resources comes hand-in-hand with increased network management
overhead, due to the additional relations between physical and virtualized resources.
Moreover, thanks to NFV characteristics, different slices of the network can be straightforwardly created
to serve multiple tenants, compared to PNFs heavily relying on dedicated hardware, and thus fulfill
specific network slice requirements. Nevertheless, one shall notice that human operators cannot keep
track of all VNs, given the diverse demands of NSs. Therefore, automatic solutions are needed in the
management of NFV-based networks that are flexible enough to adapt to diverse working conditions
without human intervention. In this regard, the ETSI has defined several MANO operations that are critical
for the correct operation of NFV-based networks [41], and scaling is one of them. To work properly, these
VNFs require a minimum amount of resources, e.g., processing power in terms of CPUs, which indicates
the number of jobs per second it can process. Moreover, these VNFs can be deployed in Commercial
Off-The-Shelf (COTS) servers with limited CPU capacity, and as a consequence, the number of VNF
instances is limited as well. The auto-scaling problem can be defined as how to dynamically add or
remove VNF instances to serve a variable workload [42]. This workload must be served under a given
SLO, e.g., maximum service latency. To meet this SLO, the amount of computing resources must be
dynamically and efficiently changed, without incurring in under- or over-provisioning. In short, we put
particular focus in this section on the Self-Learning MANO use case [1] on the resource scaling over the
edge microdomain.
In this section, we study four topics to enable self-learning MANO. First, we consider the issue of admitting
new requests by taking placement/routing into account at the set-up time of a request. Second, the
(horizontal and vertical) scaling decision is investigated at instants of which the monitoring function
indicates some (imminent) problems, which may come from traffic prediction or anomaly decision NI
functionality introduced in the prior section. Thirdly, the economical aspect is considered in terms of
leasing cost when realizing MANO operation with re-scalable infrastructure. In the last part, we cover the
support of diverse AI algorithms to enforce decisions and conduct monitoring and diagnostics regarding
the efficiency of the decisions.

6.1

Placement and routing new requests

In this subsection, our aim is to deal with the admission control of new Service Function Chain (SFC)
requests, being composed of interconnected VNFs, and the subsequent placement of their associated
VNFs on COTS servers and the routing of their associated flows over the network connecting these servers.
Both SFC requests and underlying infrastructures can be modeled as directed graphs and our goal is to
apply NI solutions to improve resource utilization and decrease rejection ratio.
6.1.1

AI-enhanced MANO in B5G/6G

As an extra step an orchestrator, e.g., following also the ETSI Open Source MANO (OSM) approach, with
AI embedded capabilities will enable advanced automation and intelligence to better manage and
take actions when necessary based on the specific use case requirements. An interface from the
orchestrator to the verticals will be created in order to interact with each other and transfer information.
An interface from the orchestrator to Verticals will be created in order to interact with each other and
transfer information. The orchestrator receives requirements per application and use case from the
verticals to create the optimal deployment of VNFs as illustrated in Figure 6.1.1.
The algorithms take as input the provided information for the different nodes of the network to reach
optimal decisions. These algorithms are part of the embedded AI of the orchestrator that enable the
intelligence and automation of the system, through optimal placement and resource utilization. After the
decision for deployment based on the current status of the infrastructure is reached, the vertical’s VNFs
are deployed and initialized. When deployed, network and application services will continue to be
orchestrated and managed by the orchestrator and be available to the customers without changing
any of the existing business services.
Metrics from deployed VNFs will be collected and reported back to the orchestrator in order to reevaluate the allocation and deployment of the VNFs to always be compliant with the requirements
provided by verticals and infrastructure. The orchestrator’s embedded AI will continue to analyze the
data collected, historical information that could be provided from verticals and other data from
infrastructure conditions to find out if changes to the deployment of VNFs need to be done. If a metric
does not meet the vertical requirement for a specific VNF, the orchestrator will make the necessary
changes to fix it, either by relocation of the VNF, scaling or other appropriate actions.
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Figure 6.1.1. Architecture of the AI-powered orchestration and of the associated
diagnostics capabilities.
The orchestrator’s embedded AI will analyze the various data and historical information to find out if
changes to the deployment of VNFs need to be done. If a metric does not meet the vertical requirement
for a specific VNF, the orchestrator will make the necessary changes to fix it, either by relocation of the
VNF, scaling or other appropriate actions.
A set of VNFs can be deployed at different MEC and Cloud infrastructures. In such a system, the endusers/IoT devices associated with a certain NS will have a random activity to transmit/receive data. Thus,
the traffic demand of each NS is time-varying according to the number of devices that needs to be
served at each time. VNFs typically do not require constant resources, but only when they serve traffic,
and in fact consume resources commensurate to the traffic load. Hence, allocating a fixed number of
resources often leads to either under- allocation or over-allocation of the system available resources. The
ML algorithms (Support Vector Machines, Regression, Decision Tree, MLP Neural Network) are used when
appropriate by the AI-enhanced MANO component to predict the number of resources required to
successfully manage a given traffic load from a VNF instance. The model’s prediction can be used by
the VNF placement algorithm. Integrating this algorithm into a VNF placement algorithm for joint
dynamic resource allocation and placement improves the VNF placement quality while avoiding the
over-allocation and under-allocation. The contribution of AI-Enhanced MANO algorithmic approach
can be summarized in the following steps:
•

The learning model analyses and predicts the resource requirements of VNFs considering the
traffic load at each time.

•

The VNF placement algorithm considering the VNF resource requirements as predicted by the
ML model, the infrastructure metrics/ available resources (e.g., latency, throughput, CPU, RAM,
disk) and the service SLAs, minimizes the resulting end-to-end delay by deploying VNF instances
close to their users.

The work of this subsection is complementary to that of previous subsections of chapter 6. Emphasis will
be placed on the support of diverse AI algorithms (e.g., deciding on the placement), in order to enforce
decisions and also to conduct monitoring and diagnostics regarding the efficiency of the decisions.
6.1.2

Mathematical problem formulation

Consider an infrastructure consisting of COTS servers and switches (which are for all intents and purposes
are multihomed servers where only routing software can run) interconnected via network links. This
infrastructure can be modelled as a directed graph with 𝑉𝐼 the set of vertices and 𝐸𝐼 the set of directed
edges. Servers and switches in the infrastructure, jointly referred to as network nodes, are identified by a
label 𝑖 ∈ 𝑉𝐼 and the directed links by their start and end points (𝑖, 𝑖 ′ ) ∈ 𝐸𝐼 ⊂ 𝑉𝐼 × 𝑉𝐼 .
On this infrastructure NSs are hosted. NS 𝑚 is modelled as an SFC, which is also modelled by a directed
graph, with 𝑉𝑆,𝑚 the set of its vertices and 𝐸𝑆,𝑚 the set of its edges. Vertices of the SFC correspond to VNFs
and edges correspond to the information flows that run between these VNFs. The VNFs of SFC 𝑚 are
′ )∈𝐸
identified by a label 𝑘𝑚 ∈ 𝑉𝑆,𝑚 and the information flow by their endpoints (𝑘𝑚 , 𝑘𝑚
𝑆,𝑚 ⊂ 𝑉𝑆,𝑚 × 𝑉𝑆,𝑚 .
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To activate NS 𝑚 in the infrastructure its SFC needs to be embedded in the infrastructure. This means that
the VNFs of SFC 𝑚 need to be placed on network nodes and the information flows of SFC 𝑚 to need to
be routed over valid network paths. To describe this embedding two matrices of decision variables are
defined as follows.
•

A placement matrix 𝑥𝑚 , where 𝑥𝑚,𝑘𝑚,𝑖 = 1 if service function 𝑘𝑚 ∈ 𝑉𝑆,𝑚 is mapped to node 𝑖 ∈ 𝑉𝐼
and 𝑥𝑚,𝑘𝑚,𝑖 = 0 otherwise.

•

′
′
′ ),(𝑖,𝑖 ′ ) = 1 if flow (𝑘𝑚 , 𝑘𝑚 ) ∈ 𝐸𝑆 travels over link (𝑖, 𝑖 ) ∈ 𝐸𝐼 and
Routing matrix 𝑦𝑚 , where 𝑦𝑚,(𝑘𝑚,𝑘𝑚
′ ),(𝑖,𝑖 ′ ) = 0 otherwise.
𝑦𝑚,(𝑘𝑚,𝑘𝑚

Since each VNF of SFC 𝑚 only needs to be placed once on a network node and an information flow
needs to be routed over a valid path, the matrices 𝑥𝑚 and 𝑦𝑚 need to obey the following constraints:
∑ 𝑥𝑚,𝑘𝑚,𝑖 = 1 ∀𝑘𝑚 ∈ 𝑉𝑆,𝑚
𝑖∈𝑉𝐼

𝑥𝑚,𝑘𝑚,𝑖 +

𝑚
′ ),(𝑖 ′ ,𝑖) = 𝑥 ′ +
𝑦𝑚,(𝑘𝑚,𝑘𝑚
𝑘 ,𝑖

∑
′ ′
(𝑖 |(𝑖 , 𝑖)

∈ 𝐸𝐼 )

′
′ ),(𝑖,𝑖 ′ ) ≤ 1 ∀ 𝑖 ∈ 𝑉𝐼 , (𝑘𝑚 , 𝑘𝑚 ) ∈ 𝐸𝑆,𝑚
∑
𝑦𝑚,(𝑘𝑚,𝑘𝑚
′
′
(𝑖 |(𝑖. 𝑖 ) ∈ 𝐸𝐼 )

′ ) (associated to SFC 𝑚) can be
The latter constraint specifies that in every network node 𝑖 flow (𝑘𝑚 , 𝑘𝑚
either starting or entering in that node 𝑖, in which case it also needs to be terminated in or leaving that
′ )
node, and this at most once. Notice that this is a necessary, but not sufficient condition for flow (𝑘𝑚 , 𝑘𝑚
to be mapped on a valid path (as there still may be isolated loops).

At any moment in time the infrastructure hosts several NSs. A request for a new NS arrives from time to
time and from time to time previously accepted service requests end. Let 𝑀 be the set of the currently
accepted NSs. The remaining compute (or memory) capacity 𝐶𝑖 on the network nodes and the
remaining transport capacity 𝑅(𝑖,𝑖 ′) on the links is respectively:
𝐶𝑖 = 𝐶𝑚𝑎𝑥,𝑖 − ∑

∑ 𝑤𝑚,𝑘𝑚 𝑥𝑚,𝑘𝑚,𝑖 ∀𝑖 ∈ 𝑉𝐼

𝑚∈𝑀 𝑘𝑚 ∈𝑉𝑆,𝑚

𝑅(𝑖,𝑖 ′) = 𝑅𝑚𝑎𝑥,(𝑖,𝑖 ′) − ∑

∑

′
′ ) 𝑦𝑚,(𝑘 ,𝑘 ′ ),(𝑖 ′ ,𝑖) ∀ (𝑖, 𝑖 ) ∈ 𝐸𝐼
𝑓𝑚,(𝑘𝑚,𝑘𝑚
𝑚 𝑚

′ )∈𝑉
𝑚∈𝑀 (𝑘𝑚 ,𝑘𝑚
𝑆,𝑚

where
•

𝑤𝑚,𝑘𝑚 is the compute (or memory) capacity required by the 𝑘𝑚 -th VNF associated to SFC 𝑚;

•

′
′ ) is the bit rate required by flow (𝑘𝑚 , 𝑘𝑚 ) associated to SFC 𝑚;
𝑓𝑚,(𝑘𝑚,𝑘𝑚

•

𝐶𝑚𝑎𝑥,𝑖 the maximum compute (or memory) capacity of the 𝑖-the network node; and

•

𝑅𝑚𝑎𝑥,(𝑖,𝑖 ′) the maximum capacity of link (𝑖, 𝑖 ′ );

all of which may fluctuate over time, the former two, because the demands of the NS 𝑚 change over
time and the latter two, because there may be other (i.e., ∉ 𝑀) possibly higher priority processes or flows
running on the infrastructure that consume capacity of the nodes or links that cannot be used by the set
of active NSs (𝑚 ∈ 𝑀).
When a new NS request, say 𝑚′ arrives, its associated SFC needs to be embedded, i.e., the decision
matrices 𝑥𝑚′ and 𝑦𝑚′ need to be determined such that these remaining capacities are not
overconsumed:
∑

𝑤𝑚′ ,𝑘𝑚′ 𝑥𝑚′,𝑘𝑚′ ,𝑖 ≤ 𝐶𝑖 ∀𝑖 ∈ 𝑉𝐼

𝑘𝑚′ ∈𝑉𝑆,𝑚′

∑
′
(𝑘𝑚′ ,𝑘𝑚
′ )∈𝑉𝑆,𝑚

𝑓𝑚′ ,(𝑘

′
𝑚′ ,𝑘𝑚′ )

𝑦𝑚′,(𝑘

′
′
𝑚′ ,𝑘𝑚′ ),(𝑖 ,𝑖)

≤ 𝑅(𝑖,𝑖 ′) ∀ (𝑖, 𝑖 ′ ) ∈ 𝐸𝐼

Often there are other constraints involved as well, e.g., energy constraints (see Section 3.1), delay or
reliability constraints.
Traditionally the problem above (i.e., determining 𝑥𝑚′ and 𝑦𝑚′ under the capacity constraints) is
formulated as a constraint optimization problem, where the objective function reflects a cost associated
to the embedding. This formulation assumes that the compute (or memory) capacity of all VNFs and the
bit rate requirements of all flows associated to all active SFCs (𝑚 ∈ 𝑀) and the new (𝑚′ ) to be embedded
SFC are known over their entire lifetime. Moreover, it is assumed that it is known when the currently active
NSs will terminate. It is unrealistic to assume that all this information is available. That is the reason that ML
(machine learning) techniques can be useful.
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Reinforcement learning

To formulate the problem above as a RL instance, the state space, action space, rewards and transition
laws need to be defined. The latter are often not explicitly needed and depend on the process with
which new requests for NSs arrive, and on how they end. The state space encompasses all the information
that is needed to fully specify the (capacity) constraints (not only at one specific instant, but over a
sufficiently long interval). As we argued above, it is not realistic to assume that all this information is
available. Therefore, the problem at hand is a Partially Observable Markov Decision Process (POMDP),
so that, rather than the state space, we need to describe the observation space. The observation space
consists of (𝐶𝑖 , 𝑅(𝑖,𝑖 ′) ) observed at the instant that the new request arrives and an indication of how it will
evolve over the coming time (and possibly an indication of the nature of the NS to be embedded if there
are different types of slices). The action space is chosen such that it allows to determine 𝑥𝑚′ and 𝑦𝑚′ . The
set of all possible 𝑥𝑚′ and 𝑦𝑚′ is much too large to be used as action space directly. Therefore, the action
space is a set of heuristics (e.g., rejection, collocated placement, random placement followed by MultiCommodity Flow (MCF) routing, etc.) that allow to determine 𝑥𝑚′ and 𝑦𝑚′ very fast. With each heuristic
a benefit is associated, e.g., low reward for rejection, medium reward for collocated placement, high
reward for random placement followed by MCF routing. Subsequently, a penalty is deducted each time
infrastructure resources are overconsumed. The reward associated with an embedding is the benefit
minus these penalties.
6.1.4

Initial results

Figure 6.1.2 shows a typical example where the action space has two actions: accept and reject. This
figure compares the rejection and violation ratio of three approaches:
•

A traditional Mixed Integer Linear Programming (MILP) solution

•

A traditional RL solution where the value that can be reached from a state is maintained in a
table

•

A Deep Reinforcement Learning (DRL) solution where the value that can be reached from a
state is maintained in a Neural Network (NN), under a time-varying traffic demand (which follows
a sinusoidal law). The figure shows that both RL solutions have about the same performance and
outperform the traditional MILP solution. In particular, the rejection ratio (utilization) is higher
(lower) for MILP, during a period of overload.

(a)

(b)

Figure 6.1.2. (a) Rejection and violation rate and (b) utility for three
embedding approaches.
More results are provided and discussed in more detail in [43].
6.1.5

Future work

As future work for this placement and routing topic, we will continue to explore other appropriate
learning-based techniques for allocating resources to SFCs. In this context, an appropriate learning
solution is one that (i) achieves a favorable trade-off between the identified pros and cons of existing
methods, and (ii) is aligned with the objectives of the DAEMON research project. That is, we envisage the
development of an explainable, reliable, and highly adaptable learning-based resource allocation
scheme, which obtains close to optimal solutions within a few milliseconds.
One of the possible learning algorithms that we deem worth exploring are contextual multi-armed bandit
algorithms. This intuition has its grounds on the following observations:
•

Contextual multi-armed bandit algorithms are considered cutting-edge with respect to several
decision-making areas, including recommendation systems.
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•

We can draw a direct analogy between the content recommendation problem space and the
SFC-E problem space. Specifically, contextual multi-armed bandit algorithms can be leveraged
to associate SFCs with embedding methods or pre-computed embedding solutions, in an
analogy to users being associated with content.

•

Recommendation engines are highly dynamic systems, e.g., users and content alter at a rapid
pace. The successful application of contextual multi-armed bandit algorithms in this domain thus
hints their potential to adjust quickly in highly variable environments, such as MANO systems.

•

Contextual multi-armed bandit algorithms can deal with large and variable action spaces
without accommodating any NN architecture. This adds to their explainability capacity, a
feature missing from many modern NN-based learning techniques, such as deep Q-learning.

•

To the best of our knowledge, contextual multi-armed bandit algorithms have not been
thoroughly studied within the SFC-E context.

These render contextual multi-armed bandit algorithms an appealing and potentially viable approach
to the problem in question.

6.2

Auto scaling

In this subsection, we consider the scenario in which SFCs (i.e., their associated VNFs are placed on COTS
servers and their associated flows are routed) need additional or less resources (because they are
consumed more or less than anticipated at when they were embedded). We consider two use cases:
scaling of a single VNF and the coordinated scaling caches.
6.2.1

Auto scaling VNFs

Let us consider a network application that can be deployed over multiple VNFs. The workload of that
application can be generated by users or from other applications. This workload enters a load balancer
that distributes it according to some weights among the active VNFs. Each VNF has a First In, First Out
(FIFO) queue for processing the assigned workload. When the queue is empty, the workload is processed
immediately. If the workload cannot be processed, it waits in the FIFO queue until it can be processed.
Additionally, a monitor constantly delivers usage metrics to a decision-making agent, which determines
the amount of VNF replicas in an automatic way. Figure 6.2.1 gives an overview of the system previously
described.

Figure 6.2.1. System model.
The auto-scaling problem follows a Monitor, Analyze, Plan and Execute (MAPE) loop. During the
monitoring phase, the system monitor gathers and sends information about the system and the
application state. This state is normally composed of infrastructure metrics (e.g., CPU usage and memory)
and performance metrics experienced by the users (e.g., service latency, QoS). By using this information,
the decision-making algorithm can estimate the future state (Analysis). This future state includes future
resource utilization or expected workload. Then, the decision-making algorithm builds a function that
maps the performance metrics with the scaling decisions (Planning). Finally, the system executes the
actions planned by the decision-making algorithm.
As stated in the state of the art (see Appendix 8.4.3), several techniques have been proposed as
decision-making algorithms, supervised and RL among those. Nonetheless, advanced predicting
modules and modern RL approaches are nowadays based on DNNs, which require powerful computing
processing. These resource-hungry DNNs might not be suitable for resource-constrained environments
(e.g., Multi-access Edge Computing (MEC) hosts). Moreover, RL techniques require the ability to explore.
In this way, the reward function can be maximized by taking random actions, exploring other areas in
the solution space. However, this exploratory phase can lead to unstable agent behavior resulting in
expensive networking errors.
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In this regard, the selection of the applicable decision-making agent is a task beyond only performance
evaluation. It also depends on both business- and operational-related conditions. On the one hand, a
multi-tier SLA between stakeholders might show different amount of marginal penalty among agreed
objectives, e.g., high penalty even when slightly violating the maximum service latency; therefore, the
auto-scaler agent may have a higher chance to disregard the number of created VNFs. On the other
hand, from the operational point of view, an operator might not have the required hardware to support
ML solutions. Therefore, a ML-based auto-scaler is ruled out on a lower-end hardware. Instead, autoscalers based on fixed rules and even control theory are computationally unexpensive algorithms that
can provide good-quality solutions. Nonetheless, control theory is not designed with learning capabilities.
Good values for its controlling parameters are often determined based on brute force or on linearizing
the system to control.
6.2.2

Auto scaling Virtualized RAN (vRAN) caches

In the fast-emerging virtualized RANs, it is possible to rescale the network resources dynamically so as to
adapt to the varying needs of users on the one hand and reduce the operating expenditures when such
an opportunity arises, on the other hand. This approach is particularly useful for services that involve innetwork storage of content or libraries or code. In those cases, indeed, one can rescale the cache
dimension, increasing their capacity when there is need to store more files and reducing them when their
cost (e.g., due to electricity prices) is high and/or the user needs are reduced. However, this dynamic
scaling of vRAN resources brings new challenges. Firstly, typically the network needs to make these
decisions without having access to future requests of the users or network conditions; and secondly, in
order to reap all the benefits of this versatility, these decisions need to be made along with other network
operation decisions such as routing, power control, or user-base station associations. This latter aspect
adds an additional layer of complexity in the problem formulation and solution approach.
In the context of this project, we have developed a rigorous methodology for optimizing the
performance of vRANs by jointly deciding: content caching at edge caches; user association to BSs; and
cache scaling while adhering to a long-term monetary budget that is spent when leasing cache
capacity. Our approach builds on Lyapunov-based stochastic optimization techniques [44], which we
extend here to account for the discrete caching variables. The high-level system architecture is
presented in Figure 6.2.2, where we see a versatile RAN, with edge caches installed at the BSs. The main
system parameters and key variables are presented in a succinct way within the figure and summarized
also in Table 5.

Figure 6.2.2: Architecture and Main Concepts for Resource Rescaling in Virtualized RANs.
Table 5. Main Parameters and Decision Variables.
Notation

Definition

Notation

Definition

𝒊∈𝓘

Subarea index

ℎ𝑗 (𝑡)

Price to lease cache storage per unit bit for j and t

𝒊∈𝓙

Small base station (SBS) index

𝑑𝑖𝑗 (𝑡)

Average delay for serving subarea 𝑖 by SBS 𝑗 during 𝑡

𝒔

macro base station (MBS) index

𝑑𝑖𝑠 (𝑡)

Average delay for serving subarea 𝑖 by the remote server during 𝑡

𝒇∈𝓕

File index

𝑥𝑖𝑗,𝑓 (𝑡)

Association probability for 𝑖, 𝑗, 𝑓 during 𝑡

𝑩𝒂𝒗𝒆

Average budget constrain

𝑦𝑗 (𝑡)

Leased cache space at SBS 𝑓 during 𝑡

𝝀𝒊,𝒇 (𝒕)

Demand profile for 𝐼, 𝑓 and 𝑡

𝑧𝑗,𝑓 (𝑡)

File caching indicator for 𝑗, 𝑓 and 𝑡

𝒕

Hour index (time slot)

𝛾𝑖 (𝑡)

Auxiliary variable of subarea 𝑖 at time slot 𝑡

𝒃

Size of a video file
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In detail, the goal of the network is to reduce as much as possible the latency for the delivery of the
content files to the different mobile users; while not exceeding a predetermined average budget that it
wishes to spend for deploying the caches. These costs represent either the leasing costs when the caches
are owned by third parties; or the operating costs involving electricity and other similar OPEX factors. The
system operation is considered time-slotted, where in the beginning of each slot the network decides the
association, the leased cache space, and the file caching policy; then observes the performance of this
specific configuration which is affected by the user requests and the network conditions (which
determine the link quality for each user-BS pair), and the process repeats in the next slot. The network
keeps track of these effects by means of (virtual) queues which monitor the “backlog” of each relaxed
constraint (the monetary budget constraint, in particular) and which need to be asymptotically stable.
The implementation details of the proposed algorithm can be found in [45].
The performance of the policy has been evaluated in a series of experiments with real data traces and
has been proven quite satisfactory, outperforming the state of the art. In specific, we have used a
dataset with real deployments of BSs in a rural and more urban setting, as shown in Figure 6.2.3 (a); a
representative trace of cache leasing costs that is based on a pattern of electricity prices, Figure 6.2.3
(b); and a pattern of requests over time that is drawn from actual user request traces, Figure 6.2.3 (c).
The proposed model advances the state-of-the-art, see detailed review in Appendix, by focusing on a
new and important problem, that of vRAN rescaling, where a joint optimization approach is taken across
network and caching decisions. As a future direction, we plan to drop the stationarity assumption that is
imposed both to the user requests and to the network state evolution and develop a new suite of online
vRAN configuration algorithms that are robust to any type of demand patterns.

(a)

(b)

(c)

Figure 6.2.3. (a) Rural and Suburban Deployment of BSs used in evaluation of vRAN
rescaling Algorithm; (b) Cache leasing cost pattern; (c) Number of requests per hour.
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7 Conclusion and Outlook
In this deliverable, we have presented the initial design of intelligent orchestration and management
mechanisms based on the architecture defined in DAEMON. Moreover, we identified four goals together
with their interactions for the NI-based orchestration solution, and designed a general dataflow modeling
method for decomposing the NI-based solutions into graphs for further NI orchestration purposes. This has
led us to design 13 innovative NI-based solutions and to develop a three-stage plan for future refinement
in forthcoming WP4 deliverables during the lifecycle of DAEMON. This document reports the initial design
of these 13 solutions, presenting the challenges they raise, their high-level design objectives, their
problem-solving approaches over the respective framework, and their preliminary performance
evaluation and comparisons with existing (non-)NI-based solutions.
To exploit the full potential of the proposed NI-based solutions towards the milestone MS2 (Month13),
where the initial design and validation campaign of NI functionalities is planned to be released, a joint
effort is expected cutting through WP3, WP4, and WP5. Specifically, a selected subset of these 13 NIbased solutions will be presented to evaluate the potential deployment on a simulation/emulation
platform or testbed in WP5 to show a thorough performance benchmark or even real-environment
deployment. Similarly, the dataset provided in task T5.3 of WP5 can be treated as inputs to offline verify
the functionality of NI-based solutions. In addition, the conclusion from studying these 13 solutions for
management and orchestration will be fed back and investigated in more detail to provide the
necessary information for the NI orchestration layer in WP2. Such information revealed to NI orchestration
layer is necessary to make the deployment of each NI-based solution tailored to the needs of different
use cases.
In a larger timescale, the initial design presented in this document will be further refined and extended
in the next two WP4 deliverables, i.e., D4.2 (Month 23) and D4.3 (Month 33). Specifically, such refinements
will not only provide a more detailed performance analysis of enhanced algorithms, but will also refresh
the initial design based on the NI-based toolset and framework provided by WP2. Based on these refined
solutions, we expect to set-up and disseminate a range of representative experimental proof-ofconcepts, following the plan set at milestone MS6 (Month 30), to reflect the four identified goals defined
in this document and justify the related DAEMON KPIs related to intelligent network orchestration and
management. Ultimately, all NI-based solutions need to exploit the considered DAEMON framework,
utilize the provided toolset to realize their objectives, and potentially explore the boundary of applying
customized and adaptable AI to real-world NI problems.
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8 Appendix A: State of the art
8.1
8.1.1

Energy-aware VNF orchestration
Energy-driven vRAN orchestration

Resource Orchestration in Networks. Existing works can be classified into: (i) studies that use models which
relate control variables to performance; (ii) model-free approaches that rely on offline training data; and
(iii) online learning techniques. Interesting examples in (i) include [46] which performs rate control to
maximize throughput; [47] that selects also the MCS and airtime; and [48] that adapts to traffic.
Nonetheless, such models are often unavailable and platform-dependent. On the other hand, modelfree approaches employ machine learning to approximate the performance functions [49] and are used
in slicing [20], throughput forecasting [50], etc. Their efficacy is remarkable as long as there are enough
training data. Otherwise, we need to employ online learning. For instance, OCO is used for cloud and IoT
resource orchestration, but requires convex functions; a condition not satisfied here. Another approach
is RL, used in spectrum management [51], network diagnostics [52], and SDN control [53], among others.
However, RL suffers from the curse of dimensionality, and lacks convergence guarantees.
Experimental Studies of vBS. The early work of [54] studied the cost savings when pooling the processing
operations of BSs, and [55] proposed a vRAN architecture that reduces processing load by 30%. Other
studies considered the effect of MCS, bandwidth, and SNR on Baseband Unit (BBU) computing load [56].
Using an OAI simulator, [57] models the processing time for different configurations and presented
measurements with srsLTE for the impact of traffic. Our analysis builds on these important works and further
measures the impact of new context parameters and radio schedulers on throughput, the coupling of
uplink and downlink, and the vBS power consumption.
Analyses of network power consumption. Studies of power consumption in legacy BSs focus on the effect
of power amplifier, RF output, and baseband processing. The EARTH model [16] relates the RF output
power to supplied power; and [58] studies the effect of bandwidth. The works [59] [60] proposed models
for macro and micro BSs, and [61] studied how the packet length affects the CPU power. Models
accounting for various BS components are presented in [62]. Alas, for small vBSs other configuration
parameters are equally important. Previous works focusing on vBS include [63] which considered the
effect of CPU cores/speed, assuming a linear relation of traffic with computing load. This assumption is
not always valid as our measurements and previous studies showed [56]. Importantly, the impact of
hardware/software platform on these metrics cannot be captured in predetermined models. We
overcome this obstacle by building models on-the-fly using the observed data.

8.2
8.2.1

Capacity forecasting
Unified state of the art on traffic and capacity forecasting

There exists a vast literature about prediction in networks [64], where the vast majority of works focus on
foretelling future demands expressed in terms of plain traffic volumes. A variety of approaches have
been proposed to solve the problem of mobile traffic forecasting, spanning exponential smoothing [65],
autoregressive modelling [66], [67], [68], information theory [69], or Markovian processes [70].
In recent years, deep learning models have rapidly established themselves as the conventional tool for
forecasting mobile network traffic. A plethora of diverse DNN architectures have been proposed to date,
which leverage, among others, LSTM [71], [72], [73], Stacked AutoEncoder (SAE) [71], and MultiLayer
Perceptron (MLP) [74] layers. Convolutional layers have been also extensively tested, in their vanilla [72],
[73], three-dimensional [74], or graph [75] versions. These solutions have been used to predict traffic in
different settings, including over short [71] and long [74] time horizons, or on aggregates [71], [74] and on
a per-application basis [72]. For a comprehensive review, we refer the reader to surveys on applications
of deep learning in networking, for forecasting and beyond [76]. We highlight, however, that
comparative evaluations carried in the studies above have repeatedly proved that DNN models improve
the quality of the prediction with respect to other approaches in general, and to statistical models in
particular. This conclusion is also confirmed by dedicated performance analyses juxtaposing
heterogeneous models [77], [78].
Several studies have also proposed predictors tailored to specific tasks in anticipatory networking, rather
than generic traffic forecasting. These works have targeted forecasting for resource allocation [20],
reconfiguration [21] and overbooking [79] in sliced networks, reservation of Physical Resource Blocks
(PRBs) at the radio access [80], or assignment of baseband processing resources in Cloud Radio Access
Network (C-RAN) [81]. Predictors have been also devised for physical layer indicators, such as bandwidth
[82], transmission inactivity periods [83], or signal strength [84]. All such efforts are very recent, and
exclusively rely on DNN architectures. Among others, they employ MLP [21], 3D convolutional [20], or
regular [80] and multivariate [81] LSTM layers.
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Prediction-assisted network scheduling for data analytics

Existing network control solutions fail to take into consideration the issues that arise when the network
needs to offer edge analytic services. In particular, many approaches schedule the network resources
using static optimization formulations and pre-determined models about the system operation [85].
However, the user requests and system states may vary abruptly, while the service performance depends
on the system configuration and input data [86]. This also renders ineffective stochastic optimization
approaches [87] that have been successful for stationary network scheduling problems [88]. Besides,
most studies [89] do not account for the operation criteria of edge analytics, nor do they offer
performance guarantees [90]. This creates a clear gap in the literature of network management that we
will tackle in this task.
From an optimization perspective, the idea of using predictions has been explored in the recent years
and is gaining increasing attention. For instance, [91] uses accurate predictions for the next cost function
to improve the optimality gap, or regret, reduction rate down to logT, and [92] improved this result by
allowing some predictions to be inaccurate. Alternatively, [93] follow a different approach by adapting
to predictions’ quality. For network management problems, in particular, predictions were included in
stochastic optimization algorithms [94]which assume the requests and system perturbations are
stationary; and in online learning algorithms [95] which do not adapt to the predictions’ quality nor
consider budget or other time-varying constraints. Hence, we plan to advance the state-of-the-art by
proposing new algorithms with predictions that will address the open issues of these prior solutions.

8.3
8.3.1

Automated anomaly response
Proactive anomaly detection for IoT services in a global roaming platform

Our activities in DAEMON relate to network resilience [96], i.e., the property of the network to sustain its
normal operation and desired performance, when facing several hard-to-predict situations. We tackle
network residence in the context of global operations in the cellular domain.
One of the first aspects we consider is that of anomaly detection in a large telco carrier, which has long
been a question of great interest in a wide range of domains including network systems [97] [98]. We are
currently working to progress beyond the current state of the art, by studying machine learning and deep
learning tools to implement anomaly detection functionalities that (i) include root cause analysis and
response measures, (ii) are be trained with very large-scale measurement data, and (iii) will be
prototyped in near-production systems; all these are original contributions with respect the current state
of the art. The attribution of artificial intelligence and other machine learning models with resilience in
the specific networking context requires novel technologies that address fundamental questions such as
(i) whether these modules are operating based on valid, non-poisoned, data [99], and (ii) if the NI
algorithms are producing proper, un-biased outputs, with explainable behavior [100], [101], [102].
The specific domain we investigate is that of an IPX Provider, which enables the interconnection of MNOs
world-wide, and supports the data roaming function. Roaming has become significantly more common
in Europe after the “Roam like Home” initiative came into effect and has spread to the other regions with
different services (e.g., Google Fi). However, few studies have been conducted on roaming, possibly
because its complex ecosystem and many involved parties bring about high costs and efforts for
cooperation. Vallina et al. [103] studied national roaming between MNOs in France, and Michelinakis et
al. [104] focused on international roaming between two operators in Europe. More recently, Mandalari
et al. [105] covered international roaming more extensively, diving into the traffic among 16 MNOs in 6
different countries. The study shows that the technical solution for roaming that MNOs largely prefer is
home-routed roaming (HR), which brings performance penalties on the roaming user, who experiences
increased delay and appears to the public Internet as being connected in the home country. Despite
these challenges, the growing demand for global mobile broadband access and a shift to all-IP-based
services (from broadband last mile to VoIP) have brought new impetus to the old idea of the IPX, first
proposed by the GSMA in 2007 to replace the traditional, bilateral-agreement model for international
roaming [106]. Despite the continuous technical development by IPX-Ps and the related parties [107],
there has been few academic works on the topic.

8.4
8.4.1

Self-leaning MANO
AI-enhanced MANO in B5G/6G

Previous work has been done in the context of the 5G EVE and 5G-Tours. Initial algorithms were designed.
The work in 5G EVE addressed the issue of orchestrating 5G testbeds / network segments. 5G-Tours
develops basic algorithms for managing computing resources, so as to prioritize the use of edge
resources by “more important” services. Problem instances related to security and transportation (or
entertainment) services are demonstrated, e.g., when some important security service needs to be
supported, the orchestrator moves the lower priority services, e.g., transportation (or entertainment)
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related, are moved to other resources. Work in Daemon will leverage and enhance the fundamental
work, to encompass further applications and network technologies.
8.4.2

Placement and routing algorithms

The static version of the SFC embedding problem, where the required resources do not change over
time, has been widely studied [108], [109]. The formulation of the problem varies, depending on the
requirements of the NS, the application environment, and the level of detail of the monitoring
information. Often the problem is formulated as a MILP, but sometimes non-linearities can be introduced
depending on the NS intent (e.g., availability [110]), the non-linear communication network performance
(e.g., functional split for RANs [111]), and the access technology (e.g., mmwave or Ethernet [112])
Overall, SFC embedding has been studied for various:
•

Operational objectives: such as QoS [113] [114], profit maximization [115] [116], fault tolerance
[117] [118] [119], load balancing [120] [121], energy efficiency [122], trust/security [123][], service
mobility [124];

•

Application domains: related to (i) different technology domains such as RANs [125], core
networks [126] [127] [128] [129] and/or (ii) administrative domains such as single [130] [131] and
multi-domain approaches [132].

SFC resource allocation problems have been formulated using RL in the past. In [133] the authors model
requests as directed acyclic graphs and each request is broken into phases determined by the directed
edges of the directed acyclic graph. The request is accepted if all phases succeed. The state models
which node maps to which resource, and the actions represent moving nodes across resources. The
system then learns optimal policies based on this Markov Decision Process (MDP).
In [134] each VNF is mapped to multiple nodes, and the state represents the VNFs mapped to each
physical node. The action represents which VNF maps to which physical node. Higher reward is obtained
by mapping VNFs to nodes with adequate capacity, rather than mapping to nodes that need to be
scaled before-hand. The authors in [135] augment this model by classifying nodes as lightly loaded or
heavily loaded. They also extend to the case where a SFC is mapped to a network of nodes. In [136] a
strategy to map one VNF to a set of possible nodes is described. One of the algorithms in that paper
trains a random NN to determine the best policy by giving a reward to a good decision, which is a form
of direct policy learning. The authors in [137] formulate the network slicing resource allocation problem
as a MDP and solve it with a policy gradient method. They model a network slice as a set of compute
and transport resources without additional structure.
Up to now the system state and SFC demands were assumed to be static (or worst case was assumed).
However, in reality they exhibit unpredictable variations due to stochastically arriving requests with
different QoS requirements. Therefore, an adaptive online SFC deployment approach is needed to
handle the real-time network variations and various service requests. In [138] the authors introduce a
MDP model to capture the dynamic network state transitions and propose an adaptive, online, DRL
approach to automatically deploy SFCs for requests with different QoS requirements.
All the aforementioned approaches described above embed VNFs one by one, while in DAEMON we
aim to embed the whole SFC in a single step.
8.4.3

Scaling VNFs

Once the SFCs are deployed they consume resources on the infrastructure. As explained above, the SFC
resource demand fluctuates over time. Decisions that were taken at the time the SFC was embedded
may not be valid throughout the lifetime of the SFC. Therefore, from time-to-time scaling decision may
have to be taking, migrating VNFs (and their associated flows) to other network nodes or allocating more
resources to a certain VNF. These decisions can either be based on classical control algorithms [139], on
predictions of how the resource demand will evolve in future or on RL [140]. In the following, we provide
detailed review on different approaches/algorithms that can be applied in scaling decision-making.
Resource scaling can be classified as horizontal or vertical. In horizontal scaling, new VNF instances are
added or removed as needed. In vertical scaling, the size of the VNF (e.g., its assigned computing and
storage resources) is changed accordingly. Horizontal scaling can be exploited by distributed
applications where the workload is shared among different instances of the same application. On the
contrary, vertical scaling can be exploited by multi-threaded applications. While vertical scaling is limited
to the capacity of a single server, horizontal scaling can leverage the virtual computing capacity in cloud
environments, making it easier to deploy several instances of the same application. Additionally,
horizontal scaling allows a more granular control of VNFs in multi-tier applications where each tier can
be scaled independently of each other, e.g., three-tier architecture over presentation, logic, and data
layers. Moreover, depending on the business model, acquiring more general-purpose hardware (i.e.,
adding more instances) is preferable to acquiring more powerful hardware due to its cost. Finally, as most
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common OSs do not allow to change different properties of the VNF instance (e.g., assign more
computing resources) on-the-fly, without rebooting, most cloud providers nowadays only offer horizontal
scaling [141].
To go one further step, the scaling mode can be classified into proactive or reactive. Proactive scaling
requires the ability to infer the upcoming workload so that the resources are scheduled beforehand,
while in reactive scaling, the resources are changed in response to the perceived variations of a
performance metric. It is worth noting that all the aforementioned scaling strategies try to find a balance
between resource cost and fulfilling a given SLO. A network operator can easily guarantee an SLO by
over-dimensioning the number of VNFs to serve the workload, but at the expense of increasing the
economic cost. At the same time, the economic cost decreases when under-dimensioning the number
of VNFs, but seriously compromise the SLO fulfillment.
Different techniques have been explored over the course of a decade for auto-scaling. Most of them,
employ threshold-based rules to determine the right amount of VNF instances for serving a demand [142]
[143] [144]. The main challenge in this type of auto-scaling technique is to create the rules that are
guiding the decision-making algorithm. Frequently, these rules are created by experts to react
appropriately when experiencing performance degradation, e.g., high service latency. Nevertheless,
such auto-scaling approach can lead to ping pong effect and will need extra tuning to make a balance
between reactiveness and stability. The popularity of threshold-based auto-scalers reside in their
simplicity and ease of deployment; however, these reactive scalers are highly sensitive to sudden
workload changes [145].
Control theory has also been explored for auto-scaling [146] [147] [148]. In this case, the controller relies
in modelling the system to determine its future resource needs. The goal of the controller is to maintain a
controlled variable (e.g., service latency) close to a desired level or reference level by adjusting a
manipulated variable (e.g., number of VNF instances). The controlled variable is typically measured by
a monitor or sensor and is considered the output of the system, while the manipulated variable is the
input of the system to control. By adding a feedback loop, the controllers observe the changes of the
system in response to changes in the input variable.
Recently, ML strategies are being proposed for flexible resource scaling in NFV-based networks given
their ability to learn from data and past experiences. Most of the proposed strategies focused on
proactive scaling [149] [150] [151] [152]. There are two ways of achieving proactive scaling. In the first
approach, the ML module tries to predict the expected workload in the next management period. In this
case, the workload is modeled as a time-series, where the ML module tries to forecast the trend using
historical data. However, predicting the workload can be an easy task only if the workload follows regular
patterns (e.g., during daytime, peak hours in weekdays, etc.). However, the prediction accuracy might
degrade under unseen workload patterns. In the second approach, the auto-scaling problem is
modeled as a classification problem. The ML module assigns a label (increase or decrease the number
of VNFs) to a given combination of some input features (e.g., workload, usage of computing resources).
However, building a training dataset for auto-scaling as a classification problem, requires defining how
many VNF instances are needed to serve a given traffic load, which is a non-trivial task and requires
expert knowledge. Additionally, the traffic load traces seen in testing might differ from the traces seen in
training; therefore, a huge amount of training data must be available and labeled. Although it has been
shown that proactive scaling produces better results in terms of reducing the boot-up time of a new
instance and yielding few SLO violations, reactive scaling is still the widely used by the cloud industry due
to its easiness to deploy, its decent performance, and its low computational cost.
RL is also explored as a solution for scaling network resources [153] [154] [155]. RL is a type of onlinelearning approach, where the agent does not need a labeled dataset since it learns from interacting
with an environment. To determine the adequate amount of VNF instances to fulfill a maximum latency
SLO using RL, the problem needs to be formulated as a Markovian Decision Process (MDP). The MDP is a
discrete time stochastic framework for modeling decision-making problems. This process is defined by a
tuple (𝒮, 𝒜, 𝑝, 𝑟) where 𝒮 is a set of states, 𝒜 is a set of actions, 𝑝 is the transition probability between states
𝑠 and 𝑠0 after action 𝑎 is taken, and 𝑟 is the immediate reward obtained for performing that action. The
policy, defined as 𝜋, is a mapping function from states to actions. The solution to an MDP is an optimal
policy that maximizes the expected long-term reward (which is a discounted sum of immediate rewards).
In RL, the optimal policy is found after many interactions of the agent with the environment (i.e., in steady
state). Q-Learning is the most used algorithm to find this optimal policy by defining a Q-function for all
state-action pairs to measure how good the policy is. Therefore, finding the optimal policy is reduced to
finding the action that maximizes this Q-function. Note that the state-action pairs can be stored in a table
(i.e., Q-table); however, its size will growth substantially in accordance with the number of states (e.g., a
continuous state space), preventing its wide adoption. Instead, Deep Q-Network (DQN) [156], uses a NN
as Q-function approximator to overcome the limitation of the Q-Table’s size.
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Caching in vRAN

The original femtocaching model [157] presumes static content popularity and proposes a one-off
proactive caching policy. Some recent studies in proactive caching, including our prior work, dropped
the assumption of static popularity. The authors in [158] exploited Lyapunov optimization for proactive
content caching and delivery in cellular and device-to-device networks, aiming to minimize the timeaverage network cost. Similarly, the work in [159] addressed the issue of non-stationary content popularity
using an online learning approach in the design of the routing and caching policies. Nevertheless, the
above works overlooked the possibility of cache scaling, which is a central issue in self-learning MANO.
On the other hand, reactive caching policies, such as LRU (Least Recently Used) and LFU (Least
Frequently Used) make dynamic caching decisions upon the arrival of each request. These policies have
been originally designed for single (or, independent) caches, and have been later extended to caching
networks. For instance, [160] proposed a q-LRU algorithm where the caching update happens
depending on the cached status in multiple BSs. [161] addressed a stochastic cooperative caching in
several BSs under assumption of coded and Time-To-Live (TTL) caching aiming at reducing content
download time. Similar to our work, [162] addressed the dynamic cache resource scaling aiming to
simultaneously minimize the storage and backhaul cost. However, unlike our work, they considered a
reactive caching policy, namely TTL caching, single cache and non-fairness criteria. Moreover, [163]
considered a utility-based objective function where the utility captures fairness between different files.
They proposed utility-driven LRU and LFU algorithms aiming at maximizing the sum of utilities over all files
without consideration of cache scaling. Besides, our utility function is designed to achieve user - not file fairness
Past content caching works using machine learning, e.g., collaborative filtering, focused on accurate
estimation of future content popularity [164] . Recently, several studies exploited (deep) RL to optimize
the operation of caching networks. For example, [165] addressed content caching in broadcasting
systems using DRL. Moreover, [166] used RL as a content caching solution in a unicast system where their
storage price might change with time. In their previous work, [167]considered a hierarchical cloud-edge
caching model where the cloud stores files according to global file popularity and the edge stores files
according to local file popularity. They modeled the spatio-temporal popularity variations using a Markov
chain model and solved them with RL. Finally, the work [168] proposed a mobile proactive caching
scheme, using again RL, where the caches are deployed at the mobile users’ equipment, not at edge
servers as in our model.
The above works do not consider the envisioned elasticity in automatically rescaling RAN infrastructures
in B5G and 6G systems; nor the economic issues arising by the operating expenditures (or, leasing costs)
of such dynamic network infrastructures. The work conducted in the context of DAEMON WP4 fills this
gap, in a satisfactory way, as it is manifested by a range of data-driven comparisons with carefullyselected benchmarks.
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