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ABSTRACT
The Internet of Things (IoT) is quickly expanding in today's computerized world, with internet
technology connecting the majority of objects. With the help of high speed internet,
decentralization and secured data IoT connects to millions of devices in the world. But due to
decentralization IoT devices face many security issues. In this paper, integration of
blockchain technology in 5G enabled IoT devices and security issues are discussed.
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INTRODUCTION
Future can be shaped with the help of three
different independent techniques namely
5G, IoT and Blockchain. 5G technology
offers a data transmission rate of 10GB/s
enabling more IoT devices connected to
internet. IoT is used in healthcare, smart
farming, smart homes and smart
electronics etc. Upto 15-20% of energy
consumption can be reduced in smart cities
and smart homes but IoT has lot of
security issues in smart devices.
Blockchain technology helps in solving the
security issues as data blocks are linked
together and also has the address of
previous block which is more reliable than
the client server system. Integrating
blockchain technology can solve security
issues of IoT devices to some extent.
HISTORY OF MOBILE NETWORK
Mobile communication was started in US
at 1950’s. After 30 years, the first
generation (1G) mobile phone was
released. The second generation of mobile
communication (2G) technology was
launched with a microprocessor that
includes digitised attributes and the
capacity to send SMS. Third generation
(3G) arrived in the twenty-first century,
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enabling of voice communication and
messaging at a reasonable speed. A few
years ago, the fourth generation (4G) was
introduced, allowing for super-fast internet
transmission in 4G-enabled devices.
Internet usage is now not only limited in
mobile devices, but also in other electrical
equipment
such
as
refrigerators,
televisions, and automobiles. This is a
good example and can be the first phase in
the development of fifth-generation (5G)
technology, with speed up to 25 megabits
per second. 5G technology is based on
CDMA, BDMA and millimeters wireless
technologies. The key benefits of 5G is has
a fast data transfer rate, minimal latency,
higher bandwidth and virtualization
capability.
5G TECHNOLOGY IN INTERNET OF
THINGS
Linking of physical devices, automobiles
and other objects, as well as the shared
data provided by electrical or sensor is
done with the help of IoT.
IOT ARCHITECTURE
The business layer, application layer,
support
layer,
connectivity/edge
computing layer, and recognition layer
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makes up the 5G IoT architecture. The
recognition layer covers IoT physical
objects such as smart phones and IoT
hardware components such as sensors and
other data taking devices. This layer's
major functions are to collect data from
IoT devices and to recognise the IoT
environment.
The
connection/edge
computing layer defines communication
protocols and networks, and its primary
function is interconnectivity. The support
layer connects the above and below levels,
and it includes cloud computing
capabilities and data analysis capabilities.
Some of the applications supported by
application layer are smart home, smart
grid, healthcare and wearables. All IoT
systems are managed by the business
layer. In each case, there are numerous
security concerns. 5G IoT devices requires

NFV which delivers scalability
flexibility in 5G-IoT applications.

and

SOFTWARE DEFINED NETWORK
5G technology requires an effective
network management system which is
provided by software defined network.
Control and Administration are the
functions of SDN. Network Function
Virtualization is used to implement
Software Defined Network in the 5G
network.
In the SDN architecture, the data plane,
control plane and administration plane are
all clearly separated. SDN architecture
plays an important role in managing
complex network like 5G. Virtualization of
network functions is also possible with
SDN.

Fig.1:-Software Defined Network Architecture.
5G technology allows a physical network
to be divided into many virtual networks,
as well as support for multiple radio
access networks. In a 5G network,
Network Function Virtualization aids
virtualization and network slicing.

heterogeneity, security assurance, identity,
privacy concerns, and authentication are
the primary technical and security
difficulties in 5G IoT design. Blockchain
integration can help with a variety of
security challenges of IoT application.

TECHNICAL
AND
SECURITY
CONCERNS WITH 5G AND IOT
Scalability,
network
management,
interoperability, lack of standards, latency,

OVERVIEW AND WORKING OF
BLOCKCHAIN TECHNOLOGY
Growing collection of blocks or chains
connected together by cryptographic hash
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functions is known as blockchain. It's a
distributed database of records at its core.
It is decentralised and contains a public
ledger for conducting all transactions
involving multiple parties. The blockchain
technology is based on the consensus
mechanism,
which
verifies
each
transaction using a consensus algorithm
before being stored in the ledger. The
transaction information entered in the
ledger is permanent, and they cannot be
deleted or changed. Bitcoin is the most
well-known application of Block chain
technology.
Working: Blockchain technology is based
on collection of blocks which are linked
together using
cryptographic hash
function. Hash function is used for
identification of next node in the chain. A
new node will be created for a transaction
requested to blockchain. Then the new
node is sent to all other nodes for
validation. If validation is successful new
node will be added to blockchain and
corresponding transaction details will be
stored in blockchain.
CHARACTERISTICS
APPLICATION

AND

Blockchain technology characteristics are
distributed, decentralised, smart contract,
trust, security and anonymity. Because of
these qualities, blockchain technology is
being used in the majority of online
transactions. Blockchain technology can
be used in both financial and non-financial
applications.
BLOCK CHAIN CONTAINED IN 5G
IOT
Nowadays, digitization is on the rise, and
IoT device utilisation is on the rise as well.
According to estimates, there will be 20.4
billion linked gadgets in upcoming years.
Decentralization, compatibility, privacy,
and security vulnerabilities are the key
issues of IoT. The majority of these issues
can be addressed by combining blockchain
technology with 5G-enabled IoT. The use
of blockchain in the Internet of Things
helps to eliminate centralization and make
transactions more safe. Enhanced security,
free from tampering and fraud, affordable,
trust and autonomous are some of the
advantages of decentralised IoT.
Because of its decentralised nature,
blockchain applications have become more
powerful
in
the
digital
world.

Fig.2:-Blockchain applications.
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CHALLENGES AND
SECURITY
ISSUES
The main challenges are higher energy
consumption, scalability, slower data
transactions, lack of standards, low storage
capacity, and poor processing powers.
Various attacks like DoS attack, timing
attacks, scanning attacks, timing attacks,
man in the middle attack and trust are the
main security issues.
CONCLUSION
In today's digital world, integrating several
technologies into a single platform is
critical, as it can solve a variety of
technical, network, and security issues.
Integration of 5G, IoT and Block chain
technology helps in creating an
environment for variety of applications.
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