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Overview

All Identity Providers and Service Providers are invited to use the Anonymous Authorization
Entity Category with their members to support the release of attributes to Service Providers
meeting the requirements described below.The keywords “MUST”, *“MUST NOT”, “REQUIRED”,
“SHALL", “"SHALL NOT”, "SHOULD"”, “SHOULD NOT”, "RECOMMENDED"”, “MAY”, and “"OPTIONAL"
in this document are to be interpreted as described in RFC 2119 [RFC2119].This definition is
written in compliance with the Entity Category SAML Entity Metadata Attribute Types
specification [EntityCatTypes]. This specification may be extended to reference other protocol-
specific formulations as circumstances warrant.

1. Definition

Candidates for the Anonymous Authorization Entity Category are Service Providers that grant
service access based on proof of successful authentication, which make authorization decisions
based on affiliation, and which do not require any additional user attributes. Example Service
Providers may include (but are not limited to) services such as licensed e-resource providers,
retailers, vendors, platform providers, services providing access to research data sets, and
collaborative tools and services such as wikis, project, and grant management tools that
require enough information to make authorization decisions based on affiliation.

2. Syntax

The following URI is used as the attribute value for the Entity Category and Entity Category
Support attribute:

https://refeds.org/category/anonymous

3. Semantics

By asserting that it is a member of this Entity Category, a Service Provider claims that it will
not use attributes for purposes that fall outside of the service definition as defined in the
agreement, presented to its users, and referred to in metadata.

Identity Providers may indicate support for Service Providers in this category by asserting the
Entity Category Support Attribute with the above value; self-assertion is the typical approach
used.

By asserting this attribute, Identity Providers are indicating that they will release attributes to
Service Providers which also assert this category as outlined in the “Service Provider
Requirements” section below either by default, or only for Service Providers they have an
agreement with. They may need to consult with other departments within their

organization to verify the relationship with the Service Provider.
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4. Attribute Bundle

The mechanism by which this Entity Category provides for consistent attribute release is
through the definition of a set of commonly supported and consumed attributes typically
required for the effective use of online services that need the affiliation and entitlement of the
user to be verified. The attributes chosen represent a privacy baseline such that further
minimization achieves no particular benefit. Thus, the minimal disclosure principle is already
designed into the category.

The use of the <md:RequestedAttribute> mechanism supported by SAML metadata is outside
the scope of this category and may co-exist with it in deployments as desired, subject to this
specification’s requirements being met.

The Anonymous Authorization attribute bundle consists (abstractly) of the following data
elements:

Required:
e Organization
e Entitlement

Where Organization MUST be one of the following, in order of preference:

preferenc

attribute example values comments
e

Organization is indicated by
the right-hand side of
eduPersonScopedAffiliation.Thi
s right-hand side syntax of
eduPersonScopedAffiliation
intentionally matches that used
N for the right-hand side values
eduPersonScopedAffiliatio member@example.or .

1 for eduPersonPrincipalName.

n g The “scope” portion MUST be
the administrative domain to
which the affiliation applies.
SPs MAY use the left hand side
as a basis for implementing
access control and/or reporting
policies.

The distinguished name (DN)

. of the directory entry
ou=Potions,o=Hogwa . o
2 eduPersonOrgDN . representing the institution
rts,dc=hsww,dc=wiz . . .
with which the person is

associated.



TITLE /REFERENCE

/// REFEDS REFEDS ENTITY CATEGORY: RESEARCH AND SCHOLARSHIP V1.3

preferenc

attribute example values comments
e

Specifies a person’s home
organization using the domain
name of the organization.
Issuers of
schacHomeOrganization

3 schacHomeOrganization = example.edu attribute values via SAML are
strongly encouraged to publish
matching
shibmd:Scope elements as
part of their IDP’'s SAML
metadata.

“Order of preference” in the above tables refers both to the choice the IdP SHOULD make about
which attributes to release in case they have multiple available to choose from, and to the
order in which the SP SHOULD use the attributes in case they receive multiple from the IdP.
Many of the above attributes are defined or referenced in the [eduPerson] specification or in
the [SCHAC] specification.

The specific naming and format of these attributes are guided by the protocol in use. For SAML
2.0 the [SAMLINt] profile MUST be used. This specification may be extended to reference other
protocol-specific formulations as circumstances warrant.

Where entitlement data MUST use a registered value in the eduPersonEntitlement
namespace [ePEregistry]:

Attribute example values comments

. urn:mace:dir:entitlement:common-lib- Applies when entitlements are
eduPersonEntitlement ]
terms evaluated on the IdP side

5. Service Provider Requirements

Service Providers SHOULD limit their data requirements to the bundle of attributes defined in
Section 4.

Service Providers MUST provide at least one mdui:PrivacyStatementURLvalue [MDUI].

A Service Provider that conforms to Anonymous Authorization would exhibit the following entity
attribute in SAML metadata:

An entity attribute for SPs that conform to Anonymous Authorization:

<mdattr: EntityAttributes

xmlins:mdattr="urn:oasis:names:tc:SAML:metadata:attribute">

<saml:Attribute
xmins:saml="urn:oasis:names:tc:SAML:2.0:assertion"
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NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
Name="http://macedir.org/entity-category">
<saml:AttributeValue>
http://refeds.org/category/anonymous/
</saml:AttributeValue>
</saml:Attribute>
</mdattr:EntityAttributes>

6. Identity Provider Requirements

By asserting this attribute, Identity Providers are indicating that they are able to support this
entity category. They MAY release the attribute bundle defined in 4 to all Service Providers
which assert this category by default, or only for Service Providers which assert the entity
category and with which they have an agreement.

An entity attribute for IdPs that support the Anonymous Authorization Entity
Category:

<mdattr: EntityAttributes

xmlins:mdattr="urn:oasis:names:tc:SAML:metadata:attribute">

<saml:Attribute
xmins:saml="urn:oasis:names:tc:SAML:2.0:assertion"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
Name="http://macedir.org/entity-category-support">

<saml:AttributeValue>

http://refeds.org/category/anonymous/

</saml:AttributeValue>

</saml:Attribute>

</mdattr:EntityAttributes>
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