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Abstract—The aim of this paper is to identify a web
application that can be used to test the effectiveness of Burp
Suite web application vulnerability scanners. Burp suite is a
prominent penetration testing and vulnerability detection tool
created by the Portswigger firm. Burp Suite is designed to be an
all-in-one toolkit, and its capabilities can be expanded by
installing add-ons called BApps. Its simplicity makes it a better
choice than free options like OWASP ZAP.
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I INTRODUCTION

Burp Suite was founded in 2004 by Dafydd Stuttard, who saw
a need for a reliable web application security testing tool. The
tool has advanced by leaps and bounds over the last 16 years,
adding a slew of new features. Capabilities that support the
community of security testers Burp Suite is a programme that
Web application protection testing has undeniably become a
method of choice. It has also progressed to the point that it can
now detect bugs in APIs and mobile apps. As per Sugar
Rahalkar’s opinion to test the security of web applications
effectively, one must first understand the numerous web
application vulnerabilities, as well as have a thorough
understanding of the testing methods [1].

Editions

Burp Suite, like most other software, comes in a variety of
formats. Different users can have different requirements, and
one size does not necessarily suit everything. Burp Suite is
available in three different editions to meet the needs of
different users.

A. Community Edition

B. The Burp Suite Community Edition is the most basic
version of the software, and it is available for free
download and use. To get started with web application
security testing, it comes with a limited collection of
tools and features. If you're new to application security
and want to learn the basics, the Burp Suite Community
Edition is an excellent place to start [1][2].

C. Professional Edition

D. If you have a strong understanding of web application
security and are regularly expected to test applications
as part of your employment, the Burp Suite
Professional Edition is strongly recommended.
Individual practitioners who want to undertake both
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manual and automated security testing should use this
version. [1][2].

Enterprise Edition

While both other editions were targeted at individual
practitioners, the Burp Suite Enterprise Edition is
useful for organisations looking to integrate security
scanning in software pipelines [1][2].

Tools in burpsuite

Burp Suite includes a number of tools for performing
various research activities. The tools work well together, and
you can transfer interesting requests between them while you
work to complete various tasks [3].

A. Target: This tool provides detailed information about
your target applications and allows you to control the
vulnerability testing process [3].

B. Proxy: This is a man-in-the-middle web proxy that
intercepts traffic between the end browser and the
target web application [3].

C. Scanner: This is a sophisticated web vulnerability
scanner that can crawl content and audit it for a
variety of vulnerabilities. And is available only in
professional version [3].

D. Intruder: It is a versatile tool for automating and
customising web application attacks. It can be used
to automate a variety of tasks that occur during the
testing of software [3].

E. Repeater: Simple yet powerful tool that manually
modify and re-issue web request [3].

F. Sequencer: It is the perfect tool for verifying the
cookies and more [3].

G. Decoder: This is a useful tool for decoding and
encoding application data manually or intelligently

[3].

H. Comparer: This is a useful tool for visually
comparing any two pieces of data, such as pairs of
identical HTTP messages [3].

. Extender: This enables you to load Burp plugins,
which you can use to expand Burp's features with
your own or third-party code [3].
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Burp suite alternatives

Vulnerability Scanner Software is not limited to Burp
Suite. Look at other solutions and competing choices. Features
and functionality are important to remember when evaluating
Burp Suite alternatives. The following are some of the burp
suite alternatives [4]:

A. Nessus: Itis a vulnerability management software [4].

B. Acunetix: A technology for scanning and auditing all
web applications, including HTMLS5, JS, and single-
page applications [4].

C. Netsparker: Netsparker is a web application security
scanner that detects security vulnerabilities in
websites, web apps, and web services in an automated
and user-friendly manner [4].

D. OpenVAS: OpenVAS is a collection of resources and
software that together provide a comprehensive and
efficient vulnerability scanning and management
solution [4].

E. Zenmap: The official Nmap Security Scanner GUI is
Zenmap. It is a free, open source and multi-platform.
Itaims to make Nmap simple to use for beginners
while still offering advanced features for seasoned
Nmap users [4].

1. LITERATURE SURVEY

Prajakta Subhash Jagtap's “Vulnerability —Scanning”
examines the current state of open source vulnerability
scanning software. A review of the literature on vulnerability,
vulnerability scanning, wvulnerability scanning software,
security vulnerabilities, device security, and application
security is carried out. This article examines vulnerability
scanning techniques in depth. The author of this paper
compared the efficiency of two widely used vulnerability
scanning tools, Nessus and Burp Suite [5].

And Chanchala Joshi and Umesh Kumar Singh analyse the
efficiency of burp suite and other tools web application
vulnerability scanners in “Security testing and assessment of
vulnerability scanners in quest of current information security
landscape”. The defence measures to protect the application
are also explained in this document. We may infer from this
paper that both Acunetix and Netsparker scanners are capable
of detecting cross-site scripting, but the Burp suite result is
very weak. However, Acunetix does not properly detect
security misconfiguration vulnerabilities; in this case, the
results of Netsparker and Burp Suite scanners are superior
[6].

We saw how we could use Burp Suite's capabilities for
performing security testing on APIs and mobile apps in sugar
Rahalkar's “A complete guide to burp suite”. We also
outlined the steps to take in order to get the most out of Burp
Suite for web application security testing [1].

All these above authors speakes about Burp Suite. The first
author ® speakes about vulnarability scanning tools and also
compare Burp Suite with Nessus. While the second auther ©
compare 3 tools and analyse the advantages and
disadvantages. From that paper ® we can conclude that
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eventhough detecting cross-site scripting capability is low for
Burp Suite security misconfiguraton vulnarability detection
is high. The third author ! provides a thorough explanation of
burp suite.

M. METHODOLOGY

a. Burp suite installation

We must first ensure that Java is installed on the device
before installing or running the Burp Suite. It's a must-have
for Burp Suite to work. To check whether Java is installed on
a Windows machine, simply open a command prompt and
type “java —version,” as shown below in Fig: 3.1.1:

Fig: 3.1.1. Java Install

Once java is installed the next step is to install Bur Suite. We
can download the edition from:

https://portswigger.net/burp/releases/professional-
community-2021-5-1?requestededition=community and is as
shown below in fig:3.1.2:

Burp Suite Releases
b

Fig:3.1.2. Burp suite installation

After downloading just open the downloaded file and the pop-
up window will be as follows in fig:3.1.3 [7],

Do you want to run this file?

. Name: _ds\burpsuite_community windows-x64 v2020_6.exe
Publisher: PortSwigger Ltd
Type:  Application

Froore  C\Users\NIN. D ownloads\burpsuite communit.

Run 1

Cancel
| Always ask before opening this file

While files from the Intemnet can be useful this file type can
" ) ¢ ¢
,’ potentially harm your computer. Only run software from publishers

you trust. What's the

Fig:3.1.3. pop up window
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Choose where you want the Burp suite to be installed on your
computer as shown in fig:3.1.4.

BURPSUITE

COMMUNITY EDITION

B Setup - Burp Suite Community Edition 20206 - (] *
Sedect Dostination Directory
Where should Swp Seits Community Edition be Installed?
—

Select the fokder where you would We Burp Soke C ity Edition to be installed, then

chck Nest.

[CNRaons Pl inySetCrmatt ol Fig 3.1.7. Burp Suite start Screen

Required disk space: 247 MB

Free dekspace: 121 GB Accept the certificate (fig:3.1.8) in order to continue with the

Fig: 3.1.4. Select Destination start-up.

Fotrmn and Congiiony

Select the start menu option for the Burp Suite as in fig.3.1.5

Flmase st e Srtawisy wesn pvd CIBLITS coefly ang 1Sdiiaie sSafter rou STRE thei terre

Solect Start Monu Folder BuUD Suite Communty E0tion Tarms snd Conmtions of Suapy
Where should Setup place the grogram's shortcnts?
e e

BMFORTANT ROTICE. PLEASE READ THE FOLLOWING TERMS BEFORE OROERMNG OA
DOWILTATING ANY SOFTWARE FEOM THIS WERSITE. AD APPLICARRE TO THE LICENCT AND USE

OF THAT SOFTWARE

Salect the Start Menu folder s which you would ke Setup 1o create the program’s

shortoats, then click Next, Thase Burp Sutte Commusity Tarms and Conmitiom of Susply L2gether wit® ha dotument slenes =« &

— e e terms and on whics pger Li2 MLicemor’) will grant i any e

[/ Creste » St Men folder CLIcenee™) & Hoance 13 e De Rawe Compning Bap Seie Conmunity B3iton (T Sude
_ Cammurts E2i10° o e Sofewe | EAe) 0caitencs o 80 Wow o Ostelet telsw
TAccessibifty = The zlizong worsmly e st of e Terrs
IAccessonies + Tha Sap Sune Commenay Lisence Agresmant
[ Adeinistrative Teols I8
;Mu”“" Phogia SOK I eip improwe Bum by somening v a2Gut m
(Cygwin
{Greenshot
"e | 10ustine | | lAscest |
lm e — —~—
Ulause Dnsalesrmmnt K8 Za) . o

{7 Craste shorbists for al uderd Fig:3.1.8. Terms & Conditions

If you're using the community version of Burp Suite, you'll
need to create a Temporary project.

Fig:3.1.5. Burp suite (D) St s e iy i b b i e g ® BUR
COMMUNITY FOIMON

<k Next > Cancel

W — —

Now installation will begin as in fig:3.1.6

Tnstalling

Please wail while Setup insta¥s Burp Sulte Community Edition o your E
computer. P ___JN — 7

Extracting files ...

Fig:3.1.9. create temporary project
Fig:3.1.6. Installation

You can start the Burp suite after it has been successfully

mounted, and you will see the following screen as in fig:3.1.7: :;Shsttigr?:rrp suite, click the Start Burp button in the bottom-
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B e

Fig:3.1.10. Burp Suite start

With that, the Burp suite has been successfully built and
started. You can use the Chromium browser that comes pre-
configured with the new version of the Burp Suite.

If it’s a professional edition you need to activate your licence
key:

When launching burp suite for first time, you need to provide
your burp suite license key. Your license key can be
downloaded from your account page.

Standard activation process is as follows [8]:

» When prompted to enter your licence key, either
paste it or choose it from a file using the select
licence key file button. After that, press the next
button.

»  Enter your proxy details in the corresponding field if
you are only able to access the internet using a web
proxy server.

» To activate your licence, click the next button. The
wizard for getting started will appear.

In some case you need to manually activate your license
(computer with no internet connection) [8]:
> In such circumstances, rather than clicking next,
select manual activation.
> Click on copy URL

o » =

1 s trwetes. g 18 1 It rrg LR
ey e [ ]
20y Ve i bt Cta ot the e Yovatson regort feitd (1 v broseser

OrCOXTSe MmO W R UM 6 L ary NEAGADLPD FFe PRV ED ™ | Cuary reguest

L Pusts Sebow e dits froen the sttivation reigonas Tid m pour Srowser

Paise rwrgnrae

Canenl Near

Fig:3.1.11. Manual Activation

» Paste the URL into your browser to access manual
licence activation page as in fig:3.1.12
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O s U
B PORTSWIGGER
-

Manual License Activation

Fig:3.1.12. Browser

» Go back to activation wizard and click on copy
request button

o o herp Sube Profesors

1 Urving your browser, 9o 10 the following UKL

MIps ./ [ ponswigges. net/ activane Copy LWL

2. Copy the following Gali im0 1he stlivalion regueit lield i your Beorwssr

QCEXT5eMMOIWRA REFR 7L 4% | yLoryNXAQRLPDYF ePR2VIOm | Copy teesest

3 Panie below D data from the sciwvation response Nield an your Seowiar

' 'Y Paste respome

Caruw Next

Fig:3.1.13. Activation Wizard

» Returnto licence activation page in your browser and
paste request into activation request field and click
on send. Select and copy the text appeared in
activation respond field.

Manual License Activation

Ivation request
NI7XOPRIBMQYPywaJMSH P2OJULIMNEwhygCayExFDOMHRRAZWWh
HNOOF 7WIVMZZMUSIO0 | MgBNOgvEW 2 1 To S+Mqux T3 1 Hisp/ MO TRUSC
UWITUNQOUDFpngr+ RDIMY TGO 7 oJOPGNCmajep REPMOK X425 +|R4xyqiG SA
mVBaS0EWSAIZZrVISAcC +wEWVIOWhQ

DO Nt Chick "send” more han once

espPoNse
+ JsUrWMSIF N4/ SwSIDIvDNXKMMBpS 1 BVINDXmhSOF acLy 73R4S Yr7
ATVIRUOCE uDOORBN29hxgSCmooF EnJwJ)ig Tag SoFnPdiwdesQSoP 19FF
M2y CrECEVIYShhevikKQbiUB6ga+ 4/ UBNUPMOMCJCOHILD+ 20N 1D 2%
WEWHRKROZH4MVPI7Osbg Ve QINIUDDOBEK2JF TNYBexsXmHgARGE939+

Fig:3.1.14. Manual License Activation

» Go back to licence activation wizard. Click on paste
response button to paste response.
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. b brp Sute Potuines
L Using your Brawser, go Wt 1he following LAL
RIS [/ PONIAIgOer mal ) alivate Copy URL
2 Copy e following dans istn The activatan reguest fisld im your Beowser
Ol e MmO WA WK TS A / yLoryNXAC A ILPOYT o2V Dm o Copy request

1 Paate below The data from the activaton response Tield in YoOr Browser

3+ uaagrHROGrBR Il THNC AW G-

» click on next. If the activation was successful, the
next screen will appear, prompting you to click
Finish to complete the process and load the Burp
start-up wizard.

Ll Burp Suite Prolesaons!

Your Scense i vurcessiully imstated and acsrvated

= |

Fig:3.1.15. success Window

If you don't want to use Burp's built-in browser, you can use
any other browser. However, in this situation, you'll need to
take some extra measures to configure your browser (you need
to change your proxy setting), as well as install Burp's CA
certificate.

b. Burp Suite tabs and uses

i. Proxy
acts as a web proxy server between your browser and the
applications you want to use [9].

1. Intercept

This is where your browser's http requests are shown. Each
message can be viewed and edited from this page. After
you've made your changes, simply press the forward button.
To finish loading the tab, press this forward button if any
intercepted messages are pending.

We can toggle intercept on/off to search normally without
being tracked.

bt gt O NP ON ) Se SNSRI WSS SRR
TPvasoy Wbt vy | Ovem
At 5 o g T 20
..... e EEESEEE e Ot v

Fig:3.2.1.1.1. Intercept tab
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2. HTTP history
All requests and responses are saved in this tab. You can
view the request you've made in this tab even if intercept is
turned off.

R i Tacomw S Lo see P v B ]
Dt et T Py -
Wwowct TP ety Mefeces setoy  Dphoms
P Vi B g el o oy o
Voot ot v e L T )
B P I A v = PRS-
' X e ot . OB LT TR P we WA
e e - Wreben Seniamry 38 o C— »
W M g - - “ e e oo i
" Y Ot W [ R R s it ] 0 - LS -
T M e - = o Trar e Ayani 0 > ey
W el e ey SO -~ G a0m
e v e e WA
T e e s e SORT o o
A b K e s & P [
' o M artete gopeaen oo FOET 20 = oM
B —— g s B = = WA
By tpdeeguogess oy FOST " e o
CEe »

B v s e ~
.t i bo- lvge. any WYY "

i
|
i

Fig:3.2.1.2.1. HTTP history tab

ii. Target
It contains detailed information about your targeted

application [9].

1. Site Map

The site map of the target application generated by burp suite
can be viewed here. All of the URLS you've visited in your
browser are shown in the site map. Requested items are
shown in black, while others are shown in grey.

P oy ISR

v B i ——
Pt Hoton it S v ety TV e w b e bedeg ben mape g ey b
o g —

oo Aeoggm ore
R

- N

r— s e e O wegge e
I ::: :-:-:: :-"‘ :::
AT soverae o s s~y

o pemegge e AT veane

M e e AT -

s Crtregom wen LT I

e g - - r

d o g AT " © Crms-ongs waste Vg ety

s e Ve g R b - waa e | D et v waperan il 5
oo . vt et b AT — L e

T i e b s

Fig:3.2.2.1.1. site map tab

In order to add your URL to the scope just right click on the
URL in the site map and select “add to scope”.

iii. Scanner
Detects content and security flaws on websites automatically.
The scanner can crawl the application depending on its
configuration [9].

| Dantdagant | Targes | Prowy | ivtrudes | Repeewr | Sesswrcor | Detocer | Camaane | Dvendes | Promet sptmes | Uier s

Tasas @I @Iy o

IS5e ACTVITY

[ v
| A Arka. Acd b et
|

otaneg

‘\ L
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Fig:3.2.3. Scanner

iv. Intruder
It's a platform for automating custom web application attacks.
It's flexible and strong. It can be used for a wide variety of
tasks.

Thee fmerund yym w4 v

e

s &\ " - A itnrn 4 Stren Al e B iy . — - Vo

- M’ o T A v Ghe.

Mt ) by b -

i
-

Fig:3.2.4.1. Payloads tab

V. Repeater
Burp repeater is a method for manually altering HTTP
requests and checking the page's responses. Right click on a
request and select “send to repeater” (fig:3.2.5.1).

This is used to perform a visual comparison of bit of
application data to find interesting difference.

i

Fig:3.2.7.1. Comparer

viii. Extender
Burp Extender allows you to expand Burp’s features with
your own or third-party code by using Burp extensions.

Estansions | BARR Store | AFls | Ophons

The BApp Store contans Burp extensions that have been witten by users of Burp Sute, 1o &
Name intalleg Rating Detas ;
NET Beautifier i .
Active Scan+ + . Pro estension
Additional Scanner Checks “ Pro extension
ALS Payloads Pro extension
AUthMatri

Authy s AR
Atonse 'S 8 8.8
Blazer

Bradara

Browser Repeater

10,y T

Fig:3.2.5.1. Repeater tab

vi. Decoder
It's a straightforward method for converting encoded data into
its canonical form, as well as raw data into different encoded
and hashed formats (fig 3.2.6.1).

| Sequncer | Decoter | Compww | Extesenr Fropet sptone | Uwer optimns Aonrty

Snat Guecote

Fig:3.2.6.1. Decoder tab

vii. Comparer
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Fig:3.2.8.1. Extender

V. RESULT

Burp Suite aspires to be an all-in-one toolkit, and its
features can be expanded by adding BApps, or add-ons . Burp
Suite is available as a community edition which is free,
professional edition that costs $399/year and an enterprise
edition that costs $3999/Year [10].

To use Burp Suite for research, simply go to the proxy tab and
on/off intercept. Burp Suite can behave as a man in the centre
after that. All requests will be routed via this Burp Suite, and
the resulting page will only be loaded if you click forward.

While intercept is enabled, you can see all of your browsing
history in HTTP history.

By just right clicking on each link you can send them to
repeater tab, intruder tab, comparer tab etc.

V. CONCLUSION

From this paper we can conclude that Burp Suite is one of the
most popular penetration testing and vulnerability detection
tool that is used to assess the security of web applications. By
comparing with some alternative tools Burp Suite have both
advantages and disadvantages. In terms of discovered bugs,
ease of use, licencing versatility, and breadth of features,
Burp Suite provides the most value to independent security
consultants.
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V1. FUTURE WORKS

This paper is about the Burp Suite. There could be some
changes that can be made to make it more user-friendly. The
following ideas could be some of them:

» The capability of detecting cross-site scripting
would need to be improved in the future.

» Providing an extension to anyone who wishes to use
the prototype in a scanner is almost impossible[11].
It will be better if this problem is solved.

VII. REFERENCE

[1] Sugar Rahalkar, “A complete Guid to Burp Suite Pune,
Mabharashtra, India, 2021

[2] https://portswigger.net/burp#:~:text=Burp%20Suite%20Enter
prise%20Edition%3A%20automated,scanning%?20across%20t
heir%20entire%20portfolios

DOI: 10.5281/zenodo.5094090

(3]
(4]

(5]
(6]

(7]
(8]
(9]

https://portswigger.net/burp/documentation/desktop/tools
https://www.g2.com/products/burpsuite/competitors/alternativ
es

Prajakta Subhash Jagtap, “Vulnarability Scanning”, M.Tech
Student, K J Somaiya College of Engineering, 2012.
Chanchala Joshi, Umesh Kumar Sigh, “security testing and
assessment of wvulnerability scanner in quest of current
information security landscape”, Institute of Computer Science
Vikram University, Ujjain, M.P. India, 2016.
https://www.studytonight.com/post/how-to-install-burp-suite-
on-windows-10

https://portswigger.net/burp/documentation/desktop/getting-
started

portswigger.net

[10] https:/iwww.geeksforgeeks.org/what-is-burp-suite/
[11] https://raw.finnwea.com/similar-request-

excluder/TijmeGommers-GraphWave-Thesis-Public-Digital-
1.103.6-bd716cc3.pdf

ISBN:978-93-5426-386-6@2021 MCA, Amal Jyothi College of Engineering Kanjirappally, Kottayam



