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Abstract
A cellular automaton is a collection of ”coloured” cells on a grid of specified
shape that evolves through a number of discrete time steps according to a
set of rules based on the states of neighbouring cells. The rules are then
applied iteratively for as many time steps as desired. von Neumann was
one of the first people to consider such a model, and incorporated a cellular
model into his ”universal constructor.” Cellular automata were studied in
the early 1950s as a possible model for biological systems. Comprehensive
studies of cellular automata have been performed by S. Wolfram starting
in the 1980s, and Wolfram’s fundamental research in the field culminated
in the publication of his book ”A New Kind of Science” in which Wolfram
presents a gigantic collection of results concerning automata, among which
are a number of groundbreaking new discoveries.
Among his observations, there were several unusual and non-trivial ’patterns’
that he noticed in them. These patterns add practical utility to cellular automata. Based on simple and locally interacting patterns that form globally
’complex’ behaviour, Cook showed that an elementary cellular automata,
Rule 110 CA, is Turing-complete. But however his proposal to reduce a Turing machine to a cellular automata seems practically infeasible. A more feasible and fast solution to this was propounded by Turlough Neary and Damien
Woods. Also, Jean-Phillippe Renard proved that a two-dimensional cellular automata, ’the Game of Life’, is also Turing-complete. This all proved
that some cellular automata exist in this universe that are computationally
universal. But is that enough to substantiate their applicability?
Again, based on the ’unusual and non-trivial patterns’ that are generated
by cellular automata, several cryptographic schemes were advocated. Wolfram suggested that Rule 30 cellular automata is cryptographically strong
v

enough. So that cellular automata was the first one to be used in designing a symmetric-key cryptosystem. Then using a chosen plaintext attack,
this cipher was broken. Since then, several symmetric-key and public-key
cryptosystems have been designed using different kinds of programmable
and non-programmable cellular automata, but were broken into by various
means. Most recently, there has been a consideration of a very special feature
of cellular automata: their reversibility.
Apart from computing, cellular automata has also found its applicability in
the natural sciences. Omohundro’s algorithm to represent a partial differential equation into an equivalent cellular automata, using the method of
finite differences, has led to a new avenue of studying the dynamics of many
natural and man-made phenomena using CAs. For example, rule 184 cellular
automata have been suggested for use in both single-lane traffic modelling
as well as modelling deposition of particles onto a surface.
But today’s problems in the field of computing are of even higher complexity.
And there are uncountable instances to this. Computing clouds are expected
to deliver on demand availability of computer system resources without the
active involvement of the participating users. Also, with the scaling number
of users of the cloud comes the increasing concern of security of the information stored there. Several attribute-based access control mechanisms have
been designed, analysed and employed in use to cater to this issue. But the
bulky computations involved to provide air-tight security sometimes prove
them to be practically inefficient.
With advent of use of machine-learning techniques to solve various computational problems, the applications of deep neural networks has also increased.
Examples of such applications include image processing, video processing,
text classification, computer vision, and even safety-critical systems such as
controllers for autonomous vehicles. Having said this, fast and scalable verifiability of neural nets becomes a taxing problem. Several techniques exist
in literature, but they are only scalable upto certain extent.
If one wants to know even more challenging problems than these, then computer algebra, or symbolic computation as some call it, is infested with such
problems. Problems range from the optimisation of the matrix multiplication exponent, to effectively reducing the complexity of finding the Gröbner
basis. Solutions to these problems pose a great bottleneck while going for
computational solutions to some of the analytically tractable scientific probvi

lems.
An example of a problem in computational astrophysics is correlating various
properties of black holes that makes it easy for one to recognise, analyse
and conclude something really important from the observations regarding
black holes. While dynamics of particles around black holes has been deeply
studied since long, thermodynamics and other associated types of behaviour
have been a fairly recent attraction to astrophysicists. They use computer
algebra systems, such as Mathematica, to perform the requisite mathematical
manipulations. This ensures less mathematical errors and inconsistencies
that one can expect from calculations by hand, and this is what is intuitively
expected from a well-designed computational system. But what about the
time taken by the software to solve these problems? It so happens, at times,
that sophisticated multi-core systems behave like batch processors. And this
leads to delay in day-to-day important research activities.
This thesis explores novel applications of the concept of cellular automata in
various areas of computing, such as attribute-based encryption, formal verification of deep neural networks and acceleration of algorithms in computer
algebra that is used to solve a very important problem in computational
astrophysics. Chapter 1 discusses the design of a public key cryptosystem
with fine-grained access control for large-scale cloud systems using cellular automata. Chapter 2 discusses the design of a attribute based encryption mechanism for distributed multi-authority scenario. The two encryption
mechanisms discussed in these two chapters are structurally similar, but serve
different purposes in different scenarios.Chapter 3 shows an unusual, mostly
symbolic, design of a formal verification system for a deep neural network
using a special kind of cellular automata, the newly introduced learning cellular automata. Chapters 4, 5 and 6 illustrate a bottom-up approach towards
solving a fairly difficult problem in computer algebra and black hole physics.
Chapter 4 answers an open question in the field of computer science, ’What
is the computationally fastest way to multiply two given matrices?’. This
answer is expected to solve many other related problems in mathematics and
computer science. Chapter 5 confirms the existence of a correlation between
the dynamics and thermodynamics of a special type of black holes, and substantially explains the same. Finally, chapter 6 solves the problem of finding
this correlation for a generalised charged black hole by using a cellular automata based modifications of some standard algorithms, along with the one
mentioned in chapter 4. The working of the proposed algorithm in chapter
vii

6 has been illustrated using the conclusions drawn for a special case of black
holes considered in chapter 5.
Even though some of the concepts and abstractions have been redundantly
reinforced in every chapter, the formal foundations may differ from context to context. These show how cellular automata can be ’programmed’
in many different ways in order to solve any given problem at hand. For
example, most of the cellular automata explained in chapters 3, 4 and 6
model the functionalities of simple multithreaded programs meant for multicore systems. Thus, the work presented in this thesis leaves room for lot of
other works involving the implementation of such systems, for example, using
GPGPUs and FPGAs. For cryptographers, chapters 1 and 2 provide opportunities to propound ideas regarding issues like traceability, user revocation
etc. for the proposed systems. The ideas presented in chapter 3 introduces
a new paradigm of formally verifying programs, let alone neural nets. And
for computational astrophysics, algorithms similar to the ones discussed in
chapter 6 can prove to be a boon for speeding up research activities.

viii

Contents
1 An efficient cryptography based fine-grained access control
for large-scale cloud systems using reversible and Turingcomplete cellular automata
1.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . .
1.2 Related work . . . . . . . . . . . . . . . . . . . . . . . . . . .
1.3 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . .
1.3.1 First-order cellular automata . . . . . . . . . . . . . .
1.3.2 Some important observations . . . . . . . . . . . . . .
1.4 Proposed cryptosystem . . . . . . . . . . . . . . . . . . . . . .
1.4.1 Operational flow of our Cryptosystem . . . . . . . . . .
1.4.2 A working example . . . . . . . . . . . . . . . . . . . .
1.4.3 Constraint on the number of user groups . . . . . . . .
1.4.4 Proof of security of our system . . . . . . . . . . . . .
1.5 Experimental results . . . . . . . . . . . . . . . . . . . . . . .
1.5.1 Complexity of encryption and decryption . . . . . . . .
1.5.2 Confusion and diffusion properties . . . . . . . . . . . .
1.5.3 Comparison with existing cryptosystems . . . . . . . .
1.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

1
2
5
7
7
13
15
15
18
20
22
24
24
25
27
29

2 Distributed Multi-Authority Attribute-based Encryption using Cellular Automata
2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . .
2.2 Related work . . . . . . . . . . . . . . . . . . . . . . . . . . .
2.3 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . .
2.3.1 First-order cellular automata . . . . . . . . . . . . . .
2.3.2 Some important observations . . . . . . . . . . . . . .
2.4 Proposed cryptosystem . . . . . . . . . . . . . . . . . . . . . .

36
35
37
40
40
43
45

ix

2.5

2.6

2.4.1 Operational flow of our Cryptosystem . .
2.4.2 A working example . . . . . . . . . . . .
2.4.3 Security of the proposed cryptosystem .
Experimental Results . . . . . . . . . . . . . . .
2.5.1 Complexity of encryption and decryption
2.5.2 Comparison with existing cryptosystems
Conclusion . . . . . . . . . . . . . . . . . . . . .

.
.
.
.
.
.
.

.
.
.
.
.
.
.

.
.
.
.
.
.
.

.
.
.
.
.
.
.

.
.
.
.
.
.
.

.
.
.
.
.
.
.

.
.
.
.
.
.
.

.
.
.
.
.
.
.

3 Formal verification of deep neural networks using learning
cellular automata
3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . .
3.2 Related work . . . . . . . . . . . . . . . . . . . . . . . . . . .
3.3 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . .
3.3.1 Formal definition of a first-order cellular automata . . .
3.3.2 Formal definition of a general cellular automata . . . .
3.3.3 Learning cellular automata . . . . . . . . . . . . . . . .
3.3.4 Deep neural networks . . . . . . . . . . . . . . . . . . .
3.3.5 Conversion of neural network to LCA is NP-complete .
3.4 Overall framework for the proposed formal verification . . . .
3.4.1 A polynomial time approximation for LCA from neural
networks . . . . . . . . . . . . . . . . . . . . . . . . . .
3.4.2 Formal verification system . . . . . . . . . . . . . . . .
3.5 Experimental results . . . . . . . . . . . . . . . . . . . . . . .
3.5.1 Experiments on conversion of DNN to LCA . . . . . .
3.5.2 Experiments on verification using LCA . . . . . . . . .
3.5.3 Experiments on finding truncation errors . . . . . . . .
3.5.4 Comparison with existing formal methods . . . . . . .
3.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

45
50
54
56
56
57
58

66
67
69
70
70
71
72
73
74
78
79
80
85
86
86
88
89
91

4 A new quadratic-time number-theoretic algorithm to solve
matrix multiplication problem
93
4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94
4.2 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95
4.2.1 Some theorems on bilinear and trilinear algorithms . . 95
4.2.2 Some number-theoretic proofs . . . . . . . . . . . . . . 97
4.2.3 My proposed identity in bilinear form . . . . . . . . . . 98
4.3 My proposed algorithm . . . . . . . . . . . . . . . . . . . . . . 99
4.3.1 Pseudocode for the case of the non-negative integers . . 100
x

4.4
4.5

4.3.2 Example of the working of the algorithm . .
4.3.3 Handling the case of the negative integers .
4.3.4 Handling the case of floating point numbers
4.3.5 Handling the case of complex numbers . . .
Experimental results . . . . . . . . . . . . . . . . .
Conclusion . . . . . . . . . . . . . . . . . . . . . . .

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

5 Circular Geodesics and Phase Transitions of Black holes
5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . .
5.2 Motion of Test Particles in Black Holes in AdS . . . . . . . .
5.2.1 Circular Geodesics of Charged Particles in AdS . . .
5.2.2 Classification of Circular Orbits and Critical Point of
Phase Transition . . . . . . . . . . . . . . . . . . . .
5.3 Remarks on Charged Black Holes in Flat Spacetime in a Box
5.4 Appendix . . . . . . . . . . . . . . . . . . . . . . . . . . . .

.
.
.
.
.
.

101
102
104
105
106
107

111
. 112
. 115
. 115
. 117
. 120
. 124

6 Automated symbolic geodesics classification in spherically
symmetric black holes using first order cellular automata 131
6.1 Introduction and related work . . . . . . . . . . . . . . . . . . 132
6.2 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134
6.2.1 Formal definition of first-order cellular automata . . . . 134
6.2.2 Classification of circular orbits around black holes . . . 135
6.2.3 F5 algorithm to compute Gröbner basis . . . . . . . . . 139
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Chapter 1
An efficient cryptography based
fine-grained access control for
large-scale cloud systems using
reversible and Turing-complete
cellular automata
Chapter Abstract
In the last few years, cellular automata (CA) has attracted research community for its applications in the design of symmetric key and public key
cryptosystems. The advantage of using cellular automata in designing effective cryptosystem lies on the randomness of the information they produce and
the inherent structural parallelism. Also the cryptosystems designed using
CA do not involve number theoretic methodologies that incur large computational overhead like traditional cryptosystems. However, existing CA based
cryptosystems do not provide fine grained access control for heterogeneous
access to the data and hence they are not suitable for cloud applications. In
this chapter, we propose a secure public key cryptosystem using CA with
fine grained access control for large-scale cloud systems. Our cryptosystem
adopts the concept of attribute based access control where the encryption
uses reversible CA and policy satisfiability is achieved by Turing-complete
CA. The practical usability of our proposed cryptosystem is shown with ex1

tensive experimental results.1

1.1

2

Introduction

Cellular automata are machines that parallelly operate upon a grid of cells,
each containing a state, producing future states for each of themselves based
on the state of their neighbourhood [1]. The state of each cell is an element
of a pre-defined finite set. The neighbours of each cell help the computation of its future state, with reference to a mapping, known as the transition
function or the rule of the cellular automaton. Thus, a cellular automaton
can be defined as a automaton consisting a set of states, the grid with its
initial content, and a transition function. The configuration of a cellular
automaton is said to be the content of the grid at any instance of time. A
cellular automaton is said to be reversible [30] if and only if there exists a
bijective mapping from the set of all possible configurations of a grid to itself.
A cellular automaton is said to be Turing-complete [2] if it can emulate any
Turing machine, i.e. the functionality within the configurations behaves in
the same way as an equivalent Turing machine would do.
Cellular automata have been analyzed for producing interesting informational variations [13, 14, 16] from simple rules, which aroused a lot of expectations on their computational power and universality. One-dimensional CA
of rule 110 has been proven to be Turing-complete [2], with a polynomialtime emulation [4], but finally has been found to be in NC (Nick’s class) [24]
in terms of algorithmic complexity. This means if an algorithm takes T (n)
time to run on a Turing machine
of input size n, then the same algorithm

4
may take O T (n) log(T (n)) time to run on an equivalent rule 110 CA [4].
Two-dimensional CA is proven to be more efficient in terms of emulation [1],
but are still slower in practical applications. The fact that all the cells of the
grid changes its state simultaneously implies high data-level parallelism that
can help accelerate, as well as assess, certain important mechanisms.
1
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2
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Cellular automata have been suggested for use in designing efficient symmetrickey [30] as well as public-key cryptosystems [23]. The inherent nature of the
information produced by the temporal evolution of CA introduce a significant
amount of pseudo-randomness [14], and allows flexibility in the information
scrambling, making it secure. But such traditional systems do not support
fine-grained access control, which is one of the the essential for cloud systems.
Cloud systems allows users to effectively store their data in remote servers in
a secure and reliable manner. Also, the users can access data based on access
privileges. Clearly, the remote servers cannot be given complete accessibility
because of two reasons. One is outsourcing: i.e., if suppose some adversary
completely hijacked the remote server, then it implicitly achieves the complete control of the entire system. The other is that it becomes difficult for
the data owner to become online in the network to redistribute the keys to the
new users periodically as per requirement. This necessitates the use of finegrained access control mechanisms [7]. In such mechanisms, all data items
are associated with individual access control. Attribute-based access control
[8] is one such schemes where users and data are associated with some attributes or access policy (rules on attributes). If attributes satisfy the access
policy, user can access the data and thereby preventing unauthorize access
of data. There are two types of attribute-based cryptosystems; key policy
attribute based (KPAB) cryptosystems [8], where the data owner needs to
authorize itself to encrypt the data to the cloud, and ciphertext policy attribute based (CPAB) cryptosystems [9], where the clients need to authorize
themselves to access the data from the remote server. But implementation
of such systems [22] requires a large number of arithmetic computations such
as pairing, repeated exponentiations etc. which in turn result computation
overhead to the system.
In this chapter, we present a novel CA based public-key cryptosystem where
encryption and decryption are realized using reversible cellular automata,
and policy satisfiability is performed using Turing-complete cellular automata.
Our proposed cryptosystem has the following features:
1. The reversibility principle of the CA is found in very few cellular automata given a certain neighborhood span and hardware size. This
strengthens the security of the cryptosystem by disguising the users
and creating illusion to the adversary as though a larger number of
users are virtually there.
3

2. The Turing completeness is of even more rarity in cellular automata in
comparison with the reversibility principle. Proving Turing-completeness
is still a venture not completely explored. So using our proposed CA
based cryptosystem, it is very less likely for the attacker to guess the
policy satisfiability of the system which uses Turing-complete CA.
3. Since the hardware purely relies on the look-up tables for transition
functions and imagery of the future configurations, the encryption and
decryption algorithms are much faster and reliable in comparison to
those which rely on highly involved computations.
4. Reversibility in CAs add a lot of non-linearity to the encryption and
decryption ends, thus preventing linear attacks.
5. User level differentiation in the same group is supported through gatewaybased approach.
6. Hardware with less processing capability supported by a considerable
amount of memory is enough to accommodate a large number of users
even with a small number of attributes used for access control.
7. A distinguishable feature of a CA is that all cells of its change their
states simultaneously at a single instance of time. This implies a very
high level of data parallelism, which can be used to improve the speed
of the system for large message blocks sent by a larger number of users.
The chapter is structured as follows. In section 2.2, we presents some important related works that are relevant and motivational to the design of our
proposed cryptosystem. In section 6.2, a brief background on first order cellular automata is presented, along with some important features of CAs that
form the cornerstone to our cryptosystem. In section 2.4, we define, describe,
exemplify and illustrate our cryptosystem with some important features such
as restriction on the number of user groups and security. We present some experimental results, in section 2.5, that show the efficacy of our cryptosystem.
We also compared our scheme with some standard cryptosystems. Finally
we conclude our work in section 2.6.

4

1.2

Related work

Cellular automata have been well-known models for unconventional computation. The information obtained from their temporal evolution contains
interesting patterns [1, 2]. According to Wolfram, ’simple rules’ tend to produce complex behaviour [25]. This complex behaviour is used in solving a
lot of different kinds of problems. Amongst all such automata, the first ever
ones to be of interest were the elementary cellular automata (ECA). 256 such
ECAs (k = 2, n = 1 as is formally indicated) were proposed, all of which
show a characteristic profile of temporal evolution [2]. There are a lot of
interesting features that have been explored over a long period of time, two
such of these of our interest being universality (Turing-completeness) and
reversibility.
Rule 110 CA was observed to be producing some local patterns that were
scrambled in a way that had the potential of emulating a tape-head operation, similar to that in a Turing machine. With this as the premise, rule 110
CA was proven to be Turing-complete, one could emulate a given Turing machine using this CA by simply tuning the seed [2]. But this model in [2] was
again unpopular for the emulation took exponential time. Another model
was proposed [4] went on to reduce this emulation to polynomial-time. But
the resulting rule 110 CA would render an algorithm in NC (Nick’s class)
[24], one which could run in a deterministic Turing machine in polynomial
time. Turing-completeness was also proven in Conway’s Game of Life [1, 37],
a two dimensional CA, using p30 glider patterns found in them, and was
successful in establishing a linear time correspondence between the models.
Other CAs belonging to class 4 are conjectured to be Turing complete as well,
but supporting patterns are yet to be found, and this still remains an open
problem. Due to such open-ended nature of the issue, Turing-completeness
has hardly been incorporated, or even considered, in applications of cellular
automata in solving computational problems.
Reversibility is also rarely found in CA, which we have also numerically
shown in section 6.2. A cellular automata is said to be temporally reversible
if there exists another cellular automata that can produce the same temporal
evolution in reverse order. In other words, there exist a bijective mapping
from the set of all configurations to itself. A formal definition is given in [6].
5

As is mentioned below, reversible CA have been used in designing fast and
symmetric key [30] as well as public key [23] cryptosystems.
Cellular automata were first suggested to be used as efficient pseudorandom
number generators (PRNG) which is used in stream ciphers [31, 28] and
block ciphers [27]. One-dimensional elementary cellular automata with periodic boundary conditions, such as rule 30 [13], were the first suggestions, but
were cracked by means of chosen plaintext attacks [14]. Having its vulnerabilities in some periodic patterns, second order, block, and programmable
CA [15, 16] were also suggested as a means to vaccinate itself from such attempts of pattern recognition, but were again cracked by means of several
layers of linear attacks [17, 18]. Adding some hybridization in terms of transition rules and periodicity, yet another PRNG was proposed by Tomassini
[19], which has so far been resistant enough against attacks. A lot of other
generic realizations such as S-boxes in DES, AES etc., some Boolean function
based public key cryptosystems have also been deeply explored and discussed
[20]. Reversible cellular automata have been suggested to be used in symmetric key cryptosystems [30], and public key cryptosystems [23]. But such
primitive systems do not inherently provide any fine-grained access control
mechanism, which is a strong necessity in large-scale cloud systems. Such
fine-grained access control mechanisms have been incorporated in encryption
systems that have been discussed below, but do not use cellular automata
anywhere.
Fuzzy identity based encryption [7] was one among the first ever multi-party
encryption system, with a feature of overlapping the qualifying identities, between that associated with the ciphertext and the user, which relied purely on
pre-determined thresholds. Attribute based encryption [8] was then a modified version of this scheme, which expands the notion of threshold-based
identity to an attribute-based identity. Such systems certify the encryptiondecryption based on the corresponding access policy (rule on a set of attributes) satisfaction. They are again of two types; one that needs the data
owner to qualify themselves in order to obtain the key and participate in the
system is known as the key-policy attribute based (KPAB) cryptosystem.
The second type is a mirror image of the first, where the users need to qualify themselves to be able to decrypt the ciphertext, which was made in [9]
and [11], known as the ciphertext-policy attribute based (CPAB) cryptosystem. Clearly, in KPAB system, the access control lies with the users whereas
6

in CPAB, the access control lies with the data owners. Problems came with
the flexibility in the attribute universe and also in the removal or addition
of the users, known as the revocation mechanism of the cryptosystem. This
problem was well mitigated in the case of key policy ABE [10] and ciphertext
policy ABE [26].
In this work, we aim to improve upon the security of the cryptosystems
for cloud storage by making use of reversible CAs [30] in the public key encryption process. The Turing completeness of Game of Life allows us to make
the attribute checking process encapsulated in an envelope of homogeneity,
in the sense that all the encryption-decryption process happens through the
cellular automaton. This way, we inculcate fine-grained access control mechanism at a significantly low mathematical complexity and computational cost,
thus overcoming the disadvantage of traditional encryption system. While
symmetric and public-key encryption systems do not provide the fine-grained
access control, identity based cryptosystems [22] involve a lot of complicated
arithmetic, rendering it to be practically unusable. Also, this should help the
shift of paradigm of the use of cellular automaton as a PRNG to that as a
fundamental and reliable model of encryption. While PRNG models focused
on expanding keys using fixed rules to generate relatively untraceable information, such models allow the flexibility in the rules as well. The use of the
main key repository using a dictionary data structure adds to the flexibility
of the systems.

1.3

Background

In this section, we formally define and describe a generic first-order CA. We
illustrate the definition by some classic examples of Turing-complete CA, followed by an explanation of reversible CAs. Finally we state some important
properties that will help us understand the design of the cryptosystem.

1.3.1

First-order cellular automata

Any n-dimensional r-neighbourhood first-order cellular automata can be defined as a 4-tuple (S, Qt , N, f ) where S ⊆ N, known as the set of states;
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Qt is an l1 × l2 × l3 · · · × ln matrix for an instance of time t, where ∀k ∈
{1, 2, 3, 4, . . . n} ∀ik ∈ {1, 2, 3, 4, . . . lk }, Qt [i1 , i2 , i3 , . . . in ] ∈ S; N is an
r × n matrix known as the neighbourhood matrix; and finally f : S r+1 → S,
known as the transition function. Here the future state of a cellular automaton is defined in the following way:
∀k ∈ {1, 2, 3, 4, . . . n}∀ik ∈ {1, 2, 3, 4, . . . lk },
Qt+1 [i1 , i2 , i3 , . . . in ] = f (Qt [i1 , i2 , i3 , . . . in ], h1 , h2 , h3 , . . . hr )
where hm = Qt [{(ik + N [m, k]) mod lk )∀k ∈ {1, 2, 3...lm }}]
∀m ∈ {1, 2, 3, . . . r}.
A cellular automaton is said to be elementary CA when n = 1, r = 2, S =
{0, 1}, N = (1, −1)T . The decimal equivalent of the binary number formed
by an ordered sequence of the images of the function f of an elementary
cellular automaton is said to be its ’rule’, or the ’Wolfram totalistic rule’.
An example running of rule 110 cellular automaton is graphically illustrated
in Figure 6.1 [4]. The transition function f110 : S 3 → S for rule 110 cellular
automaton is given below; noticeably the decimal equivalent of the binary
string in the reverse order is equal to 110.
f110 (0, 0, 0) = 0
f110 (0, 0, 1) = 1
f110 (0, 1, 0) = 1
f110 (0, 1, 1) = 1
f110 (1, 0, 0) = 0
f110 (1, 0, 1) = 1
f110 (1, 1, 0) = 1
f110 (1, 1, 1) = 0
Throughout the chapter, we refer the sequence Q1 , Q2 , Q3 , Q4 . . . as the temporal evolution of a cellular automaton, the matrix Q1 as the seed of the
machine.
Local patterns observed in class 4 CA with specific initial configurations are
seemingly scrambled in future configurations, but universality in computa8

tion requires some special features in these local patterns. Rule 110 has been
shown to be Turing-complete [4], but the equivalence is not efficient enough.
This is just one side of the scenario that the use of Turing-complete CA has
never occurred specifically in any kind of cryptosystem. Though the Turingcompleteness scrambles the information, it is not guaranteed that one can
retrace back the original seed from there.
Initial usage of CAs in design of cryptosystems were pertinent and inclined to
that of PRNGs in stream ciphers, a classical example of rule 30 [13]. When
such cryptosystems were broken [14], then second-order block CA were used
[15, 16] and these were again broken [17, 18]. Tomassini’s cryptosystem [19]
is yet another PRNG, which has not been broken. Several other CA based
cryptosystems [20, 30, 22, 23] have been proposed.
Another classical example of a Turing-complete two dimensional cellular automaton is shown in Figure 6.2, known as the ’Conway’s Game of Life’ [1, 37],
whose transition function is verbally described as follows.
1. Any live cell (i.e. cell with state ’1’) with fewer than two live neighbours
dies (i.e. the cell attains the state ’0’), as if by under-population.
2. Any live cell with two or three live neighbours lives on to the next
generation.
3. Any live cell with more than three live neighbours dies, as if by overpopulation.
4. Any dead cell with exactly three live neighbours becomes a live cell, as
if by reproduction.
Conway’s Game Of Life has been shown to be Turing complete [1], as the
AND, OR, and NOT gates are emulated as shown in Figures 1.3, 1.4 and
3.7. It has been shown how to place appropriate p30 gliders and other associated gliders in the seed of the two-dimensional CA [1], which enables us
to allow the interpretation of all possible Boolean logic. This will be used in
securing the fine-grained access control mechanism provided by our design of
the cryptosystem, described in a later section.
A reversible cellular automata is one where every temporal evolution ( or
configuration ) leads to a unique seed in the next time switch of the cellular automata. Thus, if d = l1 l2 l3 · · · ln , and k = |S| in the above definition and
d
as is defined in [6], there are k d ! possibilities of the (k d )k to get a reversible
cellular automaton. Since we will be using these kind of CAs for encryption
9

Figure 1.1: A demonstration of the rule 110 cellular automaton. The first
row shows the transition rules. It is noteworthy of the binary number formed
of the outputs, whose decimal equivalent is rule 110. The subsequent grid
shows the temporal evolution, where the initial seed consists of a single one
and rest all zeroes.

Figure 1.2: A demonstration of the Game Of Life cellular automaton [1].
The first grid shows the seed, and the subsequent grids show the temporal
evolution of the same. This is known as a ’glider’.
and decryption, as described in a later section, this poses a huge problem
for the adversary to know the key space. Reversible CAs were explored in
design of symmetric and public-key cryptosystem [30, 23].
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Figure 1.3: An emulation of the AND gate by placing appropriate p30 glider
patterns of the Game Of Life cellular automaton. The first few rows show
the seed of the CA, and the subsequent rows show the empirical temporal
evolution.
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Figure 1.4: An emulation of the OR gate by placing appropriate p30 glider
patterns of the Game Of Life cellular automaton. The first few rows show
the seed of the CA, and the subsequent rows show the empirical temporal
evolution.
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Figure 1.5: An emulation of the NOT gate by placing appropriate p30 glider
patterns of the Game Of Life cellular automaton. The first few rows show
the seed of the CA, and the subsequent rows show the empirical temporal
evolution.

1.3.2

Some important observations

There are some essential properties of a CA that supports the design of our
proposed cryptosystem. They are as follows.
1. Tracing back the previous states of a temporal evolution of a
CA is in NP. Given a previous configuration of a CA and its corresponding transition rules, we can compute the future configuration of
a CA using a deterministic Turing machine in polynomial time. Thus
verifying the solution to the posed problem is in P. So the problem is
in NP.
2. Game of Life is Turing-complete and hence is non-linear. Turingcompleteness has already been proved in [1]. Also, to find chaotic patterns that lead to Turing-completeness, as shown in [4] and [1], the
transition function should not be generating any such mathematical
sequence. The proof is led by the following contradiction: say the
’computationally universal’ transition function F allows a generation
of some sequence S in its configuration C. Since the automaton is
’computationally universal’, one must be able to generate another fundamentally different sequence S 0 starting from the same seed. Without
loss of generality, S 0 will definitely reflect upon at least one different
13

configuration C 0 in one of its temporal evolutions. This implies that
this might have started from a transition function F 0 . Thus, the temporal evolution of a Turing-complete CA should not be mathematically
tractable, and thus consequently non-linear.
3. Checking if a 1-dimensional CA rule is reversible or not is
in NP. Suppose there is a decision problem ’Given a CA rule, is the
mapping from set of all possible configurations C to the future ones
bijective?’. We claim that this decision problem is in NP. Consider
the verification version of the problem: Given a bijective mapping fc :
C → C and a given CA rule R, can fc be generated by the temporal
evolution of R? This can be solved in linear time w.r.t. the size of
C. This proves our claim. There have been solutions proposed [25]
but are not polynomial-time in the worst case. It has also been proven
that deciding whether an n-dimensional CA is reversible for n > 1 is
Turing-undecidable [6].
4. Only a small fraction of all possible CAs are actually reversible. As we saw in section 2.3.1, the expected fraction of reversible
d
CAs of k states and d cells is (kkd )!kd . For example, if k = 2 and d = 16,
d

the probability that a CA is reversible is kd k!d = 7.659 × 10−28460 . This
k
value of probability is typically as small as this. So, it is extremely difficult for the adversary to get to know of the key space of the proposed
cryptosystem. This strengthens the security of the proposed solution
as will be seen in a later section.
5. All reversible CAs are non-linear, i.e. no reversible CA are
linear. We will again prove this by contradiction. Let us consider
a bijective mapping fc : C → C of a linear CA. Since the transition
function fc : C → C is linear, there exist a1 , a2 , a3 · · · ar such that a
cell c0i in the future configuration is given by,
c0i = a1 ci−b r2 c ⊕ a2 ci−b r2 c+1 ⊕ · · · ⊕ ai ci ⊕ · · · ar ci+b r2 c

(1.1)

Say for the number of neighbours r ≥ 2, there exist two numbers e, f
such that i − b 2r c ≤ e, f ≤ i + b 2r c such that ae = af , so in two
distinct initial configurations where one has ce = cf = 0 and another
has ce = cf = 1 will lead to same c0i . Thus fc is not bijective, leading
to a contradiction. Thus no reversible CA is linear.
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Such essential, remarkable and annotated observations have been taken into
account for proving the security of our proposed cryptosystem against some
prevalent attacks. The proof of security has been shown as a part of the
section below, that describes the various aspects of our design.

1.4

Proposed cryptosystem

In this section, we present the internal details of the our cryptosystem along
with the architectural design. The working of the cryptosystem is illustrated
with an example. We also formally describe a constraint on the number
of user groups that are allowed to use our cryptosystem. We finally use the
important properties of CAs to substantiate the security of our cryptosystem.

1.4.1

Operational flow of our Cryptosystem

The following is a description of the encryption-decryption algorithm for the
cryptosystem that we have designed. The pictorial representation of the
system is given in Figure 3.9.
1. Firstly the data owner at the encryption end sends the following to the
key allocation repository residing in the server.
(a) A policy Cp , p ∈ {1, 2, 3, 4, 5 · · · n}
(b) The list of user IDs {Ukp }k∈{1,2,3,4,5,···m} of the intended receivers
Here n is the number of policies and m is the number of users in a
particular user group, which can vary from one group to another. Also,
Ukp represents the user ID of the k th user of a group with policy Cp .
2. The key allocation repository refers to the database, of the structure
shown in Figure 3.9, finds a CA rule Rp pertinent to the intended user
group {Ukp }k∈{1,2,3,4,5,···m} and policy Cp , and replies it back to the data
owner.
3. The data owner chooses a random number N , and encrypts the message
M as a seed along with the rule Rp through the encryption cellular
automaton for N steps. This produces in the ciphertext C.
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Figure 1.6: Architectural design of the proposed cryptosystem.
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Public
key N

4. Then, it sends the data < C, N, {Ukp }k∈{1,2,3,4,5,···m} > to the cloud and
the number of steps N as the combined public key.
5. When the user at the decryption end with user ID, say for example,
Ulp,l∈{1,2,3,4,5,···m} wants to access the data, it has to satisfy its own user
ID via the gateway. This helps in the first level of authentication, in
order to differentiate between two different users in a single group.
6. Now the user adds its credential set (or the attribute set) A along with
the user ID Ulp and feed it through the first Game of Life (GoL) to
obtain the policy Cp .
7. Subsequently, the 2-tuple < Cp , Ulp > is sent to the key allocation
repository for confirmation.
8. The encrypting CA rule Rp is sent back to the user after cross-validation
with the repository for the 2-tuple < Cp , Ulp >.
9. This rule Rp is again passed to the second GoL to generate the inverse
CA rule Rp−1 .
10. Now, the ciphertext C and the rule Rp−1 is passed through the decryption cellular automaton for N steps. Then, the user now gets back its
message M .
Now, we discuss the proof of correctness, a proven upper bound on the number of users and some comments on the security of our proposed cryptosystem.
Proof of correctness: Say for a transition function f : S r+1 → S following a CA rule R begining with message M1 , and ending up in a sequence
M1 , M2 , M3 , · · · MN after N steps of temporal evolution. Here, C = MN is
the final ciphertext, and M2 , M3 , · · · MN −1 are the intermediate texts during
the temporal evolution of encryption cellular automaton. For every intermediate ciphertext Mi ,
fR (Mi ) = Mi+1 =⇒ fR−1 (Mi+1 ) = Mi .
where R−1 is the reverse of the CA rule R. So if the attributes satisfy
the policy generated first GoL, the ith step of encryption that corresponds
to the stage fR (Mi ) = Mi+1 is directly mapped to the (N − 1 − i)th step of
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decryption, i.e., fR−1 (Mi+1 ) = Mi . This allows the original message retrieved
from the ciphertext successfully.

1.4.2

A working example

Suppose a data owner DO wants to send a message ”ThisIsACryptoSystem”
to two users Alice and Bob (with IDs U1p and U2p respectively) with a firstorder cellular automaton with the following parameters:
1. k = 24 states with the set of states
S = {t, h, i, s, a, c, r, y, p, o, e, m, T, H, I,
S, A, C, R, Y, P, O, E, M }
2. A neighbourhood of size r = 3
3. A grid of size d = 19 (which is the actually the length of the message
in this case)
We assume a typical reversible CA rule R that represents a bijective mapping fencode of the set S of these 24 letters to itself, as shown in Table 2.2,
corresponds to a common policy Cp .
Let us consider three attributes a1 , a2 , a3 and the policy Cp = a1 a¯2 a3 + a¯1 a2 a¯3
expressed in the Boolean form. Also, let every Boolean variable x is expressed
as logic ’1’, and its negation x̄ as logic ’0’. Then, the min-terms a1 a¯2 a3 and
a¯1 a2 a¯3 are expressed as (101)2 = (5)10 and (010)2 = (2)10 . We express Cp
as a single number 22 + 25 = 4 + 32 = 36. This number represents the polv
icy. Therefore, there are 22 representative policies for v number of attributes.
Now the data owner DO chooses a random number N = 5 as its public
key, and performs 5 steps of encryption as shown below.
The message obtained after 5th step of temporal evolution is the final ciphertext. Along with the public key and the list of users, the ciphertext uploaded
to the cloud is
<”IAmaPaOhCEycesEacMr”, 5, {U1p , U2p } >. Now suppose the user Alice
with ID U1p logs in to the system access this ciphertext. She has to authenticate using her ID at the gateway to access this ciphertext. This differentiates
18

Table 1.1: The function fencode
mi fencode (mi )
t
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m
Step
Step
Step
Step
Step
Step

0
1
2
3
4
5

: S → S shown in tabular form
mi fencode (mi )
h
t
s
C
c
I
y
i
o
P
m
O
H
s
S
r
C
R
Y
e
O
o
M
p

ThisIsACryptoSystem
ytACECcRYiaTPriCTHO
iTcRmRIMeAhySYARyso
AyIMOMEpHctirecMiCP
ciEpopmasITAYHIpARS
IAmaPaOhCEycesEacMr

between the users belonging to the same policy group. After this, she provides her attribute set to the first GoL. Our cryptosystem implements a multiplexer logic to convert this attribute set into the required policy Cp = 36.
The CA rule Rp is extracted from Cp in the key allocation repository and
passed to 2nd GoL. The inverse rule Rp−1 is computed in the second GoL,
−1
−1
. The Table 2.6 shows the function fencode
to
that yields the function fencode
compute different characters in plaintext.
Now. the decryption CA applies following five steps on the ciphertext
−1
<”IAmaPaOhCEycesEacMr”, 5 > with inverse mapping fencode
.
After 5th step of temporal evolution of the inverse CA, Alice gets the original message. This completes the illustration of the operational flow of our
cryptosystem.
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−1
Table 1.2: The function fencode
−1
mi fencode (mi )
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1.4.3

0
1
2
3
4
5

: S → S shown in tabular form
−1
mi fencode
(mi )
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E
p
M
s
H
y
T

IAmaPaOhCEycesEacMr
ciEpopmasITAYHIpARS
AyIMOMEpHctirecMiCP
iTcRmRIMeAhySYARyso
ytACECcRYiaTPriCTHO
ThisIsACryptoSystem

Constraint on the number of user groups

For the proposed cryptosystem, there is certainly an upper bound on the
maximum number of stakeholder groups n that depends on the size of the
CA grid, number of states in each cell, and the neighbourhood span of the CA.
Let k be the number of states allowed, d be the number of grid cells (as defined
in the formal definition), and r be the size of the neighbourhood, excluding
the cell itself. From the nuances explained in section 2.3.1, the number of
d
r
reversible CA rules is empirically given by b (kkd )!kd k k c. Let A be the number
of attributes. Let G be the directed graph, where the nodes represent the
users and the edges represent the pairwise communication
j d
k among the nodes.
A
k !
kr
The maximal degree of G allowed is ∆(G) = (kd )kd k 22 . We know that
the upper bound on ∆(G) is n − 1. Equating the above two conditions, we
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Figure 1.7: Plots showing the variation of the characteristic exponent (essentially the logarithm to the base 10) of the maximum number of the users
against the grid size d.
get the upper bound nup as
n≤

j kd!
k A
kr
k
22 + 1
(k d )kd

(1.2)

k
j d
r
A
A plot of the upper bound nup = (kkd )!kd k k 22 + 1 against different parameters is shown in Figures 3.10 and 3.11 . These plots reveal that this
bound reduces sharply for larger grid size, due to the reduction in the total
number of distinct reversible CA rules that could be distributed among the
different groups. But, there exist considerable size of grids which support a
good number of groups. However, it compromises the level of parallelism and
thereby the size of encryption and decryption hardware. On the other hand,
our system supports the increase in the neighbourhood span to enhance the
security of the system as our cryptosystem supports maximum number of
users.
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1.4.4

Proof of security of our system

The following are some of the proofs of security of the systems, presenting
the brute force attacks, and the optimal time consumption of even the most
intelligent possible scheme.
1. Resistance to brute force attacks to find out the underlying
CA rule being used. As mentioned in section 2.3.1, for a CA with
d
k states and grid of size d, there are (k d )k possibilities of the mapr
ping of the configurations, and k k possibilities of transition functions.
In addition, to support large number of users, as shown in the previous immediate subsection, the number of states k per grid and the
neighbourhood size r has to increase. So eventhe most intelligent
inter
d

ception via brute force attack may scale as Ω (k d )k + k k

r

, which will

be extremely time consuming. For example, for k = 2, d = 20, r = 6,
d
6
r
the value of (k d )k is approximately (2.06 × 106 )10 and that of k k is
approximately 1.8446 × 1019 . These numbers are simply a rough estimate of how many instructions the adversary needs to carry out for
this brute force attack.
2. Resistance to brute force attack on the Game of Life CA. Here,
we discuss the case where the adversary attacks the Game of Life CA
that formulates the satisfying policy. The adversary here tries to guess
the policies of each and every user. Since 3-SAT is in NP-complete,
guessing the policy will be highly time consuming. The most intelligent
brute force attack on the Game of Life CA assuming attribute set of cardinality A and n user groups, will be Ω(exp(n ∗ A)). Having the upper
bound mentioned in equation 2, we have
required time
for

 the
 minimum
j
k
r
A
kd !
k k 22 + 1
a successful brute force attack as Ω exp A ∗
(kd )kd

3. Resistance to linear attacks. As seen in section 2.3.2, both the Turing complete and reversible CAs are non-linear, and again looking at
the pragmatic magnitudes, prominent attacks on linear systems such as
differential, linear and interpolation attacks will be super-exponentially
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Figure 1.8: Plots showing the variation of the characteristic exponent (essentially the logarithm to the base 10) of the maximum number of the users
against the neighbourhood span r.
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scaling with time. For example, if there are k states and d cells in the
grid, the most intelligent known plaintext linear attack will demand
the computation of d coefficients using d equations,
with choosing d

kd
d
messages among the k possibilities, rendering d choices, with O(d3 )
test time per choice (by means of Gaussian elimination). Thus the time
required
for

 such an attack for a first-order cellular automaton becomes

d
Ω kd d3 . This complexity keeps on scaling with increasing order of
d
linearity. For instance, if k = 2, d = 5, an approximate value of kd d3
is 6.95 × 10240 . This itself tells us how strong our system is against
linear attacks.

1.5

Experimental results

In this section, we evaluate the performance of our cryptosystem in various
scenarios. The important metrics of consideration here are complexity of
encryption and decryption algorithms, and the confusion and the diffusion
properties. Also, we compare the same with some standard and widely used
cryptosystems to substantiate our design. The experiments illustrated here
are of programmatic nature, i.e. software-enabled mechanisms have been
used. The testing environment is set up in Python and Wolfram languages,
where standard libraries were used wherever required, and linear operations
happen via BLAS (Basic Linear Algebra Subsystem) packages [36].

1.5.1

Complexity of encryption and decryption

The time complexity of the encryption and decryption is governed by the size
of the hardware and the random public key parameter N thus chosen. For
the sake of simplicity of analysis, we show the effect assuming the hardware
is as large as the input message. Figures 2.4 and 2.5 show the variation
of encryption and decryption cellular automaton against varying message
lengths, and Figures 2.6 and 2.7 show the variation of the same with varying
public keys. The dependency on the hardware size (which is nothing but
the length of the message in our case) is clearly on the thread scheduling
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Figure 1.9: The plot of the encryption time (in µs) against the message length
(in MB) with public key parameter fixed at N = 10.
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Figure 1.10: The plot of the decryption time (in µs) against the message
length (in MB) with public key parameter fixed at N = 10.
that is followed. For this reason, figures 2.4 and 2.5 show random variation
of the time complexity having fixed the public key parameter. However the
encryption and decryption time takes a direct linear increase with the public
key parameter N , as that many number of steps of encryption/decryption are
carried out for generating the ciphertext. This linear relationship is clearly
visible in Figures 2.6 and 2.7.

1.5.2

Confusion and diffusion properties

This is one of the salient features that one expects out of a non-linear secure
cryptosystem. The performance of the system with these metrics in the
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Figure 1.11: The plot of the encryption time (in µs) against the public key
parameter with 2 MB of random messages.
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Figure 1.12: The plot of the encryption time (in µs) against the public key
parameter with 2 MB of random messages.
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Figure 1.13: The plot of the changed number of bits in the ciphertext with
the message length (in MB). One can see multiple curves of different colours
overlapping each other, but with almost the same variation. The different
colours signify different magnitudes of the public key parameter N .
same environment are similar to that of fast and secure cryptosystem using
reversible cellular automata [30]. A change in the public key parameter causes
a complete change in the ciphertext, as shown in Figure 2.8. Statistically a
single bit change in the plaintext causes a change in approximately half of
the ciphertext, as shown in Figure 2.9. This conveys to the designer of the
cryptosystem that the information will be well-mixed because an appreciable
hardware size and appropriate choice of the public key would not affect the
performance of the system in terms of confusion and diffusion.

1.5.3

Comparison with existing cryptosystems

We compare the encryption-decryption time of our system with widely used
cryptosystems such as AES and RSA. The inherent parallelism along with
dependency on perfect hash tables for transition rules makes it much faster.
Figures 2.10 and 1.16 illustrate the comparison of the time of encryptiondecryption processes. In all the plots, we have compared the existing systems with our cryptosystem assuming a fixed public key N = 10. Formally
viewed and substantiated, there exists a single cellular automaton to describe
the complete AES scheme, and conversely, AES is a subset of the system we
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Figure 1.14: The plot of the changed number of bit in the ciphertext with
one single bit change in the plaintext with the message length (in MB). Here
also, there are multiple curves of different colours overlapping each other,
but with almost the same variation. The different colours signify different
magnitudes of the public key parameter N .
span. The public key parameter N resembles some randomness to something
analogous to the round key operations in AES. While RSA and related public key encryption mechanisms [22] depend on number theoretic and group
theoretic foundations which require a lot of heavy computation, our system
does not require much help from the software (except for faster memory access), and its dependence on simple substitution schemes adds to its efficacy.
Also, a comparison of the performance of our proposed cryptosystem has
been made with an existing efficient statically-secure large-universe multiauthority attribute-based cryptosystem [35] considering only single attribute
authority. Figures 1.17 and 1.18 clearly show that our cryptosystem performs
much better than the existing systems in terms of encryption and decryption
times. Here the encryption and decryption times consider the processes in
totality, i.e. the time required for pairing, key generation etc.
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Figure 1.15: The plot of the common logarithm of the encryption time (in
µs) against the message length (in MB). The red curve shows the plot of
AES, the green curve shows the plot of RSA, and the blue curve is for the
proposed cryptosystem (with public key N = 10).
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Figure 1.16: The plot of the common logarithm of the decryption time (in
µs) against the message length (in MB). The red curve shows the plot of
AES, the green curve shows the plot of RSA, and the blue curve is for the
proposed cryptosystem (with public key N = 10).

1.6

Conclusion

In this chapter, we propose a CA based public key cryptosystem with finegrained access control which can be used
29 for large-scale cloud system. This

Figure 1.17: The plot showing the variation of encryption time with the
message length (in MB) of both the proposed cryptosystem and the chosen
ABE cryptosystem. The blue curve shows the measure of time in microseconds whereas the red curve shows the same in millisecond. Public key of our
proposed cryptosystem is held constant at 875.

Figure 1.18: The plot showing the variation of decryption time with the
message length (in MB) of both the proposed cryptosystem and the chosen
ABE cryptosystem. The blue curve shows the measure of time in microseconds whereas the red curve shows the same in millisecond. Public key of our
proposed cryptosystem is held constant at 875.
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system uses some remarkable features of reversible and Turing-complete cellular automata, that glorifies it in terms of security, ease of revocation, support
of large number of user groups, and requirement of lesser hardware. Experimental results show its efficacy over some standard and widely-used cryptosystems in terms of security, speed and effortless information scrambling.
This leaves room for a lot of other future work, such as exploiting CPU-GPU
interaction to get away with memory look-up latency, and efficient distribution of the main key allocation repository among multiple server machines
to support fine-grained access control in multi-authority cloud storage.
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Chapter 2
Distributed Multi-Authority
Attribute-based Encryption
using Cellular Automata
Chapter Abstract
Cellular automata (CA) has attracted the attention of research communities
for its applications in the design of symmetric and public key cryptosystems.
The strength of cellular automata lies in its inherent data parallelism, which
can help accelerate access control mechanisms, and its information scrambling capabilities, which can enhance the security of the system. Also, the
cryptosystems designed using CA do not involve number theoretic methodologies that incur large computational overhead like traditional cryptosystems. However, existing CA-based cryptosystems encompass a limited set
from the set of all possible transition rules indicating the existence of CA
cryptosystems which are possibly unbreakable but have not been explored
sufficiently. Thus, they have not yet been considered for applications involving fine-grained access control for heterogeneous access to the data. In this
chapter, we propose a secure distributed multi-authority attribute based encryption using CA which has potential applications in cloud systems. Our
cryptosystem adopts the concept of multi-authority attribute based access
control where the encryption and attribute distribution use reversible CA
and policy satisfiability is achieved by Turing-complete CA in a distributed
environment. We illustrate the practical usability of our proposed cryptosys36

tem, in terms of efficiency and security, by extensive experimental results.1
2

2.1

Introduction

A cellular automaton can be defined as an automaton consisting of a set of
states, a grid with its initial content, and a transition function [1]. The state
of each cell is an element of a pre-defined finite set. The configuration of a
cellular automaton is said to be the content of the grid at any instance of
time. The future state of a cell depends on its current state and that of its
neighbours via a mapping, known as the transition function or the rule of
the cellular automaton. A cellular automaton is said to be reversible [30]
if and only if there exists a bijective mapping from the set of all possible
configurations of a grid to itself. A cellular automaton is said to be Turingcomplete [2] if it can emulate any Turing machine, i.e. the functionality
within the configurations behaves in the same way as an equivalent Turing
machine would do.
Cellular automata have been analyzed for producing interesting informational variations [13, 14, 16] from simple rules, which aroused a lot of expectations on their computational power and universality. One-dimensional CA
of rule 110 has been proven to be Turing-complete [2], with a polynomialtime emulation [4], but finally has been found to be in NC (Nick’s class) [24]
in terms of algorithmic complexity. This means if an algorithm takes T (n)
time to run on a Turing machine
of input size n, then the same algorithm

may take O T (n)4 log(T (n)) time to run on an equivalent rule 110 CA [4].
Two-dimensional CA is proven to be more efficient in terms of emulation [1],
but are still slower in practical applications. The fact that all the cells of the
grid changes its state simultaneously implies high data-level parallelism that
can help accelerate, as well as assess, certain important mechanisms.
Cellular automata have been suggested for use in designing efficient symmetric1
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key [30] as well as public-key cryptosystems [23]. The inherent nature of the
information produced by the temporal evolution of CA introduces a significant amount of pseudo-randomness [14], and allows flexibility in information
scrambling, making it secure. But such traditional systems do not support
fine-grained access control, which is one of the the essential requirement for
cloud systems.
Cloud systems allow users to store data in remote servers in a secure and reliable manner. As the servers are not completely trusted, traditional encryption methods encrypt the data and distribute keys to the user before storing
the data in remote servers. Although these methods provide secure access
control, key management is a difficult task for data owners when more users
are added to the system. Data owners have to stay online to distribute keys
to new users periodically as per their requirement. Also, there are multiple
copies of ciphertext for the same data which incurs large storage overhead
on the server. Several methods deliver key management and distribution
task from data owner to remote servers under the assumption that these
servers are fully trusted. However remote servers cannot be fully trusted and
thereby these methods cannot be applied to cloud storage. Attribute based
encryption (ABE) [7, 8] is a promising technique to provide fine grained access control on encrypted data. But recent implementations of such systems
[30, 29] requires a large number of arithmetic computations such as pairing,
repeated exponentiation, etc., which in turn result in computation overhead
to the system.
In traditional ABE cryptosystems, computations such as pairing, repeated
exponentiation etc. incur a lot of computational overhead, thus rendering
them inefficient for practical applications. On the other hand, cellular automata allow highly scaling levels of data parallelism and scramble the information efficiently, but do not provide fine-grained access control, which
is a primary requirement in large-scale cloud systems. Also, security concerns become even more serious when the access control needs to be distributed among various attribute authorities. This motivates us to design
a multi-authority attribute based cryptosystem using CA. In our proposed
cryptosystem, reversible CA has been used for encryption, decryption and
tokenization of attributes and Turing-complete CA for satisfaction of access
policy.
In this chapter, we present a novel CA based public-key cryptosystem where
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encryption and decryption are realized using reversible cellular automata,
and policy satisfiability is performed using Turing-complete cellular automata.
Our proposed cryptosystem has the following features:
1. Turing completeness is highly rare in cellular automata in comparison
with the reversibility principle. Proving Turing-completeness is still
a venture not completely explored. So using our proposed CA based
cryptosystem, it is very less likely for the attacker to guess the policy
satisfiability of the system which uses Turing-complete CA.
2. Reversibility in CAs add a lot of non-linearity to the encryption and
decryption ends, thus preventing linear attacks.
3. Even though the process of attribute authorization is sequentially before the encryption, they do not affect the overall result and are independent. So our cryptosystem is portable across different topologies of
distributed authorities.
4. A distinguishable feature of a CA is that all cells of its change their
states simultaneously at a single instance of time. This implies a very
high level of data parallelism, which can be used to improve the speed
of the system for large message blocks sent by a larger number of users.
The chapter is structured as follows. In section 2.2, we present some important related works that are relevant and motivational to the design of
our proposed cryptosystem. In section 6.2, a brief background on first order
cellular automata is presented, along with some important features of CAs
that form the cornerstone to our cryptosystem. In section 2.4, we define,
describe, exemplify and illustrate our cryptosystem in terms of its security
against some prevalent attacks. We present some experimental results, in
section 2.5, that show the efficacy of our cryptosystem. Finally we conclude
our work in section 2.6.

2.2

Related work

Cellular automata are well-known models for unconventional computation.
The information obtained from their temporal evolution contains interesting
patterns [1, 2]. According to Wolfram, ’simple rules’ tend to produce complex
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behaviour [25]. This complex behaviour is used in solving a lot of different
kinds of problems. Amongst all such automata, the first ones to be of interest
were the elementary cellular automata (ECA). 256 such ECAs (k = 2, n = 1
as is formally indicated) were proposed, all of which show a characteristic
profile of temporal evolution [2]. There are a lot of interesting features that
have been explored over a long period of time, two such of these of our interest
being universality (Turing-completeness) and reversibility.
Rule 110 CA was observed to be producing some local patterns that were
scrambled in a way that had the potential of emulating a tape-head operation,
similar to that in a Turing machine. With this as the premise, rule 110 CA
was proven to be Turing-complete, one could emulate a given Turing machine
using this CA by simply tuning the seed [2]. But this model in [2] was again
unpopular for the emulation took exponential time. Another model was
proposed [4] went on to reduce this emulation to polynomial-time. But the
resulting rule 110 CA would render an algorithm in NC (Nick’s class) [24].
Turing-completeness was also proven in Conway’s Game of Life [1, 37] ( i.e.,
a two dimensional CA) using p30 glider patterns found in them, and was
successful in establishing a linear time correspondence between the models.
There are other class 4 cellular automata, that are conjectured (but not
proven) to be Turing-complete. Since, this is just a hypothesis, Turingcompleteness has not been directly incorporated in applications of CA in
solving computational problems.
Reversibility is also rarely found in CA, which we have also numerically
shown in section 6.2. A cellular automata is said to be temporally reversible
if there exists another cellular automata that can produce the same temporal
evolution in reverse order. In other words, there exist a bijective mapping
from the set of all configurations to itself. A formal definition is given in [6].
As is mentioned below, reversible CA have been used in designing fast and
symmetric key [30] as well as public key [23] cryptosystems.
Cellular automata were first suggested to be used as efficient pseudorandom
number generators (PRNG) which is used in stream ciphers [31][28] and
block ciphers [27]. One-dimensional elementary cellular automata with periodic boundary conditions, such as rule 30 [13], were the first suggestions, but
were cracked by means of chosen plaintext attacks [14]. Having its vulnerabilities in some periodic patterns, second order, block, and programmable CA
[15, 16] were also suggested as a means to vaccinate itself from such attempts
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of pattern recognition, but were again cracked by means of several layers of
linear attacks [17, 18]. Adding some hybridization in terms of transition rules
and periodicity, yet another PRNG was proposed by Tomassini [19], which
has so far been resistant enough against attacks. A lot of other generic realizations such as S-boxes in DES, AES etc., some Boolean function based
public key cryptosystems have also been deeply explored and discussed [20].
But these CA-based cryptosystems consider a limited set of transition rules
of all the possible ones. Reversible cellular automata have been suggested to
be used in symmetric key cryptosystems [30], and public key cryptosystems
[23]. But such primitive systems do not inherently provide any fine-grained
access control mechanism, which is a strong necessity in large-scale cloud systems. Such fine-grained access control mechanisms have been incorporated
in encryption systems that have been discussed below, but do not use cellular
automata anywhere.
Sahai and Waters (2005) [7] first proposed attribute-based encryption (ABE)
for supporting secure fine-grained threshold-based access control through secret sharing. Later Goyal et. al. [8] introduced Key-Policy Attribute-Based
Encryption (KP-ABE) and Bethencourt et. al [9] proposed Ciphertext-Policy
Attribute-Based Encryption (CP-ABE). The dichotomy between KP-ABE
and CP-ABE is clarified by the parties who are in possession of access control. While, in KP-ABE schemes, the access control lies with the system
users, in CP-ABE schemes, the access control lies with the data owners [11].
Multiple studies and papers addressing various issues in Attribute-based encryption have surfaced since 2005. The domain of ABE schemes now consist
of designs having large universe constructions with high expressiveness and
based on prime-order setting. With the introduction of decentralization in
ABE by M. Chase in 2007 [32], other issues like user and attribute revocation [33, 10, 26] and traceability for malicious user identification [34] have
been proposed and improved upon. Most of the previous attribute-based
constructions are computationally expensive due to multiple pairing and exponentiation operations involved in their algorithms. This motivates our
current research along with the future scope of Cellular Automata based
systems in emerging fields such as DNA and molecular computing.
In this work, we aim to improve upon the security of the cryptosystems for
cloud storage by making use of reversible CAs [30] in the attribute based encryption process. The Turing completeness of Game of Life allows us to make
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the attribute checking process encapsulated in an envelope of homogeneity,
in the sense that all the encryption-decryption process happens through the
cellular automaton. This way, we inculcate fine-grained access control mechanism at a significantly low mathematical complexity and computational cost,
thus overcoming the disadvantage of traditional ABE schemes. While symmetric and public-key encryption systems do not provide the fine-grained
access control, identity based cryptosystems [22] involve a lot of complicated
arithmetic, rendering it to be practically unusable. Also, this should help the
shift of paradigm of the use of cellular automaton as a PRNG to that as a
fundamental and reliable model of encryption. While PRNG models focused
on expanding keys using fixed rules to generate relatively untraceable information, such models allow the flexibility in the rules as well. The use of the
main key repository using a dictionary data structure adds to the flexibility
of the systems.

2.3

Background

In this section, we formally define and describe a generic first-order CA. We
illustrate the definition by some classic examples of Turing-complete CA, followed by an explanation of reversible CAs. Finally we state some important
properties that will help us understand the design of the cryptosystem.

2.3.1

First-order cellular automata

Any n-dimensional r-neighbourhood first-order cellular automata can be defined as a 4-tuple (S, Qt , N, f ) where S ⊆ N, known as the set of states;
Qt is an l1 × l2 × l3 · · · × ln matrix for an instance of time t, where ∀k ∈
{1, 2, 3, 4, . . . n} ∀ik ∈ {1, 2, 3, 4, . . . lk }, Qt [i1 , i2 , i3 , . . . in ] ∈ S; N is an
r × n matrix known as the neighbourhood matrix; and finally f : S r+1 → S,
known as the transition function. Here the future state of a cellular automaton is defined in the following way:
∀k ∈ {1, 2, 3, 4, . . . n}∀ik ∈ {1, 2, 3, 4, . . . lk },
Qt+1 [i1 , i2 , i3 , . . . in ] = f (Qt [i1 , i2 , i3 , . . . in ], h1 , h2 , h3 , . . . hr )
where hm = Qt [{(ik + N [m, k]) mod lk )∀k ∈ {1, 2, 3...lm }}]
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∀m ∈ {1, 2, 3, . . . r}.
A cellular automaton is said to be elementary if n = 1, r = 2, S = {0, 1}, N =
(1, −1)T . The decimal equivalent of the binary number formed by an ordered
sequence of the images of the function f of an elementary cellular automaton
is said to be its ’rule’, or the ’Wolfram totalistic rule’. An example running of
rule 110 cellular automaton is graphically illustrated in Figure 6.1 [4]. The
transition function f110 : S 3 → S for rule 110 cellular automaton is given
below in the form of a boolean expression:
f110 (A, B, C) = A(B + C) + A(B ⊕ C)
Throughout the chapter, we refer the sequence Q1 , Q2 , Q3 , Q4 . . . as the temporal evolution of a cellular automaton, the matrix Q1 as the seed of the
machine.
Local patterns observed in class 4 CA with specific initial configurations are
seemingly scrambled in future configurations, but universality in computation
requires some special features in these local patterns. Rule 110 has been
shown to be Turing-complete [4], but the equivalence is not efficient enough.
This is just one side of the scenario that the use of Turing-complete CA has
never occurred specifically in any kind of cryptosystem. Though the Turingcompleteness scrambles the information, it is not guaranteed that one can
retrace back the original seed from there.
Initial usage of CAs in design of cryptosystems were pertinent and inclined to
that of PRNGs in stream ciphers, a classical example of rule 30 [13]. When
such cryptosystems were broken [14], then second-order block CA were used
[15, 16] and these were again broken [17, 18]. Tomassini’s cryptosystem [19]
is yet another PRNG, which has not been broken. Several other CA based
cryptosystems [20, 30, 22, 23] have been proposed.
Another classical example of a Turing-complete two dimensional cellular automaton is shown in Figure 6.2, known as the ’Conway’s Game of Life’ [1, 37],
whose transition function is verbally described as follows.
1. Any live cell (i.e. cell with state ’1’) with fewer than two live neighbours
dies (i.e. the cell attains the state ’0’), as if by under-population.
2. Any live cell with two or three live neighbours lives on to the next
generation.
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3. Any live cell with more than three live neighbours dies, as if by overpopulation.
4. Any dead cell with exactly three live neighbours becomes a live cell, as
if by reproduction.

Figure 2.1: A demonstration of the rule 110 cellular automaton [4]. The first
row shows the transition rules. It is noteworthy of the binary number formed
of the outputs, whose decimal equivalent is rule 110. The subsequent grid
shows the temporal evolution, where the initial seed consists of a single one
and rest all zeroes.

Figure 2.2: A demonstration of the Game Of Life cellular automaton [1].
The first grid shows the seed, and the subsequent grids show the temporal
evolution of the same. This is known as a ’glider’.
Conway’s Game Of Life has been shown to be Turing complete, as it is
possible to emulate AND, OR, and NOT gates. It has been shown how to
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place appropriate p30 gliders and other associated gliders in the seed of the
two-dimensional CA [1], which enables us to allow the interpretation of all
possible Boolean logic. This will be used in securing the fine-grained access
control mechanism provided by our design of the cryptosystem, described in
a later section.
A reversible cellular automata is one where every temporal evolution (or
configuration) leads to a unique seed in the next time switch of the cellular
automata. Thus, if d = l1 l2 l3 · · · ln , and k = |S| in the above definition and
d
as is defined in [6], there are k d ! possibilities of the (k d )k to get a reversible
cellular automaton. Since we will be using these kind of CAs for encryption
and decryption, as described in section 2.4.3, this poses a huge problem for
the adversary to know the key space. Reversible CAs were explored in design
of symmetric and public-key cryptosystem [30, 23].

2.3.2

Some important observations

There are some essential properties of a CA that supports the design of our
proposed cryptosystem. They are as follows.
1. Tracing back the previous states of a temporal evolution of a
CA is in NP. Given a previous configuration of a CA and its corresponding transition rules, we can compute the future configuration of
a CA using a deterministic Turing machine in polynomial time. Thus
verifying the solution to the posed problem is in P. So the problem is
in NP.
2. Game of Life is Turing-complete and hence is non-linear. Turingcompleteness has already been proved in [1]. Also, to find chaotic patterns that lead to Turing-completeness, as shown in [4] and [1], the
transition function should not be generating any such mathematical
sequence. The proof is led by the following contradiction: say the
’computationally universal’ transition function F allows a generation
of some sequence S in its configuration C. Since the automaton is
’computationally universal’, one must be able to generate another fundamentally different sequence S 0 starting from the same seed. Without
loss of generality, S 0 will definitely reflect upon at least one different
configuration C 0 in one of its temporal evolutions. This implies that
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this might have started from a transition function F 0 . Thus, the temporal evolution of a Turing-complete CA is not mathematically tractable,
and thus consequently non-linear.
3. Checking if a 1-dimensional CA rule is reversible or not is
in NP. Suppose there is a decision problem ’Given a CA rule, is the
mapping from set of all possible configurations C to the future ones
bijective?’. We claim that this decision problem is in NP. Consider
the verification version of the problem: Given a bijective mapping fc :
C → C and a given CA rule R, can fc be generated by the temporal
evolution of R? This can be solved in linear time w.r.t. the size of
C. This proves our claim. There have been solutions proposed [25]
but are not polynomial-time in the worst case. It has also been proven
that deciding whether an n-dimensional CA is reversible for n > 1 is
Turing-undecidable [6].
4. Only a small fraction of all possible CAs are actually reversible. As discussed in section 2.3.1, the expected fraction of red
versible CAs of k states and d cells is (kkd )!kd . For example, if k = 2 and
d

d = 16, the probability that a CA is reversible is kd k!d = 7.659×10−28460 .
k
This shows a typical value of the fraction of all possible CAs that are
reversible. So, it is extremely difficult for the adversary to realize the
key space of the proposed cryptosystem. This strengthens the security
of the proposed solution as will be seen in section 2.4.3.
5. All reversible CAs are non-linear, i.e. no reversible CA are
linear. We will again prove this by contradiction. Let us consider
a bijective mapping fc : C → C of a linear CA, where configuration
C = {c1 , c2 , c3 · · · cd } ∈ {0, 1}d , d being the number of cells in the
configuration. Since the transition function fc : C → C is linear,
there exist a1 , a2 , a3 · · · ar ∈ {0, 1} such that a cell c0i in the future
configuration is given by,
c0i = a1 ci−b r2 c ⊕ a2 ci−b r2 c+1 ⊕ · · · ⊕ ai ci ⊕ · · · ar ci+b r2 c

(2.1)

Say for the number of neighbours r ≥ 2, there exist two numbers e, f
such that i − b 2r c ≤ e, f ≤ i + b 2r c such that ae = af , so in two
distinct initial configurations where one has ce = cf = 0 and another
has ce = cf = 1 will lead to same c0i . Thus fc is not bijective, leading
to a contradiction. Thus no reversible CA is linear.
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Such essential, remarkable and annotated observations have been taken into
account for proving the security of our proposed cryptosystem against some
prevalent attacks. The proof of security has been shown as a part of the
section below, that describes the various aspects of our design.

2.4

Proposed cryptosystem

In this section, we present the internal details of our cryptosystem along with
the architectural design. The working of the cryptosystem is illustrated with
an example. We finally use the important properties of CAs to substantiate
the security of our cryptosystem.

2.4.1

Operational flow of our Cryptosystem

1. Define a function T1 : I → Θ to map attributes to their corresponding
authorities. Here I is the set of attributes and Θ is the set of all
authorities. It can be noted that each attribute is associated with
only one authority, but a single authority can possess many attributes.
Also, two small positive integers N1 and N2 are chosen for the Central
Authority and the attribute authorities respectively.
2. Data owner DO sends a prototype access structure A and attribute list
S to the Central Authority (CAuth), which is fully trusted.
3. Each user U submits its credentials to CAuth and obtains the associated set of attributes based on them.
4. CAuth also possesses a tokenizing cellular automata CAtoken that
works on some chosen reversible CA rule Rtoken .
5. For each attribute i ∈ S, CAuth computes the Intermediate Token
(IT) i1 = T2 (i), where T2 : I → I1 , I1 being the set of all such possible
intermediate tokens. The computation is as follows: the attribute i is
fed as the seed of the tokenizing CA and is run for N1 steps until the
intermediate token i1 is obtained.
6. The central authority CAuth and the attribute authorities exchange
certain special messages for obtaining the final tokens from the inter45

mediate tokens. These special messages are in the form of 5-tuples
(θ1 , θ2 , θ3 , i1 , k) where
(a) θ1 is the ID of the nearest attribute authority from where the
5-tuple will start travelling from and reach back.
(b) θ2 is the ID of the attribute authority that is presently going to
receive the 5-tuple.
(c) θ3 is the ID of the attribute authority that has the attribute associated with the intermediate token i1 and converts it into final
token.
(d) i1 could be either intermediate or final token.
(e) k is a Boolean value, which is True if the i1 is a final token.
7. CAuth submits an initialized set S1 = {(θn , θn , θ, i1 , F alse) : θ =
T1 (i), i1 = T2 (i) ∀i ∈ S} to the nearest authority server θn .
8. All the attribute authorities are connected to each other by means of an
arbitrary topology G. Each authority is associated with some identifier
(ID) θA ∈ Θ and all agree upon some routing algorithm Ar . For all
5-tuples (θn , θ2 , θ3 , i1 , k) coming to a server with ID θ2 , the following
procedure is followed.
(a) If θ2 = θ3 and the Boolean variable k is False, that means this
server is the destination server that has the authority for the
given attribute. So the server computes the Final Token(FT)
i2 ∈ I2 , I2 being the set of all FTs, from the IT i1 by feeding
it as a seed to the tokenizing CA running with same reversible
rule Rtoken for N2 steps. Then it consults its own routing table
to find the next hop attribute authority server with ID θ4 which
can route this tuple to the one with ID θn . Finally, it replaces the
5-tuple (θn , θ2 , θ3 , i1 , k) with (θn , θ4 , θn , i1 , T rue) and submits it to
attribute authority with ID θ4 .
(b) If θ2 6= θ3 and the Boolean variable k is False, that means the tuple
still has the IT and it has not reached the concerning attribute
authority server. So this server consults its routing table to find
the next hop attribute authority server with ID θ4 which can route
this tuple to the one with ID θ3 . Then it replaces the 5-tuple
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(θn , θ2 , θ3 , i1 , k) with (θn , θ4 , θ3 , i1 , k) and submits it to attribute
authority with ID θ4 .
(c) If θ2 6= θ3 = θn and the Boolean variable k is True, that means
the tuple has the FT, but it has not reached the nearest attribute
authority server to CAuth. So this server consults its routing
table to find the next hop attribute authority server with ID θ4
which can route this tuple to the one with ID θn . Then it replaces
the 5-tuple (θn , θ2 , θn , i1 , k) with (θn , θ4 , θn , i1 , k) and submits it to
attribute authority with ID θ4 .
(d) If θ2 = θ3 and the Boolean variable k is True, that means θ2 = θ3 =
θn , the algorithm Ar has terminated and the tuple containing the
FT has finally reached back to nearest attribute authority server.
So the set S2 = {(θ, i2 ) : θ = T1 (i), i1 = T2 (i)∀i ∈ S}, T2 : I → I2 ,
is submitted back to CAuth. CAuth waits until the complete set
S2 is received to prevent any replay attacks.
CAuth ensures that all the equality checks performed in the above algorithm are secured and cannot be compromised by an external attacker.
9. Meanwhile, the central authority CAuth waits for a fixed amount of
time for the response from the authority server θn . If it does not receive any response, it aggressively sends a dummy packet to θn . Then
attribute authority θn replies back with the same dummy packet after
it has cleared all of its dirtied buffers.
10. For all 2-tuples (θ, i2 ∈ S1 ), CAuth computes the original i by passing
i2 as a seed to detokenizing CA that uses reverse tokenizing CA rule
−1
Rtoken
for N1 + N2 steps. Then CAuth calculates the policy P representing the prototype access structure A by considering the Boolean
min-terms. Finally CAuth sends P to the key allocation repository
(KAR). CAuth controls KAR and periodically monitors it.
11. KAR maintains a one-to-one mapping M1 : Pm → RCA where Pm is
the set of all policies and RCA is the set of all reversible rules. KAR
submits Rencrypt = M1 (P ) to the data owner DO.
12. DO chooses a random number N as a public key. It also has a specific
CA known as encryption CA, where data D is fed as its seed. The
CA is run N times with rule Rencrypt , to obtain ciphertext C. DO then
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sends the 2-tuple < C, N > to the cloud.
13. At the decryption end, the user U places its own attribute set A0 to
the first Game of Life (GoL) that generates the policy Pu ∈ Pm that it
satisfies.
14. The user submits Pu to the KAR, which replies back with Rdecrypt =
M1 (Pu ). Then Rdecrypt is fed as the seed to the second GoL which
−1
returns reverse CA rule Rdecrypt
.
−1
15. U now feeds C to the decryption CA that runs on rule Rdecrypt
for N
steps. If Rdecrypt = Rencrypt , it means that U satisfied the policy and it
will obtain the message M successfully from the decryption CA. Else,
the policy satisfaction has been unsuccessful, therefore the decryption
is also unsuccessful.

The following is a description of the encryption-decryption algorithm for our
proposed cryptosystem. The pictorial representation of the system is given
in Figure 3.9.
Now, we discuss the proof of correctness, a proven upper bound on the number of users and some comments on the security of our proposed cryptosystem.
Proof of correctness: Say for a transition function f : S r+1 → S following a CA rule R beginning with message M1 , ends up in a sequence
M1 , M2 , M3 , · · · MN after N = N1 + N2 steps of temporal evolution. Here,
C = MN is the final ciphertext, and M2 , M3 , · · · MN −1 are the intermediate
texts during the temporal evolution of encryption cellular automaton. For
every intermediate ciphertext Mi ,
fR (Mi ) = Mi+1 =⇒ fR−1 (Mi+1 ) = Mi .
where R−1 is the reverse of the CA rule R. So if the attributes satisfy
the policy generated from first GoL, the ith step of encryption that corresponds to the stage fR (Mi ) = Mi+1 is directly mapped to the (N − 1 − i)th
step of decryption, i.e., fR−1 (Mi+1 ) = Mi . This allows the original message
retrieved from the ciphertext successfully. A similar logic holds good for the
case of the generation of intermediate and final tokens from the attributes
and vice-versa. There, the attribute behaves like the message, and the first
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Figure 2.3: Architectural design of the proposed cryptosystem.
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few steps of encryption are carried out at the central authority to generate
the intermediate token, and the rest at the respective attribute authorities.
This completes the proof of correctness of our cryptosystem.

2.4.2

A working example

Suppose a data owner DO wants to send a message ”ThisIsACryptoSystem”
to all the users satisfying a policy Cp with a first-order cellular automaton
with the following parameters:
1. k = 24 states with the set of states
S = {t, h, i, s, a, c, r, y, p, o, e, m,
T, H, I, S, A, C, R, Y, P, O, E, M }
2. A neighbourhood of size r = 3
3. A grid of size d = 19 (which is the actually the length of the message
in this case)
We assume a typical reversible CA rule Rencrypt that represents a bijective
mapping fencode of the set S of these 24 letters to itself, as shown in Table
2.2, corresponds to Cp . We are choosing N1 = 7 and N2 = 3 for this example.
Let there be three attributes in Cp , namely a1 , a2 and a3 . Let a1 be encoded
as (03af )16 , a2 as (8316)16 , and a3 as (941e)16 . Suppose Cp = a1 a¯2 a3 + a¯1 a2 a¯3 .
Let the rule of the tokenizing CA be Wolfram rule 18. For attribute a1 , the
tokenizing CA performs the N1 = 7 steps to obtain the intermediate token
(b502)16 as shown in Table 2.1. This step is known as tokenization.
Similarly the intermediate tokens for attributes a2 and a3 are (1a83)16 and
(2a8c)16 respectively. Now when the nearest authority server θn is sent the
set S1 containing the authority IDs and the intermediate tokens, first the
corresponding authority IDs are matched. Let us assume that the inherent
routing algorithm ensures that the tuples in S1 attributes a1 , a2 and a3
reach the respective authorities θ1 , θ2 and θ3 respectively. Since all attribute
authorities agree to use the same rule 18 to encode the ITs, the server with
ID θ1 generates the final token for a1 as (0231)16 using N2 = 3 steps of CA
computation as shown in Table 2.3.
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Table 2.1: The steps of generating the intermediate token in the tokenizing
CA.
Step
Step
Step
Step
Step
Step
Step
Step

0
1
2
3
4
5
6
7

0000001110101111
1000010000000000
0100101000000001
0011000100000010
0100101010000101
0011000001001000
0100100010110100
1011010100000010

Table 2.2: The function fencode : S → S shown in tabular form
mi

fencode (mi )

mi

fencode (mi )

t
i
a
r
p
e
T
I
A
R
P
E

T
A
R
Y
a
H
y
E
c
M
S
m

h
s
c
y
o
m
H
S
C
Y
O
M

t
C
I
i
P
O
s
r
R
e
o
p

Table 2.3: The steps of generating the final token at the attribute authority.
Step
Step
Step
Step

0
1
2
3

1011010100000010
0000000010000100
0000000101001010
0000001000110001

Similarly, the final tokens for a2 and a3 are (a900)16 and (1150)16 respectively.
Now after the collection of final tokens by the server with ID θn , the attributes
need to retrieved back using rule 18R (to be cited) once the modified version
of set S1 is sent back to the central authority. For example, the code for
attribute a1 , i.e. (03af )16 is retrieved back from its final token (0231)16 by
applying rule 18R in the detokenizing CA for N1 + N2 = 10 steps, as shown
in Table 2.4.
This step is called as detokenization, which happens in a similar way for
attributes a2 and a3 also.
Now the attributes are combined in the policy generator to form a policy
Cp resembling the prototype access structure A. Suppose the access policy
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Table 2.4: The steps of retrieving the attribute back from the final token at
the central authority.
Step 0
Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9
Step 10

0000001000110001
0000000101001010
0000000010000100
1011010100000010
0100100010110100
0011000001001000
0100101010000101
0011000100000010
0100101000000001
1000010000000000
0000001110101111

is given as A = a1 a¯2 a3 + a¯1 a2 a¯3 . Let every Boolean variable x is expressed
as logic ’1’, and its negation x̄ as logic ’0’. Then, the min-terms a1 a¯2 a3 and
a¯1 a2 a¯3 are expressed as (101)2 = (5)10 and (010)2 = (2)10 . We express Cp as
a single number 22 + 25 = 4 + 32 = 36. This number represents the policy.
v
Likewise, there are 22 representative policies for v number of attributes.
Now Cp is sent to the key allocation repository, and corresponding CA rule
Rencrypt is chosen and sent back to DO.
The data owner DO chooses a random number N = 5 as its public key, and
performs 5 steps of encryption as shown in Table 2.5.
Table 2.5: The steps of encryption
Step
Step
Step
Step
Step
Step

0
1
2
3
4
5

ThisIsACryptoSystem
ytACECcRYiaTPriCTHO
iTcRmRIMeAhySYARyso
AyIMOMEpHctirecMiCP
ciEpopmasITAYHIpARS
IAmaPaOhCEycesEacMr

The message obtained after 5th step of temporal evolution is the final ciphertext. Along with the public key and the list of users, the ciphertext uploaded
to the cloud is
<”IAmaPaOhCEycesEacMr”, 5 >. Now suppose the user Alice (that has
the attributes to satisfy the policy Cp ) logs in to the system to access this
ciphertext. Firstly, she provides her attribute set to the first GoL. Our cryptosystem implements a multiplexer logic to convert this attribute set into
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the required policy Cp = 36. The CA rule Rp is extracted from Cp in the
−1
key allocation repository and passed to 2nd GoL. The inverse rule Rencrypt
is
−1
computed in the second GoL, that yields the function fencode
. The Table 2.6
−1
shows the function fencode
to compute different characters in plaintext.
−1
Table 2.6: The function fencode
: S → S shown in tabular form
mi

−1
fencode
(mi )

mi

−1
fencode
(mi )

A
E
I
O
R
T
a
e
i
o
r
t

i
I
c
m
C
t
p
Y
y
O
S
h

C
H
M
P
S
Y
c
h
m
p
s
y

s
e
R
o
P
r
A
a
E
M
H
T

Now the decryption CA applies five steps, shown in Table 2.7, on the ciphertext
−1
<”IAmaPaOhCEycesEacMr”, 5 > with inverse mapping fencode
. After 5th
step of temporal evolution of the inverse CA, Alice gets the original message.
Table 2.7: The steps of decryption
Step
Step
Step
Step
Step
Step

0
1
2
3
4
5

IAmaPaOhCEycesEacMr
ciEpopmasITAYHIpARS
AyIMOMEpHctirecMiCP
iTcRmRIMeAhySYARyso
ytACECcRYiaTPriCTHO
ThisIsACryptoSystem

Suppose another user Bob satisfies policy Cp0 = 38. The first GoL, here,
would generate Cp0 and send it to KAR. Suppose Cp0 is mapped to a CA rule
−1
Rp0 that represents a bijective mapping fdecode
: S → S. The function fdecode
as shown in table 2.8.
KAR replies with rule Rp0 to Bob. In his second GoL, the inverse CA rule
(Rp0 )−1 is generated. In this case, the decryption CA performs five steps,
shown in Table 2.9, on the ciphertext
<”IAmaPaOhCEycesEacMr”,5 > with the mapping fdecode to obtain the
message , which is incorrect.
This completes the illustration of the operational flow of our cryptosystem.
We note that there are N steps taken in encryption and decryption, N1 steps
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Table 2.8: The function fdecode : S → S shown in tabular form
mi

−1
fencode
(mi )

mi

−1
fencode
(mi )

A
E
I
O
R
T
a
e
i
o
r
t

I
i
m
c
t
C
p
Y
O
y
S
h

C
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H

Table 2.9: The steps of wrong decryption
Step
Step
Step
Step
Step
Step

0
1
2
3
4
5

IAmaPaOhCEycesEacMr
mIEpopcasiHAYTipARS
EmiMyMApTOeIPCOMItr
iEORHRIMCcYmoscRmhS
OictetmRsAPEyTAtEar
cOAhYhEtIoiHCIhipS

for the intermediate token generation, N2 steps for the final token generation
and N1 + N2 steps of original attribute generation. Taking into consideration
the constant time of the routing algorithm, the overall time complexity of
our proposed cryptosystem is O(N + N1 + N2 ). And for a certain instance
of encryption and decryption, the parameters N , N1 and N2 are fixed. Thus
our cryptosystem takes constant time for both encryption and decryption.
This is clearly visible in the experimental results obtained in section 2.5.

2.4.3

Security of the proposed cryptosystem

The following are some of the proofs of security of the systems, presenting some possible brute force attacks, and the time complexity of the most
intelligent possible scheme for the corresponding attack.
1. Resistance to brute force attacks to discover the underlying
CA rule being used. As mentioned in section 2.3.1, for a CA with
d
k states, r neighbours and grid of size d, there are (k d )k possibilities
r
of the mapping of the configurations, and k k possibilities of transition functions. So, the most intelligent interception through the brute

54



d kd

force attack may scale as Ω (k )


+k
, which will be extremely
kr

time consuming. For example, for k = 2, d = 20, r = 6, the value of
d
6
r
(k d )k is approximately (2.06 × 106 )10 and that of k k is approximately
1.8446×1019 . These numbers are simply a rough estimate of how many
instructions the adversary needs to carry out for this brute force attack.
2. Resistance to brute force attack on the Game of Life CA. Here,
we discuss the case where the adversary attacks the Game of Life CA
that formulates the satisfying policy. The adversary here tries to guess
the policies of each and every user. Since 3-SAT is in NP-complete,
guessing the policy will be highly time consuming. The most intelligent
brute force attack on the Game of Life CA assuming attribute set of
A
cardinality A and n users, will be Ω(exp(n ∗ 22 )), as the number of
A
all policies using the complete attribute set is 22 , which will also be
A
11
highly scaling. For example, if n = 100, A = 5, exp(n∗22 ) ≈ 73×210 .
3. Resistance to linear attacks. As seen in section 2.3.2, both the
Turing complete and reversible CAs are non-linear, and again looking at
the pragmatic magnitudes, prominent attacks on linear systems such as
differential, linear and interpolation attacks will be super-exponentially
scaling with time. For example, if there are k states and d cells in the
grid, the most intelligent linear attack will demand the computation
of d coefficients using d equations,
among
 with choosing d messages
kd
d
3
the k possibilities, rendering d choices, with O(d ) test time per
choice (by means of Gaussian elimination). Thus the time required
for



d
k
3
such an attack for a first-order cellular automaton becomes Ω d d .
This complexity keeps on scaling with increasing order
 3of linearity. For
kd
instance, if k = 2, d = 5, an approximate value of d d is 6.95 × 10240 .
This itself tells us how strong our system is against linear attacks.
4. Resistance to attacks on attribute authorities. Now the attribute
authorities exchange intermediate tokens and final tokens among each
other. So the most intelligent attacks on the attribute authorities will
be a brute-force attack to check which of all the possible CA rules
are reversible or not. As concluded from section 2.3.2, the fraction
d )!
. So the time complexity of a maximal
of reversible CA rules are (k
dk
k d
probabilistic brute force attack to check whether a rule is reversible or
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not is Ω(exp((k d )!)), which is also high. For instance, if k = 2, d = 10,
2639
then exp((k d )!) ≈ 43 × 210 .
5. Resistance to attacks by malicious attribute authorities. It
might be a case where some malicious attribute authorities might not
forward some of the attributes to the corresponding authorities. In
that case, the nearest attribute authority to the central authority is not
able to send the final tokens, and the central authority stops waiting
after its timer has gone off. The dummy packet it sends cautions the
authority that the process of forwarding has gone wrong at some point.
So it waits for some time, replies back with the dummy packet and
the entire process restarts. Since the nearest authority waits for some
time, the network is released of its traffic, authorities have their buffers
cleared, and the system successfully comes back to its original state.

2.5

Experimental Results

In this section, we evaluate the performance of our cryptosystem in various
scenarios. The important metric of consideration here is the time complexity
of encryption and decryption algorithms. The experiments illustrated here
are of programmatic nature, i.e. software-enabled mechanisms have been
used. The testing environment is set up in Python and Wolfram languages,
where standard libraries are used wherever required, and linear operations
happen via BLAS (Basic Linear Algebra Subsystem) packages [36].

2.5.1

Complexity of encryption and decryption

The time complexity of the encryption and decryption in such an environment
is governed by the size of the hardware, the number of steps (N1 and N2 ) in
tokenization, the random public key parameter N and the network topology
among the attribute authorities. For the sake of simplicity of analysis, we
show the effect assuming the hardware is as large as the input message,
however it can be easily generalized easily to large size messages. Figure 2.4
shows the variation of the encryption and decryption time with the length
of the message. Figure 2.5 shows the same with the number of steps in
intermediate tokenization (N1 ) and figure 2.6 with that of final tokenization
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(N2 ). Figure 2.7 shows the variation with the public key parameter N .
All these results were obtained by considering the attribute authorities in
a logical mesh topology. Figure 2.8 shows a comparison of the same across
different kinds of topology with fixed message length, parameters N1 and N2 ,
and public key parameter N . Comparison has been made among mesh, star,
tree, ring, and hypercube topology among 8 attribute authorities. Figure
2.4 shows that the practical time complexity is invariant of the length of
the message, as the definition of CA itself allows the entire plaintext to
be accommodated wholly in a single go. Figures 2.5, 2.6 and 2.7 show a
direct linear relationship between the speed and the number of steps taken
in tokenization, and also with the public key parameter which substantiates
the time complexity of O(N + N1 + N2 ) derived in section 2.4.2. Figure
2.8 reveals that the decryption time is invariant of the routing algorithm
or the topology, but the encryption time is dependent on the same. For
example, the encryption time is maximum for tree and ring topology (as the
diameter of the graph is the highest) and minimum for the star topology
(as the diameter of the graph is 2). The diameter of a graph is defined
as the maximum possible length of the shortest path between all pairs of
vertices. Comparison with existing cryptosystemsComparison with existing
cryptosystems

2.5.2

Comparison with existing cryptosystems

A comparison of the performance of our proposed cryptosystem has been
made with an existing efficient statically-secure large-universe multi-authority
attribute-based cryptosystem [35]. Figures 2.9 and 2.10 clearly show that our
cryptosystem performs much better than the existing systems in terms of encryption and decryption times. This is because existing systems, such as the
Rouselakis - Waters scheme (RW-scheme) [35], have linear time complexity.
On the other hand, our cryptosystem has constant time complexity in terms
of message length. Here the encryption and decryption times consider the
processes in totality, i.e. the time required for pairing, key generation etc.
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Figure 2.4: The plot of encryption and decryption time (in µs) against the
message length l (in MB). The parameters held constant are N = 60, N1 =
60, N2 = 60. The attribute authorities are assumed to be connected in mesh
topology.

Figure 2.5: The plot of encryption and decryption time (in µs) against number of steps N1 in intermediate token generation. The parameters held constant are N = 60, N2 = 60 and a message length of 1.5 MB. The attribute
authorities are assumed to be connected in mesh topology.

2.6

Conclusion

In this chapter, we propose a distributed multi-authority attribute based encryption for large-scale cloud systems using reversible and Turing-complete
cellular automata. This system uses reversible CAs for distributed attribute
authorization, encryption and decryption and Turing-complete CAs for policy validation. We have shown the security of our system in encryption,
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Figure 2.6: The plot of encryption and decryption time (in µs) against number of steps N2 in final token generation. The parameters held constant are
N = 60, N1 = 60 and a message length of 1.5 MB. The attribute authorities
are assumed to be connected in mesh topology.

Figure 2.7: The plot of encryption and decryption time (in µs) against public
key parameter N . The parameters held constant are N1 = 60, N2 = 60 and
a message length of 1.5 MB. The attribute authorities are assumed to be
connected in mesh topology.
decryption and attribute authorization. The system is designed a way where
the attribute authorization and encryption-decryption mechanisms are independent of each other, which makes the system adaptable to any topology of
attribute authority network. Also, we have shown the efficacy of the system in
terms of requirement of lesser hardware and accommodation of unrestricted
number of users. We believe that improvement in distributed computational
hardware in the future will reduce the cost of CA.
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Figure 2.8: The plot showing the variation of encryption and decryption time
across different kinds of topology of the attribute authorities. Parameters
N, N1 and N2 are held constant at 60, and the message length is fixed at 1.5
MB.

Figure 2.9: The plot showing the variation of encryption time with the message length (in MB) of both the proposed cryptosystem and the RW-scheme
[35]. The blue curve shows the measure of time in microseconds whereas the
red curve shows the same in millisecond. Parameters N, N1 and N2 of our
proposed cryptosystem are held constant at 60. The attribute authorities
are assumed to be connected in mesh topology.
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Figure 2.10: The plot showing the variation of decryption time with the
message length (in MB) of both the proposed cryptosystem and the RWscheme [35]. The blue curve shows the measure of time in microseconds
whereas the red curve shows the same in millisecond. Parameters N, N1 and
N2 of our proposed cryptosystem are held constant at 60. The attribute
authorities are assumed to be connected in mesh topology.
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Chapter 3
Formal verification of deep
neural networks using learning
cellular automata
Chapter Abstract
Deep neural networks (DNNs) have found diverse applications such as image processing, video processing, text classification, computer vision, safetycritical systems such as controllers for autonomous vehicles etc. But for
DNNs in safety-critical systems, formal verification becomes really essential
before actual deployment. There have been several algorithms, like the Reluplex algorithm, which are limitedly scalable. It has been claimed that the
formal verification can be made significantly more scalable by means of intelligent parallelisation. Cellular automata (CAs) have also analysed to have
some computational power and universality apart from highly scaling data
parallelism. Recent literature reveals that cellular automata have been studied as a black box for neural networks to study their temporal evolution and
predict the transition rules. In this chapter, we propose a formal verification system for deep neural networks by using equivalent learning cellular
automata (LCA), a new discrete structure that incorporates all the properties of a CA associated with some learning algorithm. We provide necessary
formal definitions of CAs, DNNs, and LCAs, and prove that the emulation
complexity of an equivalent LCA for a given DNN is NP-complete. Finally,
we describe the overall layout of the verifier based on a polynomial-time ap66

proximation of the emulation, illustrated by extensive experimental results.1

3.1

Introduction

Deep neural networks consist of many nodes with some computational power,
arranged in layers, that pass data from one layer to another. Input neurons
get activated through sensors perceiving the environment, other neurons get
activated through weighted connections from previously active neurons [16].
The computational power that the nodes have is the activation function that
characterise the network. The commonly used activation functions include
sinusoidal [12], linear, logarithmic, exponential functions [13], and rectified
linear units [11]. DNNs find a lot of applications in neural network controllers, image recognition, text classification [14], safety-critical systems like
controllers for autonomous vehicles [8, 9, 10, 17], simulation of land use [15]
etc. Applications like those employed in safety-critical systems demand rigorous testing of the DNNs, which is met by formal verification. Linear programming (LP), SMT solvers [18, 19] and Reluplex solvers [8, 10] are some
of the approaches suggested in this direction. But they have been experimentally seen to be scalable to a limited extent with respect to the size of
the neural network and the size of the specification. It has been claimed that
the formal verification can be made significantly more scalable by means of
intelligent parallelisation.
Cellular automata (CA) [1] are machines consisting of a grid of cells, each in
one of a finite number of states. The grid evolves in terms of the states of
its cells, all following a common transition rule. All the cells evolve simultaneously, thus exhibiting extremely high degree of data parallelism. Some
elementary cellular automata [1] show class 4 behaviour [2], i.e. they display globally complex behaviour with locally interacting structures. Such
CA were conjectured to be Turing-complete. Rule 110 CA has been proven
to be Turing-complete [2] but the emulation complexity is too high to be
practically implementable on a digital computer. Also, two-dimensional CA
like the Game of Life has also been proven to be Turing-complete [1] by
showing some seeds to be emulating logic gates like AND, OR, and NOT
1
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gates. But even this emulation is practically expensive and time-consuming.
Recent applications of CA in deep learning ventures have correlated the two
somewhat different concepts in different ways. Cellular automata like Game
of Life have been modelled as convolutional neural networks [29] to learn the
transition rules from the video of the temporal evolution of a given cellular
automata. There are also suggestions on applications of DNN by means of a
CA to simulate land use changes [15], where the DNN can be used as a base
of the CA model transition rule.
This chapter discusses a formal verification system for deep neural networks
by converting it into an approximate learning CA, a new discrete structure
that learns its own transition function from the incoming data. The CA
we present here shows the outcome of all possible values of the input data
in the same grid and keeps evolving its transition rules as per the learning
algorithm, so it performs the verification of all possible inputs. The following
are the features of our proposed system:
1. The overall system considers all possible inputs simultaneously in a single cell, so the verification happens in constant time. The convergence
of the system is completely governed by the learning algorithm, so the
focus lies mostly on this other than the structure of the neural network.
2. It would be easy to determine the failing inputs directly from the grid
itself, as the contents of the cells are readily available and may be
passed through a digital logic implementing the post-conditions of the
specification.
3. The overall structure can be easily reconfigurable to higher precision
as our algorithm is merely a truncation and runs in polynomial time,
but still behaves as a subclass of the overall solution that runs in exponential time. The neural network is first converted to an equivalent
function, and is then approximated using the nultivariate Taylor series. For higher precision, one can use higher orders of Taylor series
approximation.
4. Changing the seed of the CA easily allows the same verification system
to emulate another completely different DNN without much difficulty,
thus facilitating ease of reuse.
The rest of the chapter is organised as follows. In section 3.3, we introduce
some formal notions of cellular automata, deep neural networks and learning
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cellular automata. Also we present an algorithm to convert a DNN to its
equivalent LCA, and proved that it is in NP-complete. In section 4.2.3, we
describe our proposed LCA-based formal verifier. In section 4.4, we present
various experiments on the performance of this system and compare it with
existing methods such as SMT solvers and LP solvers. We finally conclude
in section 6.5.

3.2

Related work

The problem of formally verifying any deep neural network is NP-complete
[8]. Existing formal verification systems capable of handling various kinds
of constraints include SMT solvers [18, 19] and linear programming solvers
[9]. But these scale to a very limited extent [19]. An improvement in this
direction was the development of the Reluplex algorithm [8] that considered
a limited subset of all possible constraints. To improve further in terms of
scalability, it has been suggested that constraints might be represented in a
better way, and some smart parallelisation may be used. Cellular automata
possess inherent data parallelism which can be highly scaling. Also, the interaction of the various ’cells’ in a CA by means of its transition function,
as defined in section 3.3.2, produce interesting informational variation. But
as of now, their applicability is limited to domains like convolutional neural
networks [29], detection of land use patterns [15]. In this chapter, we have
provided both general (which is in NP-complete as shown in section 3.3.5)
as well as approximate conversion of a neural network to an equivalent cellular automaton that learns from the ambient environment and changes its
transition rules to emulate the learning behaviour over the entire span of the
input space in a largely parallelised fashion. The algorithms presented here
do not get heavily influenced by the scaling behaviour of the constraints, but
show good performance in terms of time and propagation error as shown in
section 4.4.
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3.3

Background

In this section, we formally define general cellular automata and then introduce the notion of learning cellular automata. We also formally define deep
neural networks with one single activation function in all the layers. We finally prove that the emulation complexity of a DNN into a learning CA is
NP-complete, by presenting an algorithm to fulfil the same.

3.3.1

Formal definition of a first-order cellular automata

Any n-dimensional r-neighbourhood first-order cellular automata (CA)
can be defined as a 4-tuple (S, Qt , N, f ) where S ⊆ N, known as the set of
states; Qt is an l1 × l2 × l3 · · · × ln matrix for an instance of time t, where
∀k ∈ {1, 2, 3, 4, . . . n}∀ik ∈ {1, 2, 3, 4, . . . lk }, Qt [i1 , i2 , i3 , . . . in ] ∈ S; N is an
r × n matrix known as the neighbourhood matrix; and finally f : S r+1 → S,
known as the transition function. Here the future state of a cellular automaton is defined in the following way
∀k ∈ {1, 2, 3, 4, . . . n}∀ik ∈ {1, 2, 3, 4, . . . lk },
Qt+1 [i1 , i2 , i3 , . . . in ] = f (Qt [i1 , i2 , i3 , . . . in ], h1 , h2 , h3 , . . . hr )
where hm = Qt [{(ik + N [m, k]) mod lk )∀k ∈ {1, 2, 3...lm }}]
∀m ∈ {1, 2, 3, . . . r}.
A special case where n = 1, r = 2, S = {0, 1}, N = (1, −1)T , the cellular
automaton becomes an elementary cellular automaton. The decimal equivalent of the binary number formed by an ordered sequence of the images of
the function f of an elementary cellular automaton is said to be its ’rule’,
or the ’Wolfram rule’. An example running of rule 110 cellular automaton
is graphically illustrated in figure 6.1 [2]. Also, I hereby would refer to the
sequence Q1 , Q2 , Q3 , Q4 . . . as the temporal evolution of a cellular automaton, the matrix Q1 as the seed of the machine. Another classical example of
a two dimensional cellular automaton is shown in figure 6.2, known as the
’Conway’s Game of Life’ [1], whose transition function is verbally described
as follows.
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1. Any live cell with fewer than two live neighbours dies, as if by underpopulation.
2. Any live cell with two or three live neighbours lives on to the next
generation.
3. Any live cell with more than three live neighbours dies, as if by overpopulation.
4. Any dead cell with exactly three live neighbours becomes a live cell, as
if by reproduction.
Figure 3.1: A demonstration of the rule 110 cellular automaton [2]. The first
row shows the transition rules. It is noteworthy of the binary number formed
of the outputs, whose decimal equivalent is rule 110. The subsequent grid
shows the temporal evolution, where the initial seed consists of a single one
and rest all zeroes.

3.3.2

Formal definition of a general cellular automata

An n-dimensional r-neighbourhood g-order cellular automata can be defined as a 4-tuple (S, Qt , N, f ) where S ⊆ N, known as the set of states;
Qt is an l1 × l2 × l3 · · · × ln matrix for an instance of time t, where ∀k ∈
{1, 2, 3, 4, . . . n}∀ik ∈ {1, 2, 3, 4, . . . lk }, Qt [i1 , i2 , i3 , . . . in ] ∈ S; N is an r × n
matrix known as the neighbourhood matrix; and finally f : S (g+1)(r+1) → S,
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Figure 3.2: A demonstration of the Game Of Life cellular automaton [1].
The first grid shows the seed, and the subsequent grids show the temporal
evolution of the same. This is known as a ’glider’.

known as the transition function. Here the future state of a cellular automaton is defined in the following way
∀k ∈ {1, 2, 3, 4, . . . n}∀ik ∈ {1, 2, 3, 4, . . . lk },
Qt+1 [i1 , i2 , i3 , . . . in ] = f (Qt [i1 , i2 , i3 , . . . in ], h1 , h2 , h3 , . . . hr )
where hm = {
Qt−u [{(ik + N [m, k]) mod lk )∀k ∈ {1, 2, 3...lm }}]∀u ∈ {0, 1, 2, 3 . . . g}
}
∀m ∈ {1, 2, 3, . . . r}.

3.3.3

Learning cellular automata

An n-dimensional first-order learning cellular automaton (LCA) as a
6-tuple (S, Qt , Rt , N, ft , A) where S ⊆ N; Qt is an l1 × l2 × l3 · · · × ln matrix
for an instance of time t, where ∀k ∈ {1, 2, 3, 4, . . . n}∀ik ∈ {1, 2, 3, 4, . . . lk },
Qt [i1 , i2 , i3 , . . . in ] ∈ S; N is an r × n matrix; ft : S r+1 → S, the transition
function for the instance of time t. Here the future state of a cellular automaton is defined in the following way
∀k ∈ {1, 2, 3, 4, . . . n}∀ik ∈ {1, 2, 3, 4, . . . lk },
Qt+1 [i1 , i2 , i3 , . . . in ] = ft (Qt [i1 , i2 , i3 , . . . in ], h1 , h2 , h3 , . . . hr )
where hm = Qt [{(ik + N [m, k]) mod lk )∀k ∈ {1, 2, 3...lm }}]
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∀m ∈ {1, 2, 3, . . . r}.
Here Rt is the observed data matrix at time instance t (which is of the same
dimension as Qt ), that is meant to be coming from the ambient environment,
ft+1 = A(ft , Rt , Qt ), where A is the learning algorithm. The emulation of an
NN to an LCA would lead to the learning parameters that show up in the
learning algorithm.
Similarly, an n-dimensional r-neighbourhood g-order cellular automata can
be defined as a 6-tuple (S, Qt , Rt , N, ft , A) where S ⊆ N, known as the set
of states; Qt is an l1 × l2 × l3 · · · × ln matrix for an instance of time t,
where ∀k ∈ {1, 2, 3, 4, . . . n}∀ik ∈ {1, 2, 3, 4, . . . lk }, Qt [i1 , i2 , i3 , . . . in ] ∈ S;
N is an r × n matrix known as the neighbourhood matrix; and finally
f : S (g+1)(r+1) → S, known as the transition function. Here the future state
of a cellular automaton is defined in the following way
∀k ∈ {1, 2, 3, 4, . . . n}∀ik ∈ {1, 2, 3, 4, . . . lk },
Qt+1 [i1 , i2 , i3 , . . . in ] = f (Qt [i1 , i2 , i3 , . . . in ], h1 , h2 , h3 , . . . hr )
where hm = {
Qt−u [{(ik + N [m, k]) mod lk )∀k ∈ {1, 2, 3...lm }}]∀u ∈ {0, 1, 2, 3 . . . g}
}
∀m ∈ {1, 2, 3, . . . r}.

3.3.4

Deep neural networks

Formally, for a deep neural network (DNN) with an activation function Θ :
R → R, along the lines of [8],
1. We use n to denote the number of layers.
2. si denotes the size of ith layer (i.e. the number of nodes in the ith layer),
1 ≤ i ≤ n,
(a) Layer 1 is the input layer.
(b) Layers 2, 3, . . . n − 1 are the hidden layers.
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(c) Layer n is the output layer.
3. The value of j th node of the layer i is denoted by vij and the column
vector [vi,1 , vi,2 , . . . vi,si ]T is denoted by Vi |si ×1 .
4. Each layer i, 2 ≤ i ≤ n has a weight matrix Wi of si × si−1 and a bias
vector Bi |si ×i such that
Vi |si ×1 = Θ(Wi |si ×si−1 × Vi−1 |si−1 ×1 + Bi |si ×1 )

(3.1)

An architectural example of the DNN is illustrated in figure 3.3, where any
activation function can be incorporated. One commonly used activation function is the rectified linear unit (ReLU), defined as Θ(x) = max(0, x), used in
a lot of applications [11], consequently calling for a large number of solutions
to the formal verification problem specifically for ReLU DNNs [8, 9, 10, 14].
Other activation functions include sinusoidal function (Θ(x) = sin(x)) [12]
and some other prominent functions such as linear, logarithmic, and exponential functions [13].
Figure 3.3: A fully connected DNN with 5 input nodes (in green), 5 output
nodes (in red), and 4 hidden layers containing a total of 36 hidden nodes (in
blue) [10].

3.3.5

Conversion of neural network to LCA is NPcomplete

Here we are trying to present an emulation of a neural network consisting
in an equivalent cellular automaton based on algorithms used in symbolic
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computation. The emulation consists of the following phases.
Phase 1: Extraction of an equivalent function from the neural network Here we can treat the input neural network as a parse tree with the
nodes consisting of activation functions and the edges. Therefore, applying
bottom up parsing through this network allows the generation of the expression by supplementing an appropriate S-attributed grammar. So this phase
of conversion is in P, the time consumed is linear with respect to the number
of nodes in the neural network, as the proposed algorithm is essentially a
modified breadth-first search from the leafs of the equivalent directed acyclic
graph.
Phase 2: Finding a differential equation satisfied by the function
To analyse this phase, we first try to pose the problem as, ’Given a function
F and a differential equation D, does F satisfy D?’. Guenter [37] suggests a
graph-theoretic method of symbolic differentiation of a given function, which
is proven and observed to be faster than some commercially viable computer
algebra system. For a function f : Rn → Rm with an expression with ν
nodes, the time to perform symbolic differentiation is O(mnν 3 ). Also, the
evaluation of differential expression is also in P, from the algorithm discussed
in phase 1. Since the posed problem is in P, from the formal definition, finding at least one such D for a given F is in NP.
Say function f is differentiated n times with respect to x, resulting in a se2
3
n
, ∂ f , ∂ f , · · · ∂∂xnf }, and an algebraic expression E({x1 , x2 , · · · xn }).
quence S = {f, ∂f
∂x ∂x2 ∂x3
We can always find a finite set of functions F = {f1 , f2 , f3 , · · · fn } and another
algebraic expression E 0 ({x1 , x2 , · · · xn }), satisfying
E(S) = 0 =⇒ E 0 (F ) = 0

(3.2)

Separating the coefficients for each of the elements fi ∈ F , there will be
n different equations E100 , E200 , · · · En00 , each with c coefficients (not necessarily
non-zero), described by the coefficient matrix C as follows.
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a11
 a21
C=
· · ·
an1

a12
a22
···
an2

a13
a23
···
an3

···
···
···
···


a1c
a2c 

· · ·
anc

(3.3)

The ith row of the matrix C shows the coefficients in the equation Ei00 . Each
such equation Ei00 is to be solved for the unknown coefficients {ai1 , ai2 , · · · aic }
associated with the terms Ti = {ti1 , ti2 , ti3 · · · tin } as an instance of the subset
sum problem for the multi-set (Ti , mi ), where mi (tik ) = max({ai1 , ai2 , · · · aic })
∀1 ≤ k ≤ n. Since we know that subset sum problem is in NP-complete,
using the above polynomial-time reduction, one can claim that finding a
differential equation D satisfied by a given function f is NP-complete.
Phase 3: Converting a differential equation into recurrence relation
Again we can define an S-attribute grammar that can be applied over LRparsing of the differential equation, that substitutes each differential term by
the recurrence relation obtained by first principle derivative. A similar approach is used in Risch’s algorithm [6] where known integrals are substituted
in accordance with the Liouville theorem. So this conversion is also in P.
Phase 4: Expression of a recurrence relation using a cellular automaton Omohundro’s algorithm [5] suggests that the transition function
of the converted CA can be calculated using the recurrence relation itself.
The boundary condition of the differential equation appears in the initial
seed of the CA. So this final phase is also in P.
For example, consider the DNN in figure 3.4 with n = 2 layers, activation
function Θ(x) = tan−1 (x), s1 = 3, s2 = 2, and
 
x

1. V1 = y 
z


0.3 0.7 0
2. W2 =
0 0.8 0.2
 
1
3. B2 =
2
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In phase 1, we get V2 = tan−1 (W2 V1 + B2 ), which is,
 

 x
 
0  
1
−1 0.3 0.7
y +
V2 = tan (
)
0 0.8 0.2
2
z
 −1

tan (0.3x + 0.7y + 1)
=
tan−1 (0.8y + 0.2z + 2)


f1 (x, y, z)
=
f2 (x, y, z)
=⇒ f1 (x, y, z) = tan−1 (0.3x + 0.7y + 1), f2 (x, y, z) = tan−1 (0.8y + 0.2z + 2)
In phase 2, specifically for function f1 (x, y, z), an ideal symbolic manipulation
after the first differentiation with respect to the variables leads us to

tan(f1 ) = 0.3x + 0.7y + 1
0.3
∂f1
=
= 0.3cos2 (f1 )
=⇒
2
∂x
1 + (0.3x + 0.7y + 1)
0.7
∂f1
=
= 0.7cos2 (f1 )
2
∂y
1 + (0.3x + 0.7y + 1)
∂f1
=0
∂z
∂f1 ∂f1 ∂f1
+
+
= cos2 (f1 )
=⇒
∂x
∂y
∂z
In phase 3, the differential equation is converted to a recurrence relation
by replacing each differential term by the derivative by first principle, as is
explained below.
∂f1 ∂f1 ∂f1
+
+
= cos2 (f1 )
∂x
∂y
∂z
f1 (x + ∆x, y, z) − f1 (x, y, z)
f1 (x, y + ∆y, z) − f1 (x, y, z)
=⇒ lim
+ lim
∆x→0
∆y→0
∆x
∆y
f1 (x, y, z + ∆z) − f1 (x, y, z)
+ lim
= cos2 (f1 (x, y, z))
∆z→0
∆z
77

By choosing appropriate values of ∆x, ∆y, and ∆z, we can safely claim that

f1 (x + ∆x, y, z) − f1 (x, y, z) f1 (x, y + ∆y, z) − f1 (x, y, z)
+
∆x
∆y
f1 (x, y, z + ∆z) − f1 (x, y, z)
+
= cos2 (f1 (x, y, z))
∆z
=⇒ f1 (x, y, z + ∆z) = f1 (x, y, z)+
"
#

f1 (x + ∆x, y, z) − f1 (x, y, z) f1 (x, y + ∆y, z) − f1 (x, y, z)
2
+
∆z cos (f1 (x, y, z)) −
∆x
∆y
In phase 4, the above recurrence relation is converted into the corresponding
CA using the Omohundro’s algorithm [5]. In general, due to phase 2, automated emulation of a neural network into an equivalent cellular automaton
is in NP-complete. Other than the performance, uniqueness of the solution
is also under question. There can be more than one differential equation satisfied by a function. If one DE D is found satisfied by a function F , another
DE D0 obtained by differentiating both sides by the same variable, but is
also satisfied by F . So there can be infinitely many differential equations
fulfilling the purpose. Working in the reverse direction, integration with respect to any one variable introduces an integration constant, which can take
any value. So this shows that an emulating CA can represent infinitely many
neural networks. This shows that the equivalent CA forms the basis of a
class of neural networks.

3.4

Overall framework for the proposed formal verification

Here we present the design of the overall framework for the formal verification
of the neural networks using learning cellular automata. We begin with a
polynomial time approximation of the algorithm presented in section 3.3.5.
We use this to present stage-by-stage analytical architecture of our system.
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Figure 3.4: The exemplary DNN with two layers with edges labelled with
weights. The activation function considered here is Θ(x) = tan−1 (x).

3.4.1

A polynomial time approximation for LCA from
neural networks

A general NP-complete algorithm to obtain an equivalent cellular automata
from a given neural network has been shown in section 3.3.5. Precisely, the
NP-completeness arises from the phase 2 of the algorithm, where one needs
to obtain a differential equation satisfied by a given function. Here, a polynomial time approximation of this phase is shown here for a general function,
f : Rn → R, of n variables.
Using a simple multivariate Taylor expansion we can obtain n + 1 constants
α1 , α2 , . . . , αn , β from the function f such that

f (x1 , x2 , . . . xn ) = β + α1 x1 + α2 x2 + · · · + αn xn + O(x1 x2 . . . xn )
where,
β = f (0, 0, 0 . . . 0)
αi =

∂f
|(0,0,0...0) ∀i ∈ {1, 2, 3, . . . n}
∂xi
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(3.4)

One of all the PDEs satisfied by f is given as,
∂f
∂f
∂f
+
+ ··· +
= α1 + α2 + · · · + αn
∂x1 ∂x2
∂xn

(3.5)

where f (0, 0, 0 . . . 0) = β and f (x1 , x2 . . . xn−1 , 0) are defined for xi 6= 0, 1 ≤
i ≤ n. Here xn may be treated as a temporal variable, and αi s may vary with
time. Since function simplification and derivative computation can happen in
polynomial time, obtaining the differential equation with this approximation
can also be done in polynomial time.

3.4.2

Formal verification system

Now we present the design of the formal verification system for the deep
neural network using the polynomial time heuristic sketched in section 3.4.1
that converts the DNN into an equivalent LCA. We begin with phase 1
explained in section 3.3.5, where we obtain the function from neural network.
Using equation 3.1 described in section 3.3.4 for a neural network with n − 1
hidden layers and activation function Θ, we obtain subsequent final formulas
for the output from the corresponding layers as,

V2 = Θ(W2 V1 + B2 )
V3 = Θ(W3 V2 + B3 )
= Θ(B3 + W3 Θ(B2 + W2 V1 ))
V4 = Θ(B4 + W4 Θ(B3 + W3 Θ(B2 + W2 V1 )))
.........
Vn = Θ(Bn + Wn Θ(Bn−1 + Wn−1 Θ(. . . Θ(B2 + W2 V1 ) . . . )))
Ultimately, the nth layer vector Vn can be represented as a set of functions
F = {f1 , f2 , f3 . . . fn } such that
vn,i = fi (v1,1 , v1,2 , . . . , v1,s1 )
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Now we are going to obtain the differential equations corresponding to all
the functions f ∈ F . Rearranging equation 3.5, we obtain
n

n−1

X
X ∂f
∂f
=
αi −
∂xn
∂xi
i=1
i=1

(3.6)

Following phase 3 of the general algorithm in section 3.3.5,
f (x1 , x2 , x3 . . . , xn−1 , xn + ∆xn ) − f (x1 , x2 , x3 . . . , xn−1 , xn )
=
∆xn →0
∆xn
lim

n
X

αi −

i=1

n−1
X
i=1

f (x1 , x2 , . . . xi−1 , xi + ∆xi , xi+1 , . . . xn ) − f (x1 , x2 , . . . xi−1 , xi , xi+1 , . . . xn )
∆xi →0
∆xi
lim

An appropriate choice of the incrementals ∆xi , ∀i ∈ {1, 2, . . . n}, leads us to,

∆xn

f (x1 , x2 , x3 . . . xn + ∆xn ) = f (x1 , x2 , x3 , . . . xn )+
!
n
n−1
X
X
f (x1 , x2 , . . . xi−1 , xi + ∆xi , xi+1 , . . . xn ) − f (x1 , x2 , . . . xi−1 , xi , xi+1 , . . . xn )
αi −
∆xi
i=1
i=1
(3.7)

From this, we can define the equivalent LCA L as the 6-tuple (S, Qt , Rt , N, ft , A)
where S = R, Qxn (x1 , x2 , . . . xn−1 ) = f (x1 , x2 , x3 . . . xn ), Rt comes from the
actual data coming from the environment, ft is corresponding CA rule for
the recurrence relation defined in equation 3.7, A is the learning algorithm
and

∆x1
0
0
 0 ∆x2
0

0
0
∆x
N =
3

 ··· ··· ···
0
0
0


···
0
···
0 

···
0 

···
··· 
· · · ∆xn−1

(3.8)

This is one such LCA for the corresponding function f ∈ F . There are
sn such simultaneous LCAs that would approximately emulate the entire
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Figure 3.5: The overall design of the formal verification system. The blocks
containing ’Spec. Logic’ have a common first-order logic based representation
of the formal specification.
Spec. logic

SAT/UNSAT

Spec. logic

SAT/UNSAT

Spec. logic

SAT/UNSAT

Neural network

CONVERSION
ALGORITHM

LEARNING CELLULAR AUTOMATON

DNN. This framework can be used for formal verification of the DNN in the
following way:
1. The indices xi , ∀i ∈ 1, 2, 3, . . . n of the grid of the LCA, i.e. Qt are
chosen so that they satisfy the pre-conditions of the specification.
2. The cells of the grid Qt of the LCA, along with their neighbours defined
by the neighbourhood matrix N , are passed through the digital logic
according to the post-conditions of the specification.
Figure 3.5 shows the overall design of the formal verification system. For
example, consider the DNN in figure 3.6 with n = 2 layers, activation function
Θ(x) = tan−1 (x), s1 = 3, s2 = 1, and
 
x
1. V1 = y 
z


2. W2 = g1 (t) g2 (t) g3 (t)
 
3. B2 = 0
In phase 1, we get V2 = tan−1 (W2 V1 + B2 ), which is,
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Figure 3.6: Another exemplary DNN with two layers with edges labelled with
weights. The activation function considered here is Θ(x) = tan−1 (x).
Input layer
Output layer
x

g1(t)

y

g2(t)

f1(x,y,z,t)

g3(t)
z

 


 x
 
−1


g1 (t) g2 (t) g3 (t) y + 0
V2 = tan
z



−1
= tan
g1 (t)x + g2 (t)y + g3 (t)z


= f1 (x, y, z, t)


−1
=⇒ f1 (x, y, z, t) = tan
g1 (t)x + g2 (t)y + g3 (t)z



0.447

where g1 (t) = 0.5
0.447

0.2





1.62t −(−0.62)t

0.447

, g2 (t) = 0.3


1.62t −(−0.62)t

.

Computing αi , i ∈ {1, 2, 3, 4} as described in equation 3.4,
∂f1
|0,0,0,0 = 1
∂x
∂f1
α2 =
|0,0,0,0 = 1
∂y
α1 =
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1.62t −(−0.62)t

and g3 (t) =

∂f1
|0,0,0,0 = 1
∂z
∂f1
|0,0,0,0 = 0
α4 =
∂t
π
β = f1 (0, 0, 0, 0) =
4
α3 =

Following the lines, we obtain the differential equation,
∂f1
=3−
∂t



∂f1 ∂f1 ∂f1
+
+
∂x
∂y
∂z



Assuming ∆x = ∆y = ∆z = ∆t = 1, we obtain the recurrence relation as,

f1 (x, y, z, t + 1) − f1 (x, y, z, t) =

3 − f1 (x + 1, y, z, t) − f1 (x, y, z, t) + f1 (x, y + 1, z, t)

−f1 (x, y, z, t) + f1 (x, y, z + 1, t) − f1 (x, y, z, t)
=⇒ f1 (x, y, z, t + 1) = 4f1 (x, y, z, t) + 3 − f1 (x + 1, y, z, t)
−f1 (x, y + 1, z, t) − f1 (x, y, z + 1, t)

(3.9)

with the boundary conditions f1 (0, 0, 0, 0) = π4 , and f1 (x, y, z, 0) = tan−1 (x+
y + z), x 6= 0, y 6= 0, z 6= 0. So we can define the equivalent LCA L as the
6-tuple (S, Qt , Rt , N, ft , A) where S = R, Qt (x, y, z) = f1 (x, y, z, t), Rt comes
from the actual data coming from the environment, ft is the corresponding
CA rule for the recurrence relation defined in equation 3.9, A is the learning
algorithm and

1
0
N =
0
0

0
1
0
0

0
0
1
0


0
0

0
1

(3.10)

For example, Q1 (1, 1, 1) = 0.784735 and the original neural network results
in f1 (1, 1, 1, 1) = 0.784739, which renders approximately 0.0007% error. The
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Table 3.1: The specification verification table for the
hood points at the given time instances.
(x0 , y0 , z0 )
(0,2,3) (2,2,3) (1,1,3) (1,3,3)
t0 Robustness
1 UNSAT
F
T
T
T
2 SAT
T
T
T
T
3 UNSAT
F
T
T
T
4 UNSAT
T
T
T
T

considered neighbour(1,2,2)

(1,2,4)

T
T
T
T

T
T
T
T

variation of this error against various parameters has been adjudged in section
4.4. As an example of verification for a time instance t0 , we consider the
following specification of the local adversarial robustness around a given point
(x0 , y0 , z0 ) [8].

∀(x, y, z) ∈ R3 , k(x, y, z) − (x0 , y0 , z0 )k < δ
=⇒ kf1 (x, y, z, t0 ) − f1 (x0 , y0 , z0 , t0 )k < 

(3.11)

Let (x0 , y0 , z0 ) = (1, 2, 3), δ = 1,  = 3. For time instances t0 = 1, 2, 3, 4, Table
3.1 shows the points where the specification 3.11 is met or not. The time
taken to check these points for the satisfiability of the formal specification is
not much, but are dependent on some factors as shown in section 4.4.

3.5

Experimental results

In this section, we show some experimental results that exhibit the efficiency
of the proposed formal verification system in terms of time complexity. There
are two aspects of this: the time taken to convert the given neural network
to the CA, and time taken to verify the properties using that CA. The dependence of the time taken on various characteristics of a DNN such as
number of layers, number of nodes per layer, choice of activation etc. are
illustrated through the results shown in section 3.5.1. The other aspect,
i.e. the verification time complexity, has been dealt with and its variation
with the number of boolean conditions/predicates and the number of layers in DNN has been shown in section 3.5.2. Also, as seen in equation 3.4,
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the truncation error of approximation is O(∆x1 ∆x2 . . . ∆xn ), where n is the
number of nodes in the input layer and ∆xi s are the resolution differences.
This error gets propagated to the verification stage as well, when the values
are borrowed from the LCA grid. This has been experimented upon and
shown in section 3.5.3. Finally, the existence of classes of formal verification methods such as satisfiability modulo theories (SMT) solvers and linear
programming (LP) solvers has also been considered, and some experimental
comparison with our proposed methodology has been made in section 3.5.4.
All the implementations have been done in Mathematica 11.2, where welloptimised in-built functions such as NetGraph (used for constructing deep
neural networks), CellularAutomaton (used for emulation of learning CA),
FindInstance (which makes use of SMT to find a satisfiable instance for a
predicate) and LinearProgramming (which solves LP problems using some
compile-time optimisations) are effectively used.

3.5.1

Experiments on conversion of DNN to LCA

The time taken to convert a neural network into its learning cellular automata using the four-phase method explained in section 4.2.3 varies with
the choice of activation function, number of layers and number of nodes per
layer. Figure 3.7 illustrates that the variation of time is dictated by how
complex the activation function is. Figure 3.8 and Figure 3.9 show that the
time increases steadily with the increase in total number of nodes in the
DNN.

3.5.2

Experiments on verification using LCA

The actual verification phase for the DNN, as explained in section 3.4.2,
involves only the equivalent LCA, specifically the grid values. A first-order
logic formula representing the formal specification for the DNN takes into
account these grid values for the verification. So the overall verification time
solely depends on the specification (in fact, it increases with the number of
conditions) and not on the size of the neural net itself. This is clearly visible
from figures 3.10 and 3.11. It is also noteworthy that the time taken for
the conversion part (several tens of seconds) is about a thousand times that
taken for the verification (a few milliseconds). This is so because the output
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Figure 3.7: A plot of the time taken by the conversion algorithm against
various activation functions. Each DNN considered here has 5 layers having
4 nodes each (except for the output layer that has only one node). The
function ’LogSigmoid’ represents logistic sigmoid function.
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Figure 3.8: A plot of the time taken by the conversion algorithm against the
number of layers. Each DNN considered here has 4 nodes per layer (except
for the output layer that has only one node) with ReLU as the activation
function.
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data for all possible inputs to the DNN is present on the complete grid, and
every cell there evolves simultaneously at a single time instance. So once we
have an equivalent learning CA generated from the DNN, the actual formal
verification is extremely fast.
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Figure 3.9: A plot of the time taken by the conversion algorithm against the
number of nodes per layer. Each DNN considered here has 5 layers, one node
in the output layer, and all the nodes are activated by the ReLU function.
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Figure 3.10: A plot of the time taken to verify the DNN using the LCA
against the number of Boolean conditions/predicates in the specification.
The DNN considered here has 5 layers with 4 nodes each (except for the
output layer which has one node) with ReLU as the activation function.
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Experiments on finding truncation errors

As is visible in equation 3.4, the error of truncation involved in our polynomialtime approximation algorithm is O(∆x1 ∆x2 ∆x3 . . . ∆xn ), where n is the
number of input variables in the original DNN, and ∆xi s are the resolution
∂nf
differences. Assuming ∆xi = δ, ∀i, 1 ≤ i ≤ n, and k = ∂x1 ∂x
|{0,0,0...0} ,
2 ...∂xn
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Figure 3.11: A plot of the time taken to verify the DNN using the LCA
against the number of layers. The DNN considered here has 4 nodes in each
layer (except for the output layer which has one node) with ReLU as the
activation function. A Boolean predicate-based specification containing 12
12
Boolean predicates was chosen randomly among all possible (22 ) specifications.
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f being the equivalent function of the DNN, the error complexity is O(kδ n ).
The variation of this propagated error is shown in figures 3.12 and 3.13. The
value of k is dictated by the choice of activation function. Also, as expected,
the larger the input layer, lesser is the error, and lesser the resolution, the
lesser is the error. But lesser resolution implies larger number of cells in the
LCA grid, where one needs to adhere to some appreciable trade-off. Also,
with the apt choice of resolution and the number of the input variables, as
seen more prominently in figure 3.12, the propagated error is really small. So
the convergence of the learning cellular automata towards the corresponding
value produced by the DNN is restricted to one or two time instances.

3.5.4

Comparison with existing formal methods

There exist other formal verification methods such as those based on SMT
solvers, that optimise on the predicate-variant of the original DPLL algorithm, and LP based algorithms, applicable to neural nets having linear
activation functions, such as ReLU. Several LP based approaches exist in
literature such as the simplex algorithm, Reluplex algorithm (specifically for
ReLU based DNNs) [8] etc. In figure 3.14, the proposed LCA-based verification system has been compared with optimised SMT solvers and LP solvers
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Figure 3.12: The plot of propagated error of truncation against the number
of input variables to the DNN. Here each of the four neural nets (for different
activation functions) contains 5 hidden layers with 4 nodes per layer. The
value of δ is fixed at 0.01. The function ’Ramp’ is the rectified linear unit
(ReLU).

Figure 3.13: The plot of propagated error of truncation against the resolution,
i.e. the value of δ. Here each of the four neural nets (for different activation
functions) contains 5 hidden layers with 4 nodes per layer, with 5 nodes in
the input layer. The function ’Ramp’ is the rectified linear unit (ReLU).

available in the Mathematica libraries in terms of the total verification time
taken. Clearly our system takes much less time in comparison to the others,
and this does not scale much with the increasing size of the neural net. This
can be explained by the high level of data parallelism present inherently in
the definition of a cellular automata.
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Figure 3.14: A plot of the time taken by the formal verification system
compared with the SMT solver and LP solver available in the libraries of
Mathematica 11, and its variation against the number of layers in the DNN.
The neural net has 4 nodes per layer (except for the output layer that has
only one node) with ReLU as the activation function.

3.6

Conclusion

In this chapter, we present formal definitions of first-order and general cellular automata, and deep neural networks, and introduce the notion of learning
cellular automata. Also, we prove that the conversion of deep neural network
to an equivalent LCA is in NP-complete, and present an LCA-based formal
verification system based on a Taylor series based polynomial time approximate of the conversion. Finally, we show the performance of the system,
in terms of time consumption and error rate, and compare the performance
with some existing methods which are implementable in the experimental
environment. The magnitude of the propagation error allows programmability and faster convergence of the LCA. Also, the system is usable for most
of the possible applications as it is not functionally influenced by the choice
of activation function. But the most visible bottleneck in the total time
consumption of the formal verification system is the conversion of DNN to
LCA which consumes majority of the time. In future, work can be done
to optimise upon the polynomial time approximation of the NP-complete
algorithm, while ensuring less error complexity to facilitate the convergence.
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Chapter 4
A new quadratic-time
number-theoretic algorithm to
solve matrix multiplication
problem
Chapter Abstract
There have been several algorithms designed to optimise matrix multiplication. From schoolbook method with complexity O(n3 ) to advanced tensorbased tools with time complexity O(n2.3728639 ) (lowest possible bound achieved),
a lot of work has been done to reduce the steps used in the recursive version.
Some group-theoretic and computer algebraic estimations also conjecture
the existence of an O(n2 ) algorithm. This article discusses a quadratic-time
number-theoretic approach that converts large vectors in the operands to a
single large entity and combines them to make the dot-product. For two
n × n matrices, this dot-product is iteratively used for each such vector.
Preprocessing and computation makes it a quadratic time algorithm with a
considerable constant of proportionality. Special strategies for integers, floating point numbers and complex numbers are also discussed, with a theoretical
estimation of time and space complexity.1
1

Submitted as an arXiv preprint, ”A new quadratic-time number-theoretic algorithm to solve matrix multiplication problem”, (Shrohan Mohapatra, 2018, arXiv ID:
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4.1

Introduction

The naive algorithm, i.e. the direct implementation of the matrix multiplication, with ω = 3 grows slower rapidly with increase in size, which was for
long thought to be the fastest. The first successful attempt in the sub-cubic
domain was by Strassen[1]. This approach attacked the problem by a divideand-conquer strategy using the special algebraic identities, and has been
commercially well-appreciated to be asymptotically faster than the normal
method. This led to a plethora of subsequent attempts to discover tensorbased methods of reducing the number of recursive invocations at a fundamental level, leading Raz to a solution in NC [4], Coppersmith and Winograd
[25] to a solution based on Schönhage’s theorem[8] and Salem-Spencer theorem on arithmetic progression[7], and a lot more [24, 3, 9]. The lowest ever
bound achieved till now is ω = 2.3728639 [26]. Despite all of this, these
methods are difficult to implement on a digital computer. Post Strassen’s
algorithm design, all of the work started with unique algebraic identities in
trilinear form, and then is taken to highly scaled tensor power, in order to
reduce that identity to the general matrix multiplication problem. When the
identity is taken to such high tensor powers, there is a requirement of large
amount of memory and subsequently large number of additions and subtractions. Also partial multiplication algorithms render some errors as well
[24, 3, 8], and recovering them adds to the complexity of both the algorithm
as well as the manual sketching of its computable model. This results in the
consequence that all of these remain just as sketches; all work has apparently
been done to show the existence of an algorithm with the corresponding exponent ω.
This article focusses on development of an algorithm that uses some simple
identities from number theory and the concept of convolution to accelerate
the calculation of the dot product in constant time and consequently reduce
the overall time complexity. The following explains the organisation of the
rest of the chapter. In section 4.2, I present some prerequisites to interface
with my presentation of the algorithm, namely some important algebraic
forms that help in matrix multiplication and some lemmas from number theory. Then follows section 4.3 where the algorithm has been described along
with apt examples of the working, individually for positive integers, negaarXiv:1806.03701)
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tive integers, floating point numbers and complex numbers. In section 4.4,
some interesting experimental results based on time complexity and space
complexity have been shown.

4.2

Background

In this section, I present a follow-up of the bilinear and trilinear forms for
total and partial matrix multiplications, followed by Schönhage theorem.
What follows are some trivial number-theoretic lemmas, based on the sum
and product of numbers, which form the substance of proving the space
complexity of the algorithm described in section 4.3.1.

4.2.1

Some theorems on bilinear and trilinear algorithms

From [10], the following defines the representation of bilinear algorithm for
(m, n, p) matrix product and then the theorem gives a bound on the matrix
multiplication.
Theorem 4.2.1. Given two matrices, A = [aij ]m×n , B = [bij ]n×p , if there
0
00
exists functions f, f , f for which the equation,
X
j

aij bjk =

M
−1
X
q=0

00

f (k, i, q)

X
j

f (i, j, q)aij

X

0

f (j, k, q)bjk

j

becomes an identity, the time complexity of the matrix multiplication is O(N ω )
where,
log(M )
ω≤3
log(mnp)
Similarly, from [10], the following defines the trilinear algorithm for the matrix multiplication and provides the same bound. Both theorems 4.2.1 and
4.2.2 are proven [11].
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Theorem 4.2.2. Given three matrices, A = [aij ]m×n , B = [bij ]n×p , Z =
0
00
[zij ]p×n , if there exists functions f, f , f for which the equation,
XX
k,i

aij bjk zki =

M
−1 X
X
q=0

j

00

f (k, i, q)zki

X

f (i, j, q)aij

j

k,i

X

0

f (j, k, q)bjk

j

becomes an identity, the time complexity of the matrix multiplication is O(N ω )
where,
log(M )
ω≤3
log(mnp)
Strassen’s algorithm was originally presented as a normal recursion [1], and
then represented in the form shown in theorems 4.2.1 and 4.2.2 [23]. Majority of the subsequent prevalent approaches to this problem start with the
Schönhage’s theorem [24, 3, 25], shown below, which has also been proven
[8]. This defines λ-trilinear form of the matrix multiplication.
Theorem 4.2.3. Assume given a field F , coefficients αi,j,h,l , βj,k,h,l , γk,i,h,l
in F (λ) and polynomials fg over F such that
L X
X

[h]
αi,j,h,l xij

l=1 i,j,h

X

[h]
βi,j,h,l yjk

j,k,h

X

[h]
γk,i,h,l zki

=

k,i,h

[h]

[h]

ph
mh X
nh X
XX
h

]h] [h] [h]

xij yjk zki +

X
g>0

i=1 j=1 k=1

[h]

is an identity in xij , yjk , zki , λ. Then given  > 0, one can construct an
algorithm to multiply N ×N matrices in O(N 3τ + ) operations where τ satisfies
X
(mh nh ph )τ
L=
h

The above theorem is an approximate representation of several independent
matrix multiplications, of dimensions mh × nh times nh × ph , as a part of L
bilinear multiplications, where ”[h]” is the superscript of the matrix element
involved in the product [25]. The approximation is rendered in a more refined
way as follows:

L X
X
l=1 i,j,h

[h]
αi,j,h,l xij

X
j,k,h

[h]
βi,j,h,l yjk

X

[h]
γk,i,h,l zki

k,i,h

=

ph
mh X
nh X
XX
h
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i=1 j=1 k=1

]h] [h] [h]

[h]

[h]

[h]

λg fg (xij , yjk , zki )

xij yjk zki +O(λ)

Previous works on reduction of the complexity [24, 3, 25] post Strassen’s algorithm [1] (that runs in O(nlog2 7 )) start with some special identity in this
λ-trilinear form and then take an asymptotically high tensor power of the
same. As is obvious, the basic bilinear and trilinear forms embed in themselves a visibly implementable algorithm. But algorithms in λ-trilinear form
are hard in terms of digital computation merely due to high tensor powers. In
section 4.2.3, I shall present an algebraic number-theoretic identity in bilinear form that is visibly a transformation of matrix multiplication. I shall not
be proving the existence of an algorithm using theorem 4.2.2, rather would
be presenting the pseudocode directly for different cases in section 4.3.

4.2.2

Some number-theoretic proofs

Lemma 4.2.4. Largest number of digits in the product of two m-digit numbers is 2m, where m ∈ N.
Proof. Largest possible m-digit number is (10m -1). The largest possible product P of two m-digit numbers is, thus,
(10m − 1)2 = (102m − 2 · 10m + 1)
The number of digits in P is
dlog10 P e = 2m

Lemma 4.2.5. If the number of digits in the sum of q m-digit numbers is
N then N < m + dlog10 qe, where q, m ∈ N.
Proof. (10m -1) being the largest m-digit number,
N = dlog10 (10m − 1) · qe < dlog10 (q · 10m )e = m + dlog10 qe

I shall be using these lemmas while anchoring some parameters in the identity
presented in section 4.2.3, and also while proving the space complexity of my
proposed algorithm for the case of non-negative integers in section 4.3.1.
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4.2.3

My proposed identity in bilinear form

The following identity based on number-theoretic algebra forms the foundation of the algorithm design, shown in section 4.3.1. The choice of integer P
should be a practical one. Any decimal number nd multiplied by an exponent
r of 10 pads r zeroes to the right of nd . This padding is guided by lemmas
4.2.4 and 4.2.5, so that the matrix product is a part of the overall block
computation, similar to the Schönhage’s theorem shown in section 4.2.1.
Lemma 4.2.6. Given two matrices A, B ∈ {N ∪ {0}}n×n and an integer P ,
(AB)i,j =

n−1
X
k=0

 Pn−1
A[i][k]B[k][j] =

k=0

P

kP
A[i][k]10(n−1−k)P n−1
k=0 B[k][j]10
10(n−1)P
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mod 10P

Proof.
n−1
X

(n−1−k)P

A[i][k]10

k=0

n−1
X

B[k][j]10kP =

k=0

n−1 X
n−1
X

A[i][k1 ] · B[k2 ][j]10(n−1−k1 +k2 )P =

k1 =0 k2 =0
2(n−1)P

· A[i][0] · B[n − 1][j] + 10

10

(2n−3)P

1
X

A[i][k]B[k + n − 2][j]+

k=0

· · · + 10

nP

n−2
X

A[i][k]B[k + 1][j] + 10

k=0
n−1
X
(n−2)P

10

(n−1)P

n−1
X

A[i][k]B[k][j]+

k=0

A[i][k]B[k − 1][j] + · · · + A[i][n − 1]B[0][j]

k=1
 Pn−1
k=0

Pn−1

B[k][j]10kP
A[i][k]10(n−1−k)P k=0
=⇒
=
10(n−1)P
1
X
(n−1)P
(n−2)P
10
· A[i][0] · B[n − 1][j] + 10
A[i][k]B[k + n − 2][j]
+ · · · + 10P

n−2
X

k=0
n−1
X

A[i][k]B[k + 1][j] +

 Pn−1
=⇒

4.3

k=0

A[i][k]B[k][j]

k=0

k=0

P

kP
A[i][k]10(n−1−k)P n−1
k=0 B[k][j]10
10(n−1)P

P

mod 10 =

n−1
X

A[i][k]B[k][j]

k=0

My proposed algorithm

In this section, I first present my algorithm for the non-negative integers,
followed by a working example. Then small modifications in the mechanism
are presented to deal with the negative integers, floating point numbers and
complex numbers.
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4.3.1

Pseudocode for the case of the non-negative integers

The problem for the case of positive integers is being approached in the
following way: first the rows of the pre-multiplicand and the columns of the
post-multiplicand by joining the apt number of zeroes, a parameter P that
is dependent on the theoretical background set up on lemmas 2.3 and 2.4.
This compresses the operand matrices into a n × 1 matrix and 1 × n matrix,
whose product will be further broken down. The entire implementation is
completely based on the identity I have proposed in section 4.2.3.
Algorithm 4.3.1: matrixMultiplyPOSITIVEinteger(A[[0, 0]...[n−
1, n − 1]], B[[0, 0]...[n − 1, n − 1]])
m←0
C ← {0, 0, 0...(n times)...0}
D ← {0, 0, 0...(n times)...0}
E ← {{0, 0, 0...(n times)...0}, {0, 0, 0...(n times)...0}, ....(n times)....{0, 0, 0...(n times)...0}}
for i ←
 0 to n − 1
for j ←


 0 to n − 1


if m < A[i][j]




then m ← A[i][j]
do
do


if m < B[i][j]






then m ← B[i][j]
M ← dlog10 me
P ← dlog10 n(102M − 1)e
for i ←
 0 to n − 1
for j ← 0 to n − 1
do
do C[i] ← C[i] · 10P + A[i][j]
for j ←
 0 to n − 1
for i ← 0 to n − 1
do
do D[j] ← D[j] · 10P + B[n − 1 − i][j]
for i ←
 0 to n − 1
for j ← 0 to n − 1
do
C[i]·D[j]
P
do E[i][j] ← b 10
P (n−1) c mod 10
return (E)
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Clearly since most of the programmatically atomic instructions in the mentioned algorithm are iterated n2 times, n being the size of the operands,
the time complexity is O(n2 ). The majority of the space of the memory
occupied as a consequence of the pseudocode is by the arrays C, D and E.
Each element of array C requires n × P number of decimal digits, where
P = dlog10 n(102M − 1)e and M is the maximum number of digits of the
elements of the operands. Following the lines of lemma 4.2.5 thetotal size 
of
the array C as well as D is 2n2 P = 2n2 dlog10 n(102M − 1)e = O n2 log(n) .

For the computation of each element of E is the product of two elements
of C and D, which require nP decimal digits. From lemma 4.2.4, each
element of E requires 2nP decimal digits. So in total, the array occu3
3
pies
 2n P <
 2n (2M + log10 n). Thus, the overall space complexity is
O n3 log(n) .

4.3.2

Example of the working of the algorithm

Let us assume the following two 3 × 3 matrices for the positive integer matrix
multiplication algorithm.




1 2 3
9 8 7
A = 4 5 6 , B = 6 5 4
7 8 9
3 2 1
The values of M and P are 1 and 3 respectively. Consequently matrices C
and D of the algorithm are as follows.


C = 1002003 4005006 7008009



D = 3006009 2005008 1004007
The product C[0] × D[0] contains the element E[0][0], which has been shown
in the bold below.
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C[0] × D[0] = 1002003 × 3006009 = 3, 012, 030, 036, 027
Similarly, following the algorithm, the resultant matrix E is given as the one
below.



30 24 18
E =  84 69 54
138 114 90

4.3.3

Handling the case of the negative integers

Here the idea is to separate every single negative integer into two non-negative
integers; trivially, for all m > 0, (−m) = 0 − m. So for each of the operand
matrices A, there are two such non-negative matrices A1 and A2 , such that,
A = A1 − A2
where

(
A1 [i, j] =

0
A[i][j] < 0
A [i, j] =
A[i][j] A[i][j] ≥ 0 2

(

−(A[i][j]) A[i][j] < 0
0
A[i][j] ≥ 0

For example, consider the following matrix and its decomposition.


 
 

3 −2 1
3 0 1
0 2 0
−8 6
5  =  0 6 5 − 8 0 0
18 −14 −9
18 0 0
0 14 9
So the product of the matrices A = A1 − A2 and B = B1 − B2 containing
integers, I decompose them in the following way.
AB = (A1 − A2 )(B1 − B2 ) = A1 B1 − A2 B1 − A1 B2 + A2 B2
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As is shown above, the matrix multiplication for integers, in general, can
be decomposed into four instances of the previous case for positive integers.
The pseudocode below for the method matrixMultiplyGENERALinteger() is
self-explanatory to the approach discussed above.
Algorithm 4.3.2: matrixMultiplyGENERALinteger(A[[0, 0]...[n−
1, n − 1]], B[[0, 0]...[n − 1, n − 1]])
m←0
A1 ← {{0, 0, 0...(n times)...0}, {0, 0, 0...(n times)...0}, ....(n times)....{0, 0, 0...(n times)...0}}
A2 ← {{0, 0, 0...(n times)...0}, {0, 0, 0...(n times)...0}, ....(n times)....{0, 0, 0...(n times)...0}}
B1 ← {{0, 0, 0...(n times)...0}, {0, 0, 0...(n times)...0}, ....(n times)....{0, 0, 0...(n times)...0}}
B2 ← {{0, 0, 0...(n times)...0}, {0, 0, 0...(n times)...0}, ....(n times)....{0, 0, 0...(n times)...0}}
for i ←
 0 to n − 1
for j ←


 0 to n − 1





if A[i][j]≥ 0




A1[i][j] ← A[i][j]




then








 A2[i][j] ← 0




A1[i][j] ← 0



 else
A2[i][j] ← −A[i][j]
do
do


if
B[i][j]




≥ 0




B1[i][j] ← B[i][j]




then








 B2[i][j] ← 0




B1[i][j] ← 0





 else
B2[i][j] ← −B[i][j]
C1 ← matrixM ultiplyP OSIT IV Einteger(A1, B1)
C2 ← matrixM ultiplyP OSIT IV Einteger(A1, B2)
C3 ← matrixM ultiplyP OSIT IV Einteger(A2, B1)
C4 ← matrixM ultiplyP OSIT IV Einteger(A2, B2)
C ← {{0, 0, 0...(n times)...0}, {0, 0, 0...(n times)...0}, ....(n times)....{0, 0, 0...(n times)...0}}
for i ←
 0 to n − 1
for j ← 0 to n − 1
do
do C[i][j] ← C1[i][j] − C2[i][j] − C3[i][j] + C4[i][j]
return (C)

Clearly, other than the four invocations of the method matrixMultiplyPOSITIVEinteger(), all require O(n2 ) iterations of programmatically atomic in103

structions. Thus, time complexity of the matrix multiplication still remains
as O(n2 ). Similarly, additional two-dimensional matrices do not affect the
space complexity. And as will be visible in sections 4.3.4 and 4.3.5, the
paradigm adopted still runs in quadratic time and does not affect time and
space complexity.

4.3.4

Handling the case of floating point numbers

Here the case of non-negative floating point numbers is shown. One can use
the following guidelines to take care of the negative ones using a strategy
similar to the one discussed in section 4.3.3. The basic rationale is to
1. Find the maximum number of digits R1 , R2 to the right of the decimal
point for each of the operands.
2. Multiply each of them with scalars obtained by raising 10 to the exponents R1 and R2 respectively, to transform the operands into nonnegative integer matrices.
3. Use the method matrixMultiplyPOSITIVEinteger() explained in section 4.3.1 with the transformed operands.
4. Divide the resultant matrix by a scalar 10R1 +R2 .
This strategy has been well-illustrated in the pseudocode for the method matrixMultiplyFLOATpoint() below, that uses a trivial method numberOfDecimalDigits() that calculates the number of digits to the right of the decimal
point for a given floating point number. During it’s implementation on a
microprocessor, one needs to be careful in handling the data types.
Algorithm 4.3.3: numberofDecimalDigits(x)
return (−(blog10 (x − bxc)c + 1)
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Algorithm 4.3.4: matrixMultiplyFLOATpoint(A[[0, 0]...[n −
1, n − 1]], B[[0, 0]...[n − 1, n − 1]])
R1 , R2 ← 0, 0
A1 ← {{0, 0, 0...(n times)...0}, {0, 0, 0...(n times)...0}, ....(n times)....{0, 0, 0...(n times)...0}}
B1 ← {{0, 0, 0...(n times)...0}, {0, 0, 0...(n times)...0}, ....(n times)....{0, 0, 0...(n times)...0}}
for i ←
 0 to n − 1
for j ←

 0 to n − 1


if R1 < numberOf DecimalDigits(A[i][j])




then R1 ← numberOf DecimalDigits(A[i][j])
do
do


if
R2 < numberOf DecimalDigits(B[i][j])






then R2 ← numberOf DecimalDigits(B[i][j])
for i ←
0
to
n
−
1

for j ←
 0 to n − 1
A1[i][j] ← A[i][j] · 10R1
do
 do
B1[i][j] ← B[i][j] · 10R2
C ← matrixM ultiplyP OSIT IV Einteger(A1, B1)
for i ←
 0 to n − 1
for j ← 0 to n − 1
do
do C[i][j] ← 10C[i][j]
R1 +R2
return (C)

4.3.5

Handling the case of complex numbers

This case is similar, and even simpler, than that of the negative numbers
discussed in section 4.3.3. Any n × n matrix A ∈ Cn×n , can be broken into
two matrices Ar , Ai ∈ Rn×n
A = Ar + ιAi
√
where ι is the imaginary unit −1. Thus, following the rules of complex
algebra, the product of two complex matrices A, B can be written as
AB = (Ar + ιAi )(Br + ιBi ) = (Ar Br − Ai Bi ) + ι(Ar Bi + Ai Br )
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Again, similar to the case of negative integers, problem gets reduced to
four instances of matrix multiplication of real numbers, as is clearly visible in the pseudocode discussed below. This algorithm is implemented by
the method matrixMultiplyCOMPLEXnumber() that uses method matrixMultiplyFLOATpoint() discussed in section 4.3.4.
Algorithm 4.3.5: matrixMultiplyCOMPLEXnumber(A[[0, 0]...[n−
1, n − 1]], B[[0, 0]...[n − 1, n − 1]])
Ar ← Real(A)
comment: Real(A) method takes the real part of all the elements of A ∈ Cn×n
Br ← Real(B)
Ai ← Im(A)
comment: Im(A) method takes the imaginary part of all the elements of A ∈ Cn×n
Bi ← Im(B)
C1 ← matrixM ultiplyF LOAT point(Ar , Br )
C2 ← matrixM ultiplyF LOAT point(Ar , Bi )
C3 ← matrixM ultiplyF LOAT point(Ai , Br )
C4 ← matrixM ultiplyF LOAT point(Ai , Bi )
C ← {{0, 0, 0...(n times)...0}, {0, 0, 0...(n times)...0}, ....(n times)....{0, 0, 0...(n times)...0}}
for i ←
 0 to n − 1
for j ← 0 to n − 1
do
do C[i][j] ← (C1 [i][j] − C4 [i][j]) + ι(C2 [i][j] + C3 [i][j])
return (C)

4.4

Experimental results

The algorithm, described in method matrixMultiplyPOSITIVEinteger() of
section 4.3.1, has been compared with the IJK-algorithm and Strassen’s algorithm in terms of time and space complexity. Other sophisticated algorithms with theoretically faster in terms of asymptotic complexity [24, 25,
11, 26, 9, 23] are really hard and quixotic to implement in a digital computer, and some of them do not guarantee of complete accuracy too [8]. The
implementation of the three algorithms are done in Python language, that
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Figure 4.1: A graph of memory footprint (in bytes) of the algorithms against
the size of the input matrix. The blue curve represents the trend of the
memory footprint for the proposed algorithm, the orange curve represents
that of the Strassen’s algorithm and the green curve represents that of the
schoolbook algorithm.
uses efficient memory management using pymalloc allocator. Figures 1 and 2
show a comparison of space and time complexity respectively. The memory
footprint (in bytes) is calculated very carefully considering only the arrays
C, D and E in the pseudocode described in the section 4.3.1. The justification to the trend in the time complexity is conspicuous, but that of the space
complexity is not. The IJK method does not consume anything more than
the output matrix, the Strassen method requires 24 intermediate matrices for
the
 25 stepsrequired in every recursive call [1] and our algorithm consumes
O n3 log(n) space as shown in section 4.3.1.

4.5

Conclusion

This chapter begins with revisiting some important symbolic computations
that form the basis of some prevalent sub-cubic matrix multiplication algorithms. Such computations reveal the complexity of the algorithm only in
the asymptotic domain, and the implementation is highly involved and consequently will incur high overheads. Then following trivial number-theoretic
foundations, the quadratic-time algorithm is presented first in the bilinear
form and then in the form of a pseudocode. Due to the nature of our solu-
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Figure 4.2: A graph of time consumption (in milliseconds) of the algorithms
against the size of the input matrix. The blue curve represents the trend of
the time complexity for the proposed algorithm, the orange curve represents
that of the Strassen’s algorithm and the green curve represents that of the
schoolbook algorithm.
tion, separate cases for integers, reals and complex numbers are considered
in the design of the algorithm. Finally, experimental results are presented
that compare the algorithm with the prevalently used ones in terms of time
and memory.
The chapter attempts to close in upon the conjecture that the matrix multiplication exponent ω = 2, and probably does more than that. The pseudocode reveals that the implementation would demand large amount of memory, but would definitely be faster than schoolbook and Strassen’s algorithm.
In the future, exploitation of parallel architecture, such as CPU-GPU interaction, multicore setup etc., can lead to a sub-quadratic design. Formalising
the same requires the concept of cellular automata. Also, since our algorithm
is completely based on number theoretic lemmas, this cannot be directly or
simply relied upon in the case of symbolic computations. This, I believe, shall
be a challenge from here on, as one can definitely come up with an algorithm
using Schönhage’s theorem, but would again require very high computational
power due to consequently high tensor powers and high degree of empiricism
and approximation. An optimal quadratic algorithm for symbolic computation, according to me, should start from different axioms for it to be usable
in a modern-day microprocessor.
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Chapter 5
Circular Geodesics and Phase
Transitions of Black holes
Chapter Abstract
The circular motion of charged test particles in the gravitational field of a
Reissner-Nordström black hole in Anti de Sitter space-time is investigated,
using a set of independent parameters, such as charge Q, mass M and cosmological constant Λ = −3/l2 of the space-time, and charge to mass ratio
 = q/m of the test particles. Classification of different spatial regions where
circular motion is allowed, is presented, showing
in particular, the presence
√
of orbits at special limiting values, M = 4/ 6Q and l = 6Q. Thermodynamically, these values are known to occur when the black hole is on the verge
of a second order phase transition, there by, giving an interesting connection
between thermodynamics and geodesics of black holes. We also comment on
the possibility of such a connection for black holes in flat spacetime in a box.
12
1

Published as ”A note on circular geodesics and phase transitions of black holes” in
Physical Letters B, (Chandrasekhar Bhamidipati, Shrohan Mohapatra, Volume 791, 10
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5.1

Introduction

Possible connections involving the geodesic motion, quasinormal modes (QNMs)
and phase transitions of black holes are quite interesting to study. The motion of test particles in the vicinity of a black hole is the first probe towards
an understanding of the physics and geometry of gravitational objects in
general relativity. Quasinormal modes carry information about the stability
and relaxation of the black hole under perturbations and are entirely fixed by
the structure of the background geometry and interesting connections with
thermodynamics have been explored [1, 2, 3]. On the other hand, an important characteristic of a black hole is its thermodynamic property [4]-[8].
It is well known that the heat capacity of Schwarzschild black holes in flat
space-time is always negative and hence the black hole is thermodynamically
unstable. Situation changes, once charge and cosmological constant are introduced [9]. The Reissner-Nordstrom black hole has a heat capacity which
is negative in some region of parameter space and positive in other regions.
Davies showed that phase transitions occur in black holes and a second order
phase transition (SOPT) takes place when the black hole parameters follow
the relation [10, 11]:


Q
M

2

 2
9
3
=
ΛM 2 + ,
4
4

(5.1)

where M, Q are mass and charge of the black hole, respectively, and Λ =
−3/l2 is the cosmological constant and l is the Anti de Sitter (AdS) length
scale. Relation (5.1) occurs at the point where the heat capacity diverges.
More recently, phase transitions of black holes in AdS space-times has been
boosted by a modified approach of extended phase space formalism, where
the cosmological constant is dynamical [12]-[24], giving rise to pressure p =
3/8πl2 . Various aspects of black holes such as, complete mapping to Van
der Waals transition, P-V criticality and novel results in holography have
emerged. The thermodynamic phase structure of black holes includes a line
of first order phase transitions ending in a second order transition point [25,
26, 27, 29]. At the critical point, the thermodynamic quantities take specific
values scaling with respect to charge Q as:
rcr =

√
6Q ,

1
Tcr = √
,
3 6πQ
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pcr =

1
,
96πQ2

(5.2)

where
entropy and thermodynamic volume scale as Scr = 6πQ2 and Vcr =
√
8 6πQ3 . Here, rcr , Tcr and pcr are the critical values taken by horizon radius, temperature and pressure associated with the black hole, respectively.
Critical values taken by other parameters
4
lcr = 6 Q Mcr = √ Q ,
6

(5.3)

satisfy the relation given by Davis in eqn. (5.1). Instead of the perturbations
from external modes of a field (as in QNM study), if we specialise to test particle motion in black hole background in the probe limit, a related question is
whether there is a connection between the study of circular geodesics (which
also has to do with the fixed geometry of the background space-time) and
thermodynamics of black holes. An interesting advance in this direction was
recently made in [30], where the authors showed that the radius and impact
factor corresponding to circular geodesics carries information about the first
order phase transition of black hole in AdS. In this chapter, our aim is to
study the question whether the circular geodesics carry information about
the second order phase transitions of black holes, and we find that they do.
Let us note that the geodesics of black holes, in general, have already been
studied in ample detail in a variety of contexts [31]-[50]. It is well known
that the stable and unstable orbits can be classified by drawing the effective potential and investigating its behaviour at various points. However,
our interest is in studying the geodesics to look for points in the parameter
space which capture the SOPT, in particular, satisfying relations such as the
one given in eqn. (5.1). To this end, we require a classification of circular
geodesics which depends only on a few independent parameters corresponding to the black hole. One particular line of study involving classification of
circular geodesics in the background of charged black holes in flat space-time
(with no cosmological constant), presented in [50] is quite relevant for this
problem
In this reference, the authors performed a classification of different spatial
regions around the black hole where circular orbits exist, based on a few
independent parameters depending on the black hole (such as, Charge Q and
Mass M ) and the test particle charge to mass ratio  = q/µ. Among other
things, the authors found the behaviour of circular orbits varies depending
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on the special limiting values:

√ p
M/Q = 2, 5/ 13, 3/2 ,

(5.4)

and  = 1, 2, M/Q for positive charges (see [50] for full table of classification
and classification in naked singularities). Apart from being interesting in its
own right, such a classification can also lead to distinction of black holes and
naked singularities. Naivly, these values do not seem to have a connection
with thermodynamics of the black hole. For example, setting√the cosmological constant to zero in eqn. (5.1), gives the value M/Q = 2/ 3, which does
not match with the locations of the circular orbits in eqn. (5.4). We will
comment on this issue later in section-5.3.
We now summarise our findings when the cosmological constant is included.
Keeping the relation in eqn. (5.1) in mind, we first seek to extend the classification of circular orbits done in [50] to the case of black holes in AdS, where
a new independent parameter is available, namely, the cosmological constant
Λ. Here, one expects the behaviour of circular orbits to depend on limiting
values obtained not just from the independent parameter M/Q, but also a
new dimensionless parameter l/Q. Generalising the analysis in [50] for AdS,
we find several ranges for the independent parameters where circular motion
is possible, giving special limiting values, which are summarised in Table-3.
The main result of this letter is that the classification of orbits around the
black holes in AdS throws open√a new value where circular motion is possible,
namely: l = 6Q and M = 4/ 6Q (See the equation coming from thermodynamics study in (5.3). Unlike other values of parameters in Table-3, this
is special, because the black hole is known to undergo a second order phase
transition precisely when the parameters take these values [25, 26, 27, 29].
Moreover, this set of values obtained from the study of geodesics, also satisfies the relation obtained by Davis from thermodynamics, given in eqn. (5.1).
Rest of this chapter is organised as follows. In Section-5.2.1, we set up
the main equations obtaining angular momentum and energy, necessary for
studying circular geodesics of charged test particles in black holes in AdS.
Section-5.2.2 contains our main results on the classification of geodesics in
AdS and connection to critical point of phase transitions. In Section-5.3, we
end with remarks on extension of results of section-5.2.2 to black holes in flat
spacetime in a box.
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5.2

Motion of Test Particles in Black Holes
in AdS

5.2.1

Circular Geodesics of Charged Particles in AdS

We start with the action for Einstein-Maxwell system in the presence of a
negative cosmological constant Λ = −3/l2 , given as:3
Z

√
1
(5.5)
d4 x −g R − 2Λ − F 2 .
I=−
16π
The black hole space-time is Reissner–Nordström (RN) like solution with
metric
dr2
+ r2 dΩ22 ,
Y (r)


Q2 r 2
1
1
2M
+ 2 + 2 , At = Q
−
,
Y (r) ≡ 1 −
r
r
l
r+ r
ds2 = −Y (r)dt2 +

(5.6)
(5.7)

where dΩ2 is the metric on S 2 and At is the gauge potential. The motion
of a test particle of charge q and mass µ moving in a RN background (5.6)
is described by the following Lagrangian density and equations of motion,
respectively:
1
L = gαβ ẋα ẋβ + Aα xα ,
2
α
ẋ ∇α ẋβ = F βγ ẋγ ,

(5.8)

where  = q/µ is the specific charge of the test particle and Fαβ ≡ Aα,β −Aβ,α .
Since the Lagrangian density (5.8) does not depend explicitly on the variables
t and φ, the following two conserved quantities exist


∂L
Q
E
pt ≡
= − Y (r)ṫ +
=− ,
(5.9)
r
µ
∂ ṫ
∂L
L
pφ =
= r2 sin2 θφ̇ = ,
(5.10)
µ
∂ φ̇
3

Newton’s constant G, speed of light c and Planck’s constant ~ are set to unity.
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where L and E are respectively the angular momentum and energy of the
particle as measured by an observer at rest at infinity. We restrict ourselves
to the study of equatorial trajectories with θ = π/2 where,
ṙ2 + V 2 = E 2 /µ2 ,
which describes the motion inside an effective potential given as:
s


Q
L2
2M
Q2 r2
E±
=
±
1+ 2 2
1−
+ 2 + 2 .
V± =
µ
r
µr
r
r
l

(5.11)

(5.12)

At the turning point, we set (V = E/µ), the point where the kinetic energy
of the particle vanishes. Considering the special case of V+ , as in [42, 43],
conditions for circular orbits are 4
dV
E
= 0, V = .
(5.13)
dr
µ
Angular momentum is found to be:

L2±
1
×
=
2
2
µ
2l (r(r − 3M ) + 2Q2 )2


r6 2r(r − 3M ) + Q2 2 + 4 − l2 A
(5.14)

√
where A = ± A1 + A2 and
2

Q2 r4 2 (l2 (−2M r + Q2 + r2 ) + r4 ) (4r(r − 3M ) + Q2 (2 + 8))
,
A1 =
l4



A2 = 6M 2 r4 + Q2 r3 2M 2 − 5 − r 2 − 2 − 2M r5 − Q4 r2 2 − 4 .
Energy is obtained as
s
1 √
(l2 (−2M r + Q2 + r2 ) + r4 ) 2 p
((l ( A1 + 12M 2 r4 + Q2 r3 (r(2 + 6) − 2M (2 + 7))
E = ( 2r
2r
l4 r4 (r(r − 3M ) + 2Q2 )2
−10M r5 + Q4 r2 (2 + 4) + 2r6 ) + r6 (2r(r − 3M ) + Q2 (2 + 4)))) + 2Q)
(5.15)
The above expressions in equations (5.14) and (5.15) go over to the ones
in [50] as the cosmological constant is set to zero. The radius of an orbit where
particle is located at rest as seen by an observer at infinity, i.e., L = 0, dV
=0
dr
and the radius of the last stable circular orbit can be computed numerically,
but we do not pursue it here.
4

Subscript (+) will be dropped henceforth

116

5.2.2

Classification of Circular Orbits and Critical Point
of Phase Transition

We now investigate the conditions for the existence of circular orbits of
charged test particles in the background of charged black holes in AdS, with
the metric given in eqn. (5.6). Instead of the general approach of using
the effective potential, we follow the alternate methodology of [50], where
we first express the conditions for circular motion in terms of the independent parameters M/Q, l/Q and the charge to mass ratio of the test particle
 = q/µ. Unlike the flat space computation performed in [50], where only
one independent parameter M/Q was available, in the present case, we also
have the parameter l/Q on which the orbits can depend. The physical values
of the parameters are obtained from the conditions for existence of circular
motion, i.e., positivity of physical quantities such as angular momentum and
energy of the charged particles (k = 1) given in equations (5.14) and (5.15),
respectively.

Table 5.1: Values of the angular momentum in different ranges of radii.
Region Range of radii Value of Angular Momentum
A
r ∈ [r+ , ∞)
L±
B
r ∈ (rh , ∞)
L±
+
C
r ∈ (r , ∞)
L±
+
D
r ∈ (rγ , ∞)
L±
Demanding the positivity of Energy and Angular momentum gives rise to
the following parameters:
p
1
r± = (3M ± 9M 2 − 8Q2 − 2 Q2 ) ,
(5.16)
2
p
1
rγ± = (3M ± 9M 2 − 8Q2 ) ,
(5.17)
2
which are same as the flat space expressions5 discussed in [50]. Here, rγ± and
r± are the limiting radii at which neutral (photons) and charged test particles,
respectively, can be in a circular orbit around the black hole. These radii
5

except for minor relableling suitable in present context
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Table 5.2: Classes (I,II,III) based on charge to mass ratio  and the ratio M
Q
of the RN AdS black hole.
I
II
III
Range
Region
Range
Region Range
=0
D
=0
D
=0
q
2
0 <  < h
C
C
0 <  < h
0 <  < 9M
−8
Q2
q
2
−8
h ≤  < 9 M
Q2
q
2
 > 9M
−8
Q2
q
2
 = 9M
−8
Q2

Region
D
C
B

A

q
2
−8
 = 9M
Q2

B

D
B

>

q
2
9M
−8
Q2

D

 ≥ h

for a given Ql parameter, of the RN AdS
Table 5.3: Possible values of M
Q
black hole
l
l
l
l
l
∈ (0, 2)
=2
∈ (2, 6)
=6
∈ (6, ∞)
Q
Q
Q
Q
Q
Range Class Range Class Range Class
Range
Class Range Class
M
M
M
M
M
∈
∈
∈
Q
Q
∈
∈
q
q
Q
Q
Q
I
I
I
I
I
1
4
2
2
4
(rl , ∞)
(rl , ∞)
(rl , rl+ )
(3 1 , 2 3)
( 3 3 , ∞)
34
M
=
Qq

2

M

(2

Q
q

2
3

II

∈
2
, ∞)
3

I

appear in Table-5.1. In the presence of a cosmological constant, there are
additional new parameters:
v
u
 2
 2 ! 32
Q
1 u
l
l
t
+
,
(5.18)
rl = √
36 −
12 −
Q
l
Q
54
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M
Q

= rl+

M
∈
Q
+ −
(rl , rl )
M
= rl−
Q
M
∈
Q
−
(rl , ∞)

II
III
II
I

v v
!  
r u
u u 2  2
2
l
l
1 2u u
l
±
t
t
rl =
±
− 36 +
.
3 3
Q
Q
Q

(5.19)

The new parameters rl and rl± appear in AdS space time, in the presence
of cosmological constant and aid in the classification analysis, playing the
role of limiting radii for circular motion in certain ranges (Table-5.3). The
physical meaning of these radii is less clear.
The classification of spatial regions where circular motion is possible, is divided in to Tables-5.1,5.2 and 5.3. Let us start from Table-5.3. Table-5.3
contains all possible limiting values of the ratio M/Q, for a given limiting
value of the ratio l/Q. The possible limiting values of M/Q fall in classes I, II
and III. Every class is further sub divided in Table-5.2, in to certain regions
denoted as A, B, C, D, based on the range of values taken by the charge to
mass ratio , in terms of the ratios M/Q and l/Q. For a given value of  (in
a certain class and region) in Table-5.2, the corresponding possible values of
orbit radius and anglular momentum where circular motion is possible, are
finally noted in Table-5.1. The appearance of the limiting radius rh in Table5.1, given as rh = 3M/2, is quite interesting, as it appears independently in
thermodynamic description. It is the radius of the black hole horizon at the
phase transition point [11]. The value of h , the limiting charge to mass ratio
is given in Appendix 5.4.
Let us note our main result based on Table-5.3. The point in the parameter
q
space where circular orbits exist, with value l/Q = 6 and M/Q = 2 23 ,
exactly corresponds to the point where the black hole is critical and undergoes
second order phase transition. A possible explanation for this connection is
probably scale invariance at the critical point of black hole phase transition,
which is a special point where all the thermodynamic quantities scale with
respect to charge Q. The method used for classification of circular geodesics
in this chapter is well suited to bring out the scaling of various parameters
with the charge Q of the black hole. Thermodynamically, the scaling implies
that, Entropy S ∼ Q2 , Pressure p ∼ Q−2 , and Temperature T ∼ Q−1 . There
are important consequences for the geometry of the black hole, which itself
now depend on a single parameter Q, which can be tuned and taken to be
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large. In fact, a new double scaling limit can be taken, where the charge is
taken to be large while at the same time nearing the horizon, the geometry of
the black hole turns out to be a fully decoupled Rindler space-time, much like
the AdS2 × S 2 space-time obtained from the near horizon limit of extremal
black holes [29]. The connection of circular geodesics with phase transitions
noted here is quite intriguing and needs further study, which might might
give a novel arena to explore the thermodynamics of black holes in AdS and
holography, from the motion of test particles. On the other hand, let us also
note here that the other limiting values
√ Table-5.3 where circular orbits
√ in
exist, for instance l/Q = 2, M/Q = 4 2/3 3 etc., do not seem to have any
obvious analogue in thermodynamics and they also do not satisfy the Davis
relation in eqn.(5.1). This may also mean that the above found connection
between circular orbits and phase transitions of black holes might just be a
nice coincidence (as it occurs only for single limiting value coming from the
study of circular orbits, and not at other values where also circular orbits
exist).

5.3

Remarks on Charged Black Holes in Flat
Spacetime in a Box

In this chapter, we presented a classification of circular orbits of charged
particles in the background of Reissner-Nordstrom black holes in AdS, using
a few independent parameters based on charge Q, mass M and cosmological
constant l, together with the charge-to-mass ratio  of test particles. One
particular limiting value taken by these parameters exactly coincides with
the point coming independently from thermodynamic considerations on the
black hole
√ side, namely the critical point of a phase transition: l = 6Q and
M = 4/ 6Q. We also noted that when the cosmological constant is set to
zero, such a connection between location of circular orbits and phase transition of black holes ceases to exist, for example in flat space-time. The
location of circular orbits as obtained in [50] and given in eqn. (5.4), does
not satisfy the relation in eqn. (5.1). A possible reason for non-existence of
such a connection in flat space-time may be understood from that the fact
that thermodynamics of black holes in asymptotically flat spacetime does
not meet the requirements of stability due to Hawking radiation. In order to
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remedy this situation, various earlier proposals exist [51, 52, 53, 54]. More
recently, there has been a steady progress with respect to the study of black
holes in a box [55]-[61]. RN black holes in flat and AdS backgrounds are
exact solutions of corresponding Einstein equations, with the main difference
being the Hawking-Page transition seen in AdS. AdS background provides
a natural box, due to the presence of a cosmological constant, allowing for
a thermodynamic equilibrium between hot AdS gas and large black holes.
There is currently lot of activity in extended black hole thermodynamics,
where the cosmological constant is treated as a dynamical variable, giving
rise to pressure and a new pdV term in the first law of black hole mechanics [12]-[24](and references there in). Analogous proposals for black holes in
flat space time are emerging, where an artificial concentric cavity of a certain
radius, say, rB is added, whose specific value is to be determined. There
are also proposals, that the holographic features of black holes in AdS are
possibly due to the natural confining box, rather than the specific details of
the theory [55, 56, 58]. It has been noted in these works, that having the
black hole in a box leads to a Hawking -Page transition and there also exists
a second order phase transition, exactly as in AdS.
Just like the Davis relation in eqn. (5.1), we now see that it is possible to
obtain a relation among the thermodynamic parameters of flat space black
holes in a box, by studying the divergence of specific heat. Basic set up of
charged black holes in flat spacetime in a box of radius rB are discussed in
detail in [55, 56, 58] and here, we only need to recall few important results.
The metric for charged black holes in flat spacetime is given by
ds2 = −f (r)dt2 +


dr2
+ r2 dθ2 + sin2 θ dφ2 ,
f (r)

where

(5.20)

2M
Q2
+ 2.
(5.21)
r
r
To set up the thermodynamics, black holes are enclosed in a cavity of radius
rB with rB > r+ , where r+ is the outer horizon radius. The temperature is
fixed at the surface of this cavity, to ensure that the system can be thermodynamically stable. To make contact with the study of circular geodesics,
it is useful to also fix the charge in the cavity and study the system in the
f (r) = 1 −
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canonical ensemble. The action is known to be [55, 56, 58, 28]:
s

!
Q2
r+
2
1−
− πr+
.
IE (rB , TB , Q; r+ ) = βB rB 1 −
1−
rB
rB r+
(5.22)
Here βB = 1/TB and TB is the temperature of the cavity, given as:

1/2
rB Q2
1
−
r+
1
TB =
(5.23)



1/2 .
2
4πr+
rB Q2
r+
1 − r2
r+ 1 − rB
+

Using standard methods, specific heat in this case can be computed to be:

 √
√
√
√ 2
2
S − πrB (S − πQ ) rB S − πQ
4S
√
.
Cp = √ 2 √
√
2 πrB S (S − 3πQ2 ) + rB (5π 2 Q4 + 6πQ2 S − 3S 2 ) + 2 πQ2 S (S − 3πQ2 )
The above expression diverges at:
3
2
3
2
4
π 2 (−6Q4 r+ + 2Q2 r+
+ rB
(−6Q2 r+ + 2r+
) + rB (5Q4 + 6Q2 r+
− 3r+
)) = 0 ,

where we have eliminated entropy using S = 4πr2 . As in [11], combining the
above equation in (5.3) to the condition for existence of roots from the lapse
function f (r) = 0 from eqn. (5.21), one finally gets the relation involving
only thermodynamic parameters:


4
3
2
M 3rB
M − 2rB
7M 2 − 9Q2 + 3rB
5M 3 − 4M Q2
(5.24)


2 2
4
4
4
2
2
4
6
−2rB 7M Q − 9Q + 3M Q = 4rB Q + 9rB Q + 4Q .
The above equation is valid at the critical point of phase transition. In fact,
eqn. (5.24) should be thought of as the analogue of the relation given by
Davis in eqn. (5.1), but for black holes in flat spacetime in a box. The role
of cosmological constant in eqn. (5.1) is played by the box parameter
rB in
√
eqn. (5.24). In the absence of a box, eqn. (5.24) gives M = 2/ 3Q, which is
in conformity with eqn. (5.1) for Λ = 0. The parameter range in the relation
in eqn. (5.24) is constrained by the requirement that the black hole does not
encounter a naked singularity [11] and is plotted in figure-(5.1).
Further, the point in parameter space where the charged black holes in
asymptotically flat spacetime in a box, become critical is [55, 56, 58, 28]:
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rB
Q
35
30
25
20
15
10
5
M
2

4

6

8

10

Q

Figure 5.1: Dashed line corresponds to the thermodynamic phase boundary.
Solid line shows the bound rb > r+ . Specific heat is positive above the dashed
line and negative below it.
√
Mc
2 √
Qc
= ( 3 − 2),
= √ ( 5 − 2) ,
rB
rB
5
√ √
together with the critical value of radius rc = rB 5( 5 − 2). The values of
parameters in eqn. (5.3) now actually satisfy the new relation presented in
eqn. (5.24), valid at the critical point of thermodynamic phase transition.
Relations in eqns. (5.24) and (5.3) allow us to predict that it might be possible to see the values taken by thermodynamic parameters at the critical
point, by studying the classification of circular orbits of test particles in the
background of charged black holes in flat spacetime, in a box. Such a computation would require putting appropriate boundary conditions for physical
quantities and geodesics, such that they fall off appropriately at the boundary of the cavity, possibly using the methods being developed in [60, 61].
In the case of black holes in AdS, it would also be nice to perform a full
classification, including the case of naked singularities [50] as well. More
importantly, it should be explored whether the connection between circular
orbits and second order phase transitions of black holes found here, is a mere
coincidence (see comments at the end of section-5.2.2), specific to AdS type
backgrounds, or a more deeper physical picture remains to be uncovered.
These works are in progress.
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5.4

Appendix

h which appears in Table-5.2 in the section-5.2.2, is the largest positive
number of the set {h1 , h2 , h3 , h4 } described below:
v
s
u
u
q1 (k1 , k2 )
h1,2 = t2k22 − 8 − S(k1 , k2 ) ± −4S(k1 , k2 ) − 2p(k1 , k2 ) +
S(k1 , k2 )
(5.25)
v
s
u
u
q1 (k1 , k2 )
h3,4 = t2k22 − 8 + S(k1 , k2 ) ± −4S(k1 , k2 ) − 2p(k1 , k2 ) −
S(k1 , k2 )
(5.26)
where the functions p(k1 , k2 ),q1 (k1 , k2 ), and S(k1 , k2 ) are defined as follows:
p(k1 , k2 ) = 6912k12 k26 − 192k24 + 1376k22 − 2688
q1 (k1 , k2 ) = 12800k12 k24 − 27648k14 k22 − 18432k12 k22
s


2p(k1 , k2 ) 1
∆0 (k1 , k2 )
1
−
+
q2 (k1 , k2 ) +
S(k1 , k2 ) =
2
3
3
q2 (k1 , k2 )
s
p
3 ∆1 (k1 , k2 ) +
∆1 (k1 , k2 )2 − 4∆0 (k1 , k2 )3
q2 (k1 , k2 ) =
2
∆0 (k1 , k2 )

∆1 (k1 , k2 )

= 248832k14 k22 + 4096k24 − 18432k12 k24
+103680k12 k24 − 2048k26 + 10752k12 k26 + 256k28

(5.27)

=
8192k24 39366k18 + k22 (k22 − 4)3
+729k16 (13k22 − 36) + 9k12 k22 (72k24 − 40k22 + 48)

+27k14 (47k24 − 72k22 + 432)

(5.28)

and k1 = l/Q, k2 = M/Q.
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Chapter 6
Automated symbolic geodesics
classification in spherically
symmetric black holes using
first order cellular automata
Chapter Abstract
Some recent works in theoretical high-energy physics have focussed on classification of circular geodesics of charged particles in the background of spherically symmetric charged black holes. These studies reveal a lot about the
black holes such as phase transitions. But obtaining this classification by
means of symbolic computation is a highly tedious and time-consuming process. This is so because, in the actual implementation, obtaining the solution
requires the calculation of reduced Gröbner bases for large polynomial systems which is proven to be of doubly exponential time complexity using the
standard Buchberger algorithm. In this article, we present an algorithm that
takes the metric of the black hole as an input and automatically derives
the classification with the help of Gröbner bases using first-order cellular
automata. Detailed analyses of the asymptotic complexity have also been
discussed, which show the feasibility of the proposed algorithm.
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6.1

Introduction and related work

A black hole is a region of spacetime that is so strong in terms of its gravitational pull that nothing, not even light, can escape from it [3]. Einstein
was the first one to conclude, from his field equations, that the mass and
the field existent in a certain spacetime can cause its geometry to yield a
curve, or in other words, deform [4]. Then Schwarzschild came up with a
vacuum solution to the Einstein field equations [3] that exhibited singularities in spacetime [5], known as the event horizon, causing it to be a black
hole in a physically intuitive. Now one knows even more practically relevant
vacuum solutions such as black holes with charge [6], rotating black holes
[7], black holes with length scale features [8], black holes with additional
non-curvy ’dents’ (known as Gauss-Bonnet gravity) [9] etc. Each of these
solutions have certain characteristics in terms of some special trajectories
around the black holes, known as geodesics. Geodesics are those paths that
can be travelled by two ’locally parallel’ particles around the manifold. These
have been studied deeply and characteristically for most of the solutions to
the Einstein field equations [10, 11, 12, 13].
Another set of interesting properties which are associated with the black
holes are the thermodynamic properties [14]. It is well known that the heat
capacity of Schwarzschild black holes in flat space-time is always negative
and hence the black hole is thermodynamically unstable. Situation changes,
once charge and cosmological constant are introduced [15]. The ReissnerNordstrom anti de Sitter black hole has a heat capacity which is negative
in some region of parameter space and positive in other regions. Davies
showed that phase transitions occur in black holes and a second order phase
transition (SOPT) takes place when the black hole parameters follow the
relation [16]


Q
M

2

 2
9
3
=
ΛM 2 +
4
4

where Q is the charge of the black hole, M is the mass of the black hole, and Λ
is the cosmological constant. In general, the thermodynamic phase structure
of the black hole includes a line of first order phase transitions ending in
a second order phase transitions. Surprisingly, there are visible criticalities
matching between the existence of circular orbits around a black hole and
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the second order phase transition points for the Reissner-Nördstrom anti de
Sitter metric [17]. It is still unknown whether or not it can be generalised
for other types of black holes. For this, one may need to explore similar
analyses for different other kinds of black holes. Precisely, one needs to find
all possible types of circular geodesics for a given black hole metric.
But this is a computationally bulky and time-consuming task for certain
types of black holes. This is because, as will be shown in section 6.2.2, one
needs to solve a fairly large system of polynomial inequalities. In a computer
algebra system like Mathematica, such problems are solved using cylindrical algebraic decomposition and Gröbner basis based algorithms [18]. For
Gröbner basis computation, an efficient version of the Buchberger’s algorithm
is used. In literature, there are several other algorithms asymptotically faster
than this; namely the F4 and the F5 algorithms [19, 20], the latter being the
fastest known till date.
In one equivalent version of the F5 algorithm, Gaussian elimination has been
used [21]. It has been shown that the Gaussian elimination can be solved
by reducing it to an equivalent instance of the matrix multiplication problem [22]. In this context, there have been several algorithms which have
been suggested for this [23, 24, 25, 26, 27], progressively improving upon the
asymptotic time complexity. The lowest possible bound on the time complexity, i.e. O(n2 ), n being the size of matrix, has been achieved for some
well-known and frequently dealt-with cases [28].
A computational alternative to further reduce the asymptotic complexity is
the use of data-parallel discrete structures such as cellular automata. Owing
to their information scrambling properties, cellular automata find a wide
range of applications such as cryptography [30, 31], convolutional neural
networks [29], emulation of Turing-complete machines [1, 2] etc. A new
direction of applications of cellular automata could be to model highly scaling
data-parallel computational systems and design faster algorithms based on
the same.
In this article, a cellular automata based symbolic algorithm has been presented that takes the characterising lapse function (defined in section 6.2.2)
of the black hole as input and gives a logical expression as an output that
helps one see the classification of circular orbits in the same. The rest of this
article is organised as follows. In section 6.2, discrete structures such as firstorder cellular automata, groups, rings, fields, ideals, polynomial rings etc.
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have been discussed and explained in some introductory detail. Also, a brief
introduction to black holes and circular orbits of charged particles around
them, has been presented for one to fully understand the statement of the
problem. In section 6.3, the proposed algorithm has been framed step-bystep in a bottom-up approach. In section 6.4, performance of the algorithm
in terms of time complexity has been discussed in some details. The article
has been concluded in section 6.5.

6.2

Background

In this section, mathematical abstractions such as first-order cellular automata, groups, rings, fields, ideals, polynomial rings and reductions etc.
have been discussed. Also, a brief background on spherically-symmetric
black holes and circular orbits of charged particles around them has been
presented. The main objective is to provide enough foundations based on
which the problem statement has been framed and the solution has also
been suggested.

6.2.1

Formal definition of first-order cellular automata

Any n-dimensional r-neighbourhood first-order cellular automata (CA)
can be defined as a 4-tuple (S, Qt , N, f ) where S ⊆ K, known as the set of
states (K is a field, an abstraction defined in section 6.2.3); Qt is an l1 × l2 ×
l3 · · · × ln matrix for an instance of time t, where ∀k ∈ {1, 2, 3, 4, . . . n}∀ik ∈
{1, 2, 3, 4, . . . lk },
Qt [i1 , i2 , i3 , . . . in ] ∈ S; N is an r × n matrix known as the neighbourhood
matrix; and finally f : S r+1 → S, known as the transition function. Here the
future state of a cellular automaton is defined in the following way
∀k ∈ {1, 2, 3, 4, . . . n}∀ik ∈ {1, 2, 3, 4, . . . lk },
Qt+1 [i1 , i2 , i3 , . . . in ] = f (Qt [i1 , i2 , i3 , . . . in ], h1 , h2 , h3 , . . . hr )
where hm = Qt [{(ik + N [m, k]) mod lk )∀k ∈ {1, 2, 3...lm }}]
∀m ∈ {1, 2, 3, . . . r}.
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A special case where n = 1, r = 2, S = {0, 1}, N = (1, −1)T , the cellular
automaton becomes an elementary cellular automaton. The decimal equivalent of the binary number formed by an ordered sequence of the images of
the function f of an elementary cellular automaton is said to be its ’rule’,
or the ’Wolfram rule’. An example running of rule 110 cellular automaton
is graphically illustrated in figure 6.1 [2]. Also, I hereby would refer to the
sequence Q1 , Q2 , Q3 , Q4 . . . as the temporal evolution of a cellular automaton, the matrix Q1 as the seed of the machine. Another classical example of
a two dimensional cellular automaton is shown in figure 6.2, known as the
’Conway’s Game of Life’ [1], whose transition function is verbally described
as follows.
1. Any live cell with fewer than two live neighbours dies, as if by underpopulation.
2. Any live cell with two or three live neighbours lives on to the next
generation.
3. Any live cell with more than three live neighbours dies, as if by overpopulation.
4. Any dead cell with exactly three live neighbours becomes a live cell, as
if by reproduction.
In section 6.3, algorithms for solving matrix multiplication problem and the
problem of finding the Gröbner basis with some parallelisation using cellular
automata have been discussed. There is where this formal definition of CA
has been meticulously followed. But at the same time, it is important to
know in what context these algorithms will be used in. For that, a brief
introduction to circular geodesics in the background of spherically symmetric
black holes is there in section 6.2.2.

6.2.2

Classification of circular orbits around black holes

One of the solutions to Einstein’s field equations is the following generic
metric of the spherically-symmetric 4-dimensional black hole.
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Figure 6.1: A demonstration of the rule 110 cellular automaton [2]. The first
row shows the transition rules. It is noteworthy of the binary number formed
of the outputs, whose decimal equivalent is rule 110. The subsequent grid
shows the temporal evolution, where the initial seed consists of a single one
and rest all zeroes.

Figure 6.2: A demonstration of the Game Of Life cellular automaton [1].
The first grid shows the seed, and the subsequent grids show the temporal
evolution of the same. This is known as a ’glider’.

ds2 = −dt2 f (r) +

dr2
+ r2 (dθ2 + sin2 θdφ2 )
f (r)

(6.1)

where f (r) is known to be lapse function of the black hole. Table 6.1 shows
the various types of black holes with the respective lapse functions. But
these are not the only ones available. There are others such as with the
addition of the Gauss-Bonnet term [32], BTZ black holes [33] etc. In these
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the lapse functions take even more complicated form, and consequently show
various other types of sophisticated features. Among the ones shown in
table 6.1, we find that only Reissner-Nördstrom, Reissner-Nördstrom anti
de-Sitter, Bardeen, and Ayon-Beato-Garcia black holes [10] have charges in
them. So only for these cases, the external charges projected towards them
are expected to interact.
Table 6.1: Various types of black holes along with the lapse functions. Here
M is the mass of the black hole, Q is the charge of the black hole, l = − Λ32 , Λ
being the cosmological constant and g is a charge parameter associated with
Bardeen black holes.
Black hole
Lapse function f (r)
Schwarzschild
1 − 2M
r
Q2
Reissner-Nördstrom
1 − 2M
+
r
r2
r2
+
Schwarzschild anti de-Sitter
1 − 2M
r
l2
2
Q2
Reissner-Nördstrom anti de-Sitter
1 − 2M
+
+ rl2
r
r2
r2
Bardeen
1 − 2M
3
2
2
1−

Bardeen anti de-Sitter

1−

Ayon-Beato-Garcia
Ayon-Beato-Garcia anti de-Sitter

1−

(g +r ) 2
2M r2
r2
3 + l2
2
2
2
(g +r )

2M r2

3
(g 2 +r2 ) 2
2
2M r

3
(g 2 +r2 ) 2

+

+

g2 r2
(g 2 +r2 )2

g2 r2
(g 2 +r2 )2

+

r2
l2

The Lagrangian of any particle in the background of this black hole is of the
form, having chosen θ = π2 ,
L = −f (r)ṫ2 +

ṙ2
+ r2 φ̇2
f (r)

The conserved quantities in such cases are time and angular momentum, as
is followed from Euler-Lagrange equations.
ṫ = −

L
E
, φ̇ = 2
f (r)
r

From the above, the Lagrangian is given as,
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ṙ2 − E 2 L2
L=
+ 2
f (r)
r
For charged space-like particles, L = −1, so,
s


2
L
E 2 − 1 + 2 f (r)
r

ṙ =



Also, for radially dependent metrics, there exists a gauge potential At (r) responsible for the electromagnetic interactions. The effective potential Vef f (r)
of a particle with charge  is then given as
s
Vef f (r) = At (r) +


L2
1 + 2 f (r)
r

The condition for the particle to attain circular orbits around the black holes
is
∂Vef f (r)
=0
∂r

(6.2)

which implies that the angular momentum L± is given as

v
!2
u
p
0
u
0 (r) + 2 A0 (r)2 − 2
A
(r)
±
4f
(r)f
t
t
L± = rtf (r)f 0 (r)
−1
2f (r)f 0 (r) − 1

(6.3)

Now there are constraints on radius of the circular orbits r and other parameters associated with the lapse function f (r) and potential function At (r)
arising from the condition that L± should be real. To explain further, the
following functions are introduced,
0

2

a(r) = f (r)f (r)

A0t (r)2



0
1 + f (r) + 2f (r)f 0 (r) − 1

138

b(r) = 2f (r)f 0 (r)
c(r) = 4f (r)f 0 (r) + 2 A0t (r)2 f 0 (r) − 2
So the constraint for the L± logically reduces to the following condition.


2
2
c(r) ≥ 0 ∧ a(r) ≥ 0 ∨ a(r) ≤ b(r) c(r)

(6.4)

It is notable that some of the lapse functions presented in table 6.1, such
as Schwarzschild and Reissner-Nördstrom black holes, can be represented
as rational functions and polynomials in terms of radial coordinate r. For
such cases, the system represented by equation 6.4 is a polynomial system
of inequalities. But for those such as Bardeen black holes, the system needs
to be further resolved by solving for the internal surds that are present in
the lapse function, which will potentially increase the number of polynomial
inequalities. The number of inequalities scale for lapse functions containing
the Gauss-Bonnet term [32]. Such systems can be solved by Mathematica, a
famous computer algebra software, which uses an optimisation of the Buchberger’s algorithm [35] to solve for the Gröbner bases of the polynomials
involved in the system. But Buchberger’s algorithm is doubly exponential in
terms of time complexity [34] which makes the system extremely slow and
inefficient. The fastest known algorithm for the computation of the Gröbner
basis is the F5 algorithm [20] whose matrix based version is discussed in
section 6.2.3 with apt mathematical background.

6.2.3

F5 algorithm to compute Gröbner basis

Before the description of the F5 algorithm, it is necessary to describe and
revisit some basic formalisms of the group theory. A group (G, ·) is a set G
together with a binary operation ·, where the following properties hold good.
1. Closure: ∀a, b ∈ G, a · b ∈ G
2. Associativity: ∀a, b, c ∈ G, a · (b · c) = (a · b) · c
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3. Existence of identity element: ∃e ∈ G, ∀a ∈ G, a · e = e · a = a
4. Existence of inverse: ∀a ∈ G, ∃b ∈ G, a · b = b · a = e
A group (G, ·) is said to be an Abelian group if it satisfies commutativity
i.e., ∀a, b ∈ G, a · b = b · a. A ring (R, +, ·) is a set R equipped with two
binary operations +, · that satisfies the following properties.
1. (R, +) is an abelian group.
2. ∃eM ∈ R, ∀a ∈ R, eM · a = a · eM = a
3. R is associative with respect to · i.e., ∀a, b, c ∈ R, a · (b · c) = (a · b) · c

4. The operation · is distributive over + i.e., ∀a, b, c ∈ R, a · (b + c) =
 

a · b + a · c ∧ (b + c) · a = b · a + c · a
For such a ring (R, +, ·), a subset I ∈ R is said to be an ideal if
1. (I, +) is a subgroup of (R, +), i.e. (I, +) is a group and I ∈ R.
2. ∀r ∈ R, ∀x ∈ I, r · x ∈ I.
A ring (F, +, ·) is said to be a field if
1. The operation · is commutative over F i.e., ∀a, b ∈ G, a · b = b · a.
2. ∀a ∈ G, ∃b ∈ G, a · b = b · a = eM , where eM is known as the multiplicative identity.
A monomial M in n variables x1 , x2 , · · · xn is a product xα1 1 xα2 2 · · · xαnn where
αi s are non-negative integers. For a monomial xα1 1 xα2 2 · · · xαnn , the sum α1 +
α2 + · · · + αn is known as its degree. A polynomial in a field K is a sum
c1 M1 + c2 M2 + · · · cp Mp where ci s are non-zero elements of K and Mi s are
monomials. The degree of a polynomial is the highest degree of its monomials. The set P of all polynomials in the field K along with polynomial
addition and polynomial multiplication operations form a ring known as the
polynomial ring, denoted as K[x1 , x2 , · · · xn ] = (P, +, ·). A Gröbner basis of an ideal I in a polynomial ring R is a generating set of I characterised
by any of the following properties.

140

1. The ideal generated by leading terms of polynomials in I equals the
ideals generated by the leading terms of polynomials in G.
2. The leading term of any polynomial in I is divisible by the leading term
of some polynomial in G.
3. The multivariate division of any polynomial in the polynomial ring R
by G gives unique remainder.
4. The multivariate division by G of any polynomial in the ideal I gives
the remainder 0.
Let R = Q[x, y] be the ring of bivariate polynomials with rational coefficients
and consider the ideals I =< f, g > generated by the polynomials,
f (x, y) = x2 − y
g(x, y) = x3 − x
For this ideal I, one such Gröbner basis is the set {x2 −y, xy −x, y 2 −y}. Any
set of polynomials may be viewed as a system of polynomial equations by
equating the polynomials to zero. The set of the solutions of such a system
depends only on the generated ideal, and therefore does not change when the
given generating set is replaced by its Gröbner basis, for any ordering, of the
generated ideal. Such a solution is known as the zero of the ideal.
Given the Gröbner basis G of an ideal I, it has only a finite number of zeros,
if and only if, for each variable x, G contains a polynomial with leading
monomial that is a power of x (without any other variable appearing in the
leading term). If it is the case the number of zeros, counted with multiplicity,
is equal to the number of monomials that are not multiples of any leading
monomial of G. This number is called the degree of the ideal. To know the
details of how to compute Gröbner basis, one also needs to revisit the notion
of reducibility in polynomials.
Given two polynomials f and g, one says that f is reducible by g if some
monomial m in f is a multiple of the leading monomial lm(g) of g. If c is
the coefficient of m in f and m = q × lm(g), then one-step reduction of f by
g that associates to f , the polynomial
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red1 (f, g) = f −

c
·q·g
lc(g)

where lc(g) is the leading coefficient of the polynomial g. If m happens to
be the leading monomial of f then one says that f is lead-reducible by g. If
red1 (f, g) does not exist, then f is said to be irreducible by g. Given a finite
set G of polynomials and another polynomial f , not necessarily an element
of G, one says that f is reducible or lead-reducible by G if it is reducible or
lead-reducible, respectively, by an element g of G. If this is the case, then one
defines red1 (f, G) = red1 (f, g). The complete reduction of f by G consists in
applying the red1 function iteratively, until getting a polynomial red(f, G)
which is irreducible by G. It is called the normal form of f by G.
The first ever known algorithm for computing the Gröbner basis G for a
given set of polynomials that generates an ideal I, is Buchberger’s algorithm
[35]. This algorithm is used for solving for Gröbner bases and polynomial
systems in the complex field in Mathematica 11.2 [18]. A pseudocode of the
algorithm has been shown in algorithm 1. Buchberger’s algorithm considers every pair of polynomials (including the ones newly added) individually
in each of its iterations, causing it to be EXPSPACE-complete. Precisely,
Dubé [34] showed that for polynomials of n variables and maximum
  degree
d, the number of operations in Buchberger’s algorithm is O d2

n

. Two

of the optimisations that were aimed at the choice of the right selection of
pairs (known as the critical pairs) and avoiding the other useless reductions
resulted in Faugère’s F4 algorithm [19] and F5 algorithm [20]. These two
algorithms perform asymptotically better than the Buchberger’s algorithm.
In this chapter, F5 algorithm will be considered as a case as it is known
to be the fastest one [21]. The pseudocode of the F5 algorithm is given in
algorithm 2. For an ideal generated by m polynomials of n variables with
maximum
degreeD, the number of operations required by F5 algorithm is


n+D−1 ω
O mD D
(ω is the matrix multiplication exponent) which is asymptotically singly exponential in n [21]. The exponent ω also influences the
asymptotic complexity as the reduction of the Macaulay matrix to the row
echelon form can be solved by an equivalent instance of the matrix multiplication [22]. It was known for long that ω < 2.372869 [26], but it has been
proven that ω = 2 for fields like integers, reals and complex numbers [28]. In
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the section 6.2.4, it is proven that ω = 2 holds good for polynomial rings as
well.
Algorithm 6.2.1: BuchbergerAlgorithm(F )
comment: The input F is a set of polynomials that generates the ideal I
comment: The output G is a Gröbner basis for ideal I
G←F
whileT rue
Choose two polynomials fi , fj




gi := leading term of fi




g
of fj

 j := leading term

 !
do
fj
fi

Sij := red aij gi − gj , G





If Sij 6= 0, G := G ∪ {Sij }



If all possible pairs (fi , fj ) ∈ G have been considered, then exit from the loop
return (G)
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Algorithm 6.2.2: F5 Algorithm(f1 , f2 , · · · , fm )
comment: Homogeneous polynomials (f1 , · · · , fm ) with degrees d1 ≤ · · · ≤ dm ;
comment: a maximal degree D
comment: The output is the elements of degree at most D of the reduced Gröbner bases of
comment: (f1 , · · · , fi ), for i = 1, · · · , m
for i ← 1 to n
do G[i] ← φ
for d 
← d1 to D

Md,0 ← φ




M̃d,0 ← φ




for i ← 1 to m





if d < di








then Md,i ← M̃d,i








else if d = di








then 
Md,i ← add new form fi to M̃di ,i−1 with index (i, 1)










Md,i ← M̃d,i−1











Crit ← LT (M̃d−di ,i−1 )





do




comment: LT(f) returns the leading term of the polynomial









do


for i ∈




Rows(Md−1,i )/Rows(Md−1,i−1 )







(i, u) ← index(f ) with












else


u = x1 , · · · xj and 1 ≤ j1 ≤ · · · jd−di−1 ≤ n










for j ←
do




 jd−di−1 to n










if uxj ∈ Crit









 do





then add the new row xj f with index (i, uxj ) in Md,i













Compute M̃d,i by Gaussian elimination from Md,i








Add to Gi all rows of M̃d,i not reducible by LT (Gi )
return ([Gi |i = 1, 2, · · · , m])
Constraints like the one mentioned in equation 6.4 can be further reduced
to a system of polynomial inequalities. The main objective of our scheme
shall be to solve this system effectively using the Gröbner basis. As visible
in algorithm 6.2.2, the result is obtained using Gaussian elimination, which
reorders the same inequality by means of some lexicographical ordering. Having given the inequalities in the original polynomial system, one can conclude
the equivalent inequalities in the Gröbner basis by means of elementary in144

terval arithmetic, whose basic unit is the interval. For a total order ≤ on
a set S, an interval [a, b] is the set K = {x|a ≤ x ≤ b}. Now operations
such as addition, subtraction and multiplication are defined on intervals in
the following way [36].
[x1 , x2 ] + [y1 , y2 ] = [x1 + y1 , x2 + y2 ]
[x1 , x2 ] − [y1 , y2 ] = [x1 − y1 , x2 − y2 ]
[x1 , x2 ] · [y1 , y2 ] = [min(x1 y1 , x2 y1 , x1 y2 , x2 y2 ), max(x1 y1 , x2 y1 , x1 y2 , x2 y2 )]
Since any polynomial only deals with these three operations, only these are
required to fulfil the required objective. One can start with the only univariate polynomial in the Gröbner basis, symbolically solve for its roots, and
back-substitute these intervals to obtain the resultant classification. An example of the same will be presented in the working example of the proposed
algorithm.

6.2.4

Matrix multiplication exponent ω = 2

To explain the matrix multiplication algorithm with quadratic time complexity, two of the operations related to the long polynomial division are
explained. The long polynomial division algorithm takes into consideration
two polynomials A(x) and B(x) 6= 0, and returns two polynomials Q(x) and
R(x) such that
A(x) = B(x)Q(x) + R(x)
where degree(R(x)) < degree(B(x)). The polynomial Q(x) is known as
the quotient, denoted as quo(A, B), and the polynomial R(x) is known
as the remainder, denoted as rem(A, B). The following lemma reiterates
an algebraic identity in bilinear form, which according to the Schonhagé’s
theorem [25], leads to the fact that matrix multiplication is of quadratic
time complexity. Performing the quotient and remainder operations may
require hash tables and constant time boolean combinational logic, assuming
the maximum allowable degree is fixed a priori.
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Lemma 6.2.1. Given a field K and two matrices A, B ∈ Kn×n ,
X
 !
n−1
n−1
n−1
X
X
(AB)i,j =
A[i][k]B[k][j] = rem quo
A[i][k]λ(n−1−k)
B[k][j]λk , λn−1 , λ
k=0

k=0

k=0

Proof.
n−1
X

A[i][k]λ

(n−1−k)

n−1
X

k=0

B[k][j]λk =

k=0

n−1 X
n−1
X

A[i][k1 ] · B[k2 ][j]λ(n−1−k1 +k2 ) =

k1 =0 k2 =0

λ

2(n−1)

(2n−3)

· A[i][0] · B[n − 1][j] + λ

1
X

A[i][k]B[k + n − 2][j]+

k=0

··· + λ

n−2
X

n

λ(n−2)

k=0
n−1
X

A[i][k]B[k + 1][j] + λ

(n−1)

n−1
X

A[i][k]B[k][j]+

k=0

A[i][k]B[k − 1][j] + · · · + A[i][n − 1]B[0][j]

k=1

X

n−1
n−1
X
(n−1−k)
k
(n−1)
=⇒ quo
A[i][k]λ
B[k][j]λ , λ
=
k=0

k=0

λ(n−1) · A[i][0] · B[n − 1][j] + λ(n−2)
+··· + λ

n−2
X

1
X

A[i][k]B[k + n − 2][j]

k=0
n−1
X

A[i][k]B[k + 1][j] +

k=0

A[i][k]B[k][j]

k=0

X
 ! X
n−1
n−1
n−1
X
(n−1−k)
k
(n−1)
=⇒ rem quo
A[i][k]λ
B[k][j]λ , λ
,λ =
A[i][k]B[k][j]
k=0

k=0

k=0

The above lemma proves the correctness of the matrix multiplication algorithm presented in the pseudocode of the algorithm 6.2.3. The algorithm
presented here is a generic version of a suite of algorithms for the same problem solved for basic fields such as integers, reals, complexes etc. [28]
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Algorithm 6.2.3: matrixMultiplyGeneric(A[[0, 0]...[n − 1, n −
1]], B[[0, 0]...[n − 1, n − 1]])
C ← {0, 0, 0...(n times)...0}
D ← {0, 0, 0...(n times)...0}
E ← {{0, 0, 0...(n times)...0}, {0, 0, 0...(n times)...0}, ....(n times)....{0, 0, 0...(n times)...0}}
for i ←
 0 to n − 1
for j ← 0 to n − 1
do
do C[i] ← C[i] · λ + A[i][j]
for j ←
 0 to n − 1
for i ← 0 to n − 1
do
do D[j] ← D[j] · λ + B[n − 1 − i][j]
for i ←
0
 to n − 1

for j ← 0 to n − 1

 !
do
n−1
,λ

 do E[i][j] ← rem quo C[i] · D[j], λ
return (E)

In the proposed scheme, a cellular automata based optimisation technique
parallelises the three loops presented in the algorithm 6.2.3, causing the time
complexity to be independent of the size of the input.

6.3

Description of the proposed algorithm

In this section, the proposed algorithm has been chalked out. First the
cellular automata based modification of the matrix multiplication algorithm
6.2.3 is shown. Then a similar modification of the F5 algorithm is shown
which uses the CA-based matrix product to perform Gaussian elimination.
Finally, the main algorithm is shown where all these presented algorithms
are used in some way or the other.
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6.3.1

Cellular automata based acceleration of the matrix multiplication algorithm

Here the main aim is to parallelise the independent loops present in algorithm
6.2.3 completely. There will be three first order cellular automata that can
be sequentially run one after the other, each of them run for one step of
temporal evolution. For the first and second loops, the grids of cells Q1t
and Q2t are n × n arrays, meant for storing input arrays A|n×n and B|n×n
for time instance t = 0. The set of states S must be a polynomial ring for
this parallelised version. The neighbourhood matrix N |(n−1)×2 is common to
both the loops, which is



0

0



0
N =


.. 

.
(n − 1) 0
1
2
3
..
.

The transition function for the first loop is

f1 (x1 , x2 , · · · xn ) =

n
X

xi λi−1

i=1

and the transition function for the second loop is

f2 (x1 , x2 , · · · xn ) =

n
X

xi λn−i

i=1

The grid of cells for the first loop is Q10 [i][j] = A[i][j] and that for the
second loop is Q20 = B[i][j] for time instance t = 0. The cellular automata
(S, Q1t , N, f1 ) (for the first loop) and (S, Q2t , N, f2 ) (for the second loop) are
run for only one time step simultaneously. This way all the rows of Q11
contain the same array C[i] mentioned in algorithm 6.2.3 and all the rows of
Q21 contain the same array D[i].
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The third cellular automaton (S, Q3t , N, f3 ) is meant for the third loop. Here
Q3t is a n × n array where Q30 [i, j] = Q11 [n1 , i]Q21 [n2 , j] for time instance
t = 1, n1 and n2 being two random numbers between 1 and n. N , the
neighbourhood matrix, is a 1 × 2 matrix,
N= 0 1



The transition function f3 (x1 , x2 ) is defined as



n−1
f3 (x1 , x2 ) = rem quo x1 , λ
,λ
After running the CA for time instance t = 2, the array Q31 holds the main
result, and this all happens after 2 time instances irrespective of the size of
the array. So this parallelised version of the matrix multiplication algorithm
takes O(1) time.

6.3.2

Cellular automata based modification of the F5
algorithm

A single cellular automaton CAF5 will be used to accelerate the complete F5
algorithm that calculates the Gröbner basis. The 4-tuple (S, Qt , N, Γ) will be
the CA, where S is the polynomial ring, Qt is the array of the m polynomials
(f1 , f2 , · · · , fm ) in n variables and N = 0 1 is the neighbourhood matrix.
The transition function Γ will be driven by the CellularAutomataF5 Algorithm
presented in algorithm 6.3.1, as shown below.
Γ(x1 , x2 ) = CellularAutomataF5 Algorithm(x1 , x2 )
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Algorithm 6.3.1: CellularAutomataF5 Algorithm(f1 , f2 )
comment: The input consists of two homogeneous polynomials (f1 , f2 )
comment: with degrees d1 and d2 respectively.
comment: The output is the elements of degree max(d1 , d2 ) + 1 of
comment: the reduced Gröbner basis of (f1 , f2 )
D ← max(d1 , d2 ) + 1
return (F5 Algorithm(f1 , f2 ))
It is known that the Gaussian elimination can be solved by an equivalent
matrix multiplication [22]. And that problem can be solved using cellular
automata based solution presented in section 6.3.1. At time instance t = 1,
the overall results come in all the cells of the grid. This particular algorithm
is much faster and reduces the overall scheme as shown in section 6.4.

6.3.3

The proposed algorithm

Now one is fully ready to understand the proposed algorithm. This procedure
takes the lapse function f (r) of the charged spherically symmetric black hole
and the gauge potential as the input and produces an expression in first-order
logic that represents the classification of geodesics of the charged particles
around the black hole. Firstly, the constraints equivalent to equation 6.4
are obtained and equivalent polynomial constraints Pcx are obtained. Then
the polynomials involved in Pcx are given to the cellular automaton CAF5
to obtain the Gröbner basis. Then by means of the interval arithmetic rules
explained in section 6.2.3, one arrives at the required result.
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Algorithm 6.3.2: BlackHoleGeodesicClassifier(f (r), At (r))
comment: f (r) is the lapse function of the black hole and
comment: At (r) is the gauge potential
d(r) ← f 0 (r)
e(r) ← A0t (r)2



a(r) ← f (r)d(r) e(r) 1 + d(r) + 2f (r)d(r) − 1
2

b(r) ← 2f (r)d(r)
2
c(r) ← 4f (r)d(r) +
  e(r)d(r) − 2
Cex


← c(r) ≥ 0 ∧ a(r) ≥ 0 ∨ a(r) ≤ b(r) c(r)
2

2

Pcx ← Obtain equivalent polynomial constraints Pcx from Cex
(f1 , f2 , f3 , · · · , fm ) ← Set of polynomials
 involved in Pcx
CAF5 ← (S, (f1 , f2 , f3 , · · · , fm ), 0 1 , Γ)
Run CAF5 for one time instance
B ← Apply interval arithmetic rules on the cells of the grid to obtain the expression
return (B)
The operations unexplained in the algorithm 6.3.2 are the extraction of equivalent polynomial constraints Pcx and the application of interval arithmetic
rules. There are several hundreds of simplification rules existent [18], which
can all be formulated in an appropriate S-attribute grammar Gs that enables
comfortable LALR(1) parsing. Parsing the expression with the help of Gs
can bring these operations into effect. In section 6.3.4 a working example of
the algorithm has been shown and in section 6.4, the time complexity of this
algorithm is explained in detail.

6.3.4

Working example

One good working example is the Reissner-Nördstrom anti de-Sitter black
hole with lapse function f (r) and a gauge function At (r) (also mentioned in
table 6.1)
Q2 r2
2M
+ 2 + 2
f (r) = 1 −
r
r
l
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At (r) =

Q
r

where M is the mass of the black hole, Q is the charge of the black hole
and Λ = −3
, Λ being the cosmological constant. As has been described in
l2
algorithm 6.3.2, the corresponding functions d(r), e(r), a(r), b(r) and c(r) are
given by,
d(r) =

2M
2Q2 2r
−
+ 2
r2
r3
l
e(r) =

Q2
r4

4(r4 + l2 M r − l2 Q2 )(r4 + l2 Q2 + +2M l2 r − l2 r2 )
−1
l4 r5
(l2 Q2 − l2 M r − r4 )(l2 Q2 − 2l2 M r + l2 r2 + r4 )(2l2 Q2 − 2l2 M r − l2 r3 − 2r4 )
+2Q2 2
l6 r12
a(r) =

b(r) =

4 4
(r + l2 M r − l2 Q2 )(l2 Q2 − 2l2 M r + l2 r2 + r4 )
l4 r5



8
2Q2 2 r4
2
+M r−Q + 4 5 (r4 +l2 M r−l2 Q2 )(l2 Q2 −2l2 M r+l2 r2 +r4 )−2
c(r) =
7
2
r
l
l r
Having
 all of these functions handy,the constraint Cex is expressed as c(r) ≥
0 ∧ a(r) ≥ 0 ∨ a(r)2 ≤ b(r)2 c(r) . The equivalent polynomial constraint
Pcx is given as


f1 (r) ≥ 0 ∧ f2 (r) ≤ 0 ∨ f3 (r) ≤ 0
where f1 (r), f2 (r) and f3 (r) are the polynomials defined below.
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f1 (r) = −8l6 M 3 Q2 r3 2 + 20l6 M 2 Q4 r2 2 − 4l6 M 2 Q2 r5 2
+4l6 M 2 Q2 r4 2 − 8l6 M 2 r9 − 16l6 M Q6 r2
+6l6 M Q4 r4 2 − 8l6 M Q4 r3 2 + 12l6 M Q2 r8 + 2l6 M Q2 r6 2 + 4l6 M r10 + 4l6 Q8 2
−2l6 Q6 r3 2 + 4l6 Q6 r2 2 − 4l6 Q4 r7 − 2l6 Q4 r5 2 − 4l6 Q2 r9 − l6 r12 − 12l4 M 2 Q2 r6 2
+16l4 M Q4 r5 2 − 2l4 M Q2 r8 2 + 8l4 M Q2 r7 2 − 4l4 M r12 − 4l4 Q6 r4 2 − 8l4 Q4 r6
2 + 2l4 Q2 r9 2 + 4l4 r13 − 4l2 Q4 r8 2 + 2l2 Q2 r11 2 + 4l2 Q2 r10 2 + 4l2
r15 + 4Q2 r12 2
f2 (r) = 8l4 M 2 r4 − 12l4 M Q2 r3 − l4 M Q2 r2
−4l4 M r5 + 4l4 Q4 r2 + l4 Q4 2 + 4l4 Q2 r4 + l4 r7 + 4l2 M r7 − l2 Q2 r4 2 − 4l2 r8 − 4r10
f3 (r) = 162 (8r9 − Q4 2 )r24 + 16l2 2 (24(r − M )r10
+2Q2 (2 − 1)r7 − Q4 (r + 2)
2 r2 + 2Q6 2 )
r20 + 4l4 (−4r14 − 4((24r2 − 2)Q4
+r(r(24r2 + r + 4) − 2M (36r2 + 1))Q2 + 2r4
(12M 2 + 12rM + (r − 12)r2 ))2 r7
+Q2 (8(2r − M )r8 − Q2 (−24M 2 − 4(r − 4)rM + r2 (r(8r2 + r + 8) + 4))
r2 + 4Q4 (r(r + 6) − 8M )r + 4Q6 )
4 )r16 + 8l6 (4(M − r)r15 + (8Q6 + 16r(−6r3 + r + M (6r2 − 2))
Q4 − r2 (4(72r2 − 5)M 2
−4r(96r2 + r − 2)M + r2 (96r2 + 3r + 4))Q2 + 8(M − r)r5 (22M 2 − 8r
M + (r − 2)r2 ))2
r7 + Q2 (4(−5M 2 + 2rM + r2 )r9 + Q2 (−(16r2 + r + 2)r4 + M (r(32
r2 + r − 4) − 8)r2 + 2M 2 (5r + 4)
r + 8M 3 )r3 + 4Q6 (8M + (r − 2)r)r − 8Q8 − 8Q4 (r7 − r5 + (2M − 1)
r4 + 4M 2 r2 ))4 )
r12 + 4l8 (2(4Q4 + 4r(r − 3M )Q2 + (r − 2)r4 + 6M 2 r2 )r14 + (16(6r2 − 1)
Q8 + 8r(24r3 − 72M r2
+r2 + 6M )Q6 + 2r2 (12(48r2 − 1)M 2 − 12r(24r2 + r + 2)M
+r2 (8r3 + 3r + 12))Q4 + r3
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((r(16r − 95)
−2)r + 12M (24r2 + r + 4)r − 8M 3 (108r2 + 1)
−24M (2r5 − 12r4 + r2 ))Q2 + 8r6 (−r5 + 3M
(M + 4)r3 − 36M 2 r2 + 12M 3 r + 24M 4 ))2 r7 + Q2
(4Q10 − 8r2 (r + 2)Q8 + 2r2 (8r5 + r4 + 12(M − 1)
r2 + 48M r − 24M 2 )Q6 + 2r3 ((r + 6)r4 − 3M (r(8r2 + r + 4) − 8)
r2 − 6M 2 (r + 12)r + 40M 3 )Q4 − r4 ((24r + 1)r6 + 12
M (1 − 4r2 )r4 − 3M 2 (r(8r2 + r + 8) − 8)r2 + 4M 3 (r − 16)r+
36M 4 )Q2 + 8M r10 (M 2 − 6rM + 3r2 ))
4 )r8 + 4l10 (2(r − M )(4Q4 + 4r
(r − 3M )Q2 + r2 (r3 − 4M r + 8M 2 ))r15
+(−8Q10 − 32r(−3r3 + r + M (3r2 − 2))Q8 + 2r2 (12
(24r2 − 7)M 2 − 4r(96r2 + r − 18)M + 3r2 (32r2 + r − 4))
Q6 + 4r3 ((4r(r + 6) + 1)r4 − 2M
(r(2r(r + 54) + 3) − 6)r2 + 6M 2 (84r2 + r − 8)r + M 3
(44 − 312r2 ))Q4 + r4 ((16r + 1)r6 − M (r(64r + 193) + 4)r4 + 6M 2
(r(8r(r + 24) + 3) − 4)r2 − 16M 3 (132r2 + r − 5)
r + 64M 4 (18r2 − 1))Q2 − 16M (M − r)(2M − r)r7 (r3 − 6M r + 12M 2 ))
2 r7 + 2Q2 (Q2 − M r)(Q2 + r(r − 2M ))
(4M (4M − 3r)r9 + Q2 ((12r + 1)r5 − M (20r2 + r − 6)
r3 − 8M 2 (r − 1)r − 12M 3 )r3 + 2Q4 ((2r2 − 3)r3
+M (5r − 8)r + 14M 2 )r2 − 2Q6 (10M + (r − 4)r)r + 4
Q8 )4 )r4 − l12 ((4Q4 + 4r(r − 3M )Q2
+r2 (r3 − 4M r + 8M 2 ))2 r14 + 4(M r − Q2 )(Q2 + r(r − 2M ))
(4Q4 + 4r(r − 3M )Q2 + r2 (r3 − 4M r + 8M 2 ))
((2 − 8r2 )Q4 − r(8r3 − 24M
r2 + r2 + 2M )Q2 + 8M r4 (r − 2M ))2 r7 + 4Q2
(Q2 − M r)2 (Q2 + r(r − 2M ))2 (−8M r8 + 4Q6 − 4Q4
(r3 + 2M r) + Q2 (8r7 + r6 + 4M r4 + 4M 2 r2 ))4 )
4

2

The reduced Gröbner basis of the polynomial ideal√(f1 , f2 , f3 ) resulting from
the grid of CAF5 is the set G = {l − 6Q, l − 2Q, r − 2Q, r2 − 3M r + 2Q2 , r2 −
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3M r + 2Q2 + 2q 2 , 9M 2 − 8Q2 − q 2 , f4 (l, M, Q), f5 (l, M, Q, q)} where
f4 (r) = 27l2 M 4 + l4 M 2 − 36l2 M 2 Q2 + 8l2 Q4 − l4 Q2 − 16Q6

f5 (r) = q 8 Q6 + q 6 (32Q6 − 8l2 Q4 ) + q 4 (16l4 Q2 + 432l2 M 2 Q2 − 160l2 Q4 + 384Q6 )
+q 2 (2048Q6 − 1024l2 Q4 + 4608l2 M 2 Q2 − 3456l2 M 2 Q2 + 128l4 Q2 − 128M 2 l4 )
+4096Q6 − 2048l2 Q4 + 9216l2 M 2 Q2 − 6912M 4 l2 + 256l4 Q2 − 256M 2 l4
Now using interval arithmetic, one can verify that the resulting Boolean expression is equivalent to the table of classification of geodesics of the RNAdS
black hole known in literature [17].

6.4

Analysis of the asymptotic complexity

One of the lowest possible bounds achieved on the complexity of symbolic
differentiation is O(nν 3 ) for an algebraic expression with n variables and ν
nodes in its expression graph [37]. With this in mind, let us assume that
there are n variables in the lapse function with ν1 nodes. Let there be ν2
nodes in the expression graph of the gauge function as well. So the
 time
taken to obtain the functions d(r) and e(r) would be O n(ν13 + ν23 ) . An

empirical estimate on the number of nodes in d(r) in the algorithm 6.3.2
would be O(ν1 ). Assuming complete expansion without the simplification
of a polynomial product, the number of nodes e(r) would be O(ν22 ). So the
expressions a(r), b(r) and c(r) would contain O(ν13 ν22 ), O(ν13 ) and O(ν12 +
ν1 ν22 ) nodes respectively. So the constraint Cex would asymptotically contain
O(ν13 ν22 ) nodes, and so would the equivalent polynomial constraint Pcx . So
obtaining the polynomial constraints and the set of polynomials using the
appropriate S-attribute grammar would consume O(ν13 ν22 ) time. As already
seen in section 6.2.3, for an ideal with m polynomials in n variables with
a maximum
degree D, the asymptotic time complexity of the F5 algorithm

ω
is O mD n+D−1
, being the ω is the matrix multiplication exponent.
D
In the proposed cellular automata based modification of the F5 algorithm
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6.3.1, the Gaussian elimination can be reduced to an instance of the matrix
multiplication problem, which can be solved efficiently using the cellular
automata explained in section 6.3.1 in constant time. If that is the case,
then for the proposed procedure, ω = 0. Also, in each cell of the grid of
the cellular automaton CAF5 , there are exactly 2 polynomials each on which
the F5 algorithm is being used. Thus, the time complexity of the cellular
automaton CAF5 is O(D), D being the maximum degree of the polynomials
involved. Since there are O(m) polynomials in the reduced Gröbner basis of
the grid, the time taken by an S-attribute grammar emulating the interval
arithmetic rules is O(m).
of the black hole

 So the overall time complexity

geodesic classifier is O n(ν13 + ν23 ) + ν13 ν22 + D + m .

6.5

Conclusion

In this chapter, the problem of automatically finding all possible circular
geodesics around a given black hole by means of symbolic computation has
been stated. Earlier approaches to solving the Gröbner basis problems have
been discussed, and their time complexities discussed. Also, a symbolic proof
that the matrix multiplication exponent ω = 2 has also been discussed. A
cellular automata based solution to the stated problem has also been suggested, along with a brief discussion on its time complexity and a working
example. In future, the application of this algorithm is expected in finding
correlations between geometry, thermodynamics and other such features of
the black holes. Also, further improvements can be made on the symbolic differentiation complexity by means of an appropriate cellular automata based
model.

156

Bibliography
[1] Renard, J.P., ”Implementation of logical functions in the Game of Life”,
in A. Adamatzky (Ed.), Collision-Based Computing, pp. 491-512, 2002
[2] Cook, M., ”Universality in elementary cellular automata”, in Complex
Systems, vol. 1, pp. 1-40, 2004
[3] Wald, Robert M., ”General Relativity”, University of Chicago Press,
ISBN 978-0-226-87033-5, 1984
[4] Carroll, Sean, Spacetime and Geometry – An Introduction to General
Relativity, pp. 151–159, ISBN 0-8053-8732-3, 2004
[5] Antoci, S., Loinger, A., ”On the gravitational field of a mass point
according to Einstein’s theory”, arXiv:physics/9905030, 1999
[6] Nordström, G., ”On the Energy of the Gravitational Field in Einstein’s
Theory”, Verhandl. Koninkl. Ned. Akad. Wetenschap., Afdel. Natuurk.,
Amsterdam, 1918
[7] Kerr, Roy P., ”Gravitational Field of a Spinning Mass as an Example of
Algebraically Special Metrics”, Physical Review Letters, 11 (5): 237–238,
1963
[8] Biquard, Olivier, ”AdS/CFT Correspondence: Einstein Metrics and
Their Conformal Boundaries”, European Mathematical Society, 2005
[9] Lovelock, David, ”The Einstein tensor and its generalizations”, J. Math.
Phys., 12 (3): 498, 1971
[10] Stuchlik, Z., Schee, J. ”Circular geodesics of Bardeen and
Ayon-Beato-Garcia regular black-hole and no-horizon spacetimes”,
arXiv:1501.00015, 2015
157

[11] Villanueva, J.R., Saavedra,J., Olivares,M., Cruz,N. ”Photons motion
in charged Anti-de Sitter black holes” Astrophysics Space Sci (2013)
344:437–446.
[12] D. Pugliese, H. Quevedo and R. Runi, “General classification of charged
test particle circular orbits in Reissner–Nordström spacetime,” Eur.
Phys. J. C 77, no. 4, 206 (2017) [arXiv:1304.2940 [gr-qc]].
[13] K. S. Virbhadra and G. F. R. Ellis, “Gravitational lensing by naked
singularities,” Phys. Rev. D 65 (2002) 103004.
[14] Jacob D. Bekenstein, ”Black holes and entropy”, Phys. Rev. D,
7:2333–2346, Apr 1973
[15] S. W. Hawking and D. N. Page, “Thermodynamics of Black Holes in
anti-De Sitter Space,” Commun. Math. Phys. 87, 577, 1983
[16] P. C. W. Davies, “Thermodynamics of Black Holes,” Proc. Roy. Soc.
Lond. A 353, 499, 1977.
[17] Bhamidipati, C., Mohapatra, S., ”A Note on Circular Geodesics and
Phase Transitions of Black Holes”, Physics Letters B 791 (2019) 367–374

[18] ”Some
Notes
on
Internal
Implementation:
Wolfram
Language
Documentation”,URL:https://reference.wolfram.com/language/tutorial/SomeNotesOnInternalImplement
[19] Faugère, J.-C. (June 1999), ”A new efficient algorithm for computing
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