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Executive Summary
Within the first task a systematic analysis of the cybersecurity landscape will be
performed with a focus on digital security of CAVs. This effort will start as a systemic
in-depth literature review of cybersecurity environment aiming to provide explicit,
reproducible and auditable methodology for evaluating and interpreting all available
research relating to the particular topic of cybersecurity in CAVs. autonomous
vehicles, and smart-city infrastructures. Next, the consortium will summarise existing
evidence about cybersecurity technologies, identifying gaps in current research and
provide a ground framework to position support new ideas and technologies.
Moreover, the limitations of state-of-the-art cybersecurity systems and the
constantly increasing connectivity in all kinds of vehicles will be considered in detail,
so as to enable efficient and radical solution to the Cybersecurity on CH with the
nIoVe toolkit. Finally, consortium partners will discuss the selection of the right
methodological approaches for the IoV defence.
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Introduction

1.1 Purpose, Context and Scope of this Deliverable
The rapid development of the Internet of Things (IoT) transferred the idea of connected
devices to many new application fields such as smart health, smart home, smart industry,
and smart transport. Today’s vehicles with increasing digital capabilities turn into vital
components of the smart transport sector. Thus, the term Internet of Vehicles (IoV) defines
the environment around gradually improving digital vehicles [109]. The IoV incorporates
transport infrastructure, transport authorities, personal devices, and other services and
interfaces which operate closely. New communication possibilities improve and support
Connected Autonomous Vehicles (CAVs) capabilities and raise public, state, and economic
interests [110][111].
Promising expectations and progress of the IoV and CAV field additionally attract new forms
of cyber-threats and risks. The heterogeneously connected environment of the IoV exposes
various potential and unexplored attack surfaces. It is crucial to understand the IoV
cybersecurity landscape for the purpose of developing successful defence strategies against
CAVs cyber-threats. Vulnerable CAVs, communication, and infrastructure services endanger
passenger security and privacy and the success of the IoV development [112].
The novel adaptive cybersecurity framework for the Internet of Vehicles (nIoVe) project aims
to develop and demonstrate a holistic and multi-layered cybersecurity solution for the
Internet of Vehicles (IoV). This includes digital security protection of all CAVs and connected
infrastructure. The deliverable 2.1 as one of the first deliverables of the project has the
purpose of providing a CAVs cybersecurity threats digest and analysis. It therefore
investigates the IoV cybersecurity threat landscape in a layered approach. A next section
introduces and investigates existing main cybersecurity concepts of the IoV domain. These
main concepts form a ground defence framework. By contrasting threats and main defence
concepts, this deliverable identifies gaps in state-of-the-art digital security of CAVs.
Additionally, it formulates specifications of potential missing defence strategies of CAVs if
possible. The findings of this deliverable contribute to the overall architectural design of the
nIoVe framework. Moreover, this threat digest and analysis embeds and highlights the
position of the nIoVe solution with regard to current IoV security research.
Summed up, this deliverable conducts to the following objectives for reaching its goals:
● Analysis of the cybersecurity landscape through literature review with a focus on
digital security of CAVs
● Identifying existing CAV technologies and their cybersecurity gaps
● Provide need and ground framework for new ideas and technologies
● Consider gaps of current digital security of CAVs and the impact of constantly
increasing connectivity
● Discuss selection of the right methodical approaches for IoV defence
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1.2 Background
The security objective in autonomous vehicles is the cornerstone of creation a safe and viable
transportation system. The Internet of Vehicles ecosystem is in need of protection because is
so complicated, consist a combination of numerous networks such as vehicle to vehicle (V2V),
vehicle to infrastructure (V2I), vehicle to pedestrian (V2P) and vehicle to network (V2N). It is
vital to enact security design principles, to obtain the maximum resilience against cyberattacks and build a multi-layered defence mechanism. Before the analysis of these principles,
we are going to report the exploitation outbreaks of the security system vulnerabilities. Some
of the cyber-attacks on autonomous vehicles that occurred in the past years are, as we can see
in the Figure 1:
•

In 2015 Chrysler recalled 1.4 million cars after a couple of hackers demonstrated to
the magazine WIRED that they could control a Jeep’s system remotely over the
internet. The hackers were able to turn the air conditioning and stereo on and off,
disable the brakes, and interfere with steering, while the car was being driven [1].

•

In the same year, Charlie Miller and Chris Valasek, two engineers doing consulting
work for the Pentagon’s Defense Advanced Research Projects Agency, have
successfully managed to hack Ford and Toyota cars compromising its safety and Sync
systems to gain access to safety features, brakes, cruise control, steering, parking assist
and also the remote keyless entry system [2].

•

In 2016, the Jeep Cherokee is probably the only car that had to be recalled for a
potential hack. 1.4 million vehicles including various models of the Dodge, Chrysler,
and Jeep were recalled in a response to a potential hack that could affect the brakes,
engine, steering, and other safety controls in the cars 14 [1].

•

In 2016 and 2017 Tesla vehicles were subject to attack when one of the hackers hacked
into the control system for the power supply of a Tesla Model S P85 and modified it,
installing autopilot and other software from dual-motor Tesla vehicles on its hardware.
However, the second threat is to personal data of passengers [3].

•

In November 2017 Uber reported the theft of data belonging to 57 million of their
users. The hackers stole the names, email addresses, and phone numbers of 50 million
Uber passengers from all over the world. The hackers also gained access to the
personal information of seven million drivers, including approximately 600,000 US
driver’s license numbers; anything could be the target of an attack 16 [4].

•

Gabriel Cîrlig, a senior software engineer at security firm Ixia, found a privacy issue.
Data from the mobile phone, which was synchronized with the car, were stored
persistently on the infotainment unit in a plain text. The infotainment system itself is
a hacker's paradise and is more powerful than most embedded devices, including
home routers [5].
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Figure 1: Evolution of the cyber threat in connected vehicles

To avoid the repetition of these exploitations we have to follow some fundamental principles.
The most known model is CIA, it portrayed as a triangle with confidentiality, integrity and
accessibility at the corners. As it was determined from the ISO 17799 (Carlson 2001) the
definitions of CIA model attributes are:
•

Confidentiality: ensuring that information is accessible only to those authorized to
have access;

•

Integrity: safeguarding the accuracy and completeness of information and processing
methods;

•

Availability: ensuring that authorized users have access to information and associated
assets when required.

The above are used to provide a framework for the introduction of encryption, digital
signatures and securing a place-bound system. The growth of nomadic and mobile computing
has changed the environment to a degree that we have to redefine these principles, covering
more areas and be more thorough. The characteristics of the nomadic computing
environments are the independence from the location, motion, computing platform, and
communication bandwidth and communication device. For that purpose, we are going to use
the extended CIA model, known as The Parkerian Hexad, proposed from Donn Parker in 2002.
It consists a set of six elements of information security. As it was analyzed in [6]:
•

Confidentiality: Is the ability to control access to or the exposure of the contents of
the information. Confidentiality attribute, includes and physical security. Asymmetric
and symmetric encryption is the solution to limit the vulnerability of sensitive data.

•

Possession: This ability describes the physical relationship between the user and their
smartphone as well as the control they have over their technology.

•

Integrity: Is the ability to ensure that data and data structure has not intentionally or
accidentally altered. A common practice used to achieve this is hashing, which can
detect if data has been tampered or not.
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•

Authenticity: Is the ability to identify the source of a transaction either it is in the web
or local. Common malicious messages are phishing URLs and spoofing which can be
avoided with the use of digital signatures.

•

Availability: Is the ability of the user to access the data, technology and support when
is needed. This can be achieved by malware protection, antivirus, spyware and
adware, also it is necessary to keep backups for both data and equipment.

•

Utility: Is the ability of the user to access files and data. For example, encrypted files
where the user has lost or forgotten the password or file formats that cannot be read
or shared. The user has maintained control, confidentiality and can access the data
but is unable to do anything with them.

Figure 2: Parkerian Hexad model

The limitations of the Parkerian Hexad are in two important areas, non-repudiation and privacy
which can’t be overlooked. “Non-repudiation, refers to a situation where a statement's author
cannot successfully dispute its authorship or the validity of an associated contract” [7]. In
security, this is translated to associating actions or changes with a unique individual. This
prevents the owner of an account from denying actions performed by the same account.
Internet privacy and general privacy, is the privacy and security level of personal data
published [8]. It is a broad term that refers to a variety of factors, techniques and technologies
used to protect sensitive and private data, communications, and preferences. Therefore, a
framework such as the Parkerian Hexad is extremely valuable in organizing and structuring the
necessary material, but we are going to suggest the implementation of a novel holistic
taxonomy of security requirements, as it was presented by Neila Rjaibi and Latifa Ben Arfa
Rabar at the 2015 International Conference on Soft Computing and Software Engineering
(SCSE 2015). This holistic taxonomy of security requirements is a combination of the previous
developed models such as:
April 2019
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Basic security requirements, ISO 7498-2:1989
The CIA triad Model
The Parkerian Hexad, Donn Parker, 2002
Software Security requirements, J.Jurjens, 2005
The Taxonomy of security, Firesmith, 2004
The Grouped Security Requirements in the Accelerated Requirements
Method(ARM), Mead and Hough, 2005
A Taxonomy of Software Security Requirements, Calderon and Marta,2007
Security Requirements Reusabillity and the SQUARE Methodology, Travis
Christian, 2010

The main advantage of this model is the complete coverage of every aspect of security with
respect to the requirements. It is a product of in depth study of previous versions similarities,
relationships between factors and sub-factors, differences and limitations [9].

Figure 3: The novel holistic taxonomy of security requirements

As we can see in Figure 3, the model incorporates thirteen basic and standard requirements
and refined in layer into thirty-one security requirements sub-factors. The Privacy, Integrity
and Non-repudiation was analyzed earlier, the remaining are:
•

Conformance: Is the ability to confirm that the software operates as intended without
variation and performs as many tasks as it supposed to do.

•

Secure information flow: Is the ability of secure data transaction between sensitive or
highly trusted individuals and the system. In addition, this data can be transferred to
a lower level and influence other data, which is not bidirectional action.

April 2019

14

WP Leader: RISE

Deliverable D2.1

Dissemination Level (PU)

833742–nIoVe

•

Freshness: Is the manipulation of fresh information. Thus, an old message cannot
replayed again.

•

Fair exchange: As the name implies, this means that the trade is fairly treated.

•

Usability: “For example, suppose someone encrypted data on disk to prevent
unauthorized access or undetected modifications and then lost the decryption key:
that would be a breach of utility. The data would be confidential, controlled, integral,
authentic, and available; they just wouldn’t be useful in that form” [10].

•

Harm and detection: Is the notification of successful and unsuccessful attacks.

•

Physical Protection: Is the ability of the system to protect itself and its components
from physical tampering.

•

Access control: One of the core requirements that a system must comply, it is basically
the allowance only to a trusted user to access the system.

•

Manageability: Is the system’s ability of auditing and calculating.

This model offers an understanding of security constrains relevant to the system’s functions.
It is a necessity to define which security measures are relevant to our system and comply with
them. This model is covering every angle of attack to an ecosystem, if we follow it and adapt
to these requirements we will be fortified against cyberattacks. We described three different
models, the first one sets the basic concepts in order to put the foundations for a secure
system, the second add some more parameters but both of them are characterized by the
same limitations, which the third model answers and offers a complete solution.
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State-of-the-Art Cybersecurity Threat Landscape for CAV

Threats to these basic security components occur in arbitrary form. Different
implementations of these components in existing computer systems support threat and
attack variation. For accessing the cybersecurity threat landscape, section 2.1 provides a
general overview over popular cybersecurity threats. Subsection 2.2 narrows down the
cybersecurity threat landscape to the IoV and CAVs cybersecurity domain.

2.1

General Cybersecurity Attack Categories

There are many types of cyber-attack, and the one the criminal hacker chooses depends on
what they are trying to do. The common classification of cyber-attacks can be categorized
as:
Based on Purpose, Legal Classification, Based on severity of Involvement, Based on Scope and
Based on Network Types. A first study of the cyber threat landscape, taken also into account
the ENSIA cyberthreat landscape [94] [95] is presented in the following table.

Attack Name
Malware

Web based attack

Website
application attack

Phishing

Denial of Service

April 2019

Table 1: ENISA cyberthreat landscape
Short Description & Mitigation
Malware is malicious software designed to cause damage to
a computing device. Malware increasingly targets IoT
devices. More malware techniques use encryption and
fileless concepts. Detection of malware which targets safety
systems of critical infrastructure. Financial trojans and
exploit kits decline but malware in the mobile threat
landscape increases. Mitigation techniques include
detection on all input and output channels and security
response policies.
These attacks target web systems and services such as web
browsers, websites, content management systems (CMS),
spamming. Drive-by, watering-hole, redirection, or man-inthe-browser attacks count as common web attacks.
Mitigation includes patching vulnerabilities and web traffic
filtering.
Web applications, APIs, runtime environments, and services
are targets for web application attacks. SQL injection, local
file inclusion, and Cross-Site-Scripting (XSS) attacks are the
most popular attack types. Mitigation techniques are secure
app development of authentication and validation
mechanisms.
Phishers typically try through social engineering practices to
have the recipient of the phishing message click on a
malicious attachment or URL. These attacks cause malware
injections and data breaches. Mitigation includes education
about potential targets such as fake email, random clicking,
and information sharing.
(Distributed) Denial of Service (DoS) attacks disrupt a
resource or network until unavailability. With more
connected entities through the IoT and IoV, DoS attacks can
cause national failures of businesses and critical systems.
16

WP Leader: RISE

Deliverable D2.1

Spam
Botnets

Data Breaches
Insider Threat

Physical
manipulation/
damage/theft/loss
Information
Leakage
Identity theft

Cryptojacking
Ransomware

Cyber Espionage
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For mitigating DoS threats, Internet Service Providers (ISPs)
need DoS protection in the form of reaction plans, firewalls,
and access control lists.
Spam is abusive messaging with the intention of flooding the
target with unsolicited content. Spam filters and user
education mitigate the threat.
Botnets consist of connected computing devices which run
bot software. Most Botnets attacks spam ads in the social
media field. Mitigation includes application and network
firewalling and traffic filtering.
Consequence of successful threat. Malware causes 30% of
all Data Breaches. Mitigation includes encryption and
reduction of access rights.
An employee with access to confidential information abuses
this access maliciously, unintentionally, or out of sloppiness.
User awareness, segregation of duties and limited data
access are mitigation techniques.
Physical attacks do not count as cyberthreats. But they often
lead to data breaches and represent an attack surface of an
organization. Mitigation measures include encryption and
asset inventory.
Information leakage compromises confidential information
with the intention of gaining and disclosing the data.
Mitigation includes user education.
Special category of Data Breach where the attacker gains
identity or personal information. Common identity theft
techniques include skimmers, dumpster divers, telephone
impersonators, network administrator impersonators, and
phishers. Protection of documents, privacy settings,
password protection, and education of public WiFi threats
are prominent mitigation techniques.
Malware which uses a victim’s processing power to perform
cryptominig without the victim’s consent. Cryptomining
solves cryptographic puzzles and generates revenue.
Malware which blocks access to data typically through
encryption. Afterwards, the attacker demands a ransom in
cryptocurrency for returning ownership of the data to the
victim. Offline backups, software patches, and reduced data
access are mitigation techniques.
Unites state-sponsored high-capability threats. It uses
advanced hacking tools, vulnerability discovery and
military/law enforcement intelligence methods. Mitigation
includes mitigating all threats which compose the attack
composition.

The items of attack incidents of the ranking list in Table 1: ENISA cyberthreat landscape are
based on the number of incidents, impact, and role played in the cyberthreat landscape. The
categorization of most common attack categories [11] names website application attacks
(16%), service specific (8%), application specific (6%), and DoS (6%) attack categories.
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Cybersecurity Threats in CAVs and IoV Ecosystems

2.2.1 CAVs Cybersecurity Layers
In order to examine the layers of connected autonomous vehicles we have to give the
definitions of commonly used attributes in this ecosystem [12], some of these are appeared in
Figure 4.
•

Cyber physical system: is a system of collaborating computational elements
controlling physical entities.

•

Cybersecurity: is an attribute of a cyber-physical system that relates to avoiding
unreasonable risk due to an attack.

•

Attack: is an exploitation of vulnerabilities to obtain unauthorized access to or control
of assets with the intent to cause harm.

•

Attack Surface: is the set of interfaces where an unauthorized user can try to enter
data to or extract data from a system, or modify a system’s behavior.

•

Attack Vector: Refers to the interfaces or paths an attacker uses to exploit a
vulnerability. For instance, an exploit may use an open IP port vulnerability on a variety
of different attack vectors such as Wi-Fi, cellular networks, IP over Bluetooth, etc.
Attack vectors enable attackers to exploit system vulnerabilities, including the human
element.

•

Controller Area Network (CAN): Is dominant serial communication network protocol
used for intravehicle communication.

•

Digital signing: Is a mathematical technique used to validate the authenticity and
integrity of a message, software or digital document.

•

Electronic Control Unit (ECU): Is an embedded system that provides a control function
to a vehicle’s electrical system or subsystems through digital computing hardware and
associated software.

•

Exploit: Refers to an action that takes advantage of a vulnerability in order to cause
unintended or unanticipated behavior to occur on computer software and/or
hardware. An example of an exploit would be using a diagnostic port vulnerability to
take advantage of a buffer overflow that allows access over Internet Protocol (IP)
networks.

•

Public Key Infrastructure: Refers to a set of policies, processes, server platforms,
software, and workstations used for the purpose of administering certificates and
public-private key pairs, including the ability to issue, maintain, and revoke public key
certificates.

•

Vulnerability: Is a weakness in a system or its associated networks, system security
procedures, internal controls, or implementation that could be exploited to obtain
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unauthorized access to system resources. For instance, an open diagnostic port on an
ECU is a vulnerability.
•

Road side unit(RSU) : Computing device located on the roadside that provides
connectivity support to passing vehicles

•

Vehicle to everything network (V2X): Is the communication which is passing of
information from a vehicle to any entity that may affect the vehicle, and vice versa. It
is a vehicular communication system that incorporates other more specific types of
communication as V2I (vehicle-to-infrastructure), V2N (vehicle-to-network), V2V
(vehicle-to-vehicle), V2P (vehicle-to-pedestrian), V2D (vehicle-to-device) and V2G
(vehicle-to-grid).

Figure 4: General structure of IoV [13]
The cybersecurity for CAVs are approached on Vehicle, Connection Infrastructure and Human
Factors layers.
1. Vehicle layer: It is a combination of low level sensors essential for proper functioning
of vehicle core components. As it is shown in Figure 5, these are:
o
o
o
o
o
o
o
o
o
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GNSS Antenna
LIDAR Sensors
Camera stereovision
Odometer
Radar
Sonars
Accelerometers
GPS
IMU (inertial measurement unit)
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All these elements are presenting potential attack surfaces some vulnerabilities already
exposed.

Figure 5: NAYVA Arma
2. Connection Infrastructure layer: It is the essence of Internet of vehicle ecosystem.
Without the secure and natural cooperation of individual networks the ecosystem is
fragile. This layer is a combination of the below, as it is shown in Figure 6:
o
o
o
o

Vehicle to Network(V2N)
Vehicle to Vehicle(V2V)
Vehicle to Pedestrians(V2P)
Vehicle to Infrastructure(V2I)

Figure 6: Introduce connected vehicles and their working environment
3. Human layer: Is an inseparable part of the IoV ecosystem
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2.2.2 Threats & Attacks in IoV ecosystems
All networked computing devices with connection mechanisms and support communication
between the infrastructure as well as sharing data they have exponentially enhanced the risk
of an attack. In order to create a good defence requires understanding the attack methods
used for exploitation. As we can see in Illustration 7, some attack types, attack vectors and
attack surfaces.

Figure 7: Potential attacks on AV and AV communication networks [14]
We are going to report the most common attacks and their basic characteristics without
analyzing them in depth, because there are numerous alterations and versions depending on
the target and intentions of malicious user [15][16].
•
•
•
•
•
•
•
•

Denial-of-service (DoS) and distributed denial-of-service (DDoS) attacks
TCP/SYN flood attack
Teardrop attack
Smurf attack
Ping of death attack
Botnets Man in the middle attack (MitM)
Session hijacking
IP/GPS spoofing
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Replay
Wormhole
Phishing and spear phishing attacks
Drive by attack
Password attack
SQL injection attack
Cross-site scripting (XSS) attack
Eavesdropping attack
Birthday attack
Malware attack

Denial-of-service (DoS) and distributed denial-of-service (DDoS) attacks, lead the user to lose
the control of the system. The main versions of this attack are TCP/SYN flood, teardrop, smurf,
ping of death. It basically overwhelms the resources causing the incapability of the system to
respond. Respectively at DDoS attack the resources of the system are targeted, but it is
launched from a large number of other host machines that are infected from malicious
software controlled from the attacker. These kind of attacks don’t provide direct benefits for
the attackers but they can cause hazard depending on the target infected. For example, it can
be used on VANET and general in V2X IoV ecosystem’s communications, generating a traffic
disturbance or even an accident. Another attack which belongs in this category is “buffer
overflow”, which abuses the synonymous bug and a program overwrites memory adjacent to
a buffer that it shouldn’t modified intentionally or unintentionally. This leads to a system crash
and the loss of important data such as instruction pointers or base pointers. Also, in this
category lie in the botnet attack. The botnet is a group of infected computers from a malware,
known as zombies, used by the attackers in order to cover channels such as Internet Relay Chat
(IRC) performing malicious attacks, as spam mail and information theft.
Man in the middle attacks occurs when a hacker intervenes between the communications of
a client and a server, getting access to all the packets send in the connection. The usual
versions of this kind of the attack are session hijacking, IP spoofing and replay. When the
connection is established and they have successfully implanted themselves between the two
trusted parties they exploit this trust and gathering all the needed information. That attack
can be used at GPS, LIDAR and even other sensors. The magnitude of the hazard that follows
this kind of attack depends on the attacker, it can create a small traffic disturbance or even
destructive crash.
Phishing and spear phishing attacks, exploit the ignorance of some users and send emails that
appear to be from trusted sources with the goal of gaining personal information or influencing
the users act as they like. There is a combination of social engineering and technical trickery
to be successful this kind of attack. Spear phishing attacks are more personal and relevant to
the user that is targeted.
Password attacks, target the passwords, as they are the most common way to authenticate
users information to a system. The malicious attackers are sniffing for information the
connection network to acquire unencrypted passwords with the assist of social engineering.
There are two kinds of these attacks the brute force and dictionary. The first using random
approach by trying different combinations of passwords and usernames, the second is using
the copied encrypted file that contains passwords and apply same encryption to a dictionary
of commonly used passwords and compare the results. As it happens with the phishing and
drive by attacks the potential problems that will be created are depended on the use of the
sniffed credentials from the attacker.
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SQL injection attacks, are applied on database driven cyber-physical systems. It occurs when
the attacker executes a SQL query to the database via the input data from the client to server.
SQL commands are inserted into data plane input, as is the login or password in order to run
predefined SQL commands. The successful attacks can exploit, modify and recover sensitive
data from the database or even execute commands. These attacks can target the database of
users credentials or the services data. For example they can poison the map database creating
wrong reactions and traffic disturbance.
Cross site scripting attacks, they take advantage of the third party web resources to run scripts
in the victim’s web browser or a scriptable application. If the victim requests a page from the
website, the website transmits the page, with the attackers malicious JavaScript as part of the
HTML body and then continues with the execution of the script. The consequences may vary
from exploitation of additional vulnerabilities to steal cookies, capture screenshots, collect
network information and install keyloggers. The use of the HTTP request neutralizes these kind
of attacks thus the use of http/https is almost mandatory.
Eavesdropping attacks occur through the interception of network traffic. These attacks allow
the attacker to obtain credential and confidential information that users send over the
network. Eavesdropping methods are split to active or passive, also are used to collect info
from CAN bus and wireless channels. The ramifications are not visible right after the
vulnerability exploitation, but it is up to the attacker how he will act with this information.
Birthday attacks, are used against hash algorithms and are used for the verification of the
integrity of a message, which has software or digital signature. The attack uses the probability
to find the same message digest generated form two random messages. If the attacker
successfully calculate the message digest, he can safely replace the user’s message with his
without leaving any room for identification of his change. These kind of attacks target digital
signatures, it is not commonly used because of the complexity but they bear an exploitation
method.
Finally, the malware attacks, are software which is installed in the system without the
authorization of the administrator. It can lurk in useful applications or even replicate itself. The
most common types of malware are macro viruses, file infectors, system and boot recorders,
polymorphic, Trojans, worms, logic bombs and ransomware. The malware can be injected in
the autonomous vehicle system with various way, and cause plenty of complications, it
depends on the attacker and the kind of the malware as well as the component is infected.
These attacks can be further categorized depending on the attack vector of IoV ecosystem they
target. Authenticity or identification attacks, in which user’s source and location are
compromised. User authentication is to prevent falsified entities attacks. Source
authentication is to ensure that the data are generated by legitimate entities. Routing attacks,
are jamming, interfering and eavesdropping the localization components of the vehicle.
Manipulating the ability to exchange or share information in real time without delays. Data
integrity and data trust attacks, target the received data with malicious or unauthorized
modification, manipulation or deletion during transmission. Confidentiality and privacy
attacks, scope to expose the personal data that is gathered through the use of services and
products to malicious or unauthorized users [13].
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Figure 8: Types of attacks in IoV
• Attacks on authentication
o

o
o
o

Wormhole attack: Is the concealing of the real distance between two malicious
nodes from normal nodes, in order to absorb data flow and cause network
conjunction or perform other malicious interactions.
Masquerading attack: Is the coping or the use of the same ID of other node in the
network creating chaos in the network.
GPS deception: Is the supply with fake information about location, speed and other
GPS attributes, crucial to the proper operation of localization system.
Sybil attack: Is a complicated attack, the basic concept is that a malicious device or
node, appears in the system with multiple illegal identities.

• Routing attacks
o
o
o
o

Route modification: Is the modification of the number of hops in forwarding
routing requests packets and other routing information.
Masquerading attack
Denial of service attack
Eavesdropping attack

• Data authenticity attacks
o
o
o

o

Replay attack
Camouflage attack: Is the cloaking of node under a false ID and utilizes this cover
from a legitimately authenticated node, giving the opportunity to create chaos as
it spreads false messages or execute malicious attacks.
Fabricating and tampering with messages attack: “Such attacks manifest through
generating fake messages and disseminating untrue information, masquerading,
and hiding sensed evidence to hide different kinds of vehicle attacks” [17].
Illusion attack: Is the generation of false data from sensors which they are properly
authenticated and identified in the network, from the attacker.

• Availability attacks: In this category belong the DDoS/DoS as well as the channel
interference attacks which they aim the exploitation of the limitations of bandwidth and
transmission power to collapse the IoV system.
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• Secrecy attacks: Target the exploitation of the private and sensitive data of the users. This
is achievable with eavesdropping and interception of the network.
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Existing CAV Cybersecurity Technology

3.1 In-Vehicle Security
3.2 Trusted Identity & Data Access Management
A main concept to handle trusted identity and data access management is to leverage
blockchain technology. Blockchain based decentralized trust management enables
communicating entities to decide whether a message of another entity is trustworthy or not
[101]. Yang et.al [96] propose and simulate a decentralized trust management scheme based
on blockchain technology which allows trusted identification of network participants.
The following blockchain features are important terms in the context of the concept of the
trusted identity:
• Shared ledger: append only, immutable, distributed system of records shared across
network.
• Cryptography: ensures secure, authenticated and verifiable transactions.
• Consensus: All participating nodes in the network agree to verified transaction.
• Smart Contract: Scripted logic embedded in transaction database and executed with
transaction or condition compliance
The trusted identity management system of Yang et al. [96] follows a simplified IoV scenario
which includes several connected roadside units (RSUs) and vehicles on a road. It is possible
to run the concepts and components of the concept in different computing devices for
comprehensive network trust identity management. The first main procedure of the
proposed system follows four steps:
1. Vehicle message rating generation and uploading
2. Calculation of trust value offset at RSU
3. Miner election and block generation
4. Distributed consensus
The second main procedure of the concept includes two steps:
1. Trust value query
2. Warning and revocation
The proposed system model uses the computationally more powerful RSUs for running and
managing a distributed ledger and thereby the blockchain. The RSU task includes the
collection of ratings and handling the trust value management. Trust value management on
RSUs concern blockchain management through consensus protocols. Blockchain stored trust
values for every participating vehicle of the network originate on vehicles itself. The first
main procedure for uploading trust values into a block is as follows and can be seen in Figure
9: Decentralized blockchain-based trust management [96].
A vehicle divides received messages of other vehicles into groups. Message groups gather
messages based on the vehicle identifier. Vehicles calculate credibility values for each
message per vehicle identifier. The calculation of the credibility value is based on the event
described in the messages as well as the distance between the sending vehicle and the event
location. Next, credibility sets gather credibility values of a specific event. An event could be
a car accident for example. Based on the credibility set, a vehicle can now calculate the
aggregated credibility by using Bayesian inference [102]. If the aggregated credibility of an
event exceeds a threshold, the event is considered true and the receiving vehicle generates
April 2019

26

WP Leader: RISE

Deliverable D2.1

Dissemination Level (PU)

833742–nIoVe

a positive rating of +1 on messages correctly reporting the event. Otherwise, ratings on
messages of the event take the value -1.

Figure 9: Decentralized blockchain-based trust management [96]

As a next step, vehicles update the neighboring RSUs periodically with the calculated ratings.
The reason for uploading ratings to RSUs is due to vehicles permanent change within the
traffic environment and the limited computationally capacity of the on-board devices. RSUs
are capable of calculating the trust values for several vehicles. A trust value is the aggregated
opinion of a vehicle which represents all historical credibility of messages with their ratings
sent by it. It can be calculated the following way.
Message ratings may differ and a message group can contain positive as well as negative
ratings. Yang et al. [96] use a weighted aggregation calculation of ratings to determine the
trust offset for a message. Another new set groups the offsets into a list with corresponding
vehicle identifiers of sending vehicles. In the next step, the RSUs broadcast offset groups to
other RSUs and perform miner election for block generation. Miner election is necessary
since there is no central authority to manage the blockchain.
The miner election concept in the work of Yang et al. [96] uses a combination of proof-ofwork (PoW) and proof-of-stake. The proof-of-stake method takes the sum of absolute
offsets as stakes and uses this value for difficulty determination of the PoW method. In this
case, PoW depends on the stake and higher offset values translate to less difficulty. A lower
difficulty value in the PoW concept enables a mining entity to faster find a nonce for the next
hash for a new block. In this very case, RSUs with higher offset variation manage to create
new blocks faster compared to RSUs with lower offset variation. This measure allows faster
blockchain updates for cases where a maliciously infected vehicle changes its ratings
drastically. The RSU which finds the hash for a new block first, appends the new block to the
blockchain and broadcasts the new status to the distributed ledger in the network. Network
participants accept the block if cryptographic verification of all transactions succeeds. In the
case of simultaneous block creation and distribution, the applied consensus concept
leverages local temporal blockchain forking and comparison for resolving these conflicts. The
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blockchain consensus concept in combination with applied cryptographic techniques and a
majority of honest entities guarantees that honest entities only can contribute to blockchain
growth [103]. Finally, the distributed consensus of trust values enables the second main
procedure of the proposed system of trust identity management.
The distributed consensus of trust values in combination with vehicle identifiers allow
vehicles to query these trust values for a specific vehicle. The trust value query functions as
follows. When a vehicle requests trust values for a specific vehicle, the RSU checks for the
specific vehicle identity and accumulates all offsets of this specific vehicle to obtain the
current trust for this specific vehicle. Due to the fact, that every vehicle generated public and
private keys, the RSU responds to the requesting vehicle by returning the demanded trust
value encrypted with the requesting vehicle public key. The vehicle message rating
calculations as well as the trust values allow vehicles to autonomously decide to trust
another identity. It is moreover possible to incorporate trust values into rating calculations.
The warning and revocation step of the second main procedure compares trust values to
thresholds. If trust values take relatively low values, RSUs might broadcast warning messages
or even add vehicle identities to revocation lists. Revoked vehicles are not capable of
receiving any services from the network.
It is possible to leverage Smart Contracts (SMs) to enable actions for updating revocation
lists. SMs are scripted self-verifying, self-executing, and self-enforcing state-response rules
which can be stored and secured in a blockchain [104]. Moreover, it is possible to leverage
SMs for enabling data access authorization strategies which prevent unauthorized entities to
access services [105].
Advantages of the stated trusted identity management system are decentralization, tamper
proofing, consistency, timeliness and availability. Key features such as the automated
assessment of identities with regard to trust enables a secure communication infrastructure.
Decentralization improves scalability, resilience, availability, and short communication paths
between vehicles and RSUs which is a requirement for real-time capabilities in the IoV. An
issue of the proposed system is the vehicle identifier number, which can lead to privacy
leaks.

3.2.1 Shared Threat Repository
The inherent resistance of data modifications of blockchain characterizes the concept.
Distributed databases are allow fast queries and well-designed data formatting. The idea of
leveraging a blockchain connected distributed database for vulnerability information sharing
makes sense due to short communication paths of databases run on close nodes to ledger
applications. The work of Muzammal et al. presents a blockchain database application
platform with properties such as distributivity, decentralization, and audibility [113]. The
concept provides fast query processing, well-designed data structures, recovery backup, and
log mechanisms. Other concepts of distributed storage connected to blockchain technology
similarly enhance security, scalability, and cost effectiveness but provide additional
properties such as search on encrypted data [114]. Multiple features of additional storage
possibilities can help IoV frameworks to share security incidents across the network.
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3.2.2 Multi-level Interoperability
Interoperability in an IoV Ecosystem Services: CAVs, automated vehicles, big data, as the
EU’s transportation network grows more technical and complex and moves toward
integration with smart cities, all elements need to work together in a safe, trusted,
interoperable, and efficient manner [97]. The European Commission and the ERTICO are
working towards ensuring interoperability among vehicles, devices, and infrastructure to
support widespread deployment of transportation innovation. The EU Strategic Plan 2020
identifies Interoperability as one of six key Program Categories that define the research goals
for the Intelligence Transportation Systems [98]. Specifically, interoperability is critical for
transforming safety in transportation ensuring that all models of vehicles and devices can
interoperate allows for communications about threats and hazards forming in the road-way.
This interoperability further creates new and dynamic data that results in optimizing system
operations, which can result in greater opportunities for mobility or improved
environmental performance.

3.2.3 Data Protection and Privacy
The General Data Protection Regulation (GDPR) was introduces by the European Union in
May 2018. The GDPR describes requirements for personal data protection policies to
member states. Failure in compliance to these requirements may cost up to 4% of the
company’s annual turnover. Policy elements include encryption and dual authentication.
The basic points of the GDPR are the following [94]:
• Describes the frame for handling EU residents’ data
• Enforces resident’s consent regarding data collection and use
• Defines the types of personal data that can be stored and used by the company
• Enforces the use of open file formats for data transferring
• Allows individuals to delete or rectify their data
• Requires a ‘liaison’ officer for the collaboration between the company and the DPA
• Enforces the formal reporting of breaches within a few days of the event

3.3

Dynamic and Automated Cybersecurity Risk Assessment

The latest survey [69] regarding risk analysis, vulnerability and mitigation techniques
identification, provides risk overview for smart cities. There are three distinct forms of
cyberattack against operational systems:
Availability attacks that cause a system to close down or deny to provide the service it
normally offers
Confidentiality attacks that attempt to gain access to sensitive information and/or monitor
the activity of the system
Integrity attacks that gain access to a system in order for them to modify information and
settings so that components exceed normal performance, erasing critical software, planting
malware and viruses) without being noticed by the legitimate operator/owner .
To perform the cyberattacks mentioned above, malicious actors exploit one of the five major
vulnerabilities of the digital systems involved in smart city systems listed below. As such,
these constitute the main categories to take into consideration when attempting to develop
an appropriate and precise risk-modelling framework. Note that the following categories are
also applicable to the IoV domain:
April 2019

29

WP Leader: RISE

Deliverable D2.1

Dissemination Level (PU)

833742–nIoVe

Weak software security and data encryption: directly applicable to the CAVs and various IoT
devices deployed in smart cities
Use of insecure legacy systems and poor ongoing maintenance: applicable to any IoT devices
exposed in the smart city infrastructure
Many inter-dependencies and large and complex attack surfaces: directly applicable to smart
city and IoV due to heterogeneous nature of deployed assets
Cascade effects: applicable to the extent of having inter-dependencies between groups of
CAVs devices deployed in the smart city
Human error and deliberate malfeasance of disgruntled (ex)employees: directly applicable to
the IoV environment and smart city infrastructure

Figure 10: Composite Risk Model of the approach described in [36]

Dynamic mitigation of threats refer to the detection and assessment of risk in the presence
of unknown security threats taking automated mitigative actions [75]. One main issue
regarding the approaches followed on the domain of risk assessment is the lack of
complete automation and the involvement of manual approaches in the procedures. The
main reasons for such an approach is the limitation on the system knowledge and dynamic
adaptation due to the lack of understanding of risk propagation and dependencies among
the different assets involved. There are several example works in the domain of the risk
assessment where only partial automation has been accomplished. For instance, risk
assessment framework [70] in IoT systems had been developed only with periodic risk
assessment. MS STRIDE and DREAD application for risk modelling [71] describe a set of
manual approaches that are also lacking automation characteristic. CAIRIS method [72] is
based on the evaluation of the context, goals, boundaries, stakeholders, scope and risk
criteria. Although it provides three additions specific to System of Systems (SoS)1, it also
lacks the automation of the risk assessment:
1. Human System Integration Analysis: visual representation of the system structure by
abstracting stacks
2. Interoperability Analysis: provides further considerations towards dependencies and
required control measures
3. Emergent Behaviour Analysis: coupling systems for a new purpose
Finally, an approach specifically applicable to cyber-physical medical systems [73] that is the
most relevant to Risk Assessment Engine in terms of dynamic, real-time risk assessment is
1 By SoS is meant an integration of independent and operable constituent systems, networked together to
achieve a higher goal. Recently, IoT systems tend to be framed as SoSs [62].
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based on the execution times of the processes in the CPS. An example of this approach is
presented in Figure 10 below.

3.3.1 Cyber-attacks prediction and attribution
Due to a rapid growth in the number of intrusion attacks the research community has that
has been observed recently, the research community has put focus on developing attack
mitigation strategies. Intrusion detection systems are split into two general categories of
misuse detection and anomaly detection. Misuse detection system use known patterns so as
to detects intruders, while anomaly detection systems work with tracking of deviations from
normal network behaviors and can provide alerts for potential unknown attacks [68]. The
IDSs, which use both misuse detection and anomaly detection, are termed as hybrid
detection systems. In addition, the IDSs can be categorized into host-based IDSs, which
monitor activities associated with specific hosts, and network based IDS which monitor the
network traffic [65]. It is obvious that there is a need to gain good insight knowledge about
the attacks to develop efficient mitigation strategies. To this end, several machine learning
techniques have been widely used for intrusion detection and predictions modelling.
Patel et al. [63] integrate a Network Intrusion Detection System (NIDS) to detect network
attacks in a Cloud setting where cloud services are delivered via the Internet. More
specifically, authors combine Snort [64] with a supervised Bayesian classifier, which predicts
if an event is malicious by observing network events that were stored on the past. Selvakani
et al. [65] use Genetic Algorithm (GA) to detect intrusions based on a rule set. Sekeh et al
[66] use a host-based intrusion detection system to trace system calls. For each process, the
sequences of system calls are collected and analysis of this data is done via data mining and
fuzzy techniques to distinguish between normal and intrusive behaviour. Finally, Xia et al.
[67], use Information Theory and Genetic Algorithm to detect network attacks. Information
theory is used to filter the traffic data and a linear structure rule is used to classify the
network behaviours into normal and abnormal.

3.3.2 Threat Predictive Analytics, Monitoring and Detection Intelligence
In the past, the most common methods used to detect malicious content were the
signature-based ones, which were based on the following functionality; a digital fingerprint
of known threats is compared against traffic of corporate networks to detect potentially
harmful data [51]. However, these techniques have been proven inadequate nowadays since
the most recent attacks involve targeting individual assets and may contain malware that
mutates daily, or even hourly [52].
To mitigate the challenges mentioned above, anomaly detection techniques have been
employed [52]. Key advantage of this category of techniques is that they are capable of little
knowledge-based attack identification, however in many cases they allow for increased
number of false positives [53].
Several techniques have been employed for anomaly detection such as classification-based,
clustering-based, nearest neighbor based, statistical, information theoretical and spectral
[52], while some other studied classify the methods in statistical, rule-based, distance-based,
profiling and model-based [76][77]. Some relevant analytics methods used in practice to
detect anomalies in network traffic flows are Local Outlier Factor (LOF)[53], Multidimensional Scaling (MDS)[54], and CUmulative SUM (CUSUM)[55]. A method used to define
anomalies in network traffic based on the network traffic entropy with an ultimate aim to
detect DDoS attacks is presented in [56]. Finally, Tae Hwan Kim et al. [57] present a DDoS
detection method using dispersible traffic matrix and weighted moving average taking into
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account several dispersibility characteristics of DDoS attacks such as intensity, duration, and
rate of the attacks.
Current research directions focus on developing better models per category in order to
tackle with the above mentioned shortcomings, such as the efficient false positive
identification.
Towards this direction, employing AI and ML techniques can yield promising results as far as
accurate, real-time anomaly-based threat detection, analysis and prediction are concerned.
Google and IBM are already integrating AI technologies in their malware detection products,
while another application of AI in threat detection is the timely update of the rules of SIEM
Tools [78]. An important aspect of tackling with cyber-attacks is not to detect ongoing
attacks but rather predict forthcoming attacks. Towards this direction, an AI method used to
predict attacks based on previous data trends is ARIMA [58].
Regarding the assessment of the effectiveness of threat detection schemes, Time-to-Detect
(TTD) is a very crucial parameter, with recent research [79] revealing that European
companies take 3 times longer to detect cyber intrusions as compared to companies residing
in other places in the globe, e.g. in the US, with main reasons for these delays being the lack
of proactive threat detection mechanisms and lack of information regarding the rapidly
evolving cyber threat landscape.

3.3.3 Encrypted traffic analysis
Encryption is widely used in network communication channels to ensure data integrity and
confidentiality. One protocol used on top of HTTP to securely transfer data over the Web
and on top of SMTP to secure the transfer of emails is the Transport Layer Security (TLS).
Several techniques have been proposed in the literature to successfully identify threats in
encrypted network traffic. For example, David McGrew et al. [59] propose to focus on the
analysis of new types of data in the flow that are independent of protocol details such as the
lengths of the messages or the message arrival times. These data can be easily analysed
even in encrypted data flows and thus are eligible for encrypted traffic analysis. Authors also
investigate TLS-aware telemetry and use machine learning classifiers to operate on these
data.
Anderson et al. [60] conducted extended experiments to showcase how a set of well-known
Machine Learning algorithms perform on the task of encrypted malware traffic classification
using millions of TLS encrypted sessions within a period of year over geographically
dispersed data. Blake Anderson and David McGrew [59] extend the work in [60] by
proposing a technique to monitor encrypted network traffic using specific network flow data
features such as TLS handshake metadata, DNS contextual flows linked to to the encrypted
flow, and the HTTP headers of HTTP contextual flows from the same source IP address
within a 5 minute window as an input to supervised Machine Learning models. Authors also
argue that solutions which decrypt the encrypted network flows so as to analyse them are
not efficient since they compromise users’ privacy, do not work for all kind of encryptions,
and are computationally intensive.
Finally, Cheng and Hu [62] propose a method for encrypted traffic identification, which used
n-gram entropy and cumulative sum to extract traffic features and C4.5 decision tree to
classify the traffic.
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Incident Response and Recovery Mechanisms

3.4.1 Forensic Readiness
3.4.2 Intrusion Detection
3.4.3 Intrusion Prevention
Intrusion prevention has two main categories: Active responses and Passive responses.

3.5

Penetration Testing Approaches and Honeypots

Penetration testing aims at discovering vulnerabilities in a system [80] and its scope is to
compromise the security of a system by playing the role of a hacker by simulating attacks to
the software system in order to exploit its vulnerabilities [19]. Penetration testing
techniques can be achieved with three different ways: black-box testing, grey-box testing
and white-box testing [20]. More specifically, in the first technique, the tester do not have
any prior knowledge of the network architecture or systems of the testing and usually these
tests are performed from external network to internal network. In the grey-box testing
technique, the tester has some partial knowledge of the testing network or system, so the
tester knows some basic information of the testing network and the system configuration.
Finally, in the third testing technique, tester has complete knowledge about the network and
system configuration. While it is true that most security vulnerabilities tend to be very
specific and dependent on a specific implementation or implementation-level configuration,
these semi-automatic penetration testing tools have been successful in practice because
they exploit specific domain characteristics.
In general, the penetration testing process can be distinguished in the following four distinct
phases [21]:
Phase 1 - Planning: In this phase does not include actual testing, but the testing conditions
and goals are defined
Phase 2 – Discovery: In this phase first of all, all accessible components of the system are
systematically discovered constituting the attack surface of the system. Then, a vulnerability
analysis is carried out to analyse all the identified accessible component in order to identify
possible vulnerabilities of system. Moreover, vulnerability identification can be achieved in
two ways; the first one can be performed manually based on the tester’s knowledge about
vulnerabilities while the second one can be done using an automatic vulnerability scanner
that finds for known vulnerabilities documented in publicly vulnerability databases.
Phase 3 – Attack: The third phase includes a series of test cases to all accessible components
in order to verify the presence of previously identified potential vulnerabilities by attempting
to exploit them.
Phase 4 – Reporting: In this phase all findings of the other three phases of the penetration
testing are reported. These findings include the testing plan, the identified vulnerabilities,
the appropriate actions to mitigate the discovered weaknesses and vulnerabilities of the
system.
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Figure 11: Penetration testing phases

Regarding the penetration testing has been described in different ways since 1989 [22]. New
methods and approaches are continuously being expanded from year to year. In 2001, R.
Bruen described certain steps needed to prevent threats and convey the importance of
understanding the mindset of an attacker, as well as their methods and goals [23]. In line
with that, N. Barrett has suggested a methodology to ensure that the penetration testing
exercise is reliable, repeatable and reportable [24]. Analyses and predictions by S. David and
S. Mansfield-Devine indicate that there has been an explosion of security threats in recent
years [25],[26]. This has been corroborated and previously predicted by G. Kenneth, N.
Martin and J. Rice, which describe a future war based on cyber-attacks [27],[28]. More
recently, D. E. Neghina et al. (2013) has predicted and analysed cyber-attacks in the context
of further security violation trends [29]. Meanwhile, E. Conrad et al. (2010) has referred to
Microsoft warning users about the strengths of character passwords such as: a combination
of case sensitive letters and digits, maximum-minimum password age, and minimum
password length [30]. Furthermore, it seems that every bug can cause vulnerabilities which
are existent and undocumented, often never being revealed, discovered or exploited. From
the attacker’s perspective, vulnerability is an opportunity that can be exploited. A
vulnerability database is a collection of records containing technical descriptions of
vulnerabilities in computer systems. Common Vulnerabilities and Exposures (CVE) began in
1999 as a result of the adoption of a common naming practice for describing software
vulnerabilities and including security tools and services as well as on the fixed sites of
commercial and open source software package providers. We argue that dependencies exist
between scanning phases and information holes from CVE vulnerability databases. This has
consequences for access.
Additionally, work by H. Gascon et al. describes the benefits of CVE compatibility, integrating
vulnerability services and tools allowing more complete security provision and more alert
advisory services [31],[32]. Every month CVE MITRE receives between 150 and 300 new
announcement alert and advisory submissions from ISS, Security Focus, Neohapsis, and the
National Infrastructure Protection Centre. Currently CVE identifies compatible enablement
data exchange between security products and provides a baseline for evaluating coverage of
tools and services. There are thousands of information vulnerabilities within the CVE
database. Unfortunately, time is required to make a patch release after exploitation has
been found. Consequently, there is usually a time delay between an exploitation
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identification and a patch and signature release. It can be argued that there are
dependencies in the results between the scanning stages and information vulnerabilities in
the CVE database [32]. This means that the vulnerability could be a security flaw exploitable
by attackers.
Regarding the Honeypots, they are computers, data and computer networks, which
purportedly form part of a computer network; which seems to contain valuable resources. In
fact, a honeypot is an isolated and monitored platform, which is used to collect data on the
techniques and motivation of computer security threats [33]. Examples of real world
honeypots such as BackOfficer Friendly, Specter, Honeyd, ManTrap, and Honeynets were
described in (Spitzner 2002) [34]. Early research work on honeypots focused on malicious
signal generation (Kreibich & Crowcroft 2004) [35], automatic generation of signature
patterns for intrusion detection (Portokalidis et al. 2006)[36] and simulation of a Distributed
Denial of Service (DDOS) on honeypots (Weiler 2002) [37]. Subsequently, research effort was
focused on creating honeypots. (Anagnostakis et al. 2005)[38] proposed and implemented a
shadow honeypot, which is a copy of a production system used to detect state changes after
an attack. Behavioural aspects that enables attacks such as insider information (Spitzner
2003)[39] and attack techniques discovered via honeypots (Holz & Raynal 2005)[39] were
also considered as viable research areas.
Mobile honeypots are honeypots, which runs on a mobile device including smart phones,
tablets, and laptop computers. In this paper, we are focusing on the smart phone as an
example of a mobile honey pot. In 2009, the main form of connectivity for mobile phone was
Bluetooth. Galante et al. (2009)[41] collected samples of worms propagated through
Bluetooth in an early example of a mobile honey pot. These two papers concluded that the
threat of Bluetooth worms were limited then. The application of Bluetooth honeypots for
securing mobile commerce was reported by Zolfaghar and Mohammadi (2009)[42], which
demonstrated the practical use of mobile honeypots. Smart mobile devices eventually
acquired connectivity beyond Bluetooth. A framework, which simulated a mobile device's
wireless, Bluetooth and global positioning system (GPS) stack named honeyM (O’Connor &
Sangster 2010)[43] facilitated further research in the area of mobile honeypots. The use of
an actual mobile device as opposed to simulations was done on the Android platform
(Mulliner et al. 2011)[44] to investigate exposure to malware via mobile telecommunication
infrastructure. Another mobile honey pot running on the Android platform in the form of a
JAVA software agent and database parser is shown in (Spreitzenbarth 2011)[45]. Wählisch et
al. (2012)[46] combined a traditional honey pot and a mobile honeypot by using the same
Linux client, which was connected to both a wireless computer network and a mobile
Universal Mobile Telecommunications System (UMTS). Song et al. (2012)[47] used Android
honeypots to detect malicious behaviour, and the monitored information from the
honeypots is subsequently used to secure telecommunication networks from the
propagation of malicious threats. The monitoring of unsolicited network traffic between
mobile honey pot clients is compared with network traffic in wired systems in (Wählisch et
al. 2013)[48] as a means for detecting malware. Mobile honeypots undoubtedly have
research potential especially in the face of emerging innovative threats such as smart mobile
botnets (Hua & Sakurai 2012)[49].
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Framework Supporting Defence Concepts
Main IoV and CAV Cybersecurity Defence Concepts

nIoVe ambitiously aims to set the foundations for a new generation of cybersecurity tools within the
connected and autonomous vehicles industry. To accomplish this, it proposes a novel cybersecurity
framework presented in the next section. This section introduces various defense strategies for IoV
ecosystem which will be used in the main nIoVe framework. These defense concepts and strategies are
described in the following subsections.

4.1.1 Secure communication
The IoV ecosystem connects many heterogeneous nodes which communicate with each other over
different communication channels. The main entities involved in this communication include vehicles
(CAVs), passengers, smart-city infrastructure (cameras, meters for traffic, etc.), backend clouds, and
administrators (IT admin, transport authorities, service providers, etc.). The data originating from all
these nodes has different security requirements which need to be identified and fulfilled. nIoVe will
provide secure data transfer channels for the following communication scenarios:
• In-vehicle communication: The communication between the dedicated sensing components
built-in the connected and autonomous vehicles called Vehicle Data Collectors (VDC)
• Vehicle-to-vehicle (V2V) communication: The communication between vehicles which form a
V2V mesh network to allow sending, capturing and retransmitting information like speed,
location, direction of travel, braking, and loss of stability.
• Vehicle-to-infrastructure (V2I) communication: The communication between vehicle and the
smart-city infrastructure (cameras, meter for traffic, speed signals, etc.) for Intelligent Transport
management.
• Passenger to cloud communication: The communication between the passengers and the
backend cloud providing real time traffic updates.
• Vehicle-to-cloud communication: The communication between the vehicles and the backend
cloud for security updates.

4.1.2 Threat Analysis and Analytics
The core of the nIoVe solution is based on its Security Information and Event Management (SIEM)
platform which performs risk assessment, intrusion detection, response and recovery tasks. The nIoVe
SIEM spans over the complete IoV ecosystem by aggregating and analysing the information (i.e. security
events, logs, communication, etc.) coming from all system components and thus provides security
protections based on the available bigger picture. nIoVe will use machine learning (ML) techniques to do
threat analysis, situational awareness, risk assessment, and anomaly detection. The advanced SIEM
Platform of the nIoVe will be composed of different modules to perform these tasks. These modules
include a Risk Assessment Engine (RAE), Anomaly Detection Toolkit, Visual Analytics Suite and a Data
handling toolkit. The purpose of each of these modules is listed in
Table 2.
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Table 2: nIoVe Modules for Threat Analysis and Situational Awareness: nIoVe Modules for Threat Analysis and Situational
Awareness

SN
r

Module

Functions

1

Data Cleansing, Fusion and
Reduction Toolkit

Data aggregation from various sources like secure
communications layer

2

Risk Assessment Engine
(RAE)

Dynamic and near-to-real-time context-related cyber security
ongoing situation risk assessment.
Timely and valid detection of all possible threats to the IoV
ecosystem
Automated risk modelling and decision control

3

Anomaly Detection Toolkit
(ADT)

Detection of anomalies across the platform including vehicles,
network, and smart cities infrastructure.
The ADT will use rule-based, classification and Machine Learning
approaches to detect the anomalies in near real-time.

4

Visual Analytics Suite

Monitor network traffic and do data mining, data minimization
and big data analysis of both online and offline (e.g. simulation)
data.
Perform Root Cause Analysis (RCA) to dissect any attack to
determine its cause and affect.
Visual and interactive presentation of results from RAE, ADT and
RCA

4.1.3 Intrusion Response
The anomaly detection toolkit (ADT) detects intrusions and unauthorized access in real-time and
transfers the control to the response toolkit. The Multi-layered Response Toolkit estimates the
importance of the infected critical asset or the vehicle under attack and creates a Response Plan. The
response plans may differ depending on whether the attack was directed to single vehicles, or single
components (nodes) of the IoV network infrastructure. For this reason, different configurations of the
response toolkit are available for CAVs and IoV networks. Regarding CAVs, the response toolkit will be
installed on the vehicle itself in order to provide direct response in case of known types of attacks.
Regarding IoV networks, the toolkit is installed in the smart cities’ facilities (gateways, servers, etc.) in
order to provide response on a network scale. In both cases, there are two kinds of responses that can
be provided: a) Passive Responses, which include notifications and risk alert signals, and b) Active
Responses, which proceed with actions such as software updates to CAVs, patches to fix problems,
activation of ‘Safe Mode’ -if supported- and finally isolation of the affected asset or safe braking of the
vehicle, if possible. To be noted that stopping a vehicle or closing the operation of a critical asset may
not be an accepted option in all kinds of components. A user interface also allows the administrator to
engage in the response process, by specifying response plans and actions.
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4.1.4 Intrusion Recovery
The intrusion recovery is one of the response activities performed with a focus on system continuation
(CAV, IoV network, etc.) and damage mitigation. The recovery toolkit takes recovery measures in case of
an intrusion or real-world attack. The nIoVe recovery toolkit contains a Damage Assessment Module
which performs the assessment of damages made by an attack. This component can be used in close
cooperation with the Risk Assessment Engine to estimate the expected damages from a known
cybersecurity attack. Based on this damage assessment, three kinds of recovery actions will be possible
which will be executed by a dedicated sub-module.
1) Data Recovery will be possible by using a copy of critical databases stored to a safer
environment.
2) Device Recovery using methods like running diagnostics, flipping to safe mode, restart, etc.
3) System Recovery through applying a list of data and device recoveries for a neighbourhood of
affected devices, vehicles, or the whole IoV network.

4.1.5 Forensic Readiness
Forensics is the process of using scientific knowledge for collecting, analyzing, and presenting evidence
to the courts. Pre-requisite of a forensic operation is the detection of an attack. The proposed solutions
of identifying the presence of various attacks are using statistical anomaly detection, on the Arithmetic
Mean (AM), Geometric Mean(GM) and Harmonic Mean (HM) [99]. Based on the simultaneous changes
between the various means, a security forensics criterion is provided to unravel the existence of an
attack. For Internal Intrusion Detection and Protection System (IDDPS) current solutions propose Data
Mining and Forensic Techniques to identify the representative SC-patterns for a user. By identifying a
user’s SC-patterns as his/her computer usage habits from the user’s current input SCs, the IIDPS resists
suspected attackers68. A novel approach, which consists of two main modules, Timestamping Tool and
Listening Tool, is used to ensure that the collected log files have not been changed by unauthorized
users so can be used as evidence in digital forensics [100].
The nIoVe solution brings forensic readiness in IoV ecosystem. Our first priority will be to ensure that
necessary forensic information can be collected and used as knowledge base about the cyber-attacks in
CAVs and IoV ecosystem. nIoVe will also have a Threat Intelligence Repository, in order to ensure that
the collected forensic data contain enough information to provide a detailed forensic report.

4.1.6 Threat Intelligence
nIoVe will implement a dynamic and real-time shared Cyber-threat intelligence repository (available to
all registered OEMs, Tiers suppliers, etc. as an anonymized information sharing tool) that can be used for
the operation of the ML-driven threat analysis platform. The proposed repository will support the
collection of information for connected-autonomous vehicles and IoV network (cyber threat
information, bill of materials, updated patches, risks, common vulnerability scores, correlated
information relevant to CAVs, etc.), within the IoV ecosystem from a wide array of networks,
manufacturers knowledge, and other open specialized sources, data on past attacks, IEEE cybersecurity
code, guidelines, ERTICO, NHTSA, etc.). Such aggregate intelligence will allow the initiation of
cybersecurity interventions: such as (a) Automated: when a cyber-attack escalates across devices and
this intelligence can be communicated to the nIoVe toolkit, which may automatically increase the alert
level in those devices and send an alert to the respective manufacturers. (b) Human-driven
interventions: in this case, cybersecurity experts further analyze the aggregate cyber-intelligence and
generate recommendations.
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4.1.7 Honeypots
An important part of the IoV Network infrastructure consists of Virtualized Honeypots, which are
network nodes dedicated to attracting attacks and collecting information. Virtualized honeypots have
been effectively used in cybersecurity applications, in domains such as mobile network security and
Internet security. Within nIoVe, virtualized honeypot is a software component installed on a device (e.g.
on a mobile phone, computer, virtual machine, or a device’s pairing gateway) or on a central network
node (e.g. a server), in order to emulate a real device or node, exposed to attackers. A honeypot acts as
a regular device or node and appears to be in the same network as the target application or system, but
they are isolated, fake, and their traffic data is being well monitored for detected threats or unusual
behaviour.
The honeypot’s functionalities include a safe underlying layer, which collects the data of the emulated
node’s traffic and internal status. The collected data are transferred to the Shared Threat Intelligence
Repository and constitute an important source of knowledge regarding threats towards connected and
autonomous vehicles as well as the IoV network.
Virtual honeypots will be implemented as Virtual Machines (VMs) which will exist in multiple
configurations on critical systems of the nIoVe ecosystem to emulate various systems and
vulnerabilities. They will be cheaper to be deployed and more secure than traditional hardware-based
honeypots.

Figure 12: nIoVe Honeypots

4.1.8 Trust Management using Blockchain
Blockchain is a new technology which has a variety of applications and potential for identification
management in a trustworthy and privacy-preserving way. nIoVe will develop Blockchain-as-a-Service
(BaaS) platform using a consortium Ethereum-based Blockchain or Hyperledger Sawtooth (use also the
provided SGX support) to offer secure transactions through encryption in critical assets and processes of
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the network. The solution will be used in the IoV ecosystem for device authentication, user
authorization (mainly for admins), data exchange verification, secure software updates and
maintenance. It will assure high reliability and decentralized operation through the implementation of
trackable and tamper-proof data. The validity and reliability of the collected information (events,
transactions to the network) will also provide important forensic information which may be used as an
evidence in a court.

4.1.9 Interoperability
nIoVe will deploy a framework which uses main defence concepts. ERTICO and CSIRTs will work with
stakeholders and international collaborators to continually evolve and enable data interoperability and
exchange of information between vehicles, infrastructure and smart cities’ sub-components.
Architecture and standards improve and add to certification test procedures, refine human factors
guidelines, and identify cybersecurity best practices that support large-scale ITS deployments

4.2

Multi-layered Cybersecurity Solution for IoV

Figure 13 illustrates the overall technical architecture of the nIoVe approach, its major technical
components and their interactions. The bottom layer of the architecture consists of the Internet-ofVehicles Infrastructure, namely the CAVs and their networks, as well as possible virtualized honeypots
operated on vehicles. The virtualized honeypots are network attached systems that are used to attract
attackers and collect information on the attacks. A honeypot acts as a regular device or node and
appears to be in the same network as the target application or system, but they are isolated, fake, and
their traffic data is being well monitored for detected threats or unusual behaviour. Virtual honeypots
will be situated at the bottom layer, i.e. within the Internet-of-Vehicles Infrastructure of the nIoVe
framework so as to lure possible attackers of the system with an aim to detect In-vehicle Threats &
Attacks as presented in Section 2.2.2 Threats & Attacks in IoV ecosystems. At this point, it is
worthwhile to note that a nIoVe design decision is to use Virtual Machines (VMs) to implement
honeypots since they will be cheaper to be deployed and more secure than traditional hardware-based
honeypots. The Internet-of-Vehicles Infrastructure is divided in subcomponents such as Passenger-toCloud communication, Vehicle-to-Vehicle communication, and Vehicle-to-Infrastructure ad Vehicle-toCloud communication, each of them passing a different set of data to the corresponding collectors
situated at the second layer above.
In the second layer (Secure Communication Layer), the Vehicle Data Collectors (VDC) are dedicated to
sensing components build-in the connected and autonomous vehicles, while all other data collectors
(Intelligent Transport Data & Network Traffic Collectors) coming from the smart-city infrastructure
(cameras, meters for traffic, etc.) will be used to formulate a secured data transfer channel to serve the
higher layers of the architecture.
Finally, the Blockchain component (Blockchain-enabled Trust Management & Identification Platform)
will provide a consortium Blockchain network based on a popular, open-source Blockchain platform
featuring Smart Contracts, e.g. Ethereum in order to provide trust management services like device
registration, user authentication and identity management (mainly for administrators), data access
control and permission management, data exchange verification (critical actions logging & auditing), etc.
This component is crucial to enable nIoVe to follow the requirements regarding privacy laws and
cybersecurity implications and define adequate trusted mechanisms for vehicles, data, devices, systems,
and all users and stakeholders involved.
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Figure 13: nIoVe Defence Concept Technical Architecture

The third layer of the diagram (SIEM Platform for the Internet of Vehicles (IoV)), illustrates the SIEM
Platform of the system, which includes the three core elements of the solution.
1. The first is the ML-Driven Threat Analysis & Situational Awareness which will pre-process all
collected data using techniques like data cleansing, integration, aggregation, etc., it will detect
anomalies using several suitable supervised and unsupervised Machine Learning and Artificial
Intelligence algorithms and methods (e.g. LOF, CUSUM, ARIMA), it will perform risk assessment
and provide visual analytics services to platform users using appropriate interactive controls.
2. The second is the Multi-layer Response Toolkit which will take action whenever an attack is on
progress or in regular maintenance processes. More specifically, when the Anomaly Detection
Toolkit captures a risk incident and the ML-driven threat analysis is completed, the Multilayered Response Toolkit will estimate the importance of the infected critical asset or the
vehicle under attack and will create a corresponding Response Plan.
3. The third component is the Recovery Toolkit, used to estimate the damage made and to
recover, (1) data e.g. by making copies of critical databases and store these copies to safe
environments, (2) devices e.g. by running diagnostics, flipping to safe mode, restarting, and (3)
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the overall system, e.g. by applying a list of data and device recoveries for a neighbourhood of
affected devices or vehicles, and/or for the whole IoV network.
The fourth (topmost) part of the Figure shows the User Interfaces (UIs) and the Application
Programming Interfaces (APIs) for the users of the framework, who are the CAVs and their
manufacturers, Industry Cooperation Teams (ICT) and Computer Security Incident Response Teams
(CSIRTs), IT administrators, and citizens (passengers & pedestrians). It also includes the Shared Threat
Intelligence services for the IoV network that will be used to store (among others) information regarding
network activity, transactions, and threats both in structured ways (data structures and ontologies), and
unstructured ways. This architectural component is important since apart from storing and analyzing
data there is a need to share, re-use, and generate new knowledge from the data pertaining to the
nIoVe ecosystem.

4.2.1 Integrate Defence Models & Technology to Framework Layers
At the several architectural layers of the proposed nIoVe framework, different defence models and
technologies will get integrated with an aim to address the specific threats that target each level. In the
following paragraphs, details about these defense mechanisms and their role at each layer are
presented.
Virtual honeypots will be situated at the bottom layer, i.e. within the Internet-of-Vehicles Infrastructure
of the nIoVe framework. As already mentioned, Internet of Vehicles system have a lot of exploitable
vulnerabilities and as such they may get attacked from various aspects and by different methods like
jamming, interference, eavesdropping, etc., all having a big impact on the ability of the vehicles to
properly function e.g. decrease the stability, robustness, security, and privacy of IoV and so forth. As
such, virtualized honeypots embedded in the nIoVe framework at layer one (bottom layer) will emulate
devices used by the sub-components of this layer, e.g. mobile devices of passengers, gps devices, gnss
antennas, etc., built-in the vehicle having the role of luring possible attackers of the system with an
ultimate aim to detect In-vehicle Threats & Attacks already mentioned in the sections above. Such
common attacks example are the following GPS spoofing , GPS jamming , DDoS on Engine Control Unit
(ECU), packet injections to TPMS , jamming and spoofing of LiDAR sensors’ data, etc.
Blockchain-enabled Trust Management and Identification Platform will be placed at the secured
communication layer of the nIoVe infrastructure (Layer 2) so as to ensure privacy of the users and
identity management, confidentiality and integrity of the collected and exchanged data, as well as
accountability and non-repudiation of all the critical operations of the system from the part of the
involved stakeholders. A Blockchain-as-a-Service (BaaS) platform will handle the registration of devices,
vehicles and users, and the validation of the secure data transactions between the connected
autonomous vehicles. This will be done by leveraging inherent properties of the blockchain technology
such as its tamper-proof transactions for auditing, its built-in smart contracts to manage permissions to
access the data by authorized users, and public key infrastructure for user identity and device
registration. The integration of this component to the nIoVe framework will overall increase trust of the
users to the IoV ecosystem.
The nIoVe Risk Assessment Engine integrated as a subcomponent at the Layer 3 of the framework will
allow for a timely and valid detection of all possible threats to the IoV
Ecosystem. Finally, the Threat Intelligence Repository, located at the topmost layer of the framework
will act as a knowledge base for recording all types of attacks that have occurred in CAVs and the IoV
ecosystem.

4.3 Legal & Ethical Compliance of Defence Concepts
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Framework Analysis

In the same way section 2 approaches the IoV cybersecurity threat landscape in three different layers,
the following section puts the developed ground framework into perspective with identified threats in
the same layered approach.

5.1

Framework Reaction to Identified IoV Threats

5.1.1 In-Vehicle attack coverage
5.1.2 CAV Infrastructure Attack Coverage
As we saw in second section, “Cybersecurity and Attacks in IoV ecosystem”, the most common attacks
are:
Table 3: Cyber-attacks in the IoV ecosystem
Name

Impact

Proposed risk-mitigation measures

DDos/DoS
(Distributed
denial of
service)

LOW/MEDIUM

Since a Denial-of-Service can be resolved by blocking the single
source that causes the service requests, the main problem is
distributed DoS. DDoS attacks overwhelm the system’s resources
so that it cannot respond to service requests. In IoV a DDoS can
cause critical problems and various types of attacks will be taken
into account (e.g. TCP SYN flood, Teardrop attacks, IP spoofing).

Buffer Overflow

LOW/MEDIUM

This type of attack is of DoS type, but can be easily blocked by
using a firewall that will check fragmented IP packets for max
size, so it is considered as low to medium risk.

Botnets

MEDIUM/HIGH A large number of systems infected with malware (‘zombies’) can
carry out DoS attacks. Apart from bandwidth, those kinds of
attacks can reduce the processing capabilities of the system. In a
sized smart-city ecosystem, a Botnet attack is possible and its
impact could be disastrous.

MitM (Man in
the middle)

HIGH

The risk of MitM attacks (e.g. Session hijacking, IP Spoofing,
Replay) look relatively small on the scale of possibilities with car
hacking, but it allow malicious users to gain access to the inside
of a car (to the ODB-II port) with disastrous consequences on
safety (access to brakes and power).

Phishing and
Spear phishing
attacks

MEDIUM

As long as the IoV involves a lot of users and the wider public,
attackers will use a variety of methods to install malware into the
user’s end-devices. Training users to avoid email attachments
and suspect links could reduce the risk.

Password
attack

LOW/MEDIUM

The usual methods of user authentication based on credentials
can open the door for password attacks, a common and effective
attack approach, especially when social engineering is used. User
training (good quality passwords, frequent password change)
may reduce this risk.

SQL injection

HIGH

This type of attack put at risk the personally identifiable
information of the IoV users (credit-card numbers, credentials,
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demographics data, etc.) and should not be underestimated in
the nIoVe ecosystem
XSS (Cross Site
Scripting)

LOW

Just like SQL injection attack, the personal information of users is
at risk (not the server itself), but a serious damage in a website’s
reputation is possible. Under the IoV context, this threat may be
relatively low in comparison to others.

Eavesdropping
attack

LOW

Encryption appears to be a working solution to avoid
eavesdropping attacks which occur through the interception of
the network traffic.

Birthday attack

LOW/MEDIUM

A Birthdate attack (a type of cryptographic attack) can be used to
abuse communication between two or more entities in the IoV
ecosystem (especially when digital signatures are in use).

Malware attack

HIGH

This category of attacks include system or boot-record infectors,
polymorphic viruses, stealth viruses, trojans, worms,
ransomware and many more. Those may come by malicious
firmware updates, drive-by attacks, malicious encoding in music
(infotainment system), or phishing attacks. It is considered a
medium to high in risk and impact because of the wide range of
malware types.

Each one of the above attacks can be launched in multiple ecosystem’s components. There are many
variations of the same attack but the mitigation methods are the same. Communication security has to
be guaranteed for us to keep the customers satisfied and services properly operating.
Denial of service (DoS), Distributed Denial of Service (DDoS) and eavesdropping [81] are commonly used
to breach the communication infrastructure. The car is connected to IoV ecosystem with vehicle-toinfrastructure (V2I), vehicle-to-vehicle (V2V) and vehicle-to-pedestrian (V2P) networks. V2I and V2V links
provide the AV with, traffic status information from traffic management infrastructure or navigationrelated information which are received from other AVs on the road. These connection interfaces are
attack surfaces that the adversaries will aim to exploit in order to obtain unauthorized access to the AV.
Thus, it is of paramount importance that these network connections are mutually authenticated and the
payload suitably protected from unauthorized disclosure and unauthorized modification. This
infrastructure can be compromised and infected by the above described attacks. The most common DoS
mitigation techniques are:
•

•

•
•

Client puzzles and CAPTCHAs: Client puzzles used to slow down the attacker by making everyone
submit a puzzle solution with every request which is made, if there is no attack, then there is no
need for a puzzle solution. The level of the puzzle hardness is based on the DoS attack volume.
CAPTCHAs main purpose is to verify that the connection is made from a human. During the
attack, CAPTCHAs are generated and proceed only if the solution is valid. Each CAPTCHA
correspond to a single IP address.
Source identification: The source identification technique has as goal to identify the packet
source and if possible to block the attack from the source. Encrypted communication on the
vehicle’s communication network can ensure that counterfeit signals cannot be easily injected
onto the network.
Encryption
Monitoring: The rigorous monitoring of the signals behavior can ensure that it is within range
and is behaving normally. A useful tool is CarShark which can be used to observe traffic on
existing networks, such as a Controller Area Network (CAN) bus system [82].
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Use of additional sensors: Additional sensors can provide an additional source of measurement
and administrators can determine if there are attacks happening.

Buffer overflow attacks, exploit the vulnerability buffer has and overwrite the input by providing more
data for storage. C and C++ is two languages where is common this exploitation. The mitigation
techniques we are using are [83]:
•
•
•

Use an interpreted language, such as C# and Java.
High quality code
Testing public interfaces: A thorough interface testing will further reduce the risk.

The nature of bots and botnets requires specific awareness and attention from security professionals. A
bot could be lurking just under the surface, ready to spring into action at the request of a malicious
hacker. Only an organized effort can help to mitigate the threat of bots. Some countermeasures are
[84]:
•
•
•
•
•

Block unsolicited inbound traffic at your perimeter firewall: Even if computer systems inside the
network are compromised, they won’t be able to be activated if there is no communication with
the malicious attacker.
Run up-to-date antivirus software: Some bot threats are detected and removed by antivirus
software.
Keep computer systems patched: Bots, like other malware, often exploit unpatched
vulnerabilities in order to propagate and compromise vulnerable systems.
Use intrusion detection or intrusion prevention system monitoring: An intrusion detection or
intrusion prevention system running on the internal network can identify suspicious activity and
alert the security administrator.
Block outbound traffic on port 25: Only known email servers should be allowed to distribute
SMTP email traffic on the network. This can help stop the spread of many malware threats and
prevent the internal network from being used as spam distribution points.

A drawback of vehicle-to-vehicle communication is the use of insecure and unencrypted protocols which
allows the attackers to eavesdropping the traffic and data between the host vehicle and other
communication channels. As a result there is leakage of sensitive information, like authentication keys,
leading to authentication attacks to vehicle-to-infrastructure (V2I). Also, vehicles periodically broadcast
beacons that contain various types of information such as vehicle identity, current vehicle position,
speed, and acceleration. The availability of this information can compromise the privacy of individuals.
The attacker can extract valuable information about the vehicle stream such as its trace by linking
position data, and use it for own benefit. The presence of signatures in the beacon messages can worsen
the situation, and allow the attackers to easily identify the participating vehicles in the cooperative
adaptive cruise control stream. Eavesdropping is a type of passive attack, and hence is difficult to detect,
especially in broadcast wireless communication [85].
However, it is possible to prevent the success of eavesdropping by using encryption to achieve data
privacy or using anonymity techniques to ensure the identity and location privacy. Anonymity is typically
implemented using group signatures or short-term certificates (pseudonyms). Many privacy-preserving
security architectures in vehicular ad-hoc networks (VANETs) use pseudonym-based schemes to keep
the information private.
We are going to examine the attacks on these vehicle components:
• Differential Global Positioning Systems(GPS)
• Inertial measurement units(IMU)
• Tyre-pressure Monitor Systems (TPMS)
• Light detection and Ranging (LiDAR)
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Cameras (stereo- or mono-vision) and infrared systems

The use of GPS is popular, but due to the transparent architecture, rogue signals can easily be generated
to mislead or block the GPS device. GPS spoofing is quite a complex procedure and involves
broadcasting incorrect yet realistic and valid GPS signals to mislead GPS receivers. For example, a
spoofing attack would begin by broadcasting signals synchronized with genuine signals observed by the
target receiver. Security architectures employing a strong cryptographic system have the potential to
effectively cross this kind of attacks in the case where the adversary is an untrusted outsider. The
counter measures are the use of digital signatures which provide data integrity for beacon messages and
protect them from unauthorized change. In addition to data integrity, digital signatures also provide
authentication, as well as non-repudiation with the help of a trusted third party services. Furthermore,
we can use anti-jam GPS techniques and high quality inertial measurement units.
The IMUs are used to provide velocity, acceleration, and orientation data using a combination of
accelerometers and gyroscopes. An attack on these components would be classed as a form of Denial of
Service (DoS). These attacks can be performed with the use of tools such as CarShark which can observe
traffic on existing networks, such as Controlled Area Network (CAN) bus system. One possible solution is
to use tamper-proof sensors. If a tamper-proof version is not available or too expensive to deploy on a
large scale, the misbehavior detection techniques discussed below can be useful. It is worth mentioning
that in general, the term tamper-proof hardware means 100 percent secure against tampering, which is
mostly used by marketing specialists and does not exist in practice. There are different technologies to
make a device less vulnerable against tampering, and tamper resistance, tamper evidence, tamper
detection, and tamper response are more accurate terms used to characterize such technologies.
Tyre-pressure Monitor Systems sensor is small and possesses a primitive function relative to the
complexity of the entire vehicle. The implications of a TPMS-based attack would result incorrect
information being presented to the administrator. This could either be to simulate a false change, or to
hide a true reduction in tyre pressure. Either way, the core function of the TPMS is to inform of a flat
tyre. Hiding a valid tyre pressure warning message may result in the driver missing the opportunity to
bring the vehicle to a safe and controlled stop. These kind of attacks are like eavesdropping and
commonly countered with encryption methods.
Light Detection and Ranging (LiDAR) is used to localize the environment, obstacle detection, and
avoidance. It based on the technology, time taken by the light to travel to and from to the vehicle to
determine the distance at which the object is located. It makes the Autonomous vehicle to move slowly
or stop. This attack is a jamming attack and belongs to the DoS attacks category.
Cameras are used for lane detection, traffic sign recognition, headlight detection, obstacle detection, on
autonomous vehicles. Functioning of cameras can be partially disabled by using high beam torches or
headlights of the opposite vehicles. It may introduce the safety concerns like false detection or not
detection at all. Cameras can be protected by using multiple sources of data to determine accurately the
route or the decision the vehicle will take [86].
The platform can be attacked with the following methods:
• On board diagnostic(OBD) port based attack
• ECU firmware tampering
• Rogue updates
• Remote access
The vulnerabilities of the OBD have been previously detected, but industry only had to worry about the
modifications made by the car owners, since the access to the OBD require the attacker to be physically
present in the car. The CAN bus interface on the OBD is used by repair shops to make modifications to
the car configuration. It is possible for a remote attacker to realize that the same modifications can be
done through an insecure Internet-connected OBD. In a more secure car architecture, the OBD would be
used only for the standard diagnostic, which shouldn’t include operations critical for security and safety.
April 2019

47

WP Leader: RISE

Deliverable D2.1

Dissemination Level (PU)

833742–nIoVe

The ECUs are vulnerable in all attacks we described earlier and the mitigation methods are the same.
Furthermore, we can add extra security firmware to an ECU to be highly configurable.
Rogue updates are facilitated on the software running on vehicle’s ECUs. These updates are software
which was not produced by the manufacturer and have hidden vulnerabilities. Secure protocols need to
be developed that use cryptographic techniques to guarantee with a certain level of confidence, that the
update is legitimate. These solutions can provide convincing architectures; however, without wide-scale
testing there will always be uncertainty over their security [87].
Remote access attacks are becoming possible, as CAVs are connected via different network mechanisms,
to compromise devices – such as the embedded microprocessors connected via a CAN bus – that were
not originally intended to be linked to outward-facing networks through remote exploit mechanisms.
The countermeasures we have to these attacks are the same as we explained earlier.
As we analyzed earlier, man in the middle attacks, allow malicious users to gain access to the inside of a
car (to the ODB-II port) with disastrous consequences on safety (access to brakes and power). In order
to protect the system we can use authentication and tamper detection methods. Authentication
provides some degree of certainty that a given message is from a legitimate source. Tamper detection
merely shows evidence that a message may have been altered. For authentication the messages we can
use cryptographic systems which are using public keys over secure channels to exchange information.
Tamper detection can be achieved via latency examination, which check for discrepancies in response
times among parties [88].
SQL injection attacks, are targeting to have unauthorized access to an application, bypassing an
authentication mechanism. They can tamper with data, either cause data loss and compromise data
integrity or even exploit sensitive information. The attacks are using SQL’s vulnerabilities for that reason
we can have prepared statements with parameterized queries, instead of dynamic queries, to control
the attack. We can validate the input with whitelist or blacklist validation. The first one, uses the
external input against a set of known and depending on the match either accepts or denies it. The
second one, has the same mentality and compares the external input with a set of known malicious
inputs and follows the same process as before. The whitelist is preferable against zero-day SQL attacks.
Lastly, we can follow the principle of least privilege, which is a standard security control and essentially
helps to minimize the potential damage done. If we want to be certain we can use an intrusion
detection system with proper rules and be warned is an attack is launched [89].
XSS attacks trick the application into suppling it with malicious script through secure channels. Due to
the fact that there are so many vectors where an XSS attack can be used in most applications, is really
difficult to prevent them. However, there are some suggested methods that can be used to try
preventing them, as validating input the same technique we described earlier in the SQL attack analysis.
Another way is to sanitize the data. Sanitize and Sanitized data is any computer data most common
user's input that is checked by software to see if it contains any information that might be harmful to
the system [90].
Malware attacks are launched in many different variations and there isn’t a golden rule to be protected
from each kind. Briefly categorized some countermeasures are:
• Email authentication protocols
• Phishing awareness training
• General Data Protection Regulation
• Antivirus
• Patching
• Intrusion detection systems
The control should be layered to be effective and use multiple defensive mechanisms, as we correctly
suggest in nIoVe.
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The decentralized blockchain based trusted identity and data access management concept defends
malicious vehicle attacks through its trust validation. This mechanism also affects the blockchain based
communication network resistancy to message spoofing attacks. Overall, the autonomous trust
validation of communicating entities covers the following attacks:
• Message authentication: trusted validation of received messages is possible
• Message Integrity: data stored in the blockchain is immutable and inserted through honest
network participants
• Access Control: possible to validate trust of both communication ends
• Message Confidentiality: ledger queries responses are encrypted
• Privacy: vehicles never share private key
• Liability Identification: members of communication process validated through trust value checks
The correctness of the underlying communication concept enables trusted identity management and
covers these standard security requirements of secure information flow, usability/availability,
attack/harm detection, access control, manageability, non-repudiation, integrity, and privacy.

5.1.3 Attack Coverage on Human Factors
Cyber-attacks that target human factors in the IoV ecosystem are:
• Phishing and Spear phishing attacks
• Passwords attacks
• Birthday attacks
This attack belongs in social engineering, in which the attacker abstracts personal information from the
victim by impersonating a trustworthy third party. The philosophy behind phishing attacks is to
manipulate the victim to do something with the way the attacker wants. The methodology is simple;
first the attacker supplies the victim with the phish and suggest an action. Second, the victim follows the
suggested action. Last step is the installation of malware to the victim’s machine or leaking sensitive
information. The spear phishing attacks are more sophisticated and requires deeper knowledge of the
targets as a result the attacks are more specific and exploiting private aspects of their personal life.
Human actions cannot be determined or be predicted and this is the reason that is does not matter how
many defensive mechanisms we got in our ecosystem, if the customer falls in a phishing scam. Some
countermeasures, which are not successful is the digital signing in the emails. In addition, there is an
effort with web toolbar to identify web spoofing attempts without being really promising. Finally, is to
implement a secure passage for username and password input, and in case of identifying a phishing
attack, it will alert the victim [91].
Passwords attacks, as the name implies is the passwords cracking attacks. The most common methods
are:
1. Stealing
2. Defrauding
3. User analysis
4. Fully guessing
5. Algorithm analysis
6. Dictionary
User education is necessary in this case, as well as the usage of a strong password. In addition, it would
be beneficiary to use dynamic password which requires an often change of it. We can use Token, which
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will be used to ease the authentication by authorized users. Finally, we can use computer-generated
passwords which ensures certain length and complication [92].
Birthday attack is a cryptographic attack that exploits the mathematics behind the birthday problem in
probability theory. It is commonly used among two or more parties to abuse the communication.
Usually digital signatures are targeted. To avoid this attack, the output length of the hash function used
for a signature scheme can be chosen large enough so that the birthday attack becomes
computationally infeasible, i.e. about twice as many bits as are needed to prevent an ordinary bruteforce attack. Also, we can use the common privacy security measures such as VPN, entering secure sites,
create strong passwords and use verification when authentication is needed.
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Discussion
Gaps in the current CAV SOA

Main limitations in cyber security in CAVs refer to the following [29]
1. Weak software security and weak data encryption.
2. A lot of inter-dependencies with big and complex attack surfaces mostly due to the
heterogeneous nature of the components of the CAV ecosystems.
3. Human error and insider attacks.
4. Cascade effects when there are interdependencies between groups of CAV devices in the
context of smart cities.
5. Lack of (complete) automation in risk assessment frameworks. Periodic risk assessment
approaches have been currently deployed utilising manual interventions to solve the identified
issues. This is mostly due to limited knowledge of the system and lack of understanding of risk
propagation with the inter-dependent components of the system in question.
6. Lack of global propagation of the information regarding threats to the involved stakeholders
7. Reactive as opposed to proactive threat detection and mitigation strategies.
8. Lack of dynamic threat detection of previously unknown attacks
9. Lack of (near) real time spatio-temporal parameters to measure risk levels instead of static/fixed
attributes
Furthermore, according to this study [93] current research gaps needed to be tackled in the future
regarding the security and privacy of IoVs include:
1. Reducing the defects of existing Intrusion Detection Systems
2. Privacy protection in the package routing processing in IoV
3. Dealing with big data. Vehicle manufacturers are facing the challenge of handling large
quantities of data generated by millions of vehicles while maintaining the security and privacy of
customer information
4. Verification of trust based recommendation in IoV social network is also a current challenge
5. Providing good delay performance under the restrictions of vehicles’speed, unstable connection,
and quickly changing network topology
6. Data protection of the mobile cloud users and allowing users to decide how to expose or hide
their information are the main targets of mobile cloud computing
7. Appropriate design of the cross layer transmission protocol is really important for IoVs to
support real-time and multimedia applications
8. In-depth investigation of the user’s behaviour and extracting rules for this kind of attacks
9. Pay attention to factors such as instability of bandwidth and network topologies when designing
the forwarding of an IoV network package from one network node to another.
Limitations in trust management systems affect privacy according to the proposed decentralized
blockchain based trust management system [96]. Further, there is no specification of how to resolve the
well known 51% and routing attacks [106] on blockchain systems.

6.2

Recommendations & Potential Defence Strategies

nIoVe framework plans to tackle with the aforementioned gaps and limitations by enabling robust
security measures to protect the data from rogue devices using encryption mechanisms based on realtime, spatio-temporal parameters so as to measure risk levels. Regarding, the manual and/or periodic
risk assessment strategies used nIoVe is incorporating a dynamic real-time assessment tool in link with
anomaly detection using deep understanding of risk propagation and the interdependencies of the
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components of the system. A variety of well proven methodologies as well as exploring the latest
advancements in automated risk modelling will be performed in the nIoVe aiming to widen the scope of
the automated anomalies detection in real-time. Automated risk assessment and decision making upon
allowed estimated risk tolerances will enable nIoVe platform to handle complex situations on attack
prediction in IoV environment. Linked with Forensics tools, Attack mapper eventual attack attribution
and origin localisation will be suggested and verified by including Threat Intelligence Repository
networks. User behavior and network behavior models will be taken into account while applying
(supervised) Anomaly Detection algorithms to identify threats in the Anomaly Detection Toolkit. The
Shared Threat Intelligence Services for the IoV architectural component will enable the share, re-use,
and generate new knowledge from the data pertaining to the nIoVe ecosystem. This will tackle with the
lack of information regarding the rapidly evolving cybersecurity threat landscape from the part of the
targeted organisations/companies. Finally, the blockchain-based Trust management and Identification
Platform will enable users (e.g. vehicle passengers holding mobile devices) to control how to expose or
hide their data using the built-in smart contracts.
Potential defence strategies on limitations of the trusted identity and data access management concept
are the exploration and utilization of SM strategies against blockchain failures auch as the 51% attack
[108]. Another strategy to mitigate routing attacks in decentralized networks is to integrate software
defined networking concepts to the blockchain based system [107].
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Conclusions

The deliverable D2.1 CAVs cybersecurity threat digest and analysis starts with a literature review of
state-of-the-art cybersecurity threats in the IoV domain. The categorization of threats is based on the
latest thirteen standard security requirements. The analysis approach divides threats into IoV layers of
in-vehicle, infrastructure communication and environment, and human specific. This allows detailed
analysis and uncovers layer to layer security relations.
Next a literature review of existing cybersecurity technologies in the IoV uncovers state-of-the-art
defence solutions and concepts. The findings and main concepts of the second review are isolated and
allocated to a multi-layered defence framework. By contrasting identified threats with layer allocated
defence mechanisms and concepts, the deliverable identifies gaps of state-of-the-art cybersecurity
solutions of CAVs. Last, the deliverable outlines potential defence strategies for the identified gaps.
The final cybersecurity multi-layered concept to vehicle cybersecurity reduces the possibility of a
successful CAV cyberattack and mitigates the potential consequences of a successful intrusion through
coordinated response strategies. By putting together network, system architecture, operating system
information and patches, the defence concept is able to identify threats and security incidents of
components, configurations, service applications, data, and data-storage. The concept establishes a
common IoV wide knowledge network. This enables efficient and precise attack attribution and
propagation identification and intelligence sharing among CAV stakeholders including cyber-response
teams, vehicle manufacturers, transport operators and authorities at local, national and European level.
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