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Homomorphic Encryption and Zero Knowledge Proofs are two
trending concepts that are widely popular as data privacy preservation
techniques in a wide variety of applications, especially in those
associated with the newly evolved block chain technology which are
immutable, distributed and secure. Zero knowledge proof is a
cryptographic technique can provide proof that a certain statement is
correct, without revealing any details about the statement, while
homomorphic encryption allows to perform computations on encrypted
data without decrypting it. This article explores the significance of the
data privacy aspect provided by both ZKP and Homomorphic
Encryption and how it can be effectively used to improvise the privacy
of blockchain applications in various domains.
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Introduction:The concept of blockchain was first introduced in the year 2009 by Satoshi Nakamoto[1]as part of a proposal for
digital currency called bitcoin. Since then blockchain technology has been ever evolving, spreading its span to a
wide variety of applications, surpassing even the expectations of its creators. The immutable, transparent and
distributed features of blockchain provided a solution to ‘problem of trust’. It is capable of producing trusted
output/transactions between parties who doesn’t have mutual trust. The incorporation of cryptographic techniques in
blockchain had added to the security of data. Blockchain adopts a peer-to-peer network, where each participant
holds a copy of entire transactions/records, bundled together as blocks, making it tamper proof. Each block is linked
to its predecessor block by including its cryptographic hash, creating a chain of blocks preserving the integrity. The
validity of transactions are ensured by consensus among the participating nodes in the P2P network. From its initial
role as a technology to implement the concept of digital currency, blockchain‘s collaboration with applications in
different sectors was triggered by ‘smart contracts’, which allowed incorporating business logic, specific to
applications. Smart contracts are piece of code, with properties of contractual agreement, capable of triggering
transactions, when certain conditions are met. As nodes needs to process the data to execute smart contracts various
privacy and confidentiality issues may arise. Zero knowledge proof and Homomorphic encryption are two major
cryptographic approaches that provides solution to this problem, allowing to share data among devices without
compromising security and privacy.
Evolution Of Zero Knowledge Proof:
The concept of Zero knowledge proofs which was accidently discovered in 1980s by MIT researcher Goldwasser
et.al[2] while working on problems related to interactive proof systems have come a long way, proving its role in
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ensuring the data privacy in many sensitive and significant applications. The growing need of privacy in blockchain
applications has fastened the researches in ZKP, resulting in the launch of variations of ZKP from time to time, in
view of improving the efficiency. The first among them were Non-Interactive ZKP, a modification of the existing
ZKP, removing the inconvenience of successive interaction between the communicating parties [3]. In start of this
millennium, range proofs[4] were introduced, which proves that a piece of information lies within a definite range,
useful in wide series applications to keep the anonymity of relevant attributes like income or age[5].In the year
2012, zk-SNARK, a better version of NIZK with short proofs and fast verification time was introduced [6].Recently
in 2017 Bullet proofs with very short proof size became popular mainly due to the lack of trusted setup, which was a
gruelling concern with regard to security for its predecessors. These ZKPs are suitable for implementing range
proofs also[7]. By the year 2018 zk-STARK[8] a scalable version of SNARK with no need for trusted setup was
introduced, efficient to prevent attack by quantum computers. But this new version had bigger proof sizes when
compared to zk-SNARK, making it less compatible for many applications. Latest implementation in the journey of
ZKP is supersonic[9], modified version of SNARK with very small proof sizes and faster verification times.
Role of Homomorphic Encryption in privacy:
Homomorphic Encryption had made little progress in the first 30 years after it was first proposed in 1978 [10].HE
payed a new way in data privacy management, especially in cloud applications, by allowing computations on
encrypted data. 3 variants of homomorphic encryptions were developed in due course of time, namely partially
homomorphic encryption, somewhat homomorphic encryption and fully homomorphic encryption. The initial HE
schemes proposed belonged to the category of Partial homomorphic encryption which satisfies either the additive or
multiplicative property, but not both. A few schemes were fully homomorphic, but with a drawback of increasing
size of cipher text with the increase in the no: of operations. [11].The emergence of cloud computing technology and
using cloud for mass data storage triggered the need for a mechanism to perform operations on data without
compromising data privacy. Craig Gentry [12] in 2009 proposed a way for achieving Fully Homomorphic
Encryption, opening new horizons in the application of homomorphic encryption. The major disadvantage of the
proposed system was the noise attached with cipher text that increases with each operation. A modified version of
Craig’s scheme was proposed with smaller cipher text and key by Smart and Vercauteren [13].The scheme that later
became most popular was proposed by ZvikaBrakerski et al. [14] which provides better security and performance.
ZKP in Blockchain Applications:
Different types of Zero Knowledge proofs are being used in Blockchain applications depending upon the
requirements specified. It has been mainly used in crypto currencies and blockchain applications, to provide proofs
about transactional data. The cryptocurrency Zcash [15], uses an extension of Bitcoin Protocol and implements zkSNARK to provide the proof for the validity of the transaction, without revealing the details regarding transaction
like address, amount etc., preventing double spending attacks. Blockchain technology can be effectively
collaborated with ZKP to develop anonymous credential systems [16].Using ZKP, the prover can selectively
disclose the attributes of the signature issuing authority, maintaining anonymity. Wei Ou et.al [17] proposes a
blockchain application with NZKP to perform trustworthy and anonymous transfer of data in vehicle networking
.Scalability is an important issue that is faced while using ZKP for blockchain, as algorithms require high
computational requirements. Effective schemes that are resistant to quantum attacks is the major research area in
ZKP, under current scenario.
Scope Of Homomorphic Encryptions In Blockchain:
The need to preserve data privacy in blockchain applications made Homomorphic Encryption a popular option.
Blockchain and IoT are the emerging technologies of last decade. There is an increasing interest for integrating
blockchain technology in IoT applications to provide decentralized access. But privacy leakage of data to servers is
a major issue in such applications. Implementing Homomorphic Encryption in blockchain based-IoT, provides high
security for IoT data in a decentralized mode. [18].Homomorphic encryption can be effectively incorporated to
provide transaction authentication in blockchain applications for insurance sector [19].Another important sector
which needs utmost data privacy is health care. The statistical analysis of medical records is very critical in research
advancements. Homomorphic encryption provides solution to this problem by allowing the statistical analysis on
encrypted medical records that are managed by blockchain technology [20].Fully homomorphic encryption is
suitable to ensure data privacy, consistent with many existing privacy laws, it has not been progressed yet to satisfy
all the expected properties. Large computational overhead, presence of noise and comparatively large size of
memory are the drawbacks that have to be rectified.
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Conclusion:Zero Knowledge proofs and Homomorphic Encryption are two most commonly used cryptographic techniques that
can play significant role in ensuring data privacy of applications ranging from Financial, Healthcare to Education.
Zero knowledge proofs are more suitable for generating proofs for personal attributes and transactions in
applications that needs to preserve the identity of participants. Meanwhile, Homomorphic encryption ensures a
different aspect of privacy by allowing computations on encrypted data, making it more suitable for scenarios were
analysis of confidential data without compromising privacy is sole priority. A few applications have even tried to
incorporate both these techniques. Previously Craig Gentry et.al [21] investigated the possibility of minimizing
communication overhead using fully homomorphic hybrid encryption. Both these techniques have been widely
implemented in a large range of blockchain applications and its possibilities in more domains are yet to be explored.
The feasibility of incorporating both these techniques in a single application to provide identity security as well as
data security is a path that has be considered and researched.
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