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PROJECT SPECIFICATION
The goal of the CERN openlab summer project was to:



parallelize existing pre-processing code for anomaly detection on
linear accelerator
deploy the parallelized pre-processing solution to CERN’s Hadoop
cluster

ABSTRACT
This report describes the implementation of the data pre-processing for a novel anomaly detection
technique. Proposed anomaly detection technique is based on using stochastic matrices as input for
convolutional neural networks. Pre-processing step transforms raw data into 3d tensors combining
stochastic matrices for a given event. Proposed solution for pre-processing is split into data reading part,
which is parallelized with Dask and data processing part, which is parallelized with Spark. Data reading part
runs on CERN’s Swan notebook and data processing part runs on a Hadoop server (specifically general
purpose server Analytics).
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1. Introduction
Goal of the project is to construct an anomaly detection approach for linear accelerators (LINACs). One of
CERN’s use of those LINACs is as boosters for the Large Hadron Collider (LHC) complex. Beside high
energy physics, linear accelerator are also used in other disciplines such as medicine, for radiation therapy.
The operation of complex structures such as linear accelerators (LINACs) is monitored by services that
generate huge amounts of data, which‘s meaningfulness is often hard to discern. A lot of raw data is
available but its sheer size poses a daunting challenge for system administrators who aim to analyse the
data for predictive and maintenance tasks. The use of machine learning (ML) is introduced to assist in the
implementation and realization of such demanding tasks. Automated models can greatly benefit system
operators and facility owners (Beneventi, et al., 2017).
The aim of introducing ML approaches for systems reliability is to extend the capability of reporting services
and potentially automate some system maintenance tasks or give them additional insights into the operation
of the system. Specifically, ML applications for systems reliability focus on two fields:
(i)

Anomaly detection
Identification of system errors/anomalies

(ii)

Predictive maintenance
Prediction of system failures and possible prevention of downtime

2. Related work
The main focus of this work is to construct pre-processing for anomaly detection models. These insights
can however also be applied (in the future) to the task of predictive maintenance.
There are two basic approaches to solve an anomaly detection problem: supervised ML methods and semisupervised ML methods (Beneventi, et al., 2017), (Borghesi, et al., 2019) (Borghesi, et al., 2019), (Borghesi,
et al., 2019), (Kotsiantis, et al., 2007). The nature of the problem of anomaly detection on linear accelerator
suggests a use of semi-supervised ML methods, as there are not labelled input data. A standard method
for anomaly detection that achieves state of the art results in some applications is the use of autoencoders
(Kwon, et al., 2017), (Lan, et al., 2010). Other methods focus on the combinations of informative features
and machine learning approaches that work well with limited datasets (Molan, et al.), (Molan, 2019).

a.

Autoencoders

State-of-the-art anomaly detection models take advantage of large quantities of granular data by training
deep learning autoencoders on that data. Autoencoders are a type of a neural network that is trained on the
task of replication of the original sequence. Autoencoders usually contain a hidden layer that is lowerdimensional than the input and output layers. This hidden layer and possible regularization (dropout) layers
prevent the autoencoder from replicating the input data perfectly. The difference (loss) between input and
output sequence in the training faze is used to drive the training of the network and, in the prediction phase,
to identify deviations from the baseline. The methods proposed in based on autoencoders, achieve very
high anomaly recognition accuracy on the case of anomaly recognition on high performance computing
systems (Borghesi, et al., 2019) (Borghesi, et al., 2019) (Borghesi, et al., 2019).
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b.

Hidden Markov models

Hidden Markov models (HMM) are based on Markov chains – finite state machines governed by stochastic
processes. Stochastic process is estimated with a stochastic matrix where the element at position ij
describes the probability of state i transitioning into state j. The general use of modelling the system
dynamics with a Markov model would be to:



Learn the normal (baseline) system dynamic (on all data) and represent them with a Markov model
Estimate anomalies by comparing the sequence probability with probabilities for baseline
sequences

Raw sensor data is not inputted into hidden Markov models; some pre-processing steps are necessary to
produce more reliable results (Arpaia, et al., 2019). The most important of these pre-processing steps is
discretization (conversion of continuous variables to discrete ones). Discretization can be done with
clustering or binning.
Another approach to anomaly detection using hidden Markov models is to treat stochastic matrices as
objects that will be inputted into other machine learning models (specifically CNN networks) (Y. Donon,
2019). The main idea of this approach is to have each sequence generate its own stochastic matrix; these
matrices are then inputted into a convolutional neural network. Pre-processing step for this approach is
implemented in this report.

Figure 1 Pre-processing for a HMM adopted from (Arpaia, et al., 2019)

Figure 2 HMM used for fault detection adopted from (Arpaia, et al., 2019)
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3. Software implementation
The main goal of software implementation of the pre-processing step is to create a parallelized solution that
would work on CERN Hadoop clusters. Specifically the included solution is written in combination of
PySpark and Dask parallelization frameworks and it runs on Analytics (general purpose Hadoop) cluster.
Software implementation contains two parallelized parts that run on two different cloud servers:

Data reading, filtering and job submission. Job submission and management part runs in CERN’s
Swan notebook. Inside Swan notebook, reading from the database is done in parallel with Dask.
Dask parallelization framework was used as it works nicely with Python environments where there
is no need for creation of a cluster. Each Dask worker reads allotted data from the database,
performs rudimentary filtering (not computationally complex) and sends the raw data to PySpark
(it submits a job to PySpark cluster).
Discretization, filtering, stochastic matrix calculation. Majority of computationally complex data
processing is handled by PySpark. PySpark job calculates stochastic matrix for each sequence
(map job) and then combines matrices for several functions into a tensor (reduce function).
The general goal of the pre-processing step is to extract sequences of events form a database
and represent them as a stochastic matrix (2d tensor). These 2d tensors are grouped, according
to their ids into 3d tensors that can be used as inputs for deep learning.

Figure 3 Parallelization scheme

a.

Data reading

Data, used in the experiment is hosted on the SmartLINAC web platform (hosted at CERN). In order to
speed up the overall computation and to simplify the implementation (no need to include permanent storage
for raw data) the decision has been made not to store raw data. Raw data is stored only in system memory
and sent to the Spark cluster.
Data is stored and organized by different Id. Each specific Id describes a group of events (a group of
sequences) from a specific source (e.g. hardware sensor on a linear accelerator). All events under specific
Id either belong to the baseline operation or they represent an anomaly. Data under a specific Id is split in
sequences of fixed length (usually several thousand data points represent a single sequence). Data from
each Id is thus split into several sequences; each sequence is then sent to Spark cluster to be pre-processed
in parallel. Result of each sequence transformation is a 2d tensor; 2d tensors from all sequences from a
single Id are then transformed into a 3d tensor.
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Each specific Id forms a separate Dask job (Dask worker). Each worker reads data form a database and
sends that data to a Spark cluster in a form of a Spark job.

Figure 4 Summary of submitted Spark jobs

b.

Data processing

Each spark job consists only of the data from a single Id; the result of the job will be a 3d tensor representing
that Id. Input for a spark job is raw data that is transformed into a delayed data frame. Delayed data frame
is a list of objects that will be processed in parallel. Processing consists of two steps:



Map. Transform each element in a delayed data frame. Map job performs most of the
computationally expensive tasks.
Reduce. Reduce functions collects the results of all map functions and returns a single object – in
our case a 3d tensor.

Figure 5 Main Spark function

i. Map
Map step maps the main pre-processing function to each partition of the data. The pre-processing function
consists of:


Applying Gaussian filter. Here Scikit-learn implementation is used (Géron, 2017).
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Discretizing the data with k-binning. The data is clustered into k clusters; the labels of the clusters
are then used as a discrete variables that replace the original continuous values. Scikit-learn
implementation of k-binning is used (Géron, 2017). Other binning strategies can also be used such
as binning with fixed thresholds.
Estimation of stochastic matrix. Discrete valued sequence is treated as a Markov chain. From there,
stochastic matrix can be estimated.

Figure 6 Stochastic matrix estimation

ii. Reduce
Reduce function combines stochastic matrices form all sequences for a single Id and combines them into a
3d tensor (that can be used in CNNs). Reduce function has to be:



Commutative: reduce(a,b) = reduce(b,a)
Associative: reduce(reduce(a,b), c) = reduce(a,reduce(b,c)). Associativity also means that we have
to be able to combine 2d matrix and 3d tensor. If we have as input a 2d matrix we first transform it
into a 3d tensor (that has one dimension 1).
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Figure 7 Reduce function. It has to be commutative and associative.

4. Conclusions
As mentioned in the introduction, the motivation for the presented work is to construct an anomaly detection
model for linear accelerator LINAC 4.
So far the most important bottleneck is the speed of the database especially in parallel reading. Reading
step for dataset of 26 Ids with max 100 sequences of 5000 timestamps for Id, takes approximately 1.6 hours
(on 4 core virtual machine hosted on Swan). Pre-processing step (map reduce in Spark) takes only seconds
in comparison (as evident form figure 4).
Another problem is the limitation of capabilities of Swan virtual machines. The most performant configuration
available is 4 cores and 16GB of memory. In order to address the slow reading – especially in use cases
with more IDs – it would make sense to employ a machine with more cores for parallelization of reading
part.
Lastly the solution to host reading parallelization in Jupyter notebook is not ideal. Computationally expensive
job can fail even to problems with the hosting of the notebook. For a production version of the approach it
would make sense to migrate the reading part to computational cluster that supports general purpose
parallelization such as computer clusters with Slurm scheduler.
Presented pre-processing methodology serves as a basis for implementation of anomaly detection
techniques that are either based on hidden Markov models or the stochastic matrix itself. The main
bottleneck of the presented approach – the reading of the raw data form the database – can be alleviated
by using more performant machine for data reading. The presented methodology runs inside Python virtual
environment and is as such capable of running on different hardware that was used in this project (for
example on supercomputer cluster). The map reduce step computed in this work can relatively easily be
adopted to be used with other parallelization frameworks such as Dask and deployed on more general
clusters or high performance computing systems.
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