Received November 12, 2020, accepted December 7, 2020, date of publication December 16, 2020,
date of current version December 29, 2020.
Digital Object Identifier 10.1109/ACCESS.2020.3045322

On Identifying Threats and Quantifying
Cybersecurity Risks of Mnos Deploying
Heterogeneous Rats
ANNA ANGELOGIANNI1 , (Graduate Student Member, IEEE), ILIAS POLITIS
FARNAZ MOHAMMADI2 , (Student Member, IEEE),
AND CHRISTOS XENAKIS 1 , (Member, IEEE)

1,

(Member, IEEE),

1 Systems
2 Passau

Security Laboratory (SSL), University of Piraeus, 185 34 Piraeus, Greece
Institute of Digital Security, University of Passau, 94032 Passau, Germany

Corresponding author: Anna Angelogianni (angelogianni@unipi.gr)
This work was supported in part by the European Union’s Horizon 2020 EU Research & Innovation Program under Grant 833685
(H2020-EU.3.7.4-SPIDER), in part by the European Union’s Horizon 2020 Stimulating innovation by means of cross-fertilisation of
knowledge program under Grant 823997 (H2020-MSCA-RISE-2018-SECONDO), and in part by the Greek state funded Operational
Programme Competitiveness, Entrepreneurship and Innovation 2014–2020 (EPAnEK) under Grant RECENT-T 1E1K − 03524 and Grant
CityZen-T 1E1K − 02121.

ABSTRACT Wireless networks constitute a significant attack vector for adversaries due to their wide
usage in our everyday life. As the fifth generation of wireless networks reaches maturity, several vulnerabilities affecting earlier generations have been resolved. Nevertheless the coexistence of legacy wireless
technologies is giving rise to the risk of allowing adversaries to perform downgrade attacks, thus bypassing
the improved security of the state-of-the-art communication networks. Vulnerabilities due to the trade-off
between security and usability could also exist in the latest wireless networking technologies; hence mobile
network operators need to be aware of the risks related to both protocol vulnerabilities and configuration
defects. This paper proposes a methodology for the systematic identification of vulnerabilities associated
with wireless access protocols and systems and the quantitative evaluation of the resulting risks for
mobile operators using attack trees, while considering the current legislative frameworks. The proposed
methodology has been designed to aid both, mobile operators towards planning more effective cybersecurity
strategies and adopting efficient defences to minimise the probability of an attack and predict its impact on
the operational, market and business aspects of mobile network operators. The proposed risk assessment
analysis is evaluated over three distinct vertical scenarios, namely an emergency call, a high-speed train
commute and a massive public event, with the most relevant threats and their impact being measured and
discussed. The evaluation of the model revealed significant results for mobile network operators that are
deploying a mix of legacy and state of the art cellular technologies.
INDEX TERMS Attack trees, risk analysis, wireless cellular networks, wireless security.
I. INTRODUCTION

Over the last few years the way people and machines
communicate and interact with each other has undergone
a tremendous revolution with wireless mobile communication networks playing a pivotal role. From providing solely
voice communications to extremely high speed, ultra-low
latency multimedia services, cellular networks have reached
to the point where they constitute one of the most significant
The associate editor coordinating the review of this manuscript and
approving it for publication was Mostafa Zaman Chowdhury
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enablers of the Information Age. The current estimations of
mobile subscribers is around 8 billion, with the potential of
reaching 8.9 billions by 2025 [1]. Smart phones and mobile
devices in general are used today not only for communication but to support different vertical services including
electronic payments, navigation, healthcare and fitness monitoring, business management, etc. As the fifth generation
(5G) of cellular networks is reaching maturity, is expected
to play an essential role in the digital transformation of the
economy and society, leading to an augmented dependency
of user’s and services on cellular network technologies [2].
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The densely deployed mobile cellular networks are also targets of malicious intruders as physical access on the components of the network (i.e., base stations, repeaters, etc.) is
not required. Although cellular networks constitute an easy
attack vector, a possible attack against them could seriously
disrupt mission critical mobile communications (autonomous
vehicles, connected cars) and user’s perceived quality, while
it could further affect their privacy [3].
The technological advancements in cellular network technologies have resolved several vulnerabilities discovered in
the older versions, the coexistence of legacy technologies
(Global System for Mobile communications - GSM, Universal Mobile Telecommunication System - UMTS, Long Term
Evolution - LTE and 5G) lay the foundation for adversaries
to perform downgrade attacks and consequently bypass the
improved security of modern generations [4]. Vulnerabilities
exist even in 5G due to the trade off between security and
usability. Similarly to the butterfly effect [5], a seemingly
insignificant alteration in the security configurations may
have a massive effect on the overall security of the system,
thus the risk. Mobile Network Operators (MNOs) need to
carefully examine their risk, considering the vulnerabilities
caused by the protocol’s specifications, the coexistence of
legacy wireless technologies and the MNO’s security configurations on the access network.
On the other hand, the European Union (EU) directives
such as the General Data Protection Regulation (GDPR) [6],
the telecommunications EU directive [7], the ePrivacy [8]
directive and the security of Network and Information Systems (NIS) [9] directive underline the importance of security
by enforcing all organizations to adopt policies and controls
for the protection of network’s security and user’s privacy by
design. These regulations impose enormous financial sanctions in the event of information leakage harming both the
organization’s financial stability as well as its reputation.
Even though the European Commission (EC) as well as,
the Federal Communications Commission (FCC) recognize
the importance of security especially in the 5G era [10], [11],
particular frameworks for vulnerability and risk assessment
have yet to be proposed. For these reasons, MNOs need to
heavily invest on the security of their infrastructure by studying every possible vulnerability that could affect the security
of their network and consequently expose user’s privacy. Due
to the plethora of security-related parameters, each MNO has
adopted its own security configurations and policies and as
a result, it is confronted with different vulnerabilities. It is
crucial to create an interoperable framework for identifying
and quantifying the overall risk of MNO-specific infrastructures. Even though cellular networks have been thoroughly
investigated since their first deployments three decades ago,
there is a lack of systematic studies on the methods and
procedures required for calculating the risk to MNO’s, due
to detected vulnerabilities.
This paper aims to identify the feasible attacks and assess
the risks against the security of MNO’s Radio Access Network (RAN), which is one of the four 3GPP’s security
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domains [12], along with the related vulnerabilities caused by
either protocol specifications or by MNO’s decisions on security configurations. The outcome of this work is a detailed,
comprehensive and systematic methodology aligned with
the National Institute of Standards and Technology (NIST)
framework’s course of action [13], [14] to estimate the risk
of an MNO in the RAN side. There is a clear motivation to
define a risk analysis methodology that would incorporate the
recently identified vulnerabilities and associated threats that
legacy, state of the art and future generation cellular networks
are exposed to. Moreover, a detailed and accurate mapping of
the resulted impact of threats to the identified consequences
that MNOs would suffer in case of an attack, is still a requirement that this paper is set to address. This study performs
a comprehensible and holistic classification of the different plausible attacks and threats against all existing RAN
technology generations, using the Confidentiality, Integrity,
Availability (CIA) triad with the addition of a fourth parameter, which is the Privacy, due to its association with GDPR.
Additionally, the proposed risk assessment model supports
attack trees that allow an in-depth analysis of the attack paths,
while offering an understandable graphical representation of
attacks, threats, vulnerabilities and possible preventive measures; hence, allowing non-cybersecurity experts to comprehend the nature and impact of a vulnerability and its resulted
risk. Moreover, the proposed methodology for determining
and assessing the threats on RAN is customizable and scalable, since new leafs on the attack trees can be easily added,
whenever new attacks and vulnerabilities are discovered. The
current paper further extends previous research studies that
consider risks horizontally, by incorporating different factors
of the attack path that affect the security of the infrastructure,
the qualitative and quantitative analysis of the vulnerability
and the significance of its impact. Towards this end, a formalized evaluation metric of the impact of attacks is proposed,
to estimate the risk of a MNO. The risk is considered as the
probability of the occurrence of an unwanted event, multiplied by its impact to the system.
The rest of the paper is structured as follows, Section II
briefly describes the key architectural components of cellular
networks, while Section III presents the security features of
each cellular technology. Section IV discusses the related
work in the filed of security vulnerabilities and threats on
cellular networks. In Section V the vulnerabilities of cellular networks are presented in details, while Section VI
presents the proposed analytical model for estimating attack
probabilities. Furthermore, Section VII provides an overview
of the proposed countermeasures deployed by MNOs and
Section VIII models in a systematic manner the threats affecting mobile cellular networks and defines the related attack
trees. In Section IX the methodology for quantifying of the
risk is defined, along with a proposed schema for measuring
the impact of the attacks on MNOs based on socio-economic
and technological criteria. The risk analysis model is evaluated in Section X, against three vertical scenarios that are
design to cover all related threats and provide insight to
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A. Angelogianni et al.: On Identifying Threats and Quantifying Cybersecurity Risks of Mnos Deploying Heterogeneous Rats

the impact that the deployment of legacy and state of the
art cellular technologies has on MNOs. Finally, Section XI
concludes the paper and drafts the future steps.
II. CELLULAR NETWORK ARCHITECTURE OVERVIEW

Driven from the ever increasing user requirements for
higher data rate, low latency and extremely reliable ubiquitous mobile wireless services, the cellular network technologies have been rapidly involving over the last thirty
years progressing from the circuit-switched GSM (Second
Generation-2G) to the All-IP based 5G wireless networks
[15]. Throughout this transition cellular network architectures have followed the same overall structure, which consists
of three main parts, namely, the Mobile Station (MS), the
RAN and the Core Network (CN), as shown in Fig. 1.

FIGURE 1. Overview of cellular network architectures.

Specifically, the MS consists of the User Equipment (UE)
and the Service Identity Module (SIM) or the UMTS
SIM (USIM) card. The SIM/USIM card includes a unique,
for each user, International Mobile Subscriber Identity (IMSI)
used for the identification of the subscriber. The first three
bytes of IMSI signify the Mobile Country Code (MCC), while
the next two or three bytes represent the Mobile Network
Code (MNC). The remaining bytes stand for the mobile
subscriber identification number (MSIN). Due to the IMSI’s
uniqueness, its use should be avoided as it can solely identify
the user. To protect user’s privacy a Temporary Mobile Subscriber Identity (TMSI) for 2G and 3G or Globally Unique
Temporary Identifier (GUTI) for 4G and 5G is proposed
instead. The RAN or GERAN (GSM EDGE RAN) in GSM
is composed of the Base Transceiver Station (BTS), which is
controlled by the Base Station Controller (BSC). In UMTS
the RAN or UTRAN (UMTS RAN) is composed of the
NodeB and the Radio Network Controller (RNC) that are
equivalent to GSM, BTS and BSC.
VOLUME 8, 2020

The CN can be grouped into two distinct categories: i) the
Circuit Switch (CS) and ii) the Packet Switch (PS) domain.
In the CS domain, the BSC and the RNC, for 2G and 3G
respectively, are connected to the Mobile Switching Center (MSC) which is responsible for routing calls. The MSC
communicates with the Gateway Mobile Switching Center
(GMSC), to route calls outside the mobile network, for example to the Public Switched Telephone Network (PSTN). The
MSC and RNC are also connected to the Home Location
Register/Authentication Center (HLR/AuC), which is a central database that contains details about the authorized subscribers of the network (e.g., IMSI, current location area of an
MS, etc.) and produces authentication data. The Visitor Location Register (VLR) is a database for visiting subscribers.
In the PS domain, the MSC and the RNC are connected to the
Serving GPRS Support Node (SGSN), which is responsible
for the delivery of data packets. Apart from the routing of data
packets, the SGSN controls the authentication and charging
functions of PS domain. The SGSN communicates with the
Gateway GPRS Support Node (GGSN), which is the gateway
of the cellular network to the external packet data networks
including Internet.
In 4G technology, the access network consists only of
eNb’s which communicate with each other and the core network, acting as the BSC (2G) or RNC (3G) of the previous
generations. The Mobility Management Entity (MME) is a
key entity for the 4G technology. Among other, it communicates with the Home Subscriber Server (HSS), which a central
database, for the authentication procedure. It is also responsible for the session, the connection and the mobility management. The Serving Gateway (S-GW) routes and forwards
packets to the Packet Data Network Gateway (P-GW), while
it is also an important entity for backwards compatibility purposes The P-GW is the entity that will provide eventually the
connectivity with the Internet [16]. The communication of the
UE with the core network is managed with the Non-Access
Stratum (NAS) protocol which is responsible for the mobility
and session management. The radio signaling between the UE
and the eNodeB (eNb) is achieved through Radio Resource
Control (RRC) protocol [17].
In 5G the access network is comprised of gNB similar
to 4G eNb nevertheless, the core network architecture bears
no resemblance with its ancestor. The RAN communicates
with the Access and Mobility Function (AMF) responsible
for the connection and mobility procedures. The latter is
connected to the Authentication Server Function (AUSF),
which supports the authentication, as well as the Unified
Data Management (UDM) which generates the authentication credentials and manages the subscriber’s information,
such as the Subscription Permanent Identifier (SUPI) which
is the 5G’s equivalent to IMSI. The Session Management
Function (SMF) provides the connectivity to the internet
by allocating the UE’s IP and managing the session and
traffic steering to the User Plane Function (UPF). The SMF
is also responsible for billing. Lastly, the UPF is the entity
that communicates with the data network, responsible for
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packet routing and forwarding [18]. In 5G in order to avoid
sending the permanent identifier in plain text the Subscription
Concealed Identifier (SUCI) is sent instead. The SUCI is the
SUPI encrypted with the MNO’s public key.

(IK ). When the AKA procedure is performed, it protects the
integrity of signaling messages as well as the confidentiality
of both the signaling data and the user data.
C. LTE SECURITY FEATURES

III. SECURITY FEATURES OF CELLULAR NETWORKS
A. GSM SECURITY FEATURES

The objective of the employed security features in the GSM
and the General Packet Radio Service (GPRS) is to protect
user’s privacy without omitting any service or deteriorating
the usability. To provide a certain level of security, cellular
networks include functions for: i) authentication (i.e., A3),
ii) encryption on signaling and user plane traffic (i.e., A5 for
GSM or GEA for GPRS) and iii) generation of cipher key
used for encryption (i.e., A8). The authentication key (Ki ) is
unique for every user i and secret, meaning that it is never
send from the MS to the CN. A challenge-response scheme
is used instead, which can verify whether the SIM/USIM
possess indeed the correct key. The key Ki is stored within
the SIM/USIM card for the MS side and in the HLR/AuC for
the CN side. If the user is not connected to his home network,
then the HLR/AuC will send the authentication triplets to the
VLR or SGSN, for the CS or the PS domain of the visiting
network, respectively. The encryption key (Kc ) is produced
using (Ki ) and a random value send from the CN as input for
the A8 algorithm. The encryption key Kc is used by A5 or
GEA algorithms to encrypt data exchanged between the MS
and the cellular network [17], [19].
B. UMTS SECURITY FEATURES

The 3G technology besides the functions used for i) authentication (i.e., f1), ii) encryption of user and signaling data
(i.e., f8) and iii) generation of cipher key for encryption
(i.e., f3), has introduced functions for: iv) integrity check on
signaling data (i.e., f9) and v) generation of the key used for
integrity (i.e., f4). Similar to 2G, the authentication scheme
in 3G is a challenge-response scheme. The CN will send
a random value along with the corresponding authentication token (AUTN) to the MS, which will verify the AUTN
(mutual authentication) and send back its response (RES)
using its private key. If the response matches the expected
response (XRES) then the authentication procedure is terminated successfully. It should be noted that in 2G only the user
authenticates to the network; the network is not authenticated
to the user. In 3G and later generations, the authentication is
mutual. UMTS and later cellular technologies further support
a sequence counter (SQN) both in the UE and the CN side for
synchronization, maintained in the USIM and the HLR/AuC
respectively. An additional improvement of the 3G technology is the fact that the encryption continuous until the RNC,
while in 2G the encryption terminates in the BTS for the CS
and the SGSN for the PS domain.
The Authentication and Key Agreement (AKA) procedure
takes place between the UE and the CN for the agreement of
the session keys, the Cipher Key (CK ) and the Integrity Key
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Similarly to 3G, the 4G (LTE) supports, i) authentication (i.e.,
f1), ii) encryption (i.e., f8), iii) generation of cipher key for
encryption (i.e., f3) as well as, functions for iv) the integrity
check (i.e., f9) and the v) generation of key used for integrity
(i.e., f4). Nevertheless, the generation and management of
keys in 4G are a more complicated processes than those in
previous generations. In LTE, apart from the authentication
key Ki and the keys CK and IK , which were present also in
3G, there is an additional master key (KASME ), which is used
to generate the separate keys used for the communication with
the Core and the Access Network (through the NAS and RRC
protocol respectively). The KASME is derived from the CK and
IK and is send from the HSS to the MME. Specifically, the
KASME is used to generate the confidentiality and integrity
keys for the secure communication, during signaling procedures, between the UE (KNASenc ) and the MME (KNASint ),
as well as, between the UE and eNb (KeNb ). The KeNb will
be used to calculate the separate keys for integrity (KRRCint )
and confidentiality (KRRCenc ) of the signaling data among the
UE and the eNb, and the key for confidentiality (KUPint ) of
the user plane messages. There is no integrity key for user
plane messages [16].
D. 5G SECURITY FEATURES

The 5th network generation resembles the key hierarchy of
4G but with adjustments justified by the differences in the
core network architecture. The key (KAUSF ) derived from CK
and IK , is shared between the ME and the Authentication credential Repository and Processing Function (ARPF)/Unified
Data Management (UDM) and it is used within the boundaries of the home network. This key is used by the Authentication Server Function (AUSF) to generate the anchor key
(KSEAF ) that used by the Security Anchor Function (SEAF)
for the serving network. In turn, KSEAF generates the shared
key between the Access and Mobility Function (AMF) and
the UE, named (KAMF ). The AMF is the entity responsible for
the generation of the NAS layer keys (KNASenc ) and (KNASint ))
as well as, the radio access network key (KgNb ), which is
shared between the gNb and the UE. The latter key KgNb is
used to calculate a series of keys, namely the KRRCint , the
KRRCenc , the KUPint and the KUPenc . In contrast to the previous
generations, 5G supports integrity protection in user plane
messages [18].
E. LEGISLATION AND DIRECTIVES IN
TELECOMMUNICATIONS

The EU General Data Protection Regulation (GDPR) [6],
which came into effect in 2018, mandates companies and
individuals handling or processing personal data that belong
to EU citizens to adopt measures to protect the privacy of
the data subject. As personal data, GDPR has considered all
VOLUME 8, 2020
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information that may be linked to a natural person. GDPR
is considered ‘‘one of the strictest and most accurate privacy
laws worldwide’’ [20], therefore it comprises of the main
legislative ground for this work used as a reference point to
estimate the impact of an attack. The Privacy and Electronic
Communications Regulations (PECR), also known as ePrivacy directive, is complementary to the GDPR and focuses on
the privacy of the data subject on electronic communications
[8]. Apart from user data mentioned in GDPR, the PECR
covers traffic and location data as well.
Cellular networks have fortified their infrastructure
through the techniques mentioned in the previous subsections. Nevertheless, even with the proposed solutions there is
a residual risk due to the continuous technological progress
and the simultaneous support of older generations. In 5G the
user’s permanent identity is recommended to be concealed
while temporary identifier should be refreshed after each
usage. Furthermore, the specifications suggest that both user
and signaling data are encrypted and integrity protected to
ensure personal data from accidental, unauthorized or unlawful access, use, modification, disclosure, loss, destruction or
damage (EU GDPR Article 5) [20]. Previous generations did
not focus neither on the concealment of the user permanent
identity nor on the frequent update of the temporary identity,
while the user data were not integrity protected.
The European Electronic Communications Code (EECC),
will replace the current EU telecommunications framework
as of December 2020. EECC supports the notion of confidentiality and privacy of users by design as well as the
integrity and availability of the network while it urges the
need for risk assessment (Articles 40 and 41) [21]. EECC
further introduces definitions on the security of services apart
from network, as well as a toolbox of risk mitigating measures
for 5G networks [22]. Another relevant EU legislation is
the NIS Directive (Directive on Security of Network and
Information Systems) addressed to Operators of Essential
Services (OES) and Digital Service Providers (DSP) whose
infrastructure is labeled as critical. The expected outcome of
the NIS directive is the successful governance and monitoring
of critical infrastructures from the responsible authorities of
the EU member states [23].
IV. BACKGROUND WORK

The background work is discussed with focus on two categories, namely i) the security of cellular networks, the threats,
attacks and vulnerabilities, identified by the research community and ii) the risk management methods used to estimate the
overall risk of cellular networks.
A. CELLULAR NETWORKS ATTACKS, THREATS AND
VULNERABILITIES

There are many research works related to cellular networks’
vulnerabilities. Both the 3rd Generation Partnership Project
(3GPP) and NIST have released technical reports and specifications explaining the possible threats [12], [24]–[27],
while the most extensive literature reviews are presented
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in [28]–[30]. In particular, [28] provides a thorough analysis
of all possible threats and vulnerabilities that could lead to
serious attacks against GSM, UMTS and LTE. This survey
classifies and categorises the security issues focusing on the
network’s architecture, by identifying the three attack entry
points: the mobile device, the access and the core network.
Some of the attacks included were IP-based, signaling or
jamming attacks. Mitigation techniques for 4G were also
included, in accordance with the employed technology, the
type and the category of the attack. Moreover, [29] presented
an analysis on cellular network attacks and vulnerabilities
for all network generations with the intent to identify the
security implications for the newest generation, 5G. This
work differentiated from others as it introduced a systematic
methodology for attacks and defenses. Specifically, it categorized the attacks by their aim, the proposed defenses and
the causes, separating the ones related to the specifications
from those related to implementation. The causes included
were pre-authentication traffic, lack of mutual authentication, weak cryptography, insecure inter-network protocols,
resource usage asymmetry, insecure or leaky implementation,
cross-layer information loss and accounting policy inconsistency. In [30] a thorough study and a categorisation of
the possible threats in LTE/LTE-A, is included, focusing on
the IP-based architecture. The paper is proposing evaluation
criteria for data collection and data analysis to achieve attack
detection through machine learning techniques. More specifically, the authors managed to detect jamming and signaling
attacks, Session Initiation Protocol (SIP) abnormal messages,
Voice over LTE (VoLTE) and Sort Message Service (SMS)
spamming as well as, mobile botnets.
Moreover, in [31] the authors proposed two tools (‘‘LTEInspector’’ and ‘‘LTEFuzz’’) to examine the security of 4G
LTE during the attachment and the mobility control plane
procedures. The ‘‘LTEInspector’’ was dedicated to NAS messages while the latter included RRC messages as well. The
tool managed to identify ten (10) novel attacks and nine
(9) already existed in the literature. The authors further
observed that paging messages, which maintain the connection between the network and the UE when the latter is in
idle mode, do not have any cryptographic protection. ‘‘LTEFuzz’’ identified new vulnerabilities both in the design and the
implementation of LTE. Some of the mentioned attacks are
related to the security mechanisms employed on the MME
and the baseband chipset of the UE. The authors suggested
countermeasures to diminish the security risk. Similarly,
‘‘5GReasoner’’ [32] followed ‘‘LTEInspector’’ rationale to
attest the security of the 5G network control plane communications in the radio channel, meaning both NAS and RRC
messages. ‘‘5GReasoner’’ managed to identify eleven design
weaknesses, resulting in attacks against the integrity of the
user messages, the availability of both the UE and the network
as well as privacy of the user. Five inherited vulnerabilities
from 4G were also discovered.
On the other hand, [33] followed a different approach
for the detection of novel attacks. While most studies are
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focused on the security of the physical and network layer,
they chose to explore the security of the data link layer.
The findings included three new types of cellular network
attacks against LTE: identity mapping, website fingerprinting and user data manipulation by exploiting the AES-CTR
(Advanced Encryption Standard in counter mode) encryption
mode in user data messages. The work in [34]–[37] perform
an evaluation of the security mechanisms employed by different MNOs. Particularly, authors in [34] examined the radio
access technology in commercial 4G and future 5G networks
and provided metrics for the paging and TMSI allocation procedure frequency. In [35] the ‘‘GSMMap’’ provides a publicly
available comparison of the implemented protection features
between different operators. The threat scenarios included
intercept (active or passive), impersonation and tracking
while the security features examined were the encryption
algorithms used, the randomness of the keys, the frequency
of the authentication and TMSI allocation and the protection
of IMSI. According to the report, Greek MNOs have lately
adopted some of the recommended measurements thus, they
are moving towards safer communications. The work in [36]
presented a tool, which captured and analyzed the security policy of MNOs. More specifically, ‘‘(U)SimMonitor’’
inspected the traffic to estimate the usage of each technology (2G or 3G), the employed algorithms for encryption,
as well as, the frequency of AKA, TMSI and IMSI allocation.
[37] investigated the security configurations of 12 MNOs
across Europe (Austria, Czech Republic, Germany, Spain,
and France), giving emphasis to the authentication procedure
and the algorithms used for encryption. The results are rather
unsatisfactory due to the support of EEA0 algorithm which
does not offer any cryptographic protection hence could lead
to an impersonation attack. The authors concluded that four
out of the twelve MNOs suffered from severe misconfigurations while they successfully demonstrated an impersonation
attack.
B. RISK ANALYSIS IN CELLULAR NETWORKS

The research work on the risk management for cellular networks is rather limited. In a work closely related to this
one is [38] where the authors presented attack jungles as a
method to define which attacks are most likely to happen
thus identify which attack has the minimum cost for an adversary. Attack jungles, in contrast to attack trees, allow cycles
and re-usability of resources which may pose an additional
complexity both in the representation and the analysis of the
attacks. Furthermore, in [39] the authors proposed the use of
attack trees to identify the primary security requirements, thus
the possible threats and their impact for automotive on-board
networks, meaning vehicle to everything (V2X) communications. The presented analysis can be used in combination
with the vehicle manufacturer’s security policy, in order to
decide whether to accept, transfer or take measures to reduce
the identified security risks. The estimation of the attack
potential though does not consider real-life measurements.
The authors of [40] presented a qualitative risk analysis for
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GPRS technology. This study evaluated the risk in a scale
of five classes, by estimating the impact and the likelihood
of the plausible attacks against the network. The analysis
concluded that the attacks that threaten the integrity and
confidentiality of both network and user data presented a
high-risk level. Nevertheless, since the analysis is qualitative,
the results cannot be validated with real metrics. Furthermore,
the methodology is not applicable in the latest mobile network
generations.
3GPP specifications [41] introduced a risk analysis
methodology for 2G and 3G, nevertheless it is not extensible and cannot be adapted to the contemporary standards.
Thus, the numbers used for the probability of an attack are
not based on real metrics that rely on the MNO’s security
configurations. Moreover, NIS Cooperation Group released
in late 2019 a risk assessment report [2] for the security
of 5G networks, in which it presents an overview of the
threats, the threat actors, the assets and the vulnerabilities,
while providing some qualitative assessment criteria and risk
scenarios. This report, despite its generic nature, paves the
way for more specific methodologies to assess the risks of
5G infrastructures.
Building and extending the the NIS approach, this paper
proposes a methodology that evaluates the risk of MNOs
network infrastructure quantitatively, considering the vulnerabilities and threats of all heterogeneous wireless access
and core network technologies and protocols that coexist in
current cellular systems. This paper focuses on the definition of a solid, yet, simple methodology, which considers
all threats identified by the existing literature, in the radio
access network of the cellular technologies 2G (GSM), 3G
(UMTS), 4G (LTE) and 5G. The probability of an attack
is quantitatively estimated for each MNO, considering its
security configuration while using real metrics that can be
deduced by open-source tools. The proposed methodology
for estimating the probability of an attack from the existing network vulnerabilities is based on attack trees that are
easier to understand as they do not include cycles. Each
recognised threat is studied individually therefore no complex inter-dependencies exist. This work recommends also a
method for evaluating the impact of an attack with regards
to the GDPR framework, in order to quantitatively estimate
the risk, which depends on the impact of the attack as very
probable attacks may have a lesser or greater significance on
the performance and reliability of the network. Finally, the
proposed model is expandable since it can extend the attack
trees to accommodate additional vulnerabilities, should these
be discovered in the future.
V. VULNERABILITIES AND MISCONFIGURATIONS OF
CELLULAR NETWORKS

The vulnerabilities of cellular networks can be grouped into
two main categories, i) the technological vulnerabilities due
to the architecture design (Class A) and ii) the vulnerabilities
triggered by MNO’s misconfiguration (Class B). We argue
that the vulnerabilities included in the first category cannot
VOLUME 8, 2020
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be easily amended by the MNO, while the vulnerabilities
enlisted in the second category can be mitigated with the
appropriate measures by the MNO.
A. TECHNOLOGICAL VULNERABILITIES (CLASS A)

(a) Authentication and Key Agreement (AV1): The lack
of mutual authentication concerns only the 2G networks.
In later generations such as 3G, 4G and 5G, the authentication between the UE and the network is mutual,
following a challenge-response scheme. Table 1 summarizes the security vulnerabilities of every commercially
deployed network generation. 5G, provides a unified
authentication framework supporting, apart from the 5G
AKA, the Extensible Authentication Protocol (EAPAKA), which supports different types of credentials
such as, certificates or username and password as well
a,s the EAP Transport Layer Security (EAP-TLS). This
flexibility allows 5G networks to cover the numerous
needs and vertical services. In this paper the focus is on
mobile devices, therefore only the security of 5G-AKA
is considered.
(b) Confidentiality (AV2): In terms of confidentiality there
are two different types of messages that need to be
reviewed: i) the signaling messages (control plane) and
ii) the user data (user plane). The 3GPP specifications
recommend, but not mandate, that user data should be
confidentially-protected in all network generations (i.e.,
2G, 3G, 4G, 5G). Protection mechanisms are also provisioned by the specifications for signaling messages
(i.e., RRC and NAS), although there are some exceptions (i.e., the pre-authentication traffic such as Attach
Request, RRC Connection and Paging messages).
Ciphering in RRC and NAS is recommended by the
3GPP specifications but it remains an operator option.
It has to be underlined that among the pre-authentication
traffic, information such as the RAND and the AUTN
is included. To this extend, some signaling messages
in all network generations are always send unciphered,
by design. The literature [31]–[33] has already covered
some of the LTE as well as, 5G vulnerabilities associated with unprotected messages (i.e., RRC connection,
paging and auth. reject messages).
(c) Integrity (AV3): In terms of integrity 2G did not provide
protection mechanisms neither for signaling messages
nor for user data, until recently where in [17] and [42]
integrity protection is introduced for the enhanced General Packet Radio Service (GPRS) in relation to Cellular
Internet of Things (CIoT). Even though the latest 3GPP
specifications [42] have included integrity protection
mechanisms for 2G, it is doubtful that MNOs have
implemented this recommendation, allocating financial
resources in an outdated technology to reconfigure the
infrastructure. 3G and 4G include integrity protection
techniques for signaling messages (both NAS and RRC).
Nonetheless, similar to confidentiality, there are some
exceptions (i.e., RRC Connection messages, sent prior
VOLUME 8, 2020

to authentication during attachment, or Paging messages
[19], [31]–[33], [43]). The latest 3GPP specification on
LTE (Release 15), which was released in 2019, suggest that user data could also be integrity protected
[44]. Although it seems unlikely for MNOs to have
already applied this recommendation, as 4G is commercially deployed since 2009, it could however prepare the
ground for more secure 5G implementations as it seems
to be the case according to [18].
B. MNO MISCONFIGURATIONS (CLASS B)

(a) Key Generation Algorithms (BV1): Although 3GPP
states that ‘‘the operation of the key generation functions
falls within the domain of the MNO’’, there are some
examples of key generation algorithms specified for the
MNOs that do not wish to design their own. The first
proposed algorithm COMP128 was vulnerable. The latest specifications propose two algorithms: MILENAGE
and Tuak [45]. MILENAGE is based on AES (Rijndael),
while Tuak is based on Keccak permutation. Tuak allows
lengthier keys than MILENAGE for future flexibility.
The literature refers to some vulnerabilities but practical
attacks against the aforementioned algorithms have not
been demonstrated up till now.
(b) Encryption Algorithms (BV2): Apart from the security
features included in the 3GPP specifications, cellular
network security depends on the chosen configurations
of the MNO. In order to assess the security level of an
MNO, the encryption algorithms that the MNO supports
must be reviewed. Algorithms such as, A5/0, UEA0,
EEA0 and NEA0 do not provide any cryptographic protection. Specifically, A5/1 and A5/2 stream encryption
algorithms, which are used for voice encryption have
been characterized as breakable due to cryptographic
vulnerabilities of the Linear Feedback Shift Register
(LFSR) [46]. For the these algorithms open source
decryption tools have been released [47], [48]. Due to
the vulnerabilities found in A5/1 algorithm, which can
lead to known plaintext attacks, GSM specifications [42]
have proposed the use of random values for padding
the packets as a countermeasure. MNOs that deploy the
A5/1 algorithm to further harden the encryption scheme
have included the International Mobile Equipment Identity (IMEI) that is different for each user, in the cipher
mode complete message [36]. GEA1 and GEA2, which
are used for data encryption are also using LSFR, thus
they are subjected to the same attacks as A5/1 and
A5/0 [46], [49]. The algorithms A5/3 and GEA3, which
use KASUMI, have been proven vulnerable but only
in theory, while there are no known attacks for A5/4,
GEA4 and UEA1, which also use KASUMI. The UEA2
and EEA1 algorithms use SNOW 3G, while EEA2 and
EEA3 use AES in CTR mode and ZUC respectively
[29]. The authors in [33] achieved a chosen-ciphertext
attack by exploiting the fact that user data in 4G are
not integrity protected while AES in CTR mode is used
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TABLE 1. Summary of cellular network’s technological vulnerabilities (by design).

for encryption, which is vulnerable. The 5th generation
algorithms, NEA1, NEA2 and NEA3 equivalent to 4G’s
EEA1, EEA2 and EEA3 respectively, may use 128 bits
keys, but they shall support the transport of 256 bit keys,
as well [18]. In this work we have consider that NEA2
is also unsafe, suffering from the same vulnerabilities as
EEA2, as discussed in [33].
(c) Integrity Protection Algorithms (BV3): Another
important indicator is the algorithm used for integrity
protection. Integrity protection in 2G was not originally
supported, the latest 3GPP’s releases [42] propose GIA
algorithm if the MNO decide to reinforce the security
of their 2G infrastructure. In 3G, algorithms such as
UIA1 and UIA2 are being proposed, based in KASUMI
and SNOW 3G respectively. It should be mentioned that
according to [50] and [51], there are concerns on the randomness of a 256-bit IK key size on UIA2 due to SNOW
[49]. Nevertheless the 3GPP specifications on SNOW
3G already propose a 128-bit key. In 4G, EIA1, EIA2
and EIA3 are recommended which are based on SNOW
3G, AES in CMAC mode and ZUC. The 5th generation
algorithms, NIA1, NIA2 and NIA3 equivalent to 4G’s
EIA1, EIA2 and EIA3 respectively, may use 128 bits
keys but they shall support the transport of 256 bit keys
as well [18].
(d) Frequency of AKA (rekeying) and key refresh (BV4):
The AKA procedure can take place during the attachment of the ME to the network or during the mobility. In an earlier study we have argued that the best
configuration is to perform AKA in every data request,
call and SMS [36]. The frequency of AKA reallocation
procedure can distinguish different MNO’s, as a short
period between two consecutive executions indicates
that the keys change regularly. The AKA frequency may
also affect other security parameters, such as the TMSI,
as a fresh key is necessary to encrypt them. Although
AKA is one of the most important procedures for security, the specifications neither oblige nor recommend a
specific period for the AKA procedure. During AKA
the MSC/VLR or SGSN contacts the HLR/AuC for
fresh authentication vectors. A frequent AKA procedure
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may cause delays to the network, hence some operators
may considered performance over security. In 4G the
AKA procedure differentiates as the KNAS and the KeNb
keys are not the same. Both keys are derived from the
KASME but the KeNb keys include a freshness parameter.
As mentioned in the specifications there is a difference
between the KeNb re-keying and KeNb refresh procedure,
since ‘‘the key hierarchy does not allow direct update
to RRC and UP keys, but fresh RRC and UP keys are
derived based on a fresh KeNb ’’. Evidently, the re-keying
procedure is initiated by the MME after a successful
AKA and affects all keys (i.e., both KNAS and KeNb ),
while the key refresh procedure only affects the KeNb and
takes place during intra-cell handovers. Therefore, in 4G
besides the AKA, the key refresh procedure needs to
be examined as well in order to assess the vulnerability
caused by the rare key renewal. Similarly, in 5G the keys
between the gNb and the UE can be changed without
initiating an AKA procedure. Therefore, the frequency
of the key refresh must be examined together with the
frequency of the AKA (rekeying).
(e) Frequency of TMSI and GUTI (re)allocation (BV5):
The TMSI or GUTI is sent from the ME to the network
during the attachment, the mobility procedure and the
paging procedure. It is temporary identifier in 2G, 3G
and 4G networks, which should change on a regular
basis otherwise they are equivalent to a permanent identifiers. A frequent TMSI reallocation can distinguish
different MNO’s, as a short period between two consecutive executions indicates that the temporary identifier
(TMSI/GUTI) change regularly, thus identity mapping
cannot be achieved. In [36] we have established that the
TMSI should change at the end of every communication. The TMSI/GUTI reallocation procedure is usually
performed in ciphered mode during the attach or tracking area update procedures to avoid mapping the old
TMSI/GUTI to the new one [43]. There is a strict provision in 5G networks regarding the TMSI/GUTI refresh
that must be executed after the ‘‘initial registration’’,
the ‘‘mobility registration update’’ and the network triggered Service Request. This feature makes identifying
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or tracing subscribers, based on 5G-GUTI, impractical
[52]. If adversaries manage to gain access to the temporary identity, then they could use this information to
track a subscriber’s location by checking its presence
in a specific area and reveal hers/his past or future
movements [53]. Another type of attack demonstrated
in [54], is mapping a mobile phone number to its TMSI.
According to [55], even when TMSI and GUTI change
often the identity can be revealed, when the pattern is
predictable.
(f) Usage of IMSI (BV6): The IMSI is sent from the ME
to the network during the first attachment, or whenever
the TMSI/GUTI cannot be retrieved. Regardless the
3GPP recommendations to avoid the use of IMSI since
it is a permanent identity, some operators may still use
the IMSI more often than recommended, which could
lead to identity leakage. Piercer attack [54] managed
to expose several MNO’s that due to flawed paging
deployment, the attacker can map the victim’s phone
number to its IMSI and subsequently identify user’s
location in a specific area. Furthermore, in the same
research IMSI-Cracking attack is demonstrated and the
authors identify that some digits of the IMSI can be
predicted, while the rest of them can be guessed through
brute-force. Based on the extensive research on the
security issues caused by the unencrypted exchange of
the IMSI between the ME and the network, the 5th
generation of mobile networks introduced the SUPI,
which contains the IMSI but should not be transferred
in clear text over the next generation RAN except the
part that contains the routing information, (i.e., Mobile
Country Code - MCC [18]). The Subscription Concealed
Identifier (SUCI) constitutes an encrypted SUPI, freshly
generated each time by the UE using Elliptic Curve
Integrated Encryption Scheme (ECIES) along with the
MNO’s key. In addition to the cryptographic protection
of SUPI using the SUCI, the 5G specifications decouple its use during the paging process. The support of
long-term identifiers as a paging identifier is currently
replaced by the TMSI and the Radio Network Temporary Identifier (RNTI).
(g) MNO’s noncompliance with 3GPP recommendations (BV7): Lastly, in order to assess the total risk
of an MNO’s radio access infrastructure, its level of
compliance with the 3GPP recommendations as presented in the ‘‘class A’’ category of our model, should
be investigated. For instance the MNO might choose not
to follow the suggestions on encryption and integrity
protection mechanisms (Table 1), as they are not mandatory. Additionally, as discovered in [31], it is possible for
MNO’s to partially apply the 3GPP suggestions, leaving
some important messages unprotected (i.e., ‘‘security
mode command’’). The same research recognized that at
least one US MNO used EEA0 which does not provide
protection.
The above miconfigurations are summarised in Table 2.
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VI. PROBABILITY ESTIMATION LINKED TO
VULNERABILITIES

We assume that the attacker has the technical ability and the
appropriate equipment, if needed, to launch an attack thus
gain access to the wireless part of the communication. Moreover, we consider the attacker equally motivated in exploiting
all recognised vulnerabilities. The vulnerability related to the
lack of mutual authentication (AV 1) is defined as:
Pi (exploit AV 1) = ni · xi
(
1, if i = 2G
with ni =
0, if i = 3G, 4G or 5G

(1)

where, xi is the percentage of the employed technology and defined as the 1 × i size vector xi
=
[%2G, %3G, %4G, %5G].
Observation: It is evident that for (1), both the support
of a mutual authentication scheme and the percentage of the
employed technology, xi are considered in order to calculate
the probability. For 2G we consider that a skilled attacker can
certainly exploit this vulnerability therefore the probability
equals the usage of the 2G technology.
The probability of a successful attack caused by the lack of
encryption (AV 2) and the lack of integrity protection (AV 3)
is calculated as follows:
2
uAV
i
· xi
Ti
uAV 3
· xi
Pi (exploit AV 3) = i
Ti

(2)

Pi (exploit AV 2) =

(3)

2 and uAV 3 denote the number of unprotected
where, uAV
i
i
messages per network generation i, related to vulnerabilities
AV 2 and AV 3, respectively. The total number of messages per
network generation is Ti .
Observation: If the employed generation (2)(3) does not
protect any of the messages then the probability of the attack
is equal to the percentage of the employed technology.
Observation: The number of the unprotected messages
(2)(3) may vary per technological generation and vulnerability (i.e., confidentiality or integrity).
The probability of an attack triggered by vulnerabilities
in the key generation (BV 1), the encryption (BV 2) or the
integrity protection (BV 3) algorithms is estimated as follows:

Pi (exploit BV 1, BV 2, BV 3) = r · xi
(
1, if the algorithm is vulnerable
with r =
0, if the algorithm is considered safe

(4)

For the vulnerability related to rekeying / key refresh
(BV 4), we assume that the encounter has the knowledge and
the resources to learn the key size that MNO is using. The
attacker may learn the size of the key for a specific MNO
either by impersonating a legitimate user or by intercepting
the signaling messages that contain this type of information.
The time period during which the key size is unchanged by the
MNO is t, while k is the key size that MNO is using and Ek (t)
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TABLE 2. Summary of the authentication and key generation, encryption and integrity algorithms used in cellular networks.

as the number of different keys of length k that the encounter
can generate and try in timet.
1,
for k = 0
Pi (exploit BV 4) = Ek (t)
(5)

· xi , for k 6 = 0
k
Observation: For every pair t1 , t2 , where t2 ≥ t1 , we have
Ek (t2 ) ≥ Ek (t1 ). Thus, in order to reduce the probability of
a successful attack (5), the MNO has to decrease the time t,
where the key remains unchanged.
Observation: The time t may vary between different generations i due to the different key size k. Therefore, the mixing
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of different cellular network generations xi is also considered
in (5). Observation: When k = 0, the employed algorithm
does not provide any cryptographic protection (i.e., EEA0),
consequently the probability of a successful attack is 1.
The most frequent attacks related to the frequency of
TMSI (re)allocation (BV 5) are tracking the subscriber or
identifying the user. Therefore, a less frequent TMSI update
could allow an adversary to correlate different messages thus
extract information. The 5G standards propose an update after
TMSI usage to avoid this vulnerability nevertheless previous
generations have discovered to be vulnerable. The probability
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of an intruder to exploit this vector is defined as follows:

(1 − 1 ) · x , for m 6 = 0
i
mt
Pi (exploit BV 5)
(6)

0,
for m = 0
where, m denotes the total number of the exchanged messages, that include the same TMSI, measured in a time frame
t.
Observation: If mt = 1 it indicates that the TMSI is
updated in each message exchange therefore, the probability
that an attacker might extract information by linking different
messages is 0 (6).
Observation: The m1t may vary between different generations i. Therefore, the usage of the generation xi is also
considered in (6).
Observation: If the TMSI is not included in the messages
m for the observed time frame t, then the probability to exploit
this threat is equal to 0 (6).
For the vulnerability connected with the usage of the IMSI
(BV 6), we consider that for every message that contains the
IMSI, the probability of an attack is estimated as follows:
Pi (exploit BV 6)

1 · xi ,



1
= (1 −
) · xi ,

m
t


0,

for i=2G,3G,4G,5G(SUPI)
B. MNO MISCONFIGURATION (CLASS B)

for i=5G(SUCI) and m 6 = 0

(7)

for i=5G(SUCI) and m = 0

Observation: The probability of an attack is independent
of the number of messages that contain the IMSI due to the
fact that one message is enough to leak identity information
(7).
Observation: For 5G, the probability (7) to take advantage of a permanent identifier is dependant to the operators
deployment. If the MNO sends the SUPI, then the probability
connected to the usage of an identifier follows IMSI’s rationale. If however the MNO uses a key to conceal the identifier,
then the vulnerability is calculated by the number of messages
that contain the same SUCI. Similar to the TMSI, if the SUCI
remains unchanged between many messages, the adversary
could deduce information.
Finally, the probability of exploiting an MNO’s inclompliance to 3GPP specifications Pi (exploit BV7)(8) depends to
vulnerabilities AV 1, AV 2 and AV 3. Therefore, if the MNO
does not follow the recommendations, then the (1),(2) and (3)
may alter. The most common case is that uv is not the same
as described in the 3GPP specifications.
VII. PROPOSED COUNTERMEASURES BASED ON
CURRENT RESEARCH
A. TECHNOLOGICAL VULNERABILITIES (CLASS A)

a) Authentication and Key Agreement (AV1): MNOs must
stop supporting 2G technology as it has effects on
the overall security level. Nonetheless, there are some
research works that propose mitigation techniques concerning the absence of mutual authentication in 2G techVOLUME 8, 2020

nology [58]. In parallel, [28] advocates both a control
traffic detection system and a certificate authority.
b) Confidentiality (AV2): Authors in [59] support that the
capabilities of the UE should not be sent prior to the
authentication, while [58] recommends authenticated
paging responses and [60] encrypted paging requests
using an unlikability key. The use of a PKI infrastructure
according to [31] is not a feasible solution as it is not
in accordance with the performance requirements of the
standards.
c) Integrity (AV3): In 2G the integrity protection mechanisms did not exist until recently, which is a severe drawback. 3GPP released documents defining GIA algorithm
for 2G integrity protection. Due to the introduction of
integrity protection in 3G, frequent authentication is less
needed [41] however, user data are still not protected.
In [33] it is suggested to utilise authenticated encryption
for the user plane. The latest release of 3GPP specifications include integrity key for user data, as well. In other
research works, the use of a digital signature scheme is
proposed, according to which, each BTS and UE owns a
certificate [61]. Fianlly, in [28] a control traffic detection
system is advocated.

a) Encryption Algorithms (BV2): MNOs should not support A5/1, A5/2 [49], GEA1 and GEA2, as they are
already broken. Furthermore, algorithms such as: UEA0
and EEA0 are introduced only in emergencies, in which
case the BTS selection is random, otherwise these algorithms should never be used due to their lack of any
cryptographic protection. In case that the MNO supports
A5/1, then in order to verify its vulnerability level, the
use of padding randomization and inclusion of IMEI
should also be examined. In [36] has been proved that
only one MNO in Greece supported such measurement.
Additionally, in [29] describes the use of passive behavioral analysis of control traffic in order to detect downgrade attacks against the cryptographic algorithms.
b) Integrity Protection Algorithms (BV3): Integrity protection was introduced later that the rest security mechanisms; hence, there are no known attacks against the
suggested algorithms.
c) Frequency of AKA (rekeying) and key refresh (BV4):
AKA should be executed as frequent as possible without
deteriorating the usability. A frequent AKA execution
can protect from persistent attacks.
d) Frequency of TMSI and GUTI (re)allocation (BV5):
Similarly to AKA, the TMSI/GUTI allocation should
be executed as frequent as possible without deteriorating the usability, to prevent targeted DoS. The results
retrieved from [36] indicate that these actions are not as
regular as they should, thus affecting the security of the
MNO. As additional countermeasures, pseudo TMSIs
could be used instead of the real ones [62] or a PKI to
encrypt the TMSI [29].
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e) Usage of IMSI (BV6): Opposite to AKA/TMSI/GUTI,
the IMSI execution should be avoided. However, since
this measurement seems unfeasible, the use of a
Pseudo-IMSI [63] or a PKI to encrypt the IMSI [29]
is proposed. The latest specifications on 5G define a
SUPI that can indicate the IMSI and a Subscription
Concealed Identifier (SUCI) that contains the concealed
SUPI [64]. An IMSI Catcher Catcher is proposed in [65]
for protection against IMSI Catchers from adversaries.
Alternatively, public key encryption mechanisms could
be used for the protection of the IMSI during the initial
registration [61]. The work in [29] describes the use
passive behavioral analysis of control traffic aiming at
discovering unauthenticated IMSI requests.
f) MNO’s compliance with 3GPP recommendations
(BV7): MNOs should follow the 3GPP policies concerning the messages that should be encrypted.
VIII. THREAT MODELING FOR CELLULAR NETWORKS
USING ATTACK TREES

Threat modeling is a common and effective process to identify and prioritize risks. One approach to achieve threat modeling is attack trees, which provide a simple yet methodical
way to describe the security of a system as they present every
step of a possible attack [66]. The root node of the attack tree
is the goal of the attacker, while its children are the ways to
accomplish the goal. The relationship between the nodes may
be conjunctive (AND) or disjunctive (OR) [67].
A. THREAT MODEL

The basic security requirements, known as the CIA triadare,
are:
(i) Confidentiality,
(ii) Integrity,
(iii) Availability
For the purposes of this paper the threats with regards to the
CIA triad will be examined, with the addition of a fourth
category:
(iv) Privacy,
due to its direct implications with GDPR compliance. Furthermore, the paper is examining the attackers’ capabilities against these four security requirements. The proposed
categorization carefully examines the different goals of the
attacker (i.e., access/tamper a message or compromise the
network). In this approach, the adversary could be either an
authorized subscriber of the network or manage to gain unauthorized access in the radio communication. The attacker,
therefore, may be able to capture radio transmissions passively or even participate actively by injecting messages,
either control or user data, on the radio channel. The study is
focusing on attacks and threats associated with the protocol’s
architectural vulnerabilities or the chosen configurations,
particularly in the radio access part, meaning the messages
exchanged through the air. For the purposes of this study,
physical attacks, malicious MNOs/insiders/manufacturers,
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FIGURE 2. Attack tree for Confidentiality.

malware and software bugs, are not considered. Moreover,
jamming attacks and attacks due to the internet traffic (i.e.,
TCP/UDP packets), are nor taken into consideration due to
the inability to estimate accurately the probability of their
occurrence.Finally, for the remain of the analysis, the probability of a downgrade attack is regarded as the probability to
use the 2G network.
B. ATTACK TREE DESIGN: IDENTIFICATION OF ATTACKS,
THREATS AND VULNERABILITIES

The threats and the vulnerabilities against cellular networks,
have been identified, based on the research in [28], [29],
[33]. Each of these threats is based on a different set of
vulnerabilities while their impact value varies. The identified vulnerabilities related to the threats are divided in two
categories, namely (i) technological vulnerabilities (class A)
and (ii) configuration mistakes (class B).
1) CONFIDENTIALITY

The threats against the confidentiality of the system are
separated into distinct categories [49], as shown in Fig. 2.
During such threats the attacker may manage to either access
a message or access a key. Evidently, the attacks considered in
this category are passive attacks, since the attacker does not
interfere with the communication, which would also affect
the integrity of the system.
T1:Access a message
Threat: An adversary may manage to eavesdrop the communication and subsequently read a message (SMS or packet)
or listen to a call.
Vulnerabilities:
•

BV7: incompliance to 3GPP specifications by lack of
encryption in ‘‘SecurityModeCommand’’ signaling message (4G)

Attack surface/Method to accomplish the attack: Both user
data and signaling messages are encrypted in every generation hence there is no need to specify the type of the
message. In 2G since the network is not authenticated to the
user, illegal access to messages is possible by impersonating
the network, which is an active attack for our model (T4:
Modify/create/delete messages originated from the network).
In later generations 3G and 4G, the authentication is mutual,
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thus there are no acknowledged methods for an attacker to
read the contents of an encrypted message without initially
retrieving the key (which is another threat category in our
approach, T2: Access keys). The only alternative is to either
trick the UE into not using encryption (i.e., by exploiting
SecurityModeCommand message) as described in [31] or
access the non-encrypted messages (i.e., RRC connection,
paging and AuthReject messages) [31], [33]. The useful information that can be retrieved from the unencrypted messages
(RRCConnection, paging and AuthReject) is privacy-related,
which is a different category in the proposed methodology
[49] (as will be discussed in the following T7: Determine
subscriber’s id and location, T8: Discover ME’s information
and T9: Map information to another information).
Requirements: malicious eNb, victim’s IMSI or GUTI.
Threat Probability Estimation (vulnerabilities): Described
in Section V
Impact Evaluation: It is a serious attack for both EECC and
GDPR legislation, as unauthorized parties may gain access to
sensitive information nevertheless we consider that it has a
limited applicability therefore it will not severely impact the
MNO’s operations or reputation.
Proposed Countermeasures: Described in Section VII.
T2: Access keys
Threat: An adversary may manage to eavesdrop the communication and access the keys or break the encryption
scheme.
Vulnerabilities:
• BV2: weak encryption algorithms (i.e., A5/1) and lack
of additional countermeasures (padding randomization
and inclusion of IMEI).
• BV4: rare AKA allocation (comparing to the proposed
frequency for AKA allocation).
Attack surface/Method to accomplish the attack: This
attack may be achieved by performing cryptanalysis and
consequently manage to disclose the keys (Ki , Kc , IK or
CK ) [41].
Threat Probability Estimation (vulnerabilities): Described
in Section V.
Impact Evaluation: This threat affects the overall security
of the network thus it’s not compliant with both EECC and
GDPR. It will impact all communications and consequently
severely damage the reputation of the MNO.
Proposed Countermeasures: Described in Section VII.
2) INTEGRITY

The threats against the integrity of the system were separated
into two distinct categories, as depicted in Fig. 3, where an
intruder may have the ability to (i) modify messages originated from the user or (ii) modify messages originated from
the network. In the category of threats associated with the
integrity of the system the following active attacks have been
considered.
T3: Inject or Modify messages originated from the user
Threat: Redirect, drop or inject calls or messages (SMS or
packets). This form of threat can be linked to user’s imperVOLUME 8, 2020

sonation and over-billing attacks. The adversary could create
fake messages (i.e., empty paging messages) pretending to be
a legitimate UE.
Vulnerabilities:
• AV3: lack of integrity in user data messages (2G, 3G,
4G) and lack of integrity in certain signaling messages
(3G, 4G, 5G).
• BV2: weak encryption algorithms (i.e., A5/1) and lack
of additional countermeasures to weak encryption. algorithms (i.e., padding randomization and inclusion of
IMEI).
• BV4: rare AKA allocation (comparing to the proposed
frequency for AKA allocation).
Attack surface/Method to accomplish the attack: Integrity
protection is nonexistent in 2G while in 3G and 4G technology, only signaling messages are integrity protected. The
absence of integrity protection mechanisms combined with
the fact that some messages are, either by default (i.e., RRC
Connection message) [31] or by erroneous configuration (i.e.,
Security Mode Command) [33], not encrypted, permits to
modify user messages [31], [67]. To this extend, even a
fake attach procedure, on behalf of a legitimate user, can be
accomplished. A malicious UE can impersonate a user and
perform unauthorized actions or even alter location information in the case of a fugitive in order to avoid tracking from
the authorities as described in (authentication relay attack)
[31]. Another interesting attack vector are the emergency
messages. An attacker could send a fake emergency request
to the network and gain access to services [29]. User impersonation could be also attained if the attacker manages first to
‘‘T2 Access keys’’. In 5G user plane messages are protected
therefore only the control plane messages excluded from the
integrity protection mechanisms are vulnerable (6). Authors
in [32] discovered that even in the latest generation messages
such as, ‘‘RRC establish request’’, ‘‘RRC resume request’’,
or ‘‘NAS registration request’’, which do not employ neither
integrity protection mechanisms nor ciphering, could be used
by adversaries to impersonate the user. Man-In-The-Middle
attacks are though less plausible since it is mandatory to
integrity protect radio control messages that redirect devices.
This feature makes it infeasible for false base stations to
perform rogue redirections.
Requirements: malicious UE, victim’s IMSI (or GUTI ),
or IMEI, or C-RNTI [32].
Threat Probability Estimation (vulnerabilities): Described
in Section V.
Impact Evaluation: Similarly to T1, this threat is considered to be a targeted attack, against a specific subscriber,
as the attacker needs some information about the victim (i.e.,
IMSI or MSISDN), therefore we consider this attack limited
to only the targeted subscribers.
Proposed Countermeasures: Described in Section VII.
T4: Modify (create/delete) messages originated from the
network
Threat: Redirect, drop or create calls or messages (either
SMS or packets) or even authentication vectors. This form of
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FIGURE 3. Attack tree for Integrity.

threat can be linked to network’s impersonation by creating
either a fake BTS/eNb or by replaying an already known
challenge (RAND) as part of mobility signaling.
Vulnerabilities:
•
•
•
•

•

AV1: lack of mutual authentication (2G).
AV2: lack of encryption in certain signaling messages
(2G, 3G, 4G, 5G) (i.e., RRC Connection message).
AV3: lack of integrity in signaling messages (2G), lack
of integrity in certain signaling messages (3G, 4G, 5G).
BV2: weak encryption algorithms (i.e., A5/1) and lack
of additional countermeasures to weak encryption algorithms (i.e., padding randomization and inclusion of
IMEI).
BV4: rare AKA allocation (comparing to the proposed
frequency for AKA allocation).

Attack surface/Method to accomplish the attack: In 2G,
there are no integrity mechanisms while only the UE authenticates to the network and not vice versa. Therefore, it is easy
for an adversary to modify the identity of the network hence,
create a fake base station and access all user messages [28].
Even in later generations, due to the backwards compatibility,
an adversary might create a fake base station and bypass
the improved security features. Nevertheless, 5G describes a
framework for detecting false base stations in the MNO’s network in order to inform the subscribers thus take legal actions.
Moreover, later generations such as 3G, 4G and 5G, make
use of integrity protection mechanisms for signaling data.
It should be denoted though, that some signaling messages do
not employ the integrity protection mechanisms (i.e., paging,
auth reject, detach request or emergency messages). Hence,
an adversary may exploit these messages to impersonate a
legitimate network. The network impersonation could lead
to accessing non-encrypted messages, disconnecting the UE
[32] or creating a fake emergency alarm [31]. Last but not
least, the pre-authentication traffic in all generations (2G, 3G,
4G, 5G) is neither encrypted not integrity protected.
Requirements: malicious eNb, victim’s IMSI (or GUTI),
already known RAND, C-RNTI [32].
Threat Probability Estimation (vulnerabilities): Described
in Section V.
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Impact Evaluation: This threat is not compliant with EECC
legislation thus it could affect the overall security of the
network.
Proposed Countermeasures: Described in Section VII.
3) AVAILABILITY

As depicted in Fig. 4, the threats against the availability
of the system were separated into [49] distinct categories:
i) those that concern the mobile equipment (ME) of the user
and ii) those that concern the network infrastructure.
T5: Disable/Detach ME
Threat: An adversary may manage to disable or detach the
UE from the network.
Vulnerabilities:
• AV1: lack of mutual authentication (2G).
• AV2: lack of encryption in certain signaling messages
(2G, 3G, 4G, 5G) (i.e., RRC Connection message).
• AV3: lack of integrity (2G), lack of integrity in certain
signaling messages (3G, 4G, 5G).
• BV2: weak encryption algorithms (i.e., A5/1) and lack
of additional countermeasures to weak encryption algorithms (i.e., padding randomization and inclusion of
IMEI).
• BV4: rare AKA allocation (comparing to the proposed
frequency for AKA allocation).
Attack surface/Method to accomplish the attack: This
attack can be successfully completed by impersonating a
legitimate BTS or eNb and subsequently disconnecting the
UE by sending the messages that are not integrity protected
as discussed in T4: Modify (create/delete) messages originated from the network (auth reject, detach req or paging
messages). Additionally, the attach messages (i.e., RRC connection messages) could be exploited to achieve blind DoS
attack since they do not apply either encryption or integrity
mechanisms [31], while too many paging requests to the UE
could further achieve battery drain. Disconnecting the UE can
be also achieved by changing the RAND or RES to invalid
values during the authentication procedure [41]. This attack
is realizable as both encryption and integrity protection is
applied after the authentication.
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FIGURE 4. Attack tree for availability.

Requirements: malicious eNb, IMSI (or GUTI),
C-RNTI [32]
Threat Probability Estimation (vulnerabilities): Described
in Section V.
Impact Evaluation: It is a serious attack though it could
be restricted within the boundaries of a specific geographical
area or subscriber. It is probable to harm human life in case
of emergency.
Proposed Countermeasures: Described in Section VII.
T6: Signaling DoS on the network
Threat: An adversary may successfully accomplish a DoS
attack against the network by impersonating a legitimate
user.
Vulnerabilities:
• AV1: lack of mutual authentication (2G)
• AV2: lack of encryption in certain signaling messages (2G, 3G, 4G, 5G) (i.e., RRC Connection
message).
• AV3: lack of integrity (2G), lack of integrity in certain
signaling messages (3G, 4G, 5G).
• BV2: weak encryption algorithms (i.e., A5/1) and lack
of additional countermeasures to weak encryption algorithms (i.e., padding randomization and inclusion of
IMEI).
• BV4: rare AKA allocation (comparing to the proposed
frequency for AKA allocation).
• BV5: rare TMSI/GUTI allocation (comparing to the proposed frequency for TMSI/GUTI allocation).
• BV6: IMSI allocation (instead of TMSI).
Attack surface/Method to accomplish the attack: This kind
of attack may be achieved by exhausting user traffic capacity
over the air interface (i.e., in 4G, too many RRC connection
requests to the eNb), since these types of messages do not
require prior authentication [49]. Another method is by sending different security capabilities in ‘‘NAS attach requests’’
to disrupt the authentication synchronization [31]. Traffic
analysis could also lead to the same results.
Requirements: malicious UE
Threat Probability Estimation (vulnerabilities): Described
in Section V.
Impact Evaluation: This treat affects the overall security
of the network as well as, the reputation of the MNO; hence,
it may prove extremely disruptive for mission critical and
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emergency services. It violates EECC and optionally NIS
legislation.
Proposed Countermeasures: Described in Section VII.
4) PRIVACY

The threats against system’s Privacy are separated into
four categories, i) subscriber’s location, ii) mobile equipment (ME) information and iii) information mapping, as illustrated in Fig. 5.
T7: Determine subscriber’s id and location (tracking)
Threat: An adversary may retrieve the location of the
subscriber trough the IMSI, TMSI/GUTI and optionally the
Tracking Area ID (TAI).
Vulnerabilities:
• AV2: lack of encryption in certain signaling messages
(2G, 3G, 4G, 5G) (i.e., RRC Connection message, Paging messages).
• BV2: weak encryption algorithms (i.e., A5/1) and lack
of additional countermeasures to weak encryption algorithms (i.e., padding randomization and inclusion of
IMEI).
• BV5: rare TMSI/GUTI allocation (comparing to the proposed frequency for TMSI/GUTI allocation).
• BV6: IMSI allocation (instead of TMSI).
• BV7: incompliance to 3GPP specifications by lack of
encryption in ‘‘security mode command’’ messages.
Attack surface/Method to accomplish the attack: The lack
of protection mechanisms on particular signaling messages,
exchanged either prior to the authentication or during paging,
in all cellular network technologies (2G, 3G, 4G, 5G) may
permit attackers to access important information. Identifiers
such as IMSI, TMSI/GUTI, IMEI and MSIN as part of the
IMSI, were heavily included in older generations signaling
messages, many of which were sent unencrypted, regardless
of the fact that they contain valuable data whose exposure
could lead to subscriber’s tracking [31]. Even in the cases
where the TMSI/GUTI is used instead of the IMSI, attackers
can easily deduce location information either due to the lack
of frequent updates which is an operator option or by following the TMSI/GUTI updates in the radio communication [31].
An attacker could also learn the Mobile Station International
Subscriber Number (MSISDN) hence the IMSI, by sending
fake identity requests to which the UE will respond.
224691

A. Angelogianni et al.: On Identifying Threats and Quantifying Cybersecurity Risks of Mnos Deploying Heterogeneous Rats

FIGURE 5. Attack tree for privacy.

5G technology has tried to overcome the vulnerabilities
related to the exchange of the IMSI in plaintext, which was
a major issue in the previous technologies, by introducing
the SUCI. The SUCI conceals the identity of the subscription
(including the MSIN). As a result, instead of the IMSI, the
UE sends either the GUTI or the SUCI for identification [18].
The IMEI in specific, in GSM and UMTS is securely stored
within the UE but sent without any cryptographic protection
in the radio channel. In LTE, the IMEI is securely stored while
it is recommended to be confidentiality protected in the radio
channel. Nevertheless, it could be included before the NAS
security [16]. In 5G, Permanent Equipment Identifier (PEI)
substitutes for the IMEI and is sent after NAS security context
is established, unless during emergency registration when no
NAS security context can be established [18].
Nevertheless, there are still vulnerabilities that could be
exploited by malicious parties, either related to the lack of
privacy provisioning by the MNO or the unauthenticated
emergency call option, where the privacy protection for SUPI
is not required [18]. Paging, RRC Request and Attach Request
(3G, 4G) messages contain both info on the identity of the
subscriber either IMSI or TMSI-GUTI and tracking are information (i.e., TAI). A Tracking Area Update Request message
contains the old GUTI as well as the last TAI (3G, 4G).
TMSI/GUTI or generally UE information may be available
in other messages as well namely: i) Registration Request
(GUTI)(5G), ii) N1 NAS Signalling Connection, (TMSI)(5G),
iii) RRC Connection Request (TMSI) (3G, 4G), iv) RRC Connection Setup Complete (TMSI) (4G), v) RRC Connection
Setup (3G), vi) RRC Early Data Request (TMSI) (4G) and
vii) RRC Connection Reject (3G). In addition, authors in
[31] demonstrated that an attacker can check the presence or
absence of a certain UE in an area by retrieving and replaying
a Security Mode Command message and observing the UE’s
response. A different way to learn the subscriber’s location
history is by performing the authentication relay attack [33]
by taking advantage of the lack of encryption (by erroneous
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configuration) in Security Mode Command message. However, this attack requires to impersonate the user first.
Threat Probability Estimation (vulnerabilities): Described
in Section V.
Impact Evaluation: According to Article 5 of the GDPR,
location information is considered personal. Inevitably,
unless the processing of this information is legitimate as
described in Article 9 of the GDPR, the attacks related to
location leakage pose a great threat against the subscriber’s
privacy. PECR and EECC legislations are also violated.
Proposed Countermeasures: Described in Section VII.
T8: Discover ME’s information
Threat: An adversary may manage to eavesdrop the communication and collect information on UE, the capabilities
of the UE (i.e., supported encryption algorithms) or the subscription. [59].
Vulnerabilities:
•
•

AV2: lack of encryption in certain signaling messages
(2G, 3G, 4G) (i.e., RRC Connection message).
BV7: lack of encryption in ‘‘security mode command’’
messages.

Attack surface/Method to accomplish the attack: The victim’s profiling is also achievable when the MNO does
not secure messages such as, ‘‘security mode command’’
as recommended in [31]. Moreover, due to the by default
unencrypted nature of some specific signaling messages,
an attacker could deduce information, such as the UE
capabilities, chosen security algorithms or the UE identity
from specific messages, namely i) Security Mode Command (security algorithms)(3G, 4G, 5G), ii) UE Capability
Enquiry, iii) UE Capability Enquiry Information (4G, 5G),
iv) Registration Request (UE security capabilities)(5G), v)
Attach Request (UE network capabilities), vi) Tracking Area
Update Request (UE network capability) (4G), vii) RRC Connection Reestablishment Request (UE identity, MAC)(4G),
viii) RRC Connection Request (UE identity, IMEI)(4G)(3G),
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ix) RRC Connection Resume Request (UE identity)(4G), x)
RRC Connection Setup (IMEI) (3G),xi) RRC Connection
Setup Complete (UE system specific capability) (3G) and xii)
RRC Connection Reject (IMEI) (3G).
Threat Probability Estimation (vulnerabilities): Described
in Section V.
Impact Evaluation: This attack has an effect on the privacy
of the subscriber as it exposes its identity. In this case, GDPR,
PECR and EECC legislative frameworks apply.
Proposed Countermeasures: Described in Section VII.
T9: Map an information to another information (i.e.,
identity mapping)
Threat: Map an information to another information.
Vulnerabilities:
•

•

AV2: lack of encryption in certain signaling messages (2G, 3G, 4G) (i.e., RRC Connection message,
pre-authentication traffic).
BV5: rare TMSI/GUTI allocation (comparing to the proposed frequency for TMSI/GUTI allocation).

Attack surface/Method to accomplish the attack: A possible attack is to map user’s TMSI to a public identity (i.e.,
phone number) [68] and consequently, identify the user.
Alternatively, TMSI could be mapped to the Radio Network
Temporary Identity (RNTI) in layer [33], [49]. Another type
of attack presented in [32], is profiling the service usage
and user’s activity by observing the NAS sequence number
hence, the AKA sessions. It should also be mentioned that
routing information is not encrypted, as such attackers may
take advantage of the RNTI and try to map it to another
information aiming at identifying the user within the network
[33]. The RNTI is included in several signaling messages
some of which are send unencrypted in the radio access
channel namely: i) Paging (3G, 4G, 5G), ii) RCC Reestablishment Request (4G, 5G), iii) RRC Resume Request (4G,
5G), iv) RRC Reconfiguration (5G), v) SIB1 (5G), vi) RRC
Connection Release (3G, 4G), vii) PUSCH Capacity Request
(3G), viii) Physical Shared Channel Allocation (3G) and the
ix) RRC connection Setup (3G). Additionally the AKA frequency could be discovered by the RRC Connection Resume
(key change for 5G).
Threat Probability Estimation (vulnerabilities): Described
in Section V.
Impact Evaluation: This attack has an effect on the privacy
of the subscriber, but it is a minor type of attack at this stage.
The affected legislation include GDPR, PECR and EECC.
Proposed Countermeasures: Described in Section VII.
IX. RISK ASSESSMENT METHODOLOGY
A. CALCULATION OF THREAT PROBABILITY

The calculation of the cybersecurity risk for MNOs, that
one or more vulnerabilities exposed, is based on the attack
trees defined in the last section. Since each vulnerability can
be exploited independently, without loss of generality the
vulnerabilities v = {AV 1, AV 2, AV 3, BV 1, BV 2, BV 3, BV 4,
BV 5, BV 6, BV 7} are consider as statistical independent,
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hence a single OR-gate suffices for linking the vulnerabilities
(leaves in the attack trees) to the threat Ti (root of the attack
trees), where i denotes the network generation for all different
categories of threats (i.e., confidentiality, integrity, availability and privacy). Considering the probability Pi (v) of any
vulnerability v being exposed in any given time, as defined
in (1) - (7), the probability of a threat Pi (T ), is defined as
follows:
Y
AND: Pi (T ) =
Pi (v)
(8a)
v

OR: Pi (T ) = 1 −

Y
(1 − Pi (v))

(8b)

v

where T = {T 1, T 2, T 3, T 4, T 5, T 6, T 7, T 8, T 9}, are the
threats per cellular network generation, as defined in VIII-B.
B. IMPACT LEVELS

Following the definition of the vulnerabilities and misconfigurations of cellular wireless protocols and network architectures in Section V and the identification of the resulted
threats that rises as consequence of assets being compromised
according to the attack trees of Section VIII-B, the next step
is to map the identified consequences to a discrete set of
impact levels (e.g., between Low (1) and Highly Critical
(5)), in accordance to [41] and [13]. This information will
be used, along with the probability of threat occurrence PT (i)
to calculate the overall risk level for an assessment.
In an effort to tailor the set of impact levels for the consequences relevant to the vulnerabilities and misconfigurations of MNOs as accurately as possible, a broad range of
heterogeneous technological, operational and business objectives of MNOs have been considered. In Table 3 the set of
consequences and impact levels, are shown. From this table,
for example, it can be determined that T1:Access a message,
which has a limited applicability and it should not impact
the MNO’s operations or reputation severely, is considered to
have a low impact on the MNO. In contrast, T6: Signaling
DoS on the network, which has the potential to affect the
overall security of the network and harm the MNO’s reputation, is considered to have high impact on the operator.
The exploitation of vulnerabilities and misconfigurations that
lead to such attacks, could also lead to regulatory penalties
(GDPR financial sanctions), as shown in the table. In the
proposed mapping of impact levels to the consequences, the
experience of just one, out of the set of all the identified
consequences associated with a particular threat, suffices for
characterising the impact as Low, High, Critical or Highly
Critical.
Threats, consequences and severity form a tuple that can be
ranked based on the impact level, the resulting consequence
or the type of threat and be considered for the calculation
of the risk associated with the the threat and its severity on
MNO’s operational, business and marketing aspects. Based
on the discrete impact levels and the probability of a threat as
defined in (8b), the risk of a threat T for each cellular network
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TABLE 3. Map of impact levels and consequences to MNOs operational and business aspects due to confidentiality, integrity, availability and privacy
related threats.

technology i is defined as follows:
RT ,i = PT ,i · IeT

(9)

The risk is an expression of the probability of a threat PT ,i
occurring due to the exploitation of a threat T under any
network generation i, multiplied by the severity of the threat’s
impact IT , represented as discrete number and defined in
Table 3. Since the threat’s impact depends on the actual event,
and the same threat can have different impact severity as can
been seen from 3, the risk assessment RT ,i is propotional to
the average impact level of the threat IeT , which is calculated
as:
PJ
j=1 IT ,j
IeT =
(10)
j
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where, j denotes the total occurrences of the desired threat on
Table 3. Evidently, the risk is proportionally affected by both
the probability of a treat and the severity of its impact, thus
a low probability threat that can cause a major destruction in
the MNOs access network or loss of sensitive data, would be
assessed as a high risk.
X. RISK ASSESSMENT EVALUATION

To evaluate the proposed risk assessment methodology, three
scenarios describing three distinct vertical scenarios have
been selected, namely: (a) an emergency call (112), (b) a
high speed train commute and (c) a massive public event.
All three scenarios include characteristics that classify them
to all three quality of service categories (eMBB-enhanced
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Mobile Broadband, mMTC-massive Machine-Type Communications and URLLC-Ultra-Reliable, Low-Latency Communications), as defined by [69].
Furthermore, in order to expand the statistical significance
of the risk assessment methodology, we define four different
MNO profiles (MNO-A, MNO-B, MNO-C and MNO-D),
each of which has deployed and operates an amalgam of
cellular network technologies and distinct security strategies.
Based on recent reports on the average mobile subscriptions
per cellular technology in Western Europe [70], the four
MNOs’ profiles have been defined in terms of subscriber coverage as in Table 4. The four MNO profiles pose unique characteristics that span a broad range of potentially real-world
MNO deployments across Europe. The defined profiles also
allow for the validation of as many threats as possible, resulting in a more comprehensive evaluation of the risk assessment model. In details, MNO-A and MNO-B are defined
as operators that have selected a different blend of access
technologies with MNO-A adapting quicker towards 5G and
MNO-B selecting to keep legacy technologies deployed in an
effort to support user equipment with lower capabilities and to
minimise the cost of migrating to new technologies. Whereas,
MNO-C and MNO-D are defined as operators that follow the
same strategy in terms of deployed RATs, however MNO-C
poses as more security aware than MNO-D, which has chosen
to minimise the authentication transactions per connection in
an effort to minimise signalling overheads and computational
complexity. Moreover, MNO-D has avoided the use of SUCI,
which would require a new USIM card, thus is not considered
as practical. The details of the algorithms adopted by the four
MNOs, which differentiate their approach towards security
are summarised in Table 5.
A. RISK EVALUATION DURING AN EMERGENCY CALL
(112)

The pan-European emergency call number 112 has been (or
is in the process of being) adopted by every member state.
Currently 112 is based on legacy technologies and as part
of the GSM standard it supports voice communication along
with limited data from all GSM compatible mobile phones
even when locked or with no SIM card present. In the verge of
the 5G deployment, telecommunication providers are switching rapidly towards an All-IP infrastructure leaving behind
the Public Switched Telephone Networks (PSTN). Therefore,
next generation emergency services are bound to be provided
over IP networks as well, with larger data sets for delivering
real-time sensing data, accurate geodesic location and rich
multimedia content to first responders [71], [72]. This scenario, provides the complexity of coexisting legacy and future
cellular networks that are required to support GSM-based
emergency calls (CS) in remote rural areas, or even next generation rich-content emergency services over high bandwidth
4G or 5G networks.
In particular, during an emergency situation, a user places a
call to 112 through whatever network is available in the area.
The emergency call could be routed through the user’s own
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FIGURE 6. Assessment of Risk for each MNO profile in the Emergency
Call scenario, across all Radio Access Technologies.

TABLE 4. Percentage of Radio Access Technology deployed by the four
indicative MNO profiles.

operator, or through a third operator, according to the network
coverage in the area. In any case, the user will be able to make
an emergency call even without a valid TMSI and without
having to be authenticated. During the initial Attach Request
message, the UE will send the IMSI (for 2G, 3G and 4G),
or the SUPI (for 5G) or the IMEI (for a UE that does not
possess a valid SIM). In case the emergency call is routed
over a third operator, the MME will not communicate with
the HSS to obtain the subscriber’s data, as it does not belong
in the operator’s database. Nevertheless, it will use the MME
Emergency Configuration [44]. The operator will allow the
UE to call 112 without offering encryption or integrity protection in the voice channel. Similarly, in case of a next
generation, data rich emergency call that would require a 4G
and beyond RAT technology, the MME produces a KASME
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TABLE 5. Summary of the security strategy selected by the four MNOs.

which is used to offer a multimedia connection with the
responder nevertheless, no encryption or integrity protection
is offered, to achieve a faster set up. Algorithms such as EEA0
and EIA0, that do not offer either confidentiality or integrity
protection, are employed for the data channel.
In the emergency call scenario the four MNOs are being
examined against the threats T2: Access a key and T8:
Discover ME’s information, which given the analysis provided in section VIII seem highly feasible while their impact
according to Table 3 is evaluated as Critical. Figures 6a
and 6b illustrate the calculated Risk of threats T2 and T8
respectively, for all MNOs involved in the scenario. Although
the impact of both threats is similar, the risk assessment
reveals that T2 involves on average a higher risk for MNOs
than that of T8, due to the higher probability associated with
the vulnerability AV2: Weak or no encryption. The rationale
behind this result is that even thought T8 is linked to more vulnerabilies, the number of messages that include information
related to the identity of the subscriber and/or the location
of the UE is limited. Hence, an adversary is more likely to
exploit T2, since it affects all of the exchanged messages in
the case of an emergency. As expected, this is more evident
in the case of MNO-D. In this scenario, the calculated risk is
similar for all MNOs, with a noticeable exception in the case
of the LTE network of MNO-D, which is due to the fact that
the weaker security strategy of MNO-D will affect the most
predominant cellular technology.
B. RISK EVALUATION DURING A HIGH SPEED TRAIN
COMMUTE

The railway vertical communication requirements have a significant complexity due to the mixture of heterogeneous wireless communication technologies that it requires to satisfy the
needs for operational signalling and passenger communication needs, over high speeds. In this scenario, a passenger
train provides long-distance intercity commuter trips over
a mixture of urban and suburban environments. In such a
scenario the train is assumed to travel with average speeds
of 100Km/h and reaching a maximum speed of 150Km/h
over suburban areas. The communication networks that are
involved in this scenario are GSM for operational voice and
signalling messages (i.e., train operation specific communications), while overlapping 3G, 4G and 5G coverage (the
latter offered only in city centres or in selected train stations)
support voice and data communication needs of commuters
on board.
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The scenario is characterised by the highly mobility of
the users, which results in frequent horizontal and vertical
handovers. Depending on the percentage of RAT deployment
and the security profile of the MNOs, the frequent handovers
would be associated with equally frequent rekeying rates
and TMSI allocation. Evidently, MNO-C will adopt such
a behaviour, opposite to MNO-D, which tries to minimise
such overhead. Due the characteristics of the scenario, all
MNOs will be considered susceptible to integrity (T3: Inject
or Modify messages originated from the user, T4: Modify
(create/delete) messages originated from the network) and
privacy threats (T7: Determine subscriber’s id and location
(tracking)), associated with the heterogeneity of the networking environment and the highly user mobility. Particularly for
T7), the NAS and RRC messages considered for the calculation of the threat probability, are those containing information
specifically related to the subscriber’s identity or location.
In the XI of the paper, Table 6 lists the number of NAS and
RRC messages considered in this scenario, while Table 9
includes the number of messages considered for the Privacy
related threat [19], [73]–[76].
In the scenario of a high speed train commute, the MNOs
are required to provide uninterrupted services to highly
mobile users, utilising all deployed RATs over a typically
large geographical areas. Hence, the impact of the probable
attacks would have an impact over large areas and number
of subscribers. Table 3 reveals a highly disperse of impact
levels, particularly for T3 and T4, which reveals a wide range
of consequences affecting technical, financial and business
aspects of the MNO’s operation. Figures 7a, 7b and 7c,
illustrate the quantified risk. As speculated, MNO-C having
adopted the most secure strategy, faces on average, a minimised risk compared to the rest of the MNOs. MNO-A and
MNO-B, which have ratified a common security strategy,
demonstrate a similar behavior dependant to the different
technology mixture. The divergence of the probability, thus
risk, between MNO-A and MNO-B is greater in T4 than in
T3 and T7, as this threat is related to more vulnerabilities that
depend to the employed technology. MNO-D demonstrates
the higher probability thus risk, as expected. Nonetheless,
the risk of MNO-A and MNO-B appears to be closer to the
risk value of MNO-D than the one of MNO-C. Even though
MNO-A and MNO-B refresh their keys more frequently, both
operators have not chosen secure algorithms like MNO-D.
The comparison of the average calculated risk due to the three
threats of this scenario reveals a slightly higher risk for T4.
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TABLE 6. Unprotected messages per generation according to [19],
[73]–[76].

FIGURE 7. Assessment of Risk for each MNO profile in the High speed
train commute scenario, across all Radio Access Technologies.

This outcome is justified both by the fact that T4 emerges as a
result of several vulnerabilities, which result in an augmented
value for the probability and the fact that its impact ranges
from Critical to Highly Critical.
C. RISK EVALUATION DURING MASSIVE PUBLIC EVENTS

The massive public event scenario is characterised by
extremely high traffic and service demands with highly
VOLUME 8, 2020

irregular, seasonal spikes at massively dense hot-spots such
as stadiums, concert halls, parks, etc. Therefore, MNOs need
to ensure sufficient coverage and bandwidth provisioning
for supporting efficiently an amalgam of telecommunication services. Such heterogeneous applications and services
(i.e., over-the-top, on-demand, etc.) require ultra-high channel capacity at specific time windows (i.e., during a match,
or concert), often with guaranteed QoS levels. Moreover, this
networking environment poses unique security challenges to
MNOs, due to the massive number of heterogeneous devices
concurrently competing for resources, as well as, the need
for additional hybrid RATs femto cells, often required for
capacity provisioning, which may result in tilting off balance
the security strategy of MNOs.
During a massive public event high capacity eMBB,
mMTC and URLLC services need to be offered over heterogeneous RATs, which already provide coverage in the
area or are being deployed specifically for the increased
capacity needs of the event. In particular, fans/spectators
will often compete for resources in order to upload high and
ultra-high definition (UHD) videos to private clouds of social
media, or use their mobiles devices UHD video streaming
previous scenes, doubtful incidents (in case of sport events),
etc. The provision of high-speed wireless data networks
also provides the opportunity for live TV broadcast (IPTV)
from media companies to fans at home. All these services
are offered on top of regular operational related services of
the venues (e.g., remote controlled high definition CCTV,
wireless remote security cameras, sensors, etc.), which in
turn compete over the same wireless resources. In addition,
mMTC services would include push notification over large
number of spectators/fans for advertisements, online contests,
as well as IoT services over massively dense sensor networks
across the venues. Finally, location-based services and other
interactive services need to be provider to attendees and venue
employees.
In this scenario, MNOs need to compensate for the scarce
radio resources with deploying additional femto cells of
different radio access technologies in the area. Moreover,
the scenario assumes that MNOs will handle voice calls
differently than data communications, in an effort to preserve capacity for demanding video services, or high priority
traffic. Therefore, MNOs are interested to estimate the risk
caused by the different threats affecting the availability and
potentially the privacy. Figs. 8a, 8b and 8c illustrate the
calculated risk associated with threats T5: Disable/Detach
ME, T6: Signaling DoS on the network and T9: Map an
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TABLE 7. Unencrypted messages for T7 per generation according to [19],
[73]–[76].

small area, in addition to the heterogeneity of the provided
services, often associated with different security requirements that favor DoS attacks; hence T6 pose a significantly
greater risk to MNOs with an impact reaching to Highly
Critical levels. The risk due to T9 appears to be minor due to
the limited number of unencrypted messages that include the
RNTI, thus could lead to information mapping, in addition to
the low impact of this threat. MNO-D divulge a greater risk
value that the rest of the operators since the TMSI allocation
is less frequent.
XI. CONCLUSION

FIGURE 8. Assessment of Risk for each MNO profile in the Massive public
event scenario, across all Radio Access Technologies.

information to another information (i.e., identity mapping),
respectively. As speculated, the probability value for T6 is
greater than the probability value for T5 as T6 is linked to
more vulnerabilities. Interestingly, in a secure 5G integration
(such as the one of MNO-A, MNO-B and MNO-C), the
probability value of T5 is almost equal to the probability value
of T6. The massive number of subscribers concentrated in a
224698

The area of cellular networks has been broadly investigated
throughout the years, nevertheless there is limited research on
procedures to calculate the risk of the MNO’s, caused by the
discovered vulnerabilities. This work presents a systematic,
comprehensive and extensible methodology to estimate the
risks associated with the access radio technologies currently
deployed by MNOs. The analysis considers the vulnerabilities caused by the 3GPP specifications and the configurations of the MNO across all currently deployed network
generations (2G, 3G, 4G) while can be also used in 5G.
In addition to identifying the vulnerabilities and the associated threats, using attack trees, the paper proposes a number
of countermeasures to mitigate the risks and minimise the
impact of confidentiality, integrity, availability and privacy
related threats. The risk assessment methodology involved an
innovative mapping of the threats’ impact severity with specific consequences spanning over both technical and business
aspects of MNOs. The risk was assessed using three distinct
scenarios (emergency call 112, high speed train commute,
massive public event) that involved multiple MNOs with different security strategies and deployed RATs. The analysis of
the results showcased the importance of the security strategy
adopted by MNOs, particularly those that still support legacy
RAT systems (GSM and UMTS based access). The security
inefficiencies of such RATs do not only affect the specific
networks and their subscribers, but propagate to RATs of later
generations, despite the improved security levels of the latter.
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TABLE 8. Unencrypted messages for T8 per generation according to [19],
[73]–[76].

TABLE 9. Unencrypted messages for T9 per generation according to [19],
[73]–[76].

The research outcomes of this research are not exhausted
with considering heterogeneous RATs and the threats associated with these. This is an ongoing work that currently
involves a systematic study of vulnerabilities and the risk
they impose to 5G networks, specifically focusing on massive MIMO small cell and cell-free architectures. Such
superfluidity-like networking and service provisioning cloud
based architectures, pose security risks yet unknown to the
research community, due to the varying spatial and temporal characteristics of novel cloud-native applications and
cell-free ultra massive MIMO wireless access networks.
Therefore, novel cybersecurity insurance strategies need to be
introduced to cover for the emerging risks MNOs will face in
the era of 5G and Beyond.
APPENDIX

See Tables 6–9.
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