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Abstract
Evolving business models are progressively pushing for increasing digitalization
of existing and novel processes. The ICT industry is already addressing this need
by massive introduction of virtualization paradigms and tight integration with
the physical environment, which allow the creation of multi-domain and complex
business service chains. Emerging technologies undoubtedly bring more agility
in service deployment and operation but also break traditional security models,
which have not been conceived for dynamic and multi-tenancy environments.
In this paper, we brieﬂy elaborate on existing gaps and research challenges
towards advanced assurance and protection of trustworthy and reliable business
chains spanning multiple administrative domains and heterogeneous infrastructures. We consolidate our analysis in a reference architecture, which includes
all functional elements to eﬀectively tackle the dynamic and agile nature of
emerging ICT paradigms.
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Figure 1: An industrial supply chain creates, processes, shares, and distributes data among
multiple actors and ICT infrastructures.

1. Introduction
Data will be the key driver for the digital economy. Novel digital products
and services are expected to create, process, share, and consume data and content in a digital continuum, blurring the frontiers between application domains
and breaking the current closed silos of information. The major trend in this
respect is the interconnection of processes, products, services, and things from
multiple vendors on a growing scale [1], to create, transform, share, and distribute data and content, as pictorially depicted for an industrial supply chain
in Fig. 1.
The software industry has been progressively introducing new architectures
and patterns that bring more agility in the creation and management of new
services and products [2, 3]. As a matter of fact, the provisioning of dedicated
hardware and software infrastructures for every diﬀerent service does not ﬁt
anymore the dynamic and agile nature of modern business models, where digital
services and business chains are expected to emerge and dissolve much faster
than traditional value-creating networks. Convergence among existing software
paradigms, such as virtualization, cloud computing, multi-tenancy, softwaredeﬁned networking, and the Internet of Things (IoT) is expected to this purpose,
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leveraging autonomicity and dynamic composition through service-oriented and
everything-as-a-service models applied to cyber-physical systems.
However, the combination of such architectural patterns breaks legacy security models, which are still largely based on monolithic appliances and the
creation of a sharp and eﬀective security perimeter [4]. Security Information
and Event Management (SIEM) systems are nowadays commonly used to collect, correlate and analyze logs, events, and measurements from end systems and
cyber-security appliances, in order to build situational awareness over large and
distributed systems. They provide advanced analytics which are able to identify on-going attacks and anomalies, but they implement rather rigid solutions
because of the following considerations:
• detection, monitoring, and enforcement appliances (e.g., ﬁrewalls, antivirus, IDS/IPS) must be deployed at speciﬁc locations in the infrastructure (routers, gateways, hosts, end terminals);
• if the physical topology changes, security appliances must be re-deployed
and re-conﬁgured;
• there is no visibility on third party’s infrastructures (like public cloud
services, communication networks, IoT devices);
• current design of cyber-security appliances does not ﬁt emerging serverless
architectures and Software-as-a-Service models.
In this paper, we propose a ﬂexible and agile paradigm to eﬀectively address
cyber-security issues that arise from the on-going transformation of the digital economy towards cross-domain value-chains. Our approach is based on the
availability of embedded security capabilities in all digital resources, which are
then properly orchestrated by a centralized platform that runs analytics and
detection services (see Fig. 2). In a nutshell, we advocate that public APIs
already used to manage and interconnect digital services (like those exposed
by OpenStack, AWS, GoogleCloud, FIWARE) are extended to include “programmable” security functions, e.g., for collecting logs, measurements, events.
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Figure 2: Illustrative representation of the proposed concept. Security capabilities are embedded in digital resources (software, infrastructures, devices, IoT) and orchestrated by a
centralized platform. Cyber-threat intelligence is also shared with other entities.

Then, orchestration is responsible to discover and conﬁgure these local security
capabilities, and to retrieve security-related information that feeds the internal
analytics. Our architecture represents an evolution of current SIEM frameworks,
which includes all functional components to eﬀectively tackles the heterogeneity,
dynamicity, multi-tenancy, and unpredictability of modern service chains.
A relevant use case for our architecture is the externalization of security processes and the creation of Security Operation Centers as a Service (SOCaaS),
since the proposed framework overcome the technical and administrative diﬃculty in having visibility over ICT resources owned and operated by diﬀerent
providers. It also largely automates most of repetitive and time-consuming activities concerning the deployment and conﬁguration of security hooks throughout the system. The original concept behind this approach was already discussed in the context of virtualized services over Infrastructure-as-a-Service
(IaaS) cloud models [5]. Here, we extend the architecture to cover with more
general scenarios, including a full range of heterogeneous digital components
(software, devices, infrastructures, IoT).
The rest of the paper is organized as follows. Section 2 brieﬂy describes
emerging software architectures based on service meshes, which are explicitly
conceived to facilitate the decomposition of complex business processes into
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digital value chains. This approach requires the deﬁnition of new business roles
and impacts the logical boundaries between their operational scopes, as discussed in Section 3. Based on these evolving models, Section 4 elaborates on
the limitations of existing cyber-security architectures and on current trends in
the cyber-security industry; it also points out research challenges for building
secure business value chains. Section 5 describes the proposed reference architecture for orchestration of security capabilities, and elaborates on its feasibility
based on available technologies and tools. Finally, Section 7 summarizes the
main ﬁndings of our work and next steps.

2. Software architectures for service meshes
The need for more operational agility and reduced time-to-market in the
realization of digital services is pushing a progressive transition from monolithic
architectures to service meshes. The ﬁrst step in this evolution was the introduction of Service-Oriented Architectures (SOA) and Web Services (WS); they
brought a new norm for modularity, by leveraging high-level interfaces for interconnecting semi-independent objects in private clouds. Following this evolution,
micro-services removed the need for common ancillary services (like back-end
databases), by encapsulating both logic and data. The idea of micro-services
is that they are stand-alone service units completely decoupled and isolated
from each other, designed according to the principle of “single responsibility.”
As such, the internal logic of each micro-service can be implemented with different hardware technologies and programming languages (C/C++, Node, Go,
Python, Java, Scada, Kotlin, . . . ); this only requires to expose an interface
which is portable and independent from the coding language. Common choices
are based on RESTful semantics based on HTTP (SOAP is another possibility,
but again more rigid and heavier than the lightweight and free format REST),
gRPC (Google RPC – which provides a binary encoding which is more eﬃcient
compared to REST) and Apache Thrift (which provisions for streaming events).
Applications are built by combining functions provided by each micro-service.
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Figure 3: Micro-services vs service mesh architectures. Legend: N-S = North-South service
calls; E-W = East-West service calls.

The loosely-coupled nature of micro-services allows to replace, duplicate, or remove part of them without aﬀecting the operation of the overall architecture.
Services can hence grow or shrink dynamically according to the evolving workload, they can update speciﬁc functions or protocols, they can be deployed over
multiple and even heterogeneous infrastructures.
The ground assumption in this model is the ability to discover micro-services
and related functions, which entails the presence of service registries. In addition, load balancers are commonly used to implement horizontal scaling. Though
there are not rigid patterns, typical architectures use an API gateway that routes
and secures requests that come from outside and acts as load balancer for internal service calls (see the left side of Fig. 3(a)). The former are usually denoted
as North-South (NS) traﬃc, and the latter as East-West (EW) interactions.
The presence of an API Gateway still represents a weak form of perimeter in
the application; all E-W traﬃc may happen in clear text, whereas only communications that are situated north of the gateway are encrypted.
The latest step in this evolution goes beyond the heterogeneity in the implementation of external APIs. As a matter of fact, diﬀerent codes, diﬀerent languages, and diﬀerent internal architectures usually lead to inconsistent seman-
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tics, methods, encryption schemes, authentication mechanisms, access policies,
logging and so on. The API gateway deﬁnitely represents a potential bottleneck
and single point of failure, so the natural evolution was to break this functionality down within each service. A common and shared component therefore
is placed alongside the main business logic as a lightweight sidecar that acts
like a communication proxy and provides the front-end communications (e.g.,
HTTPS, RPC, AQMP/HTTP) and security functions2 (Fig. 3(b)). The architecture now becomes fully distributed and the boundary between N-S and E-S
communications blurs, since every service can be leveraged as a public interface (even if dedicated proxies can still be deployed as public frontends). The
result is a fully decentralized service mesh without any sort of security perimeter, which allows more freedom in the placement of each micro-service, since the
sidecar proxy applies peer-to-peer encryption, authentication, and access control
functions. A subsidiary framework is still needed to mediate security properties and to establish trust relationships, for instance by distributing certiﬁcates,
collecting logs and performance measurements, assessing the global health.

3. Business roles and service chains
The growing size, complexity, and dynamicity of industrial and commercial value chains are increasingly demanding more and more ﬂexibility in the
creation, operation, and disposal of digital assets, in order to quickly follow
new market and technological needs. Traditional business models based on the
provisioning of dedicated hardware, software, networking, and data resources
are no more sustainable today, because of the relevant investment in buying
and conﬁguring the infrastructure in front of the short lifespan of each service
instance.
Since the largest revenue streams often come from the design and operation
of tailored services, there is a growing diversiﬁcation between Service Providers
2 See,

for instance, the Envoy framework: https://www.envoyproxy.io/.
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(SPs), which design and operate digital services, and Resource Providers (RPs),
which own digital assets and make them available to multiple customers by
leveraging virtualization and multi-tenancy. This is an eﬀective mechanism to
share infrastructures and resources, which can therefore be composed in new
products and solutions faster than ever. Under this evolutionary process, we
can make several examples of RPs:
• Infrastructure Providers own physical resources and infrastructures (e.g.,
data centers, metropolitan and geographical networks, IoT installations),
• Software Providers develop applications and make them available in public
or private repositories (e.g., github),
• Cloud Providers combine computing and storage infrastructures into virtualized services according to IaaS, PaaS, or FaaS models3 (i.e., they provide bare VMs, storage services, lambda functions),
• Network Operators implement large-scale communication services for public and private users (mobile networks, Virtual Private Networks, Network
Functions Virtualization),
• Function Providers implement speciﬁc logical functions (e.g., authentication, databases, context brokers).
Service Providers create and operate value-added digital chains, for example
by selecting software, by deploying it in the cloud, by connecting to IoT devices or data brokering services, by reading data from data bases, by connecting
to external authentication services, by securing communications with remote
peers, etc. However, while the End User (EU) still expects to interface with
a single SP, a number of additional hidden providers contribute to supply the
necessary resources (see the illustrative example in Fig. 4). This raises important questions about who takes the overall liability towards the EU, especially
when private and sensitive data are used within the service.
3 See

below for a brief definition of these service models.
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Figure 4: Business roles in a modern service chain.

4. Security challenges for emerging ICT paradigms
Service meshes allow to discover available services and to combine them into
processing chains. The ultimate beneﬁt is the agility in deploying new services
and shaping the processes to evolving business needs, but the composite nature
of digital services will lead to complex dynamics, dispersion of data among the
multitude of digital objects and infrastructures, unknown or hardly-traceable
topologies. The dark side of this evolution is the risk for large unpredictability,
due to non-deterministic, opaque and partially inscrutable service topologies.
Indeed, the chain topology and composition are usually unknown to the End
User, who cannot easily check whether service owners, security mechanisms
(e.g., encryption, integrity), and conﬁdentiality policies are compliant with his
own requirements and expectations.
In general, open security issues include the overall behavior of the system,
the location of personal and sensitive data, the sanity of the software, the availability of the whole service, and, most of all, the ability to perform quick remediation and mitigation actions in case something goes wrong. Novel security
and privacy models are required, as agile development does not ﬁt the sequential
nature of traditional security engineering processes [6]. As a matter of fact, a
compromised element in a service chain represents a privileged attack vector to
aﬀect other systems or the whole chain; it is no coincidence that small devices
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and smart things are ever-more preferred targets for initiating more complex
attacks. In addition, the growing complexity of cyber-attacks, often based on
multi-vector approaches, are urgently demanding more correlation in space and
time of (apparently) independent events and logs, and more coordination among
diﬀerent security applications.
The major limitations of existing cyber-security paradigms can be attributed
to the following aspects:
• rigidity of the architectures, which often rely on the isolation provided
by the security perimeter and do not allow integration of multi-vendor
solutions;
• ﬂaws in security appliances, which increase the attack surface;
• limited visibility due to the diﬃculty to install security agents in large,
distributed and heterogeneous systems;
• low degree of automation and the need to rely on the skills and expertise
of humans;
• heterogeneity of control and management interfaces of cyber-security appliances, for which no standard is currently available [7];
• outdated trust models, which assume static topologies and white-box models.
4.1. Evolving cyber-security market
The market of cyber-security solutions largely reﬂects the diﬀerent needs
of diﬀerent scenarios and customers. While discrete standalone appliances like
ﬁrewalls, virtual private networks, intrusion prevention and/or detection systems (IPS/IDS), deep packet inspection (DPI), DOS mitigation, and antivirus
perfectly ﬁt the size of individuals and small businesses, they are impractical
for larger and more complex systems. In this case, many vendors are chasing
new business opportunities by delivering integrated solutions for the enterprise,
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pure and hybrid cloud, industrial devices and networks, and security analytics.
Their solutions are often based on SIEM tools, which collect security logs and
conﬁguration from multiple sources (end systems, security appliances) and feed
a powerful set of analytics and detection engines.
Table 1 gives a simple taxonomy of the main classes of solutions currently
available in the cyber-security market, including an illustrative (yet not exhaustive) list of commercial products, which highlights a rather crowded market. By
looking at their main characteristics, we can identify some major trends that
address the limitations previously identiﬁed:
• security services beyond the perimeter model, which integrate the cloud
and IoT in uniﬁed enterprise security solutions;
• improved correlation techniques and recognition of unknown attacks, by
correlating events through i) centralized machine learning and other artiﬁcial intelligence paradigms applied to wide data sets, which are aggregated
across multiple inspection points, and ii) big data capabilities;
• more efficient architectures that reduce the overhead of running security
appliances, based on the separation between monitoring tasks and detection intelligence, agentless deployment, eﬃcient design of monitoring
probes for low-end hardware, antivirus on-demand.
• integration with other security processes, i.e., vulnerability assessment and
automatic patching, advanced search and forensic analysis;
• improved policies, which tackle speciﬁc security concerns for embedded
systems (e.g., geographical dispersion, rare updates), including default
deny behavior for apps, drivers and libraries;
• improved awareness and reaction, including i) real-time visibility into all
activity on systems, networks, databases, and applications, ii) in-depth
threat visibility across IT environments in one place, iii) quick one-touch
remediation actions;
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Type

Products

Main characteristics

visibil-

Darktrace, Cisco Stealthwatch, Plixer,

Inspect network traffic (sometimes encrypted traffic ana-

ity and segmen-

Radware Cloud DDOS protection, An-

lytics are available). Use sensors or flow-monitoring pro-

tation

drisoft Wanguard, Flowmon, f5 silver-

tocols (NetFlow, sFlow, IPFIX, J-Flow, NetStream). Sup-

line, Trend Micro Network Defence

port for enterprise, industrial, cloud networks. AI and ma-

Network

chine learning technologies. 3D visualization of network
topology. Network segmentation (Cisco only). Closed solution (vendor lock-in). Single domain solution. No mechanisms for tracing user data. DDoS protection, anomaly
detection, malware detection, zero-day exploit. Investigation and query-based filtering.
AMP

for

Endpoints,

Kasper-

Centralized analysis and detection based on Machine

Endpoint protec-

Cisco

tion

sky Endpoint Detection and Response,

Learning and threat intelligence.

Symantec Endpoint Protection,

tions, devices, web. GDPR-compliant. Vulnerability as-

Trend

sessment and automatic patching. Mono-domain.

Micro Endpoint Security
Cloud protection

Kaspersky

Security,

Support private (VMware, KVM, Xen) and public clouds

Protec-

(AWS, Google, Azure) Use public cloud APIs, agent-

Trend Micro Cloud-native

less deployment by providing services in relevant market-

Hybrid

Symantec

Cloud

tion Suite,

Protection of applica-

Cloud
Workload

places.

Security, McAfee Cloud Security

Integrate private and public clouds.

Integrate

analysis with enterprise’s networks. Segmentation and access control. Mono-tenant.
Embedded,

in-

Kaspersky

Embedded

Systems

Secu-

Efficient design for low-end hardware. Default Deny for

dustrial, and IoT

rity,

Kaspersky Industrial Cybersecu-

Apps, Drivers and Libraries. Antivirus On-Demand. File

devices

rity, Symantec Industrial Control Sys-

Integrity Monitoring and Log Audit. Tackle specific se-

tems Protection, Fortinet

curity concerns for embedded systems: geographical dispersion, rare updates.

Secure every industrial layer, in-

cluding SCADA servers, HMI, engineering workstations,
PLCs, network connections. Mono-domain.
SIEM/Security

Cisco

Analytics,

Get real-time visibility into all activities on systems, net-

Analytics

McAfee SIEM, McAfee Security Analyt-

works, databases, and applications. Apply artificial intel-

ics, Kaspersky Threat Management and

ligence, machine learning to wide data sets. Aggregate in-

Defence,

Threat

telligence across multiple control points. Correlate threat

MicroFocus

events. Provides in-depth threat visibility across IT envi-

Cognitive

Symantec

Protection,

Threat

Advanced

IBM QRadar,

ronments in one place. Quick one-touch remediation ac-

ArcSight, Solar Winds SIEM.

tions.

Big data capabilities.

Some concerns from users

about logging sensitive data or events. Advanced search
and forensic analysis.

Table 1: Classification of main cyber-security appliances.

• privacy concerns from users about logging sensitive data or events.
Despite the promising trends, we must ascertain the substantial heterogeneity in cyber-security tools and their interfaces, which hinders their composition
in ﬂexible and agile platforms and leads to non-interoperable vertical silos and
a substantial market fragmentation. Indeed, the lack of open and clear speciﬁcations for control and management interfaces is already known, despite recent
attempts to deﬁne a common framework [8].
Almost all products listed in Table 1 are basically black boxes, do not give
any details about the internal monitoring hooks and detection algorithms, and
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are not interoperable with products from other vendors. The general feeling
is that tailored solutions are delivered to each customer based on its speciﬁc
environment, by composing together a number of standalone appliances. The
diﬃculty to combine together heterogeneous appliances, interfaces and data
formats is largely conﬁrmed by open-source frameworks (for instance, OSSIM,
Splunk, Wazuh, Elastic Stack, Apache Metron), which are often limited to collect from a few sources (Snort, Suricata, Elastic beats among the most common
tools) and protocols (e.g., NetFlow). Integration with additional sources usually
requires speciﬁc extensions or plugins. In addition, deployment and conﬁguration of all components implies manual intervention every time the composition
and topology of the system changes.
4.2. Widening visibility over the chain
The progressive disaggregation between RPs and SPs is at the heart of the
main cyber-security challenges for creating digital value chains. As a matter
of fact, the separation of the ownership of resources and services makes the
identiﬁcation of responsibilities and security obligations more diﬃcult than in
traditional ICT installations. Indeed, the presence of multiple logical layers,
diﬀerent provisioning models, and multi-tenancy has a disrupting impact on
the nature of risks, roles, and related responsibilities.
Though the overall objectives and scope of security do not change when
cloud technologies are used, they must be split between diﬀerent actors, and
the demarcation line is not always clear to everybody. Yet this allocation is
far from being simple to manage, since there are many interdependencies and
correlations between the technical and administrative aspects that fall under
the scope of diﬀerent actors. Figure 5 maps the responsibilities of SPs and RPs;
the matrix decomposes ICT services in multiple logical layers, adopted from
the Cloud Security Alliance [9], and shows how the responsibility is split for
diﬀerent business models.
The Infrastructure layer includes the hardware: servers, disk arrays, network equipment, sensors, actuators and any other device that can be involved
13
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Figure 5: The matrix of responsibilities (and visibility) for different virtualization models used
in the realization of digital services.

in the realization of cyber-physical system. The metastructure layer is the glue
between the infrastructure and the applications. It includes protocols and mechanisms for management and conﬁguration, which allow provisioning of virtual
resources. The applicastructure layer deﬁnes the main business logic and the underlying artifacts to create the software environment. Finally, the infostructure
layer concerns data and information managed and stored in the service.
Multiple business models are taken into account that could be used by SPs.
The legacy approach is to buy and operate the whole infrastructure, including
things (IoT) and ICT installations (Data Centers). Financial and operational
sustainability suggest limited usage of this model, e.g., to implement critical
services, while additional resources will be acquired on-demand by ‘as-a-Service’
paradigms4:
• Infrastructure-as-a-Service (IaaS): computing, networking, and storage resources are abstracted and pooled together to create virtual instances of
typical ICT infrastructures. The RP is only responsible for the physical
4 Internet

of Things-as-a-Service (IoTaaS), or just Things-as-a-Service (TaaS), is one of

the latest iterations in the ‘as-a-service’ jungle [6], [7], [8]. However, there is not a shared
understanding about this concept in the technology or business jargon, so we do not include
it in our analysis.
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infrastructure, while the SP takes on the responsibility for everything he
deploys and operates in the virtualized environment.
• Network-as-a-Service (NaaS): the scope is rather broad, ranging from local
area networks (which are often included under the umbrella of IaaS) to
wide area networks. From a security perspective, this model is largely
equivalent to IaaS.
• Platform-as-a-Service (PaaS): an additional layer is added to the IaaS, including application development frameworks, middleware capabilities, and
functions such as databases, messaging, and queuing. The RP manages all
security aspects related to the platform, which includes the infrastructure
and software facilities (like databases, domain name servers, operating
systems, compilers, analytic services, etc.). The SP is responsible for everything he implements and runs on the platform (e.g., data processing,
connection to his own things). However, there are some common security services (like logging, monitoring, auditing) that lie in between, since
they may concern elements operated by both actors. In this case, the risk
with respect to eﬃciency is unnecessary duplication of similar security
frameworks and components.
• Software-as-a-Service (SaaS): SaaS services are full, multitenant applications, with all the architectural complexities of any large software platform. The RP is responsible for nearly all security aspects, including
operation of the infrastructure and the hosted software. The responsibility for the SP is mostly limited to identity management and access control.
Serverless models remove the day-to-day responsibility for updates from
the cloud users, but also require to work with providers with strong track
records. This model should foster cloud provider to maintain extremely
high security levels, since this is necessary to build their reputation and
credibility.
• Data-as-a-Service (DaaS): data products can be provided to the user on
15

demand, regardless of geographic or organizational separation between
providers and consumers. The RP is responsible for providing reliable
and safe data to authorized customers. The responsibility may be partially
shared with other RPs, if the data is hosted on third party’s infrastructure.
When virtualization is not used (e.g., IoT and legacy Data Centers), the SP
is the only responsible for all layers, including tampering, eavesdropping, and
any unauthorized physical access to devices. In this case, the SP has the best
visibility on the evolving context, including information from the hardware, logs
and events from applications, statistics from network appliances. However, the
whole management burden and ﬁnancial investment may be cumbersome for
smaller businesses.
The shaded cyan area in Figure 5 highlights the visibility of the SP over the
deployed services, which corresponds to his technical responsibility. It is clear
that massive recourse to ‘as-a-service’ models hinders the possibility to consider
events and conditions that may be symptomatic of forthcoming threats to valuable assets in the overall service. Thus, we argue that it is necessary to improve
visibility over digital services beyond the cyan area. In abstract terms, the goal
is to lengthen the red arrow down to the bottom layers for security purposes,
while keeping the current separation of concern for management aspects, as
pictorially depicted in Figure 5.
Improving visibility helps create better awareness and detection opportunities, but does not remove the responsibility of each actor. Speciﬁc Service Level
Agreements (SLAs) must be established between SPs and RPs, which establish
the support that is oﬀered in case of incidents. This could include additional logs
for post-mortem analysis, timely notiﬁcation of on-going or presumed attacks,
escalation procedures, response time, etc.

5. A new architecture for orchestrating security capabilities
The operation of SOCs is largely based on SIEM tools that provide security
engineers with the necessary situational awareness to investigate anomalies and
16

to undertake actions. SOC and their technical platforms must be designed according to the system to be monitored; in particular, cyber-security appliances
and monitoring agents must be carefully placed to collect all relevant information, events, and measurements that are useful for detection and assessment.
Though the implementation of internal SOC is a common practice for large organizations, small businesses do not have the operational, technical, and ﬁnancial
capacity to autonomously operate these competence centers, so externalization
of security services is a growing trend in the market.
Following the general trend towards Everything-as-a-Service models (XaaS),
the concept of Security Operation Centers-as-a-Service (SOCaaS) has been used
to denote a business model where security processes are delegated to an external
entity. Speciﬁc features that characterize a SOCaaS approach include:
• outsourcing analysis and investigation to dedicated teams of security experts;
• manage detection and response, also in a (semi-)automated way;
• replace bare SIEM with more powerful and ﬂexible collection tools;
• ensure compliance to regulations;
• carry out behavioural analytics and log analysis with innovative tools,
including AI;
• trigger real-time alerting;
• perform vulnerability scans and ﬁnd out bogus or compromised software.
The implementation of SOCaaS clearly requires tight integration between
the infrastructures of SOC operators and their customers, to provide the former
with visibility over the evolving execution context, and also demands for more
agility in deploying and conﬁguring SIEM platforms. Indeed, the ﬂexibility
and dynamicity in composing and modifying value chains complicates the deployment and set up of cyber-security systems, because new resources could be
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added to and existing resources could be removed from the overall process. The
deployment of capillary and pervasive security agents throughout the ICT infrastructure (network devices, servers, users’ terminals, smart things) is among
the most critical issues in the realization of SIEM platforms, not to mention that
this operation is usually impossible in third party’s infrastructures. However,
the transition towards micro-services and service meshes described in Section
2 is already boosting the adoption of common management APIs and sidecars,
which may be extended to include security capabilities as well.
A second important aspect for the implementation of the SOCaaS paradigm
is more agility and modularity in the set of available analytics and assessment
algorithms. A SOCaaS platform should not be limited to a rigid and pre-deﬁned
set of security services, but should be easily reconﬁgured to run new algorithms,
so that security specialists can implement tailored security processes for the
speciﬁc context of each customer. Technical speaking, the challenge is not the
deployment of a new analytics engine, rather the automatic re-conﬁguration of
the whole system to enable the required agents and to format data in the proper
way.
Though the current approach is largely based on the collection of logs from
discrete cyber-security appliances placed in speciﬁc devices in the infrastructure
(servers, routers, gateways), the integration of diﬀerent computing paradigms
like the cloud, IoT, and serverless computing will make this solution largely
unpractical. The long-term vision and emerging trends in the cyber-security
industry are therefore suggesting the need to evolve from the composition of
discrete detection and enforcement appliances to integrated, pervasive and capillary systems, which decouple distributed context monitoring from (logically)
centralized detection and analytics logic. Key enabler for this evolution will
be the architectural separation between analysis and data sources, mediated by
proper abstraction; this paradigm will result in an open, modular, pluggable,
extendable, and scalable security framework.
Beyond the conceptual view suggested by open challenges and evolving
paradigms, it is worth elaborating more in details on a reference architecture
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Figure 6: Reference architecture for next-generation SOCaaS platforms.

that highlights the main functional components and suggests research directions
under a common perspective. Fig. 6 shows the main architectural elements that
are necessary to achieve the aforementioned objectives. The model is composed
by four main macro-blocks:
• digital services, which are extended with embedded security capabilities
for monitoring, inspection and enforcement;
• SOCaaS platform, which extends current SIEM technologies with additional enforcement capabilities, if available, and the possibility to conﬁgure
all components to work together;
• Security Dashboard, which is the Human-Machine interface for visual analytics and deﬁnition of control/management policies;
• AAA framework for managing digital identities and access policies in a
coordinated way.
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5.1. Digital services
The realization of secure business processes through chaining of elementary
functions will only be possible if security capabilities are integrated within each
digital service, and such capabilities are dynamically combined to create complex security appliances. Once common interfaces and semantics are available
to access security functions, their implementations can be tailored to the speciﬁc environment: programming language, virtualization mechanism, software
architecture, etc. In this respect, similarly to what already envisioned for the
implementation of public APIs, the development of portable sidecars could be
an eﬀective way to improve the quality and eﬀectiveness of security capabilities.
A security sidecar should include the following set of Security Functions:
• monitoring of log ﬁles and system events (including, for instance, information and measurements available from psedo-ﬁlesystem like proc and
sys in Linux);
• inspection of network traﬃc at the diﬀerent OSI layers, from raw packets
to application messages (like HTTP, FTP, SOAP, DNS);
• tracing of execution and control paths, which may be limited to system
calls and I/O calls, or may extend to memory and registry dumps;
• enforcing of security rules at the network and application layer (for instance, by dropping packets based on IP header ﬁelds, by blocking speciﬁc
HTTP request messages, by preventing access to ﬁles or peripherals).
Additionally, data fusion and aggregation functions are required to perform
ancillary operations like removing redundancy, compressing data, timestamping,
etc. In general, detection services could be included as well by running existing
cyber-security appliances, but we do not include this option in the list because
it does not ﬁt well many relevant scenarios (e.g., serverless computing).
A very challenging feature for security sidecars is programmability, i.e., the
capability to take on the execution of lightweight data ﬁltering, aggregation,
processing, and enforcement tasks. This goes beyond mere re-conﬁguration of
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individual functions and brings the challenge to safely run code injected by an
external (though trusted) entity. However, oﬄoading tasks to local services
helps balance the trade-oﬀ between processing and network overhead in an effective way.
The range of local capabilities is rather broad and should be tailored to
the speciﬁc nature of the digital service (IoT, cloud, lambda function, storage,
...). Yet it should be dynamically tuned to the evolving context, while pursuing
the better trade-oﬀ between granularity and overhead. A Local Control and
Management framework is therefore necessary to govern life-cycle events of each
security function (e.g., start, stop, reload, update) and to set its operational
parameters (e.g., name of ﬁles, ﬁlter rules, event names). The control and
management framework also exposes security properties of the digital service,
including vendor, name, description, version, release date, digital certiﬁcates,
and all other internals that can be safely shared with a SOC.
The external API encompasses two aspects: control and data (API #1). The
control interface heads to the control and management framework and is used
to discover security capabilities and to enable, disable and conﬁgure the security
functions. This is a major innovation which is necessary to orchestrate security
functions but it is still missing today [7]. The data interface can be directly
implemented by each security function and is used to report the collected set of
events, data and measurements.
5.2. SOCaaS platform
When provided “as-a-Service”, a SOC must have the ﬂexibility to implement
any security process that is required by diﬀerent and heterogeneous business
value chains. Accordingly, alongside legacy functions for collecting and storing security-related data, the design of an eﬀective platform for implementing
SOCaaS should encompass the ability to deploy and run new algorithms at runtime, by connecting to and orchestrating multiple agents in diﬀerent technical
and administrative domains.
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5.2.1. Context Broker
The Context Broker is the architectural entity which collects information,
data, events, and measurements from local security agents embedded in each
digital service. The Context Broker is not a plain database, since it should
address the heterogeneity of sources and protocols; in this respect, it provides a
common data model and abstraction for discovering, conﬁguring, and accessing
the security context available from the diﬀerent services.
The Context Broker terminates both the control and data channels towards
remote services. It has a context discovery layer that queries all components involved in the chain and builds the logical topology of the overall chain, including
the security properties and capabilities of each service. The main purpose for a
Context Broker is therefore to describe what security capabilities are available
from each service (i.e., what can be retrieved) and the current conﬁguration (i.e.,
the set of data that are being collected). It also allows to change the reporting
process, by enabling/disabling security features, by changing the conﬁguration
of remote security functions, and by oﬄoading simple tasks. With respect to
data management, the Context Broker delivers events and measurements in realtime to the detection and analysis algorithms (API #2) and stores historical
data for oﬀ-line analysis, forensics, and legal obligations. It hides the heterogeneity and asynchrony of the sources, organizes historical data, and provides
simple querying and fusion capabilities in data access.
The presence of a common Context Broker for all detection algorithms improves the eﬃciency of the whole system, since the same information is collected
only once and shared among all active instances. The Context Broker should
always mediate between conﬂicting requests coming from diﬀerent algorithms
(enable/disable monitoring, frequency and granularity of reporting) and ﬁnd
the best conﬁguration that fulﬁlls all of them.
5.2.2. Security services
Current SIEM platforms are often designed to collect reﬁned events from
local cyber-security appliances (DOS detection, IDS/IPS, ﬁrewall, antivirus,
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etc.). However, the likelihood of detection of distributed, advanced, and persistent threats increases when the largest base of raw events are analyzed and
correlated in their time and space dimension. A progressive migration of cybersecurity appliances towards the SOC platform is therefore necessary to improve
the detection processes, though partially supported by task oﬄoading for better eﬃciency. More eﬃciency is also expected because similar monitoring and
inspection operations are not replicated for each appliance.
The broad set of security challenges for multi-domain value chains suggests
the need for a wide range of Security Services, including but not limited to:
• Attack detection – Rule- and signature-based algorithms show their limits
in addressing the growing complexity and continuous mutation of attacks,
while the creation of legitimate usage proﬁles is a complex and cumbersome task. More intelligence is needed to process the security context and
to correlate even apparently uncorrelated heterogeneous events and data
(network traﬃc, log ﬁles, user behavior) from diﬀerent systems. In this
respect, the current challenge is to understand the appicability and eﬀectiveness of existing Machine Learning methods, including but not limited
to, K-Nearest Neighbors, Naive Bayes, Graph Kernel and Support Vector
Machine [10, 11, 12].
• Threat identification – The investigation of new threats and detection of
zero-day attacks requires the ability to inspect events, data, and measurements beyond what can be envisioned at design time. Programmability
helps in this direction, by providing the freedom to deﬁne new ﬁltering
and monitoring processes at run-time, tailored to the speciﬁc environment. Given the impracticability of elaborating detection rules for unknown threats, the real challenge is unsupervised learning, which could
autonomously identify anomalies, i.e., non-conforming patterns compared
to the well-deﬁned notion of “normal” behavior.
• Data tracking – The availability of security API in each digital service
will enable to query about the presence and usage of private and sensitive
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data; in addition, any access to data should trigger a notiﬁcation and the
veriﬁcation of user’s policies. In this way, beyond enforcement of data
access, records will be kept about the transfer of data to other services,
enabling later veriﬁcation of persistence and requests for removal.
• Trust and risk assessment – When heterogeneous services are automatically selected from diﬀerent domains and chained together, their security properties (including, but not limited to: vendor identity, encryption/integrity/digital signing mechanisms, digital certiﬁcates, supported
monitoring/inspection/enforcement hooks, installed software versions and
patches) should be formally veriﬁed to satisfy the high-level trust policies (trusted vendors/countries, minimal encryption requirements, trust
chains, security mechanisms, etc.) of users. In other words, users should
be aware of any weakness, and should be able to decide whether it is
acceptable or not.
From a more technical perspective, an Orchestration Framework is necessary to run and scale security services according to the current workload, so
to not waste resources or delay the analysis. It is responsible for loading the
services from an internal repository, deploying them, and performing life-cycle
management actions. There are no speciﬁc requirements on the underlying infrastructure (a single server, a data center, a IaaS cloud, big data framework)
apart that a management interface must be available to automate as much as
possible provisioning and instantiation.
5.2.3. Security Controller
The Security Controller is the smart entity that automates as much as possible all security workﬂows. According to on-going initiatives [8], the main role
of the Security Controller is mediation between control policies and security
services. In practice, it translates high-level behavioral guidelines into concrete
actions, rules and conﬁguration settings applied both to the Context Broker,
Digital services, and the Orchestration framework. This means that the Secu-
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rity Controller launches Security Services when required, sets up local security
capabilities, collects the relevant context in the proper data format, feeds analytics engines, and dispatches notiﬁcations to humans through the Dispatcher
function (API #3).
The implementation of the Security Controller may vary from bare eventdriven engines to more complex rule management systems, up to the application
of Artiﬁcial Intelligence to learn and improve strategies from humans’ behavior.
Accordingly, the speciﬁcation of policies also changes from Event-ConditionAction (ECA) patterns to more abstract deﬁnition of goals, constraints, and
even intents, which could be deﬁned by non-technical users [13, 8]. The adoption of advanced reasoning models would open the opportunity for dynamically
adapting the response to new threat vectors. In this respect, the analysis of
historical data about the actions undertaken in response to speciﬁc events and
conditions with their impact on the system could be used to assess the eﬀectiveness of response strategies, and in case to improve them.
The degree of autonomy in taking decisions and applying the corresponding actions may also range from full automation to supervision, based on the
fact some additional input or just explicit consent is required to human operators. Automatic reaction shortens response times and unburdens humans
from mechanical and repetitive tasks. However, full awareness and the need for
post-mortem analysis recommend to keep track and to report any action to the
dashboard, at least to give visibility of the occurrence of attacks.
5.2.4. Information sharing
A SOC should always work in close cooperation with Computer Emergency
Response Teams (CERTs) and Computer Security Incident Response Teams
(CSIRTs), because they represent the main sources of information about new
threats, vulnerabilities, and attack patterns; SOCs should also promptly report
any discovered threat or vulnerability, so to contribute to limit the impact of
zero-day attacks. Unfortunately, despite of massive digitalization in all economical and business sectors, sharing of information about cyber-threats and
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security incidents is still largely based on paperwork and emails. This delays the
knowledge of new threats and attacks, as well as the elaboration of remediation
actions and countermeasures for every diﬀerent context.
The creation of cyber-threat intelligence in an automated way needs to address two main aspects. The ﬁrst is the creation of common models and abstractions for the description of threats, vulnerabilities, and infrastructures.
The second, and more challenging, is the derivation of the necessary information from an on-going attack or oﬄine analysis [14, 15]. While the former is
already addressed by several standardization initiatives (e.g., STIX), the latter
is still an open challenge with unclear directions.
5.2.5. Internal repositories
The diﬀerent architectural components of the SOCaaS platform rely on a
set of internal repositories that store the following information:
• Programs library: though the long-term ambition could be the generation
of new inspection, monitoring, and data fusion tasks according to highlevel instructions or policies (i.e., a sort of “compiler”), short/mediumterm implementations will likely make use of user-deﬁned programs. They
should include proper description, constraints, and any metadata that are
necessary for their correct deployment and instantiation.
• Service library contains software packages that are needed to run the corresponding security services. The package may only consist of the binary
executable or deployment scripts, depending on the underlying infrastructure and orchestration tools.
• Control policies deﬁne diﬀerent security workﬂows in abstract terms. Policies are therefore used to automate the response to expected events, avoiding whenever possible repetitive, manual, and error-prone operations done
by humans. The simplest way to deﬁne behavioral policies is the ECA pattern, which covers a broad range of interesting cases.
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• Cyber-Threat Intelligence (CTI) describes possible threats for one or a
group of organizations or infrastructures. It is a bi-directional repository,
which should merge existing and new ﬁndings for both local usage and
sharing with national and international CERTs/CSIRTs.
5.3. Security dashboard
The Security Dashboard is the main management tool used to build situational awareness, to perform reaction and investigation, and to share cyberthreat intelligence. The design of user-friendly human interfaces is among the
key priorities for establishing the success of commercial solutions. Beyond visual
appearance, it is worth widening the base of users and tailoring the informative
content to their speciﬁc role and background. As a matter of fact, bare technical
information (e.g., available algorithms for encryption or integrity, the software
version) will be totally useless for most users. For example, loss or uncertainty
in the position of private data should trigger a warning about potential violation of a speciﬁc regulation to the legal staﬀ. Any loss of integrity, data, or
availability should be reported to the management staﬀ, in terms of potential
impact on the overall company business (block of the production, loss of customers, bad reputation). Risk assessment at the management layer also requires
to automatically feed existing tools, reducing the reliance on labor intensive and
potentially error-prone analysis by experts.
For the purposes of reaction and investigation, the Security Dashboard can
be used to select speciﬁc analysis and detection algorithms, to visualize anomalies and security events and to pinpoint them in the service topology, to set run
time security policies, and to perform manual reaction. The identiﬁcation of new
threats and the elaboration of novel countermeasures require direct step-by-step
control over the ongoing system behavior. The dashboard should therefore allow
direct interaction with the Context Broker, to set the most suitable monitoring
and inspection conﬁguration in each remote service.
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5.4. Identity management and access control
Following the generalized trends towards improved modularity and agility,
the implementation of SOCaaS platforms is likely to adopt micro-services and
service mesh architectural patterns. North-South (N-S) interactions take place
with external components (like digital services and management dashboards),
whereas East-West (E-W) transactions involve the internal components already
identiﬁed in Section 5.2. Without dwelling on practical considerations about
secure deployment of the platform itself, it is clear that each micro-service should
include a speciﬁc sidecar for authentication and access control.
An Authentication, Authorization, and Accounting framework (AAA) is
therefore necessary to mediate between multiple domains and protocols, especially in N-S communications. However, E-W transactions might contain information about service usage patterns, users, exchanged data, and so on. Access
to this data should therefore be limited to authorized roles and algorithms. In
addition, conﬁguration of the remote data plane must remain a prerogative of
the security controller and trusted policies, so it is important to track the issuer
of such commands.
Given the distributed nature of the system and impermanence of relationships, identity management will be based on a Public Key Infrastructure (PKI)
and the availability of digital certiﬁcates for each entity. The presence of multiple and potentially untrustworthy Certiﬁcation Authorities would demand for
some reputation models based on recursive trust relationships, similarly to what
already used in e-mail systems (i.e., PGP).
5.5. Available technologies and research directions
From a technical perspective, the key question is about the feasibility of
the proposed architecture, while assuming the willingness of RPs to converge
towards this kind of approach. Indeed, even if the technology to implement
some components is still missing and more research is needed, a lot of tools are
already available. Table 2 shows a list of existing tools and technological gaps.
The analysis is far from being a thorough inventory; indeed, it is just conceived
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Element

Technologies and tools

Security Functions

Scribe,
tic

Flume,

Beats,

Gaps
Elas-

Only Logstash and eBPF programs can be de-

Logstash,

veloped. Other tools are configurable but not

Heka,

eBPF,

programmable.

Prometheus, ...
Local Cntr & Manage-

Custom security agents

Most security functions are configured by local

ment
Context Broker

files but do not provide external APIs.
Elastictree,

Mongodb,

Kafka,

Logstash, Prometheus, ...

Context models and full abstractions of the
underlying security hooks are largely missing
in all frameworks.

Security Services

See Table 1

Most security functions are designed as standalone security appliances with no interfaces
for orchestration and management.

Orchestration

Juju, Kubernetes, OpenStack Heat

–

Security Controller

Drools, Apache Nifi

Mostly based on ECA patterns or rules. True

Dispatcher

Kafka, RabbitMQ, Qpid, JBOSS

intent frameworks are still missing.
–

messaging, etc.
Information Sharing

–

Standard

reporting

formats.

Automatic

derivation of novel findings for CTI is an open
research topic.
Security Dashboard

Kibana, Prometheus

Informative content tailored to user roles is
largely missing.

AAA

OAUTH 2.0, OpenID, Shibbolesh

Many

protocols

available

for

ABAC/ABE.

Some federated

identity management

tions available.

Many frameworks are based

solu-

on shared secrets (e.g., Kerberos, OpenStack
Keystone) and not suitable for distributed systems.

Table 2: Inventory of existing technologies and tools.

to give some concrete examples that demonstrate the feasibility of the proposed
solution.
Remote collection of logs is already a well established practice, with many
frameworks available for this purpose (Scribe, Flume, Heka, Logstash, Chukwa,
ﬂuentd, NSQ, and Kafka). These tools implements both local Security Functions
and Context Broker functions. The main technological gap is currently the
substantial lack of programmability and the ability of remote control. Examples
of programmable agents include the extended Berkeley Packet Filter (eBPF),
a Linux framework for fast and lightweight packet ﬁltering in kernel space,
and Logstash, where custom pipelines can be created to monitor, inspect, and
aggregate data. However, in general, other languages can also be used: ELF
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binaries, java bytecode, python scripts, P4 programs.
From a security perspective, it is important to formally verify the safety
and trustworthiness of programs. This is implicitly guaranteed, for example, for
the eBPF, where the code is executed within an execution sandbox. In case of
general-purpose languages, the correctness and safety of the source code might
be veriﬁed by static tools for source-code analysis.
Common technologies for message buses and databases can be used to implement the Context Broker. Given the very diﬀerent semantics of the context
data, the obvious choice is non-relation databases (NoSQL). This allows to deﬁne diﬀerent records for diﬀerent sources, but also poses the challenge to identify
a limited set of formats, otherwise part of the data might not be usable by some
detection algorithms. The validity and volume of data aﬀect the size of the
database and the need for scalability. Local installations are suitable when data
are kept for days or months, but cloud storage services may be necessary for
longer persistence or larger systems. On the other hand, remote cloud storage
is not suitable for real-time or even batch analysis. Another design issue is
the possibility to scale-out horizontally and/or inborn support for parallel processing and big data analytics, if the data volume becomes large. However, the
abstraction of monitoring capabilities and current conﬁgurations is largely missing in existing frameworks, though their deﬁnition does not bring any critical
challenge.
Correlation of data in the time and space dimensions will naturally lead to
concurrent requests of the same kind of information for diﬀerent time instants
and functions. In this respect, searching, exploring and analysing data in graph
databases should be considered as implementation requirements. Indeed, unlike
tabular databases, graph databases support fast traversal and improve look
up performance and data fusion capabilities. Finally, the last implementation
requirement is the ability to perform quick look-ups and queries, also including
some forms of data fusion. That would allow clients to deﬁne the structure
of the data required, and exactly the same structure of the data is returned
from the server, therefore preventing excessively large amounts of data from
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Figure 7: Preliminary software architecture for the implementation of programmable SOCaaS
platforms. Dark grey boxes are software tools already available from (mainly open-source)
projects, whereas white and light grey boxes are novel components that are currently under
design/prototyping.

being returned. This aspect could be very useful during investigation, when the
ability to understand the evolving situation and to identify the attack requires
to retrieve and correlate data beyond typical query patterns.
Business rules management system can be eﬀectively used to implement the
Security Controller, even if true intent frameworks that distill rules and actions
from non-technical objectives are still an open research issue. Similarly, many
protocols and tools are already available for AAA; here the main challenge is
derivation of trust relationships when federation is not technically possible or
administratively acceptable. Finally, graphical user interfaces are commonly
available both for open source and commercial systems, and their extension to
multiple users and tailored informative content should be rather straightforward.
Fig. 7 shows a preliminary software architecture for the SOCaaS platform,
where available technologies are composed together with novel components.
Dark grey boxes indicate available software tools, while light grey boxes are
representative of new concepts that are necessary to implement most functionalities related to abstraction of capabilities and orchestration. They are being
designed and prototyped in on-going research projects.
5.6. Security considerations
One common concern raised by any cyber-security paradigm is its inherent
security. Pursuing more automation in the management of security processes,
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our architecture removes the need for manual intervention, hence reducing the
reaction delay and the risk for human errors. Nevertheless, any architectural
or implementation vulnerability will represent a potential attack vector. In
addition, automation is eventually driven by control and management policies
deﬁned by humans, and this should not give the false conﬁdence that the system
reacts in the correct way to every possible scenario and condition.
Some critical aspects of the overall framework can be pointed out already at
this stage, and possible remediation actions and countermeasures can be identiﬁed. Though it is impossible to address every vulnerability at the architectural
level, many issues can be solved during the implementation, deployment, or even
operation phases.
5.6.1. Single point of vulnerability
The collection of security information in the centralized repository represents
a potential vulnerability of the system, since all data can be accessed in case of
successful penetration. Centralized collection is anyway considered a key feature
of the framework, since the ephemeral nature of digital components does not
guarantee the persistence of local logs for the whole lifespan of the service.
This typically happens for elastic applications, where horizontal scaling can be
used to provision and de-provision Virtual Machines according to the actual
workload. In addition, most digital resources should be considered less robust
than the centralized platform, which makes them preferred targets for attacks
(as in case of IoT devices).
The persistence of the whole security context over time is required for forensics and oﬄine investigation, when some components might not be available
anymore or might have been got compromised. It is unquestionable that central data collection and security control represent a potential threat for the
system, but it should also be pointed out that the platform is conceived to be
operated in SOC by security specialists, so the risk for successful penetration is
estimated to be much lower than for protected services.
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5.6.2. Untrusted resources
The proposed architecture relies on security capabilities implemented by each
digital resource for monitoring, inspection, and enforcement processes. This
clearly poses the question whether such resources are safe or not, because eavesdropping, snooping, denial of service and other kinds of attacks can be easily
performed internally. We propose to leverage APIs to discover what security
capabilities are available, but there is no technical mean to guarantee their correct and reliable implementation; in addition, only a reduced set of capabilities
might be available.
However, the possibility to identify the resource and its owner, version, implementation, release, and security capabilities paves the way for implementing
risk assessment procedures to estimate the level of trustworthiness and reliability of each discrete service and the overall chain. Clearly, the availability of
APIs does not guarantee their correct implementation and the safety of internal
processes; in this respect, the adoption of common cybersecurity certiﬁcation
schemes is expected to provide assessments about the degree of adherence of
products, services and processes against speciﬁc requirements.
5.6.3. Internet links
The distributed nature of digital services and externalization of security
processes will require that all communication channels are implemented over
the (unsafe) Internet. This represents a major threat, because of the number
of attacks that can be successfully performed in such scenario: eavesdropping,
spooﬁng, replication, delay, alteration, denial of service.
This threat can be easily mitigated in the implementation, by creating encrypted links between all components. The usage of TLS/SSL, IPSec, or other
encryption mechanisms at the application layer will ensure conﬁdentiality, integrity and the authenticity of the source, hence addressing most of the Internet
threats. However, they do not provide an eﬀective solution against denial of
service. As a matter of fact, heartbeating can only provide indication that the
remote peer is no more reachable, or previous messages were not successfully
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delivered. In such scenarios, there is no option but to have a fallback local procedure that safeguard the service integrity. The Local Control and Management
Framework is the architectural component in charge of establishing and maintaining connectivity with the centralized Context Broker. Hence, it can trigger a
local fallback procedure. Possible actions may include buﬀering security-related
data or, as last resort in case of extended disconnection, wiping any local data
and software oﬀ the digital resource, to avoid potential disclosure.
5.6.4. Integrity of local security agents
Beyond trustworthiness in the Resource Provider, the reliability of the overall
framework heavily relies on the integrity of local security agents. In case they
do not work properly or send wrong information, the detection processes will
be cheated. Beside missed detection, this could even be used to aﬀect service
operation (e.g., to stop it, to move it to a rogue infrastructure, to steer data,
etc.). Since any system component is a potential target for unknown attacks,
the integrity of security agents cannot be taken for granted after boot. In
particular, even if the bytecode is not changed, unexpected behavior can be
driven by misleading external triggers (like in case of SQL injection and similar
attacks).
The availability of a Trusted Platform Module (TPM) allows to verify the
integrity of the software during the boot procedure, but additional attestation
procedures are need at run-time to ensure the software does not deviate from the
correct behavior. Static tools for source-code analysis and run-time veriﬁcation
are therefore expected to be used for guaranteeing the reliable execution of
monitoring and enforcement processes. However, it is a known problem of code
analysis that the number of program paths grows exponentially with number
of conditional branch statements. In real-world programs, this is known as
path/state explosion, and it poses a signiﬁcant challenge for analyzing large
programs, where the number of paths is typically very large. For this reason,
we advocate the adoption of lightweight monitoring and enforcement programs
instead of complex cyber-security appliances. This would signiﬁcantly reduce
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the path explosion issue. In addition, eBPF programs are explicitly suggested as
enabling technology because they are executed in a controlled environment, are
limited in size, and are guaranteed to be loop-free. Deﬁnitely, once the source
of the program is known and trusted, there are no security issues in running its
code.
5.6.5. Identity and key distribution
The reliability and trustworthiness of the communication between local agents
and the Core platform is ensured by encrypted communications. However, secret
material should be installed in each Local Security Sidecar to correctly perform
authentication and key exchange. Since the two components are deployed in
diﬀerent administrative domains, the usage of digital certiﬁcates is probably
the best option. However, secrets might be stolen during deployment or operation, hence opening the door for a number of attacks (spooﬁng, eavesdropping,
modiﬁcation, etc.).
Storing credentials and secret material both in the volatile or persistent
storage represents a possible attack vector, since there are multiple vulnerable
points where this information could be snooped (e.g., image repository, storage
systems, VM migration). A possible solution is to rely on the TPM for storing
and managing private keys, so that they cannot be read by any external process. This issue should be further considered in the deﬁnition of the Identity
Management and Access Control component of the framework.
5.6.6. Unexpected system behavior
Automation is one major objective for the proposed framework. The simultaneous satisfaction of multiple inter-dependent policies provides coverage for a
far larger set of scenarios, but this brings the risk for inappropriate, wrong, or
harmful response for some scenarios.
Careful design of the Security Controller component is vital to guarantee
reliable operation of the SOCaaS platform. However, since automatic behavior
might not be always trusted, it is common practice to deﬁne multiple opera-
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tional modes (fully automated, supervised, manual). For critical services, the
supervised mode is the recommended choice, giving humans the possibility to
review and approve the decision taken by the machine. For non-critical services,
full automation will provide faster response and littler likelihood for propagation
of attacks.
5.6.7. Disclosure of internal information
Including security properties and capabilities in external APIs exposes useful
information to potential attackers. For instance, the description of internal
software narrows the set of possible vulnerabilities and threats for each digital
resource.
Access to these APIs should be restricted to certiﬁed SOCs. Similar to
what already envisioned for Resource Providers, SOCs should also be subject to
certiﬁcation processes that attest their role and credibility. The Identity Management and Access Control framework should take this aspect into account, by
applying access rules on the interface exposed by Local Security Sidecars that
only select trusted security operators.

6. Related work
The emergence of enterprise cloud environments and the related new services, applications and even heterogeneous devices they can support and interact with, poses a number of new issues in the design and operation of SOC
architectures. Tafazzoli and Garakani present an interesting use case of SOC
deployment in OpenStack [16]. Since the cloud service layers and multi-tenant
architectures are not well-suited to use traditional monitoring and incident response methodologies, they argue that installing SOC directly on the cloud
platforms can help detect ongoing incidents and attacks and reduce security
risks as information theft, denial of service, information destruction, etc. Under similar considerations, Alruwaili et al [17] propose a framework based on
the as-a-Service paradigm, namely the Security Operation Center as a Service
(SOCaaS), with the aim of collecting security events and logs from the cloud
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environment and use this information to provide security event management.
The proposed framework leverages a multi-layer security model that is based on
the correlation of events, along with advanced event analysis and according to
cloud customer SLAs, policies and regulatory requirements.
Miloslavskaya considers the management of Information Security (IS) implemented for the ﬁeld of the Internet of Things (IoT), arguing that it presents
unique risks that require devoted assessments [18]. In this respect, the author
provides a survey on the mission and main functions of existing SOCs and identiﬁes the key indicators of IS incidents in IoT infrastructures to highlight current
limitations.
Another aspect that has been often tackled in the design of SOCs regards
structuring the architecture into several hierarchies that have been proposed
with the goal of improving robustness, especially by removing single points of
failure. Niu et al [19] design a security operation center modeled on natural
world immunology. In more details, their SOC detects intrusions by analyzing
log information collected in network packets and dynamically generates so-called
immunity cell agents every time an access via network occurs. Every time an
agent detects an illegal intruder as non-self, it cooperates with other immunity
agents and removes all ﬁles and processes identiﬁed as intrusion.
Li et al [20] propose a hierarchical mobile agent security operation center
(HMSOC) to overcome the traditional SOC vulnerability in a ﬁxed location,
which can be mainly identiﬁed as single point of failure vulnerability. The
proposed SOC uses mobile agent groups to provide mobile agent characteristics,
such as autonomy, mobility, intelligence and adaptability, etc. By designing a
four-level distributed security management with a hierarchical architecture for
distributed event correlation, they aim at enhancing intelligence, coordinated
detection, and load reduction by the mobile agent technique, while improving
the false positive ID ratio and removing single points of failure.
More autonomicity in analysis and detection, again boosted by the increased
programmability of the underlying execution environment, is also required to
detect polymorphic attacks and to investigate new threats. Although very de37

tailed classiﬁcations and taxonomies of both attack and defense methodologies
have been already identiﬁed [21, 22], attacks continuously transform to circumvent detection rules in security appliances. Machine Learning (ML) methods
promise signiﬁcant advances in this ﬁeld, especially when combined with the
multilevel correlation analysis among the attributes of the correct and malicious data [23, 24].
The concepts of orchestrating security agents and introducing more programmability in the design of cyber-security tools was originally proposed by
the ASTRID project [5]. This project speciﬁcally addresses cloud and Network
Functions Virtualization services, deployed and managed by software orchestration tools. The ASTRID objective is the separation of concerns between
management and security processes, which allows externalization of the latter.
Following the same principle, we extended the scope to more general scenarios,
where digital resources are provided from heterogeneous computing models and
administrative domains, and combined according to service-oriented and service
mesh architectures.

7. Conclusion
The combination of digital resources from heterogeneous technological and
business domains into business value chains points out all the limitations of existing cyber-security paradigms, which are still largely based on the combination
of discrete cyber-security appliances. In this paper, we have explained the main
motivations behind the trend to externalize security processes, and why existing SIEM tools lack the ability to follow the dynamics of elastic service-oriented
architectures.
The implementation of SOCaaS requires more automation in connecting
cyber-security platforms with ICT infrastructures, taking into consideration the
presence of heterogeneous computing models, multiple administrative domains,
and multi-tenancy. In this respect, the main contribution of this paper is a
reference architecture which includes all functional elements that are necessary
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to address such requirements.
To demonstrate the feasibility of the proposed approach, our work has also
identiﬁed a set of architectural components, and mapped them to existing technologies and tools. We have also outlined a preliminary software architecture,
which selects complementary tools and identiﬁes missing components. The purpose is to foster complementary research activities in a common framework,
which serves as reference for comparison and prototyping. In this respect, the
reference architecture has been already adopted by on-going research projects,
which are implementing and integrating the whole framework in relevant use
cases, for the purpose of validation and demonstration.
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