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Abstract—As technologies for next-generation intelligent 

transport systems (C-ITS) emerge, automotive security and 

safety are becoming important issues. C-ITS is a system that 

exchanges or shares traffic information through mutual 

communication between road, driver, and pedestrian while 

driving a vehicle for complete autonomous driving. With the 

introduction of C-ITS, unexpected accidents can be prevented by 

transmitting/receiving individual location, speed information, 

and surrounding traffic conditions through wireless 

communication between vehicles. The main requirement of C-

ITS is that reliability is guaranteed, and driver privacy is 

protected. SCMS, which is applied in the US, is a message 

security solution for vehicle-to-vehicle communication developed 

through the US Department of Transportation (USDOT) and 

Crash Avoidance metrics partnership (CAMP). Vehicles 

registered through SCMS can authenticate and verify 

communication messages with valid certificates. SCMS is an 

important part for driver security and safety in the C-ITS 

environment, but if the vehicle does not operate in accordance 

with the SCMS standard, it is exposed to many threats as it 

cannot guarantee the reliability between the driver's personal 

information and the transmitted/received messages. Therefore, it 

is necessary to guarantee that vehicles operate SCMS correctly. 

We review the main functions of SCMS developed by CAMP and 

recent related research. In addition, we analyze 67 vehicle-related 

requirements among all the requirements specified in CAMP and 

presents an evaluation procedure to confirm 27 requirements. 

Keywords-Security, Cooperative driving, C-ITS, SCMS, 

Security Requirement 

I.  INTRODUCTION 

In the face of the 4th Industrial Revolution, domestic and 
international automobile and IT companies are investing 
heavily in the development of autonomous vehicles. Self-
driving cars detect surrounding conditions through sensors such 
as cameras, radars, and lidars installed on the vehicle instead of 
the driver and drive themselves. Therefore, it enables safe 
driving through better recognition ability than humans. 
However, due to bad weather such as blind spots, heavy rain, 
and heavy fog, where the range of the camera and sensor 
cannot reach, they may not always work properly as intended 
[1]. The accident of the Tesla Model S in May 2016 occurred 
because the vehicle's sensor did not recognize the white trailer. 
It tuned out that the accident was caused by the decrease in 
sensor’s recognition ability when facing strong sunlight. 

V2X communication-based C-ITS business [2][3] is in 

progress to overcome the limitations of vehicle sensor 

functions of autonomous vehicles [Fig 1]. Autonomous 

driving technology through information sharing between 

vehicles and vehicles and road infrastructure is called 

autonomous cooperative driving and can prevent up to 75% of 

all road collisions [4]. 

Security is one of the most important factors in this 

autonomous cooperative driving. If the reliability of the 

information exchanged in autonomous cooperative driving is 

not secured, any of the information exchanged cannot be 

trusted. V2X communication, which is a wireless 

communication, is easily exposed to attacks by its nature, and 

if information that has been maliciously manipulated by the 

attack is used for autonomous driving, fatal accidents can 

occur [5]. In addition, anonymity must be guaranteed to 

protect the driver's personal information [6]. Otherwise, it is 

possible to specify the location of the driver from the attacker, 

and personal information may be exposed. 

The US Department of Transportation and CAMP[7] 

developed a PKI-based SCMS[4][6] that provides V2X 

security and personal information protection. Domestic 

autonomous cooperative driving follows the US security 

system for V2X security communication [8]. Self-driving 

vehicles manufactured by manufacturer will follow the 

standards of SCMS, but small vulnerabilities caused by 

careless manufacturing can be attacked by attackers and lead 

to major accidents. Therefore, in detail, a systematic security 

evaluation of OBE concerning SCMS is required to support 

stable and proper autonomous driving in the C-ITS 

environment where SCMS security technology is introduced. 

To the best of our knowledge, however, there is a lack of 

research concerning analysis of the security of SCMS and 

OBE. 

In this research, we analyze the requirements of the OBE 

and presents a detailed evaluation procedure to determine 

whether a given OBE satisfies the requirements of each use 

case presented in the SCMS. 
In Chapter II, related studies and the basic concept and 

structure of SCMS defined in CAMP are explained. The OBE-
related requirements among all the requirements presented 

from SCMS are explained in Chapter Ⅲ. In Chapter Ⅳ, the 

evaluation procedures to verify those requirements are 
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presented. Finally, in Chapter V, we talk about conclusions and 
further research. 

II. RELATED RESEARCH 

A. SCMS 

SCMS is a security system for issuing and managing 

certificates for V2X secure communication. The design 

objectives of SCMS are as follows. 

 

⚫ Assuring the accuracy and reliability of the 

information exchanged 

⚫ Protecting the privacy of driver 

⚫ Supporting the identification of malfunctioning devices 

and identification of revoked devices through CRL 

distribution 

 

Certificates used for V2X secure communication are as 

follows. 

 

⚫ Enrollment Certificate: request certificates such as an 

Pseudonym or identification certificate 

⚫ Pseudonym Certificate: during cooperative driving, used 

for authentication of exchanged messages and reporting 

malfunctions that ensuring driver anonymity 

⚫ Identification certificate: used for V2I application 

authentication 
 

The main procedures for OBE to V2X secure communication 

are as follows. 

 

⚫ OBE Bootstrapping: issued the enrollment certificates 

from SCMS 

⚫ Pseudonym Certificate Provisioning: request and 

download an initial Pseudonym certificate from SCMS 

⚫ Misbehavior Reporting: while driving, Reports vehicles 

that behave abnormally to SCMS 

⚫ CRL download: check the validity of the certificates 

through the CRL distributed by SCMS 
 

III. OBE SECURITY REQUIREMENTS 

In this paper, we propose a method to verify whether OBE 

can perform normal V2X secure communication in connection 

with SCMS in C-ITS to which SCMS is applied. Specifically, 

we present an evaluation procedure that can be standardized or 

evaluated in the same way for every OBE regardless of vehicle 

manufacturer. 

In CAMP, the requirements that the SCMS components 

such as SCMS, RSE, OBE, etc., must have are categorized 

into a total of 11 use cases and presented. In this paper, we 

consider only 5 use cases related to OBE. 

There are a total of 237 requirements suggested in the 5 use 

cases related to OBE, and there are a total of 67 requirements 

excluding the redundant requirements. Among them, there are 

a total of 28 requirements, excluding requirements whose 

evaluation methods may vary depending on the manufacturer, 

or those that are difficult to present in detail yet [Table 1]. For 

example, in order to verify “When RA-to-EE authentication 

fails, OBE should record 'Error code: eeAuthenticationFailed'”, 

you need to check the location where the error code is stored. 

However, it is difficult to consistently verify every OBEs 

because the location for recording and storing error codes 

differs depending on the manufacturer. 
In this paper, a total of 29 requirements were derived to 

verify whether OBE complies with the requirements suggested 
by SCMS in the V2X communication environment. In addition, 
each of the derived requirements is classified based on the 5 
security factors (authentication, integrity, confidentiality, 
privacy, availability) defined in ETSI TR 102 893 V1.2.1[9]. 

A. Requirements for certification 

The requirements related authentication are to prevent 

OBEs from communicating with components of retired SCMS 

or with fake SCMSs created by attackers. This includes 

requirements that check whether OBE stores the certificate 

required for communication with the SCMS by the OBE, and 

whether the OBE requests authentication from each 

component of the SCMS when communicating with the SCMS. 

In addition, it includes requirements to verify that the OBE 

always maintains the latest LPF and LCCF for the correct 

authentication procedure when communicating with the SCMS. 

Fig. 1. C-ITS Configuration 
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OBEs which do not comply with the SCMS requirements 
cannot distinguish which is normal SCMS and do not receive 
proper information or receive incorrect information from an 
attacker. Therefore, OBE may not be able to operate normally, 
resulting in human damage such as traffic accidents [Table I]. 

B. Availability Requirements 

Availability requirements are requirements for OBE to 

communicate with SCMS normally and to reduce unnecessary 

resource consumption of SCMS due to OBE's certificate 

request. For communication with the SCMS, verify that the 

OBE complies with the procedures defined in the SCMS 

approved algorithm, etc. defined in the CAMP, and confirms 

that the OBE performs according to the prescribed procedure 

for retry when no response is received from the SCMS. And 

when the OBE communicates with the SCMS, it verifies that 

unnecessary additional requests are not made when the 

components of the SCMS are discarded. 

OBEs that do not comply with the requirements of the 

availability SCMS may increase the load on the SCMS due to 

unrestricted continuous requests, which may delay the service 

of other vehicles. In addition, if the SCMS does not use the 

approved algorithms and procedures, proper communication 

will not be possible and the correct service cannot be received 

[Table II]. 

C. Confidentiality Requirements 

Confidentiality-related requirements verify that TLS is 

supported for secure communication between SCMS and OBE. 
OBEs that do not comply with the confidentiality SCMS 

requirements may steal the information of certificates 
transmitted and received from attackers during V2X 
communication between OBE and SCMS. Through this, OBE 
may not receive the correct information necessary for 
autonomous cooperative driving from SCMS, resulting in 
personal injury, and personal information may be leaked as 
anonymity cannot be guaranteed [Table III]. 

D. Integrity Requirements 

Integrity requirements verify that the OBE authenticates its 

request with a enrollment certificate and authenticates with a 

signed time stamp when requesting the SCMS from the OBE 

to prevent the attacker from replaying the SCMS through the 

OBE. 
OBEs that do not comply with the SCMS requirements can 

steal and forge information of certificates transmitted and 
received from attackers. Therefore, having incorrect 
information may lead to loss of life such as an autonomous 
driving service or traffic accident [Table IV]. 

E. Privacy Requirements 

Privacy requirements check whether OBE complies with the 

procedure defined by CAMP to obtain Pseudonym certificates 

from SCMS. In addition, in order to have anonymity for OBE 

requests to each component of SCMS, which is not a V2X 

communication environment, OBE verifies that its own 

request is encrypted using RA's certificate. 

OBEs that do not comply with the privacy SCMS 

requirements have a threat that allows an attacker to steal 

personal information such as the location of the OBE. And if 

the OBE does not have anonymity for its request within the 

SCMS, when an arbitrary component is hacked, the attacker 

can infer the personal information of the OBE through the 

OBE information of the component [Table V] . 

 

TABLE I.  OBE REQUIREMENT FOR AUTHENTICATION 

Use Case Requirement 

CRL download 
Verify CRL repository authentication through 

SSL/TLS 

Pseudonym 

Certificates 

Provisioning 

Verify if RA requires authentication before 

communication 

Identification 

Certificate 

Provisioning 

Re-Enrollment 

Pseudonym 

Certificates 

Provisioning Verify OBE shall check for and download policy 

updates upon establishing communications with the 
RA 

Identification 
Certificate 

Provisioning 

Re-Enrollment 

Bootstrapping 
Verify OBE shall store the Policy Generator 

certificate 

Bootstrapping 
Verify OBE shall store the CRL Generator 

certificate. 

Pseudonym 

Certificates 
Provisioning 

Verification of checking for updated LCCF when 

communicating with RA 
Identification 

Certificate 

Provisioning 

Re-Enrollment 

Pseudonym 
Certificates 

Provisioning Verify OBE shall check for an updated Local 

Certificate Chain File (LCCF) upon establishing 
communications with the RA Identification 

Certificate 

Provisioning 

Bootstrapping Verify The enrollment key-pair generator (OBE, 

RSE, or DCM) shall check that the enrollment 
certificate correctly verifies, including building a 

chain back to the root CA. Re-Enrollment 

 

TABLE II.  OBE REQUIREMENT FOR AVAILABILITY 

Use Case Requirement 

CRL download 
Verify OBE issue a HTTP get to the CRL Store 

to obtain the latest CRL. 
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Pseudonym 

Certificates 

Provisioning 

Verify OBE only request the provision of a 

certificate in the following circumstances. 

 

Initial Pseudonym certificate set request 

Changes in certificate parameters 

Identification 
Certificate 

Provisioning 

Pseudonym 

Certificates 

Provisioning Verify OBE retry, if it does not receive a 

response from RA within a specified amount of 

time, currently set to be 10 sec from the time of 

request. 

Identification 
Certificate 

Provisioning 

Re-Enrollment 

Pseudonym 

Certificates 

Provisioning 

Verify OBE shall limit the number of retries to 

a maximum of 10 in a 60-minute period 
Identification 

Certificate 
Provisioning 

Re-Enrollment 

Pseudonym 

Certificates 
Provisioning Verify whether to set the timing of download 

attempts after using the saved .info file Identification 

Certificate 
Provisioning 

Pseudonym 
Certificates 

Provisioning Verification of not attempting to download a 

certificate request or other information file if a 

component in the trust chain of the OBE's 

enrollment certificate is revoked 

Identification 

Certificate 
Provisioning 

Re-Enrollment 

Pseudonym 

Certificates 

Provisioning When downloading a certificate, verify whether 

the .info file is downloaded Identification 
Certificate 

Provisioning 

Pseudonym 

Certificates 
Provisioning 

When attempting to download a certificate, 

verify whether the certificate is downloaded 

after the time given by the timestamp included 

in the .info file 
Identification 

Certificate 

Provisioning 

Pseudonym 

Certificates 
Provisioning Verify whether to resume downloading the 

CRL, certificate bundle, certificate file, or RA 

policy file in bytes if previous downloads failed 

Identification 

Certificate 

Provisioning 

CRL download 

Pseudonym 
Certificates 

Provisioning 

Verification of communication using TCP/IP Identification 

Certificate 

Provisioning 

CRL download 

Pseudonym 
Certificates 

Provisioning 

Verify whether HTTP POST is used when 

sending data to RA 

Identification 

Certificate 

Provisioning 

Bootstrapping Verify whether a verification key pair is 

generated using an approved algorithm in 

SCMS Re-Enrollment 

 

TABLE III.  OBE REQUIREMENT FOR CONFIDENTIALITY 

Use Case Requirement 

Pseudonym 
Certificates 

Provisioning 

Verify OBE support at least the following TLS cipher suites 

for all communications to SCMS components: 

 

 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 

(RFC5289) 

 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (RFC 

5289) 

 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 

(RFC 5289) 

 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 

(RFC 5289) 

 TLS_ECDHE_ECDSA_WITH_AES_128_CCM (RFC7251) 

 TLS_ECDHE_ECDSA_WITH_AES_256_CCM (RFC7251) 

Identification 

Certificate 
Provisioning 

CRL download 

Re-Enrollment 

Pseudonym 

Certificates 
Provisioning 

Verify OBE use the TLS Certificate Status Request extension 

(OCSP stapling) to verify RA revocation status. Identification 

Certificate 

Provisioning 

Re-Enrollment 

Pseudonym 
Certificates 

Provisioning Verify OBE use HTTPS (TLS) over TCP/IP to download files 

from the SCMS. Identification 

Certificate 
Provisioning 

CRL download 
Verify OE shall at minimum support TLS version 1.2 as defined 

in RFC5246 for all communications to SCMS components. 

 

TABLE IV.  OBE REQUIREMENT FOR INTEGRITY 

Use Case Requirement 

Pseudonym 

Certificates 

Provisioning 
Verification of authenticity of their request using enrollment 

certificate and signed timestamp 
Identification 

Certificate 

Provisioning 

Re-Enrollment 

Pseudonym 

Certificates 
Provisioning 

Verify whether the certificate request is signed with your own 

enrollment certificate 
Identification 

Certificate 

Provisioning 

Re-Enrollment 
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TABLE V.  OBE REQUIREMENT FOR PRIVACY 

Use Case Requirement 

Pseudonym 

Certificates 

Provisioning Verify OBE shall generate butterfly key seeds and expansion 

function Identification 

Certificate 
Provisioning 

Pseudonym 

Certificates 

Provisioning 

Verify OBE shall encrypt the request using the RA certificate Identification 
Certificate 

Provisioning 

Re-Enrollment 

 
 

IV. OBE SECURITY REQUIREMENTS EVALUATION PROCEDURE 

In this study, we would like to present a specific procedure 

to determine that the SCMS security requirements of OBE are 

satisfied in the V2X environment. 

In order to shorten the evaluation time, it is possible to meet 

various requirements with one test for five use cases related to 

OBE (bootstrapping, issuance of Pseudonym certificates, CRL 

download, issuance of identification certificates, and 

enrollment certificates) proposed by CAMP Constructed the 

evaluation procedure. 

Autonomous cooperative driving in Korea follows the U.S. 

V2X communication security system. SAE International and 

USDOT established message standards and communication 

device standards for V2X communication. 

The evaluation procedure presented in this paper describes 

the procedure according to the evaluation procedure form of 

SAE J2945/1-(TSS&TP)[10], the certification standard for the 

structure of V2V secure communication test and system 

requirements for the test. 

All procedures for verifying the requirements for each use 

case assume that the OBE has completed the CAMP 

Bootstrapping stage and the power is turned off. 

 

A. Bootstrapping 

Bootstrapping is a step to check whether OBE receives 

enrollment certificates normally and safely stores the 

certificates of SCMS components. 

If the procedures in [Table VI] and [Table VII] are passed, 

it is indirectly verified that the bootstrapping step has been 

properly performed. 

 

TABLE VI.  REQUIREMENTS VERIFICATION PROCESS IN BOOTSTRAPPING 1 

Test Sequence 

Step Type Description Verdict 

1 Check Request LCCF download  

2 Check Response received HTTP 304  

3 Check Request LPF download  

4 Verify Response received HTTP 304 P/F 

5 Check Send pseudonym certificate request  

6 Verify 
Response received 'requestHash' 

and 'certDLTime' 
P/F 

 

TABLE VII.  REQUIREMENTS VERIFICATION PROCESS IN BOOTSTRAPPING 2 

Test Sequence 

Step Type Description Verdict 

1 Verify Request CRL download P/F 

2 Check Response received CRL  

 

B. Issuance of Pseudonym certificate 

1) Normal Pseudonym certificate issuance evaluation 

procedure 

The normal Pseudonym certificate issuance evaluation 

procedure is to check whether OBE can obtain an Pseudonym 

certificate from SCMS under normal circumstances. It verifies 

that it performs a total of 3 steps. In the first step, OBE 

requests an initial Pseudonym certificate from SCMS, and in 

the second step, OBE downloads the initial Pseudonym 

certificate and .info file from SCMS. Finally, in the third step, 

the process of downloading the Top-off Pseudonym certificate 

through the .info file is verified [Table VIII]. 

 

TABLE VIII.  NORMAL PSEUDONYM CERTIFICATES PROVISIONING 

VERIFICATION PROCEDURE  

 

Test Sequence 

Step Type Description Verdict 

1 Verify Request LCCF download P/F 

2 Check Response received LCCF  

3 Verify Request LPF download P/F 

4 Check Response received LPF  

5 Verify Send pseudonym certificate request P/F 

6 Verify 
Response received 'requestHash' 

and 'certDLTime' 
P/F 

7 Verify Request LCCF download P/F 

8 Verify Response received HTTP 304 P/F 

9 Verify Request LPF download P/F 

10 Check Response received HTTP 304  

11 Verify 
Request pseudonym zip download 

with requestHash after cerDLTime 
P/F 

12 Verify 
Response received zipped 

pseudonym certificate batch 
P/F 

13 Check Request .info file  

14 Verify Response received .info file P/F 

15 Verify Request LCCF download P/F 

16 Check Response received HTTP 304  

17 Verify Request LPF download P/F 

18 Check Response received HTTP 304  

19 Verify 
Request pseudonym zip download 

with requestHash after cerDLTime 
P/F 
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20 Verify 
Response received zipped 

pseudonym certificate batch 
P/F 

21 Check Request .info file  

22 Verify Response received .info file P/F 

23 Verify 
Requests SCMS to provide a 

certificate only in Step 6 
P/F 

 

2) In exceptional circumstances, evaluation procedure for 

issuing Pseudonym certificates 

SCMS presents requirements for four exceptions to OBE in 

the Pseudonym certificate issuance stage. 

[Table IX] is an evaluation procedure to check whether 

OBE retries when it does not receive a response to an 

Pseudonym certificate issuance request from RA within 10 

seconds. As a prerequisite for evaluation, the SCMS does not 

respond to the OBE's request. 

[Table X] verifies whether OBE limits the number of retries 

to 10 or less for 60 minutes when retrying without receiving 

an Pseudonym certificate issuance request from RA. As a 

prerequisite, prevent the SCMS from responding to the OBE's 

request. 

[Table XI] is a procedure for verifying whether the OBE 

checks the revocation status of RA before communication 

connection with SCMS. As a prerequisite, after putting the 

SCMS's RA certificate into the CRL to make the RA revoked, 

the OBE has to update the CRL. 

[Table XII] is a procedure for checking whether OBE 

resumes downloading in byte units when an Pseudonym 

certificate or LPF download from SCMS fails. As a 

prerequisite, it is assumed that the OBE has successfully 

completed the initial Pseudonym certificate request to the 

SCMS. 
 

TABLE IX.  PSEUDONYM CERTIFICATE VERIFICATION PROCEDURE 

(EXCEPTIONS 1) 

Test Sequence 

Step Type Description Verdict 

1 Check Request LCCF download  

2 Verify 
Request ‘LCCF download' again 

within 10 seconds 
P/F 

 

TABLE X.  PSEUDONYM CERTIFICATE VERIFICATION PROCEDURE 

(EXCEPTIONS 2) 

Test Sequence 

Step Type Description Verdict 

1 Procedure 
Wait for X_RANDOM_DELAY 

seconds 
 

2 Check Request LCCF download  

3 Check 
Request 'LCCF download' again 

within 10 seconds 
 

4 Verify 
Verification that the number of 

retries is 10 or less in 60 minutes 
P/F 

 

TABLE XI.  PSEUDONYM CERTIFICATE VERIFICATION PROCEDURE 

(EXCEPTIONS 3) 

Test Sequence 

Step Type Description Verdict 

1 Verify Check the status of RA disposal P/F 

 

TABLE XII.  PSEUDONYM CERTIFICATE VERIFICATION PROCEDURE 

(EXCEPTIONS 4) 

Test Sequence 

Step Type Description Verdict 

1 Check Request LCCF download  

2 Check Request LPF download  

3 Check 

Request pseudonym zip download 

with requestHash after 

cerDLTime 

 

4 Check 
Response received zipped 

pseudonym certificate batch 
 

5 Procedure 
Abort during Zipped pseudonym 

certificate batch Download 
 

6 Verify 
Resuming download of 

Pseudonym certificates in bytes 
P/F 

 

C. CRL Download 

 

1) Normal CRL download evaluation procedure 

The normal CRL Download assessment procedure is to 

ensure that the OBE can request the SCMS for the CRL and 

download the CRL from the SCMS under normal 

circumstances [Table XIII]. 
 

TABLE XIII.  NORMAL CRL DOWNLOAD VERIFICATION PROCEDURE 

Test Sequence 

Step Type Description Verdict 

1 Verify Request CRL download P/F 

2 Check Response received CRL  

 

2) CRL download evaluation procedure in exceptional 

circumstances 

SCMS presents requirements for two exceptions to OBE in 

the CRL download phase. 

[Table XIV] is an evaluation procedure for verifying 

whether OBE authenticates CRL storage through SSL/TLS 

when receiving CRL from SCMS. By replacing the CRL 

repository of SCMS with a fake CRL repository as a 

prerequisite, it is verified that OBE certifies the CRL 

repository of SCMS. 

[Table XV] is a procedure for checking whether OBE 

resumes downloading in byte units when CRL download from 

SCMS fails. The SCMS verifies the requirements by 

temporarily stopping the transmission of the CRL to the OBE. 
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TABLE XIV.  CRL DOWNLOAD VERIFICATION PROCEDURE (EXCEPTIONS 1) 

Test Sequence 

Step Type Description Verdict 

1 Verify Request CRL download P/F 

2 Check Response received CRL  

 

TABLE XV.  CRL DOWNLOAD VERIFICATION PROCEDURE (EXCEPTIONS 2) 

Test Sequence 

Step Type Description Verdict 

1 Check Request CRL download  

2 Check Response received CRL  

3 Procedure Abort during CRL download  

4 Verify 
Resuming download of CRL in 

bytes 
P/F 

 

D. Issuance of identification certificate 

1) Evaluation procedure for issuing normal identification 

certificate  

The normal identification certificate issuance evaluation 

procedure is a procedure to check whether the OBE can obtain 

an identification certificate from the SCMS in general 

circumstances. OBE requests the SCMS for an initial 

identification certificate, and OBE verifies the process of 

downloading the initial identification certificate and .info file 

from the SCMS and downloading the Top-off identification 

certificate through the .info file [Table XVI]. 
 

TABLE XVI.  NORMAL IDENTIFICATION CERTIFICATES PROVISIONING 

VERIFICATION PROCEDURE 

Test Sequence 

Step Type Description Verdict 

1 Verify Request LCCF download P/F 

2 Check Response received LCCF  

3 Verify Request LPF download P/F 

4 Check Response received LPF  

5 Verify 
Send 'identification certificate 

request 
P/F 

6 Verify 
Response received 'requestHash' 

and 'certDLTime' 
P/F 

7 Verify Request LCCF download P/F 

8 Check Response received HTTP 304 P/F 

9 Verify Request LPF download P/F 

10 Check Response received HTTP 304  

11 Verify Request zip download P/F 

12 Verify 
Response received zipped 

identification certificate 
P/F 

13 Check Request .info file  

14 Verify Response received .info file P/F 

15 Verify Request LCCF download P/F 

16 Check Response received HTTP 304  

17 Verify Request LPF download P/F 

18 Check Response received HTTP 304  

19 Verify Request zip download P/F 

20 Check 
Response received zipped 

identification certificate 
 

21 Check Request .info file  

22 Verify Response received .info file P/F 

23 Verify 
Requests SCMS to provide a 

certificate only in Step 6 
P/F 

 

2) Evaluation procedure for issuing identification 

certificates in exceptional circumstances 

SCMS presents requirements for four exceptions to OBE at 

the stage of issuing identification certificates. 

[Table XVII] is an evaluation procedure to check whether 

the OBE retries when it does not receive a response to the 

request for issuing an identification certificate from the RA 

within 10 seconds. As a prerequisite for evaluation, the SCMS 

does not respond to the OBE's request. 

[Table XVIII] verifies whether the OBE limits the number 

of retries to 10 or less for 60 minutes when retrying without 

receiving a request for issuing an identification certificate 

from RA. As a prerequisite, prevent the SCMS from 

responding to the OBE's request. Make sure that the OBE 

limits the number of retries to 10 or less for 60 minutes after 

the first retry for the RA's non-response. 

[Table XIX] is a procedure for verifying whether the OBE 

checks the revocation status of RA before communication 

connection with SCMS. As a prerequisite, after putting the 

SCMS's RA certificate into the CRL to make the RA revoked, 

the OBE has to update the CRL. 

[Table XX] is a procedure for checking whether OBE 

resumes downloading the identification certificate in bytes 

when the OBE fails to download the identification certificate 

or LPF from the SCMS. As a prerequisite, it is assumed that 

the OBE has successfully completed the initial identification 

certificate request to the SCMS. 

 

TABLE XVII.  IDENTIFICATION CERTIFICATE VERIFICATION PROCEDURE 

(EXCEPTIONS 1) 

Test Sequence 

Step Type Description Verdict 

1 Check Request LCCF download  

2 Verify 
Request 'LCCF download' again 

within 10 seconds 
P/F 

 

TABLE XVIII.  IDENTIFICATION CERTIFICATE VERIFICATION PROCEDURE 

(EXCEPTIONS 2) 

Test Sequence 

Step Type Description Verdict 

1 Procedure 

Wait for 

X_RANDOM_DELAY 

seconds 

 

2 Check Request LCCF download  
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3 Check 
Request 'LCCF download' 

again within 10 seconds 
 

4 Verify 

Verification that the number 

of retries is 10 or less in 60 

minutes 

P/F 

TABLE XIX.  IDENTIFICATION CERTIFICATE VERIFICATION PROCEDURE 

(EXCEPTIONS 3) 

Test Sequence 

Step Type Description Verdict 

1 Verify 
Check the status of RA 

disposal 
P/F 

TABLE XX.  IDENTIFICATION CERTIFICATE VERIFICATION PROCEDURE 

(EXCEPTIONS 4) 

Test Sequence 

Step Type Description Verdict 

1 Check Request LCCF download  

2 Check Request LPF download  

3 Check Request zip download  

4 Check 
Response received zipped 

identification certificate 
 

5 Procedure 

Abort during zipped 

identification certificate 

download 

 

6 Verify 

Resuming download of 

identification certificates in 

bytes 

P/F 

 

E. Re Issuance of Enrollment Certificate 

1) Normal enrollment certificate reissuance evaluation 

procedure 

The normal enrollment certificate reissuance evaluation 

procedure is to check whether a enrollment certificate can be 

reissued when the enrollment certificate of OBE expires in 

general circumstances [Table XXI]. 

TABLE XXI.  NORMAL RE-ENROLLMENT VERIFICATION PROCEDURE 

Test Sequence 

Step Type Description Verdict 

1 Verify Request LCCF download P/F 

2 Check Response received HTTP 304  

3 Verify Request LPF download P/F 

4 Verify Response received HTTP 304 P/F 

5 Check Send Re-Enrollment Request  

6 Verify 
Response received requestHash and 

eCertDLTime 
P/F 

7 Verify Request LCCF download P/F 

8 Check Response received HTTP 304  

9 Verify Request LPF download P/F 

10 Verify Response received HTTP 304 P/F 

11 Check Request New Enrollment Certificate  

12 Verify 
Response received New Enrollment 

Certificate 
P/F 

 

2) Evaluation procedure for reissuance of enrollment 

certificate in exceptional circumstances 

SCMS presents requirements for four exceptions to OBE at 

the stage of issuing identification certificates. 

[Table XXII] is an evaluation procedure to check whether 

OBE retries when it does not receive a response to a request 

for reissuance of a enrollment certificate from RA within 10 

seconds. As a prerequisite for evaluation, the SCMS does not 

respond to the OBE's request. 

[Table XXIII] verifies whether OBE limits the number of 

retries to 10 or less for 60 minutes when retrying without 

receiving a request for reissuance of enrollment certificate 

from RA. As a prerequisite, prevent the SCMS from 

responding to the OBE's request. Make sure that the OBE 

limits the number of retries to 10 or less for 60 minutes after 

the first retry for the RA's non-response. 

[Table XXIV] is a procedure for verifying whether the OBE 

checks the revocation status of RA before communication 

connection with SCMS. As a prerequisite, after putting the 

SCMS's RA certificate into the CRL to make the RA revoked, 

the OBE has to update the CRL. 

TABLE XXII.  RE-ENROLLMENT VERIFICATION PROCEDURE 

(EXCEPTIONS 1) 

Test Sequence 

Step Type Description Verdict 

1 Check Request LCCF download  

2 Verify 
Request 'LCCF download' again 

within 10 seconds 
P/F 

 

TABLE XXIII.  RE-ENROLLMENT VERIFICATION PROCEDURE 

(EXCEPTIONS 2) 

Test Sequence 

Step Type Description Verdict 

1 Check Request LCCF download  

2 Check 
Request 'LCCF download' again 

within 10 seconds 
 

3 Verify 
Verification that the number of 

retries is 10 or less in 60 minutes 
P/F 

 

TABLE XXIV.  RE-ENROLLMENT VERIFICATION PROCEDURE 

(EXCEPTIONS 3) 

Test Sequence 

Step Type Description Verdict 

1 Verify Check the status of RA disposal P/F 

 

V. CONCLUSION 

In this paper, we present the requirements related to OBE 

proposed by CAMP and procedures for the security 
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communication in the V2X communication environment used 

for autonomous driving for the security evaluation of the 

autonomous driving vehicle for SCMS. 

For the 5 security elements defined by ETSI, 29 

requirements were classified, and for the security evaluation 

procedure, a procedure was proposed for each of the 5 use 

cases related to OBE presented by CAMP. In addition, the 

evaluation procedure for each use case is divided into a part 

that can be verified through a normal process for a 

requirement and a part that needs to be checked by setting an 

exception situation as a prerequisite. 

It is expected that the derived security requirements of 

autonomous vehicles and the procedures for evaluating them 

will be utilized to provide a basis for a standardized evaluation 

for safe and secure communication in the future autonomous 

driving environment. 

For future studies, additional studies on requirements that 

may have different evaluation methods depending on 

manufacturers, or requirements that have been excluded since 

it is difficult to present specific evaluation methods and 

empirical studies on evaluation procedures should be 

conducted. 
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