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ABSTRACT

A new secure communication technique is proposed using a
novel chaotic encryption method. A chaotic system with a
single adjustable parameter, which has a structure that is
similar to the Rikitake model, is used to construct the com-
munication link between the receiver and the transmitter.
The nonlinear function used for the encryption/decryption of
the message utilizes a single time series of the receiver sys-
tem along with a synchronization-based states observer and
an adaptive parameter identifier. A Lyapunov function is
used to design the parameter identifier that functions as an
embedded secret key. The proposed technique is demon-
strated to have improved security as the signal could be effi-
ciently retrieved only if the secret key is known, even when
both the receiver and the transmitter are in perfect synchro-
nization. In addition, the proposed technique is shown to be
easily implementable using both analog and digital hard-
ware while being capable of transmitting signals with vari-
able bandwidth.

1. INTRODUCTION

In the last two decades, and since the pioneer work of chaos
control [1], and chaos synchronization [2], chaos proved to
be of effective use for a wide variety of applications. Using
chaos for the purpose of secure communication was moti-
vated by the generation of cipher keys for the use of pseudo-
chaotic systems in cryptography [3]. For more than a dec-
ade, chaos-based secure communication systems have
evolved in plenty of forms using different techniques to
achieve synchronization between the transmitter and the
receiver [4] while encrypting the secret message. The survey
of the early work, presented in [5], proved that chaos can
indeed be effectively used for secure communication and
consequently was an inspiration for developing other meth-
ods and techniques in this field. Additive masking, chaos
shift keying, chaotic switching, and chaotic modulation are
among the most famous techniques in the field of secure
communication [6-10].

In the last decade, further research was carried out to im-
prove the security level of chaotic secure communication
systems via utilizing chaotic cryptosystems [11]. In these
systems nonlinear encryption methods are used to scramble
the secure message at the transmitter side, while using an
inverse operation at the receiver side that can effectively re-

cover the original message, provided that synchronization is
achieved. The degree of complexity of the encryption func-
tion and the insertion of ciphers (secret keys) led to having
more robust techniques with applications to both analog and
digital communication [12]. Recently new techniques, based
on impulsive synchronization, are introduced [13]. These
systems have the advantage of reducing the information re-
dundancy in the transmitted signal as only synchronization
impulses are sent to the driven system. Other methods for
enhancing security in chaos-based secure communication
system, that are currently reported in the literature, include
employing pseudorandom numbers generators for encoding
messages [14] and using high-dimension hyperchaotic sys-
tems having multiple positive Lyapunov exponents [15]. A
recent survey that categories secure communication tech-
niques into subsequent chronological generations is found in
[4].

In this paper, it is intended to address the deficiencies in cur-
rent secure communication systems, reported in [4,16], via
proposing an improved security mechanism in which the
encryption function, at the transmitter, depends on a novel
combination of the chaotic system states and an adjustable
secret key that has a random piecewise linear profile. The
rest of this paper is organized as follows. In Sec. I, analysis
of the proposed technique is introduced, where the design is
split into two parts; one for the synchronization mechanism,
and the other for implementing the secret key. Simulation
results are given in Sec. III, illustrating the effectiveness of
the proposed methodology, while highlighting the improve-
ments in the security level when using the secret key. Finally,
a discussion is given in Sec. IV to summarize the work done
and proposing future extensions to it.

2. THE PROPOSED TECHNIQUE

The basic idea of the proposed improved-security communi-
cation system is to rely on a novel nonlinear encryption
function that has an additional embedded secret key. This
secret key should not be kept constant in order to make it
harder for an intruder to break into the communication
channel. On the other hand, the receiver should be able to
track any changes in the secret key and to use it successfully
to decrypt the sent message. To achieve such goal, a chaotic
system with a special structure is proposed such that the
synchronization process is not affected by changing the se-
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cret key. Meanwhile a robust parameter update law is de-
signed to dynamically identify the secret key. A candidate
chaotic system that is capable of achieving the required ob-
jective is inspired from the famous Rikitake model that is
described by:

™, ==X, + X, X,
™0, =—0X; —X, + X,X;3 1

o, =1-xx,

where a is a constant parameter and 7 is a time scaling factor
that can be used to adjust the bandwidth of the system. Lin-
ear analysis of the chaotic system near equilibrium points
reveals that the system has the characteristic equation de-
picted in Eq. (2)

(/1+2)(ﬂ3 +m)=o )

where the equilibrium points are given by

Figure 1 - Chaotic behavior of the system for a = 1

Assuming that only the scalar time series for x; is accessible,
and that the range of a is chosen such that the system is al-
ways chaotic, the structure of the dynamic model, described
by Eq. (1), allows for decoupling the design of both the syn-
chronization algorithm and the parameter update law for a.
This is further explained in the next section.

2.1  Design of the state observer

Synchronization of both the chaotic transmitter and receiver
is considered to be a bottleneck in designing chaotic secure
communication systems as, by default, chaotic systems defy
synchronization [2,17] due to their inherent sensitivity to

initial conditions and, as a result, two trajectories emerging
from two different closely initial conditions separate expo-
nentially in the course of the time. Never the less, synchro-
nization for two identical, possibly chaotic, dynamical sys-
tems can be achieved such that the solution of one always
converges to the solution of the other independently of ini-
tial conditions using a drive-response mechanism, where
there is an interaction between one system and the other, but
not vice versa. This drive-response coupling can be used to
generate estimates of the states of the drive system when
both the systems to be synchronized have a similar structure,
i.e. identical synchronization. This kind of synchronization
can be achieved provided that all real parts of the Lyapunov
exponents of the response system, under the influence of the
driver, are negative. In this section, we develop a synchro-
nization-based approach to design a reduced-order state ob-
server. Assuming that only the time series for x; is used for
the coupling, the dynamics of the reduced order state ob-
server is given by:

A
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Introducing the following synchronization errors:
e, =X —x,i=13 S)
and using the following candidate Lyapunov function:
L, =057(e} +e7) (6)

the result given in Eq. (7) is obtained, which guarantees that
the observed states will asymptotically follow those of the
drive system.

LIS =(e6 +e¢;) = _612 <0 (7

The results outlined in Egs. (4-7) show that the unknown
parameter, o, has no effect on the state observer. Thus the
two-way coupling between the state observer and the pa-
rameter identifier is broken. This result will now be taken an
advantage of to design a simple parameter identification al-
gorithm for a.

2.2 Design of the parameter update law

When dealing with chaos, for both control and synchroniza-
tion applications, it is required to be able to identify un-
known/uncertain parameters of the chaotic system [9].This
is usually achieved via building parameters update laws for
which the degree of complexity depends crucially on many
factors; among them the structure and type of nonlinearity of
the system at hand, complete or partial availability of the
states for direct measurement, and the nature of the applica-
tion. Different techniques were reported in the literature that
rely, some way or another, on the use of local Lyapunov
functions to establish the stability and convergence of the
parameters identification system [18]. Introducing the fol-
lowing functions:
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where & is the estimate for the unknown parameter o and e,
is its corresponding estimation error, the following aug-
mented Lyapunov function is introduced to test for the stabil-
ity of the overall system comprising the original chaotic sys-
tem, the synchronization-based state observer, and the pa-
rameter identifier:

L=L,+05z(e; +ke’) )

where k is a constant used to adjust the convergence rate of
the parameter identifier. Differentiating Eq. (9) along the
solution of Egs. (4,8) yields:

L= —ef —e; +e,(kw, —%e,) +e,[(%; ~a)e, +xe,]  (10)
Although it is analytically difficult to prove negative defi-
niteness of Eq. (10), incorporating the result of Eq. (7) for
which e¢; — 0 and e; — 0 as t — oo, clearly shows that near
synchronization the last bracket of Eq. (10) vanishes. Thus
the choice of the parameter update law, given in Eq. (11),
completes the proof for asymptotic stability.

¢, =Relkt=d =3 (%, —x,)/kr (11)
The speed of convergence for ¢ can be adjusted via de-

creasing & such that fast convergence of the parameter identi-
fier is obtained once the synchronization errors diminish.

3. SIMULATION RESULTS

Using two communication channels, one for the encrypted
message and the other for the synchronizing signal, and fol-
lowing the methodology outlined in [19], the following
nonlinear encryption function is proposed:

E(X,a,s,t)=x{ +(a’ +x])s(t)

(12)

for which its counterpart decryption function is given by:

§(t) = D(X,4,s,0) = (E(X,at,8,0)— ) (@* + %) (13)
The strategy behind using the special structure of the secure
transmission system in Eqgs. (12,13) is to make it harder for
the intruder to decrypt the transmitted message via using a
nonlinear function of both the states and the parameters of
the chaotic system. By slowly modifying a at the transmit-
ter, an intruder that manages to synchronize its response
system with the transmitter will still be not able to extract
the message because of not knowing the exact value of a.
This is illustrated by the following example. Using 7 =1 s
in Eq. (1) and assuming that the message to be transmitted is
of the form:

s(t)= A, sin2rf't), f, << f, (14)

where 4; is the amplitude of the message to be securely
transmitted, f; is its frequency, and f; is the dominant fre-
quency component of the chaotic signal used for the encryp-
tion process. Using simulations, it was found that the range
0.5 < a < 1.5 resulted in an average of f; = 0.35 MHz with
negligible fluctuations and consequently this range was used
for performing the encryption. Figure 2 illustrates the con-
trast between the message and its encryption using 4, = 0.01
and f; = 50 KHz where it is obvious that the message is ef-
fectively scrambled.
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Figure 2 - The normalized-amplitudes of the message before and
after encryption

In addition, Fig. (3) shows the effectiveness in recovering
the transmitted message illustrating the correlation between
the identification error and the mismatch error between both
the transmitted and received messages.
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Figure 3 - The recovered signal vs. the original signal
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Figure 4 - Tracking of « (the cipher key)
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As the synchronization-based state observer is not affected
by the mismatch between a and & at the transmitter and the
receiver respectively, the receiver will lock on the correct
estimates of the states x; and x; regardless of the deliberate
frequent changes in a. This has the effect of simplifying the
design process as the there is only coupling between the
state observer and the parameter identifier, but not vice
versa. This result is illustrated in Fig. (5). In addition, the
communication error with and without using the parameter
update law is illustrated in Figs. (6,7) respectively, where
Fig. (6) reflects the negligible error in contrast to the result,
shown in Fig. (7), when assuming a nominal value of a = 1.
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Figure 5 — Synchronization errors of the observed signals
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Figure 6 - Communication error using the parameter update law
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Figure 7 - Communication error without the parameter update law

4. IMPLEMENTATION

The design of the transmitter, the receiver, and the parameter
update law can be implemented using both analog and digi-

tal hardware. Figure 8 demonstrate one possible implemen-
tation where the indicated switch is used to distinguish be-
tween the receiver (default position) where x; is used as the
drive signal, and the transmitter. The time scaling factor of
the circuit can be adjusted via adjusting the capacitors val-
ues, while manipulating the cipher key can be done via ad-
justing Rg. The AD633AD was used to implement the analog
multipliers while using R;, Rs, and R;, to adjust their gains.
As indicated in Fig. (9), other circuit elements could be used
as a cipher, e.g. keeping o constant and changing the voltage
source connected to R;; could be considered as an alterna-
tive to the proposed design which verifies its flexibility and
versatility. In addition, the complete system can be imple-
mented using SIMULINK, and then the real-time-workshop
toolbox is used to generate the corresponding digital signals
in MATLAB environment, which can be converted later to
their analog counterparts using a proper D/A converter.
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Figure 9 - Analog implementation of the parameter update law
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5. DISCUSSION AND CONCLUSION

A chaos-based secure communication system was intro-
duced. This system is designed to have an improved security
over those reported in the literature via the use of a novel
encryption function at the transmitter side. This function has
a special nonlinear form that depends on both the chaotic
transmitter states and a single parameter that serves as a se-
cret key (cipher). This secret key is allowed to changed in a
random piecewise linear fashion in order to accomplish two
tasks; first, to act as a cipher key that makes the scrambling
process of the transmitted message more robust, and second,
to continuously change the chaotic attractor of the transmit-
ter; thus making it harder for an intruder to break into the
communication channel.

The corner stone of the design was the use of a chaotic sys-
tem with a special structure that allows decoupling the syn-
chronization process from that of identifying the secret key. A
Rikitake-like model was chosen to exemplify the design
process; however other models satisfying the same character-
istics could have been used as well. The models reported in
[20] have rich varieties of structures and as a consequence
can serve as promising candidates for using some of their
parameters as cipher keys while performing the encryption
process. Another possible extension to the work done in this
paper is to try other parameter identification techniques while
performing the synchronization [21] to simplify the design
process while maintaining robustness. Another added advan-
tage of the proposed technique was its ability to cope with
transmitting different messages having different bandwidths
via adjusting a simple parameter that has the effect of con-
trolling the dominant frequency of the chosen chaotic attrac-
tor. Finally it should be emphasized that, like many other
chaotic oscillators, implementation using both analog and
digital hardware is feasible as demonstrated in this paper and
similar work, e.g. [22].
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