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Executive Summary
The work described in this deliverable (D3.3) was carried out in the framework of WP3 – Requirements,
architecture, hyper-connected smart city. The report presents the initial version of the document describing
the overall architecture of M-Sec (analysis, design and specification).
The output of WP3 is of high importance for the other WPs, but also for the project itself, since these reports
include the guidelines for developers to implement their components, associating, on the same time, the
user’s requirements and the scenarios with specific functionalities and building blocks. Therefore, from the
beginning of the project, WP3 decided to follow, at the level that this is possible, a well-established and
successful methodology for the design of concrete IoT Architectures, namely the IoT Architectural Reference
Model (ARM) from the IoT-A FP7 project.
Based upon the initial outcomes of the Requirements Collection (see D3.1) and the Use Cases description
and specification (D2.1 M-Sec use cases description), the first version of the M-Sec Functional View has been
consolidated and agreed upon (Section 6). The final version of the document will provide the complete
functional specification of the M-Sec system and will document in detail the features to be supported. This
specification will involve the functionalities that will be offered and the specification of the technical
features, mechanisms and modules that will be provided.
This document also provides an M-Sec Domain Model with a fragment of it applied to a specific scenario
(Section 3). Finally few additional views i.e. Physical-Entity and Context Views (Section 5) have been added to
the Functional and Information Views in order to cover all aspects of the M-Sec architecture.
Various constraints from the technological, scientific and market domain will be taken into consideration
during the WP lifetime resulting in an adjusted approach for the finalisation of the M-Sec architecture and
specification and to the various modifications that will be needed for its continuous adaptation to the user
needs as captured in the requirements analysis (T3.1) and the various specifications for the use cases and
pilots. Each module will be specified as a component-based system with clearly defined internal and external
interfaces.
All technical partners involved in this task collaborate and provide input regarding the expected architecture
to meet the objectives set out in the project, especially with regard to a novel Security layer in IoT contexts.
Every partner will focus on the individual models that they are going to be responsible for during the
implementation phase of WP4.
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1. Introduction
1.1 Scope of the document
The current document is the deliverable ‘Multi-layered Security technologies to ensure hyper-connected
smart cities with Blockchain, BigData, Cloud and IoT’. The report presents the initial version of the document
describing the overall architecture of M-Sec and its basic building blocks. To do that, a well-established and
successful methodology for the design of concrete IoT Architectures, namely the IoT Architectural Reference
Model (ARM) from the IoT-A FP7 project [11], has been used.
The main scope of the document is to enable the consortium to agree on a common vocabulary and
grounding, structure and methodology to rely on for specifying the M-Sec architecture. That way, all
partners adopt the same language and have for instance all components described in the same framework,
utilising the same viewpoints. This will help in identifying issues and reaching a common understanding.
This approach will ensure the continuous alignment with technical and stakeholders’ requirements,
conformance with state-of-the-art technologies and the proper definition of the full appropriate
functionality of M-Sec. It will also ensure interoperability between different systems that have to be
integrated, allow for openness of the interfaces and data formats and exchange approaches, and ensure a
high level of Security and privacy so that the system is trustworthy by the stakeholders and users.

1.2 Relation to other WPs and Tasks
This deliverable receives input directly from Tasks 2.1 (M-Sec use cases description) and 2.2 (M-Sec Pilots:
definition, setup and citizens involvement). While Task 2.1 is in charge of identifying use cases reflecting real
smart city needs, Task 2.2 provides a detailed specification of the M-Sec pilots and how the said use cases
will be actually implemented. Input is also received from Task 3.1 (System level and User level Requirements
analysis) which focuses on the requirements analysis from potential end-users of the M-Sec platform,
including both corporate users and citizens.
On the other hand, the results of this deliverable will be used within WP4 which will be focusing on the
development and adoption/adaptation of tools upon which the implementation of the M-Sec IoT Security
layer, cloud/data Security layer, application level Security layer and blockchain framework will be based on.
Naturally, the same results will be used in order to achieve end-to-end Security by Task 2.3 (Overall
Integration) which is focused on the integration of components and modules developed and deployed in
WP4 and will generate an integrated system.
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2. Overall methodology followed
2.1 Choosing an Architectural Reference Model
Identifying and structuring an architecture or model is a long, tedious process with much negotiation to
abstract from specific needs and technologies. Such a reference can serve as an overall, generic guideline;
not all domain applications will require each detail for real-life implementation.
Nevertheless, the general requirements of the required system are easy to grasp (while the specific ones
have already been presented in D3.1 [1]): Connectivity and communications are important. Device
management must provide solutions once a device is added or a device configuration changes and must be
propagated to other devices. Data collection, analysis, and actuation are relevant for extracting information
and knowledge for offering services. Scalability is important to handle increased processing volumes for
different installation sizes. Security features are necessary to provide trust and privacy and are required for
all aspects of the IoT.
An IoT reference architecture handles those requirements and forms a superset of functionalities,
information structures and mechanisms. Additional consideration of entities and their interaction leads to a
reference model. Such a model integrates aspects of the related entities such as human users, device
implementations, and server structures and provides a more complete view of, or templates for, the overall
setup and its domain implementation. Both the architecture and model help describe and map technologies
to business cases.
As such, the first step towards defining the M-Sec Architecture is choosing and agreeing on a common
Architectural Reference Model (ARM). The scope of using an already available ARM is twofold:




Internal use: By following the guidelines that an already available ARM offers, the procedure of defining
the M-Sec architecture becomes easier and more standardised, while ensuring that no steps related to
such a process will be missed.
External use: By adopting (and adapting) an ARM that is already widely used in various other projects
and initiatives within M-Sec’s domain, the future adaptation and exploitation of M-Sec’s solutions by
other external entities also become easier.

Several studies that present and compare widely used Architectural Reference Models have been taken
under consideration [2], [3], [4]. Some of the major architectures that were studied and considered for
adaptation are (indicatively) those of IIRA [5], WSO2 [6], and IoT-A [7].
As a primary decision of the project, it was decided that the IoT (ARM) proposed by the IoT-A project will be
used for deriving the Architecture of M-Sec. The focus of IoT-A ARM is perfectly aligned with that of M-Sec
(unlike e.g. the IIRA ARM which is focused on Industrial IoT applications) and incorporates multiple views.
Also, the IoT-A ARM has been described in detail and, since its launch in 2012, it has been extended and
synchronized with the IoT community. Finally, it should be noted that some of the members of the
consortium have experience with using this specific ARM for other IoT-related projects.
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The remaining of this Section presents the basic concepts of IoT ARM (and methodology) and shows how this
methodology is applied to M-Sec. The structure of the document is based on this very methodology.

2.2 The IoT-A Methodology
The IoT ARM consists of three interconnected parts which are the Reference Model (RM), Reference
Architecture (RA) and Guidance. The IoT ARM also follows the best practices in software engineering as
introduced by Rozanski & Woods [8] when designing the RA. The constituents of those three parts are
detailed below:






The IoT Reference Model consists of a set of Models:
o Domain Model;
o Information Model;
o Functional Model;
o Communication Model;
o Security/Trust/Privacy Model.
The IoT Reference Architecture consists of Views, View-Points and Perspectives as introduced in [6]:
o Functional View;
o Information View;
o Deployment & Operation View;
o Security Perspective;
o Interoperability Perspective;
o Resilience Perspective, etc.
Guidance is a set of best practices that define the overall process that should be used when deriving a
concrete IoT architecture out of the IoT ARM. In particular, the Guidance part proposes a large set of
tactics and design choices that can be associated to the perspectives, i.e. to qualities of the system the
designer wants to meet. It also provides a complete process for handling the Requirement collection
process.

More precisely the RM provides a set of models that are used to define certain aspects of the architectural
views. One of the most important models is the IoT Domain Model (DM) [9]. It defines a taxonomy of IoT
concepts (e.g. Physical, Virtual and Augmented Entities, Devices, Resources and Services) and a set of
relationships between those concepts, in other words, it defines the IoT domain in general. A customisation
of this generic model (under a specific IoT application/scenario) allows generating a common understanding
of that domain (like identifying the entities of interest for that application, identifying the resources, e.g.
sensors, actuators, etc.). This customised version has been actually generated. The M-Sec Domain Model is
presented in Section 3.
The RM also provides, in addition to the Domain Model:


an Information Model: A meta-model used to describe information as handled within the system. This
model is not expected to be updated. However, we will provide instantiated (and therefore compliant)
Information Model for each one of the M-Sec Use cases in the next release of the Architecture
document;
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a Communication Model: The IoT Communication Model aims at defining the main communication
paradigms for connecting elements, as defined in the IoT Domain Model. It provides a reference set of
communication rules to build interoperable stacks, together with insights about the main interactions
among the elements of the IoT Domain Model;
a Functional Model used as the foundation of the Functional View. This model shows the Functional
Groups as proposed in the IoT-A ARM. The Functional Decomposition process, based on this Functional
Model and the identified set of requirements (as found in D3.1) leads to the M-Sec Functional View
(which can be found along with all component descriptions in Section 6);
a Security, Trust and Privacy Model that defines rules and ways to mitigate them (e.g. anonymisation
for privacy) for the three domains of Security, Trust and Privacy.

All those models can be used and shared between various teams of people dealing with different aspects of
the architecture.
Based on the RM models, the RA consists of a set of Views (used to represent certain structural aspects of
the system) and Perspectives (focusing on the quality of the system that spans different views, e.g. Security,
Resilience, etc.).
The “generic” IoT Functional View proposed by IoT-A (Figure 2—1) is very important as it proposes a layered
model of Functional Groups (FG), which maps to most of the concepts introduced in the IoT Domain Model,
together with a set of essential Functional Components (FC) (and associated interfaces) that an IoT system
should provide (those are part of the “generic” Functional View as proposed by IoT-A). This list of “initial” FC
is the result of the requirement analysis based on the IoT-A Unified requirements (abbreviated UNIs) and
this Functional View is the IoT-A Functional View. Of course, the M-Sec project has its own requirements
collection process and therefore came up with its own requirements [1] - some of them being totally new,
some being existing UNIs from IoT-A.
The Functional Decomposition we obtain when doing the requirements mapping to the Functional Model
generates an M-Sec Functional View (see Section 6) which is close to the IoT-A one. However, functional
components specific to M-Sec requirements have been identified and added within the relevant Functional
Groups.
It is worth mentioning that the IoT Functional View proposed by IoT-A is not exhaustively developed and
focuses on essential building blocks that should be considered for any IoT architecture development.
The Information View, based on the Information Model, complements the Functional View and provides a
more detailed view about how information is to be handled in the system (including details about the
components where the information is handled) and how it flows within the system. The perspectives are
mainly derived from non-functional requirements and consist of activities and related tactics.
Last, but not least, the IoT ARM also provides a comprehensive Guidance Chapter. It defines the process that
based on the RA and RM will lead to the generation of the concrete IoT architectures. In particular, it defines
the requirements process and introduces additional views (i.e. Physical View and Context View) that are not
part of the IoT ARM as they are too application-dependent. It also explains how and in which order the set of
architectural views (which constitute a concrete architecture according to Rozanski & Woods [8]) should be
generated. It finally gives a large (but not exhaustive) list of design choices that can be used as
recommendations to achieve certain system qualities.
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Figure 2—1: IoT ARM “native” Functional View (from IoT-A).

2.3 Applying the IoT ARM to M-Sec
The process followed to create a concrete architecture is as follows:
Firstly, we defined the M-Sec Domain Model and Information Model, based on the corresponding models
introduced in the ARM. A first version was discussed and made available at an early phase of the project and
helped to set-up a common grounding as far as getting a shared and agreed terminology is concerned. A
complete version of the Domain Model and the Information Model has been elaborated for this deliverable
iteration in Sections 3 and 4.
Then we defined the Physical-Entity (PE) and Context views of the system (Section 5). It is worth noting that
the Physical-Entity View and Context View are not exhaustive in the sense they capture specifics of the usecases coming.
Finally, based on the input provided by the requirements and assets collection, analysis and mapping in D3.1,
a list of Functional Components is presented and placed within the diagram of the Functional Model,
resulting in the Figures of Section 6.3 also provides a summarised list of Functional Components in addition
to a more complete description that also gives high-level interface definitions.
It should be noted that the enrichment and construction of the M-Sec architecture is a continuous process
and, as such, this deliverable is a living document, used as a guideline by the technical partners that are
focused on the development and deployment of the M-Sec modules. Future versions will include a richer
Information View (inter-component interactions, ontology descriptions and information about data storage
as handled in M-Sec) as well as more Views, such as a Deployment View.
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3. Domain Model
3.1 Introduction
In M-Sec we follow the IoT Architectural Reference Architecture, originally introduced by IoT-A, as a tool
(made of Models, Views, Perspectives and Guidance) from which to derive concrete architectures. One of
the most important models proposed by the ARM is the IoT Domain Model. It can be considered to some
extent as a formal definition of what the IoT domain is made of, in terms of IoT concepts and relationships
between those concepts. In the following subsection we therefore introduce all concepts and terms
considered in the M-Sec project and we put them in perspective with those referenced within the IoT
Domain Model. As a result of this exercise, we get an M-Sec Domain Model that eventually fits into the
framework introduced by IoT-A.

3.2 Definition of Terms and Relations
Physical Entities (PEs): Physical Entities are the objects from the Real-World that are virtualised in the cyberspace using Virtual Entities. In M-Sec, the PEs are smart objects in the sense that they have perceptions
(provided by the attached Sensors), react to changes in their environment, take decisions and enjoy a certain
level of autonomy and can be acted on using attached actuators. Of course, all these features are embodied
within the concept of Virtual Entities.
Virtual Entities (VEs): VEs are at the heart of an IoT system. They are a representation of physical objects in
the Cyber-World. Properties of the VEs can be populated/instrumented using tags, sensors (including tag
readers, positioning sensors, temperature sensors, etc.) and actuators which are devices. Devices and hosted
IoT resources are therefore used for bridging the gap between the Cyber and the Physical world; Sensors do
report information about the physical entity while actuators are used to modify the state or properties of
the Physical Entity. VEs are therefore the digital extension of the Physical-Entities that are used to manage,
monitor, and control their physical counterparts (PEs). VEs get perception through accessing sensors
readings via IoT Services (Resource-centric IoT Service) and can impact their environment or undertake
physical actions using actuators (triggered via other IoT Services). Finally VEs may interact with other VEs for
various purposes like collaboration, giving access to VEs properties/attributes, giving access to raw data (via
access to r-Centric IoT Service), offering actuation services, etc.
Group Virtual Entity (GVEs): M-Sec makes a distinction between individual VEs (representing single objects)
and Groups of VEs (GVEs) that aggregate/encompass a potentially large number of VEs. The IoT Domain
Model does not make such difference as it allows VEs to be aggregations of various VEs. Like VEs, GVEs have
their own properties (mainly based on properties of embedded individual VEs) and have their own objectives
(often management and optimisation functions). Finally, a Group of VEs can embed other Group of VEs, if
necessary.
Augmented Entity (AE): Although not directly used in M-Sec, it is worth mentioning that the IoT-A Domain
Model introduces the concept of Augmented Entity (AE). The AE is the composition of a VE and the
corresponding PE and highlights the fact that the two entities are linked with each other and make a whole
13

entity. Augmented Entities are the “things” in the term Internet of “Things” as an AE represents both the
physical and digital aspect of the thing.
Virtual Entities are Digital Artefacts: Active Digital Artefacts are running software applications, agents and
Services that may access other Services or Resources. Passive Digital Artefacts are passive software elements
such as database entries that can be digital representations of a physical entity.
IoT Devices: In M-Sec, IoT Devices are the hardware supporting the sensing and actuation functions. Microcontrollers, batteries, ROM memory, etc. are just Devices (without the IoT prefix).
IoT Resources: The software embedded in IoT Devices that provides the raw readings (for sensors) and
actuations. In that sense, IoT Resources are not accessed directly; instead the IoT Resources are accessed
(exposed) through the corresponding IoT Services. An IoT Service could for instance expose with a
standardised interface the raw reading provided via the IoT Resource enriched with meta-data.
IoT Services: IoT Services are associated with Service descriptions that can be used to discover particular
Sensing/Actuation capabilities. We can consider different kinds of IoT services depending on their level of
abstraction:





Resource-centric IoT services (r-IoT Service) are exposing the IoT Resources using standardised interfaces
and possibly adding meta-data to the raw readings available at the resource level. They all connect to a
sole resource (sensor or actuator).
VE-centric IoT Services (ve-IoT Service) are associated to the VEs and are used for accessing VEs
attributes/status or to access VE-level services, not directly connected to VEs attribute or situation.
Integrated IoT Service (i-IoT Service) are combinations of the two above when combining different
readings from different sensors (e.g. “Secured” room can depend on lock/unlock status, presence
indicators and light status).

VE properties: All of the above mentioned service types are wrapped under the VE property concept. This
provides a unified way of describing, retrieving and accessing these services. VE properties allow a richer and
uniform semantic description despite the differences between these services. This is guaranteed by the
mandatory attributes required to be filled in during the services’ endpoints description.
Services: Services (without IoT prefix) are associated to VEs and GVEs but do not relate to specific Resources.
Services are not part of the IoT Domain Model but could be added to the global picture for the sake of
clarity.
M-Sec User: A user of the M-Sec platform will mainly interact through IoT Services and Services. A user can
be a human person or a Digital Artefact (VE, Application, and Service). It is worth noting that the services
offered by the platform itself are not represented in the Domain Model as they are not constrained to the
IoT Domain, but are general enablers.
Sensors provide data or information about the Physical Entity they monitor.
Tags are used to identify Physical Entities to which the Tags are usually physically attached. The primary
purpose of Tags is to facilitate and increase the accuracy of the identification process. This process can be
optical, as in the case of QR codes, or RF-based, as in the case of RFID.
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Actuators can modify the physical state of a Physical Entity, like in the case of changing the state (rotate, stir,
inflate, switch on/off, …) of simple Physical Entities or activating/deactivating functionalities of more
complex entities.

3.3 The M-Sec Domain Model
The following Figure 3—1 shows a first version of the M-Sec Domain Model. It adds Digital Artefacts and
Applications to the VEs (individual VEs and Group VEs), IoT Resources, Services (IoT Services and “classic”
Services and Devices) and shows details about how those key concepts relate to each other.

Figure 3—1: UML Classes diagram of the M-Sec Domain Model.
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4. Information Model
The second model introduced by the IoT ARM, as part of the Reference Model, is the Information Model. In
this section we describe and explain the IoT Information Model in general; this allows to understand later on
how the M-Sec Information View complies to it, as far as the different choices we make in terms of encoding
are concerned. The Information Model focuses on the description of the structure of Virtual Entities as a
representation in the cyber-space of Physical Entities. The representation of the information (either it is
encoded in XML, RDF, binary or any other format) is kept away from the Information Model and left to the
architect’s choice or to the scope of some Design Choices when dealing with Perspectives.
The central part of the Information Model consists of the structure of the VE which is modelled using a set of
attributes and which are associated (via the association relationship) to a Service Description. These
associations make the link between an attribute and a corresponding get<attribute> function (r-IoT Service)
for instance (in this case a readable attribute; set<attribute> for an attribute relating to actuation
respectively). The Attribute is the aggregation of one to many Value containers. Each of those containers
contains one single value and one to many meta data (e.g. time stamp, location, accuracy, etc.). The VEs are
described through Services Description where each Service would be characterised e.g. by its interface or
any useful information that a lookup service can exploit. As IoT Services are exposing Resources which are
themselves hosted by Devices, the Information Model authorises Service Description to contain 0 to many
Resource Description(s) and Resource Description to contain 0 to many Device Description(s). The structure
of Descriptions is not constrained by the Information Model and therefore is left to the architect’s own
choice. The IoT Information Model is shown in Figure 4—1 below.

Figure 4—1: IoT Information Model as defined in the IoT ARM.
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5. Physical Entity & Context Views
5.1 Introduction to IoT Physical-Entity and IoT Context View
The ARM methodology introduced by IoT-A covers a number of Models, Views and Perspectives and gives
details on how to build and use those. However, there are two views, namely the IoT Physical-Entity View
and the IoT Context View, which are very important (considering the whole architecting process). Those
views relate very much to the intrinsic characteristic of the specific IoT case being designed and
consequently it is very difficult to extract a generic way of handling them, via a generic Physical Entity Model
for instance (for the PE View).
As such, in this section we briefly describe the process needed to derive the Physical-Entity and Context
Views. The Use Case 1 “Reliable IoT devices with multi-layered security for a smart city” [10] is used as an
example.

Physical-Entity View
The IoT PE View relates to the Physical Entities (sometimes also called Entities of Interest) which are in the
scope of the IoT system under design, and which will be virtualised in the form of Virtual Entities (as shown
and explained in the Domain Model). This view describes the properties of the PEs (and how they are
captured in the VEs) and depicts which devices are used and what are their relationships to the PE (and
associated properties). It also explains where those devices are situated compared to the PE (touching, fixed,
in proximity, etc.). The PE also describes the nature of the information captured by devices.

IoT Context View
According to the ARM, the IoT Context View consists of two different parts: the IoT Domain Model and the
Context View as introduced by Rozanski & Woods in [8] (not prefixed with IoT then). The Context View
describes “the relationships, dependencies and interactions between the system and its environment (the
people, systems, external entities, with which it interacts)” either by using plain text or UML-like notations.
Applied to one of the M-Sec use-cases, e.g. Use Case 1, the context view will have to identify in the details all
actors involved and all external components (e.g. all VEs) with which the M-Sec platform is interacting. It will
also describe the nature of their interactions. Such concerns may cover the following aspects:








System scope and responsibilities;
External entities and services and data used;
Nature and characteristics of external entities;
Identity and responsibilities of external interfaces;
Nature and characteristics of external interfaces;
Other external interdependencies;
Impact of the system on its environment.
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5.2 Context and Physical-Entity Views for Pilot 1.1
Description of Pilot 1.1
Although Pilot 1.1 has been presented in detail in [10], a brief description of the use case in this section is
required in order to present more clearly the several entities that have to be taken under consideration from
an architectural point of view.
This pilot will be carried out in one of the parks of the city of Santander, the park of Las Llamas. Within this
park, there are specific routes that the visitors can follow. Along these routes, a series of IoT sensing devices
in selected locations will be deployed. These sensing devices will include temperature sensors, humidity
sensors, noise sensors and luminance sensors. The readings from these sensors will be forwarded to a
secure data delivery platform. Thus, a series of stops will be created in each route where the users will be
able to acquire visualised environmental information as well as other relevant data about the scenery of the
specific stop (such as flora, fauna, or iconic places information). This information will be available to the
citizens through an environment monitoring and route guiding application. The users will be able to access
this information by scanning with their mobile device QR codes stuck close to the place where every IoT
device is located to.
The technological developments will focus on the creation of novel IoT devices through the integration of
different sensors and will incorporate in parallel novel security layers, both from the hardware and the
software standpoint, ensuring high levels of reliability and trustworthiness. This pilot could also be linked to
the M-Sec marketplace, based on the blockchain, and store IoT data produced by the sensors developed.

Physical-Entity View for Pilot 1.1
Based on the above description and following the Domain Model introduced in Section 3, we now describe
briefly the main entities related to this specific pilot.
M-Sec-user:


ParkVisitor: The visitors of the park can use their mobile devices to scan the QR-codes close to the smart
devices and get information about the route stops and the route per se through an application.

Physical Entities (PEs):




RouteStop-PE: These stops are scattered among the park and can be shared by more than one Route;
lots of information can be available for them like position, environmental data, etc.
Route-PE: A route consists of a set of stops sharing an itinerary; accessing a Route allows to access
routes and individual spots positions and status.
ParkVisitor-PE: This physical entity corresponds to the smart device (smart phone, tablet, etc.) that a
Park Visitor will use to get access to the Routes’ or Routes-Stops information through ParkVisitorAPP.

Virtual Entities:



RouteStop-VE: It represents a RouteStop-PE.
Route-VE: It represents a Route-PE. It is actually a Group VE, since it consists of an
aggregation/composition of several RoutStop-VEs. It should be noted that the information related to this
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entity is greater than just the sum of the corresponding RouteStop-VEs, since this GVE will include other
Properties too, such as RouteLength.
ParkVisitor-VE: It represents a ParkVisitor-PE.

Devices:



StopDevice: The deployed IoT sensing devices deployed along the Routes.
SmartPhone: The smart mobile devices used by the park visitors to scan the StopDevice QR codes and
get access to their data/information.

Applications:


ParkVisitorAPP: The application running on the smart device to get the Route/RouteStops
data/information.

Figure 5—1 shows a fragment of the M-Sec IoT Instantiated Domain Model applied to this scenario.

Figure 5—1: M-Sec instantiated IoT Domain Model for Pilot 1.1.
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6. Functional View
6.1 Introduction
In this section we provide a Functional Decomposition of the M-Sec architecture according to the generic
Functional View (FV) provided by the IoT-A ARM. The Functional View consists of Functional Groups (FG) (at
the coarse-grain level) and Functional Components (FC) within every FG. According to [7] the IoT-A ARM
proposes the following list of FGs:












IoT Process Management FG: The purpose of the FG is to allow the integration of process management
systems with the IoT platform;
Service Organisation FG: This FG is responsible for composing and orchestrating services, acting as a
communication hub between other FGs. It contains the Service Choreography Functional Component
which “offers a broker that handles Publish/Subscribe communication between services”;
Virtual Entity FG: This FG relates to VEs, containing functions such as discovering VEs and their
associations with Resource-centric IoT-services. Through this FG can be accessed also the VE-centric IoT
Service like for instance the ones related to experience sharing.
IoT Service FG: The IoT Service FG contains functions relating to r-IoT Services. Those services expose the
resources like sensors and actuator and provide a mean for reading sensor value or actuating. It also
contains storage capabilities functionality. More specifically the ARM states that “A particular type of IoT
Service can be the Resource history storage that provides storage capabilities for the measurements
generated by resources”;
Communication FG: The Communication FG is used to abstract the communication mechanisms used by
the Devices. Communication technologies used between Applications and other FGs is out of scope for
this FG as these are considered to be typical Internet technologies;
Security FG: The Security FG “is responsible for ensuring the Security and privacy of IoT-A-compliant
systems”;
Management FG: The Management FG contains components dealing with Configuration, Faults,
Reporting, Membership and State. It should be mentioned here that this FG works in tight cooperation
with the Security FG.

The relations between these FGs and some indicative FCs are presented in Figure 2—1.

6.2 Components Description
In this section we provide a high level Functional Decomposition of the M-Sec’s current capabilities as a set
of functional components implemented within the “generic” IoT-A Functional Groups introduced just above.
This decomposition takes place with the brief presentation of the M-Sec assets that have been recognized in
[1]:


Asset 1 - Security Analysis Tools: A Security Analysis Tool contributing to the Assessment of Business
Processes by Checking Transaction Documents for Inconsistency Risks.
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Asset 2 - Development Method for a Secure Service: An application to design software systems with
verification of security patterns using model testing. Once developers specify threats and vulnerabilities
in the target system, the method can verify whether the security patterns are properly applied and
assess if the vulnerabilities are resolved.
Asset 3 - TSmarT platform & TST IoT devices: Custom IoT sensing devices and a modular wireless
communications platform designed to facilitate the development and implementation of IoT monitoring
and remote control applications.
Asset 4 - Santander Pace of the City: An app designed to report events within Santander city, including
social, cultural or recreational events, as well as any incidences in the city such as malfunctioning of
municipal services, reporting of damaged urban fixtures or traffic incidents.
Asset 5 - Mobile Wallet: Mobile Wallet enables users to manage directly their transactions and get
access to the content. The concept of Smart Contract has been used and the app is ready to use either
Ethereum ether or an ad-hoc currency.
Asset 6 - Connected Assistance: A networked care platform for patients and their caregivers
(professional and informal) facilitating remote health monitoring and management to enhance
independent living and a better quality of care at home.
Asset 7 - Balena.io (FKA resin.io): A mechanism used to update all of the code in external devices at the
same time.
Asset 8 - Node-RED: A flow editor that compiles directly in Raspberry Pi and is able to cross-compile in
Arduino. It generates node.js code.
Asset 9 - KEIO Mobile Sensing Platform: The mobile sensing platform is capable of sensing acceleration,
angular velocity, humidity, temperature, atmospheric pressure, PM2.5, UV-A, location and more. It
consists of about 70 garbage collection trucks in Fujisawa, on each of which a sensor box is mounted.
Asset 10 - KEIO SOX: Sensor over XMPP (SOX) is a distributed platform that enables scalable collection
and dissemination of real world data with standardised metadata using a publish/subscribe method.
Asset 11 - Fujisawa MinaRepo: A participatory sensing platform that leverages human sense to acquire
information from the real world. Currently, it is operated in Fujisawa city. The data include images, the
location, and the metadata of city problems like illegal garbage, graffiti, potholes, etc.
Asset 12 - YNU Honeypot (IoTPOT): A computer system that analyses various attack patterns by
attracting malicious entities to attack devices placed in an isolated environment.
Asset 13/14 - Hyperledger & Quorum Blockchain framework: The main technical assets that will be
used for the implementation of M-Sec’s blockchain.
Asset 15 -Modal Transition System Analyser (MTSA): A tool for synthesising behaviour specification
with formal guarantee, based on an environment model and functional requirements.
Asset 16 - Runtime Environment Model Updater (REMU): A tool to automatically update an
environment model efficiently, accurately and at runtime in response to changes in the environment.
Asset 17 - Secured components for devices and gateways: A common countermeasure for preventing
hardware attacks from connected products. These components store sensitive information and protect
sensitive operations from direct attacks, such as side-channel or fault injections. A toolbox for
integrating various forms of such secure components into new or existing platforms has been developed
Asset 18 - Eclipse sensiNact platform and Studio: A software platform enabling the collection,
processing and redistribution of any data relevant to improving the quality of life of urban citizens, and
programming of interfaces allowing different modes of access to data (on-demand, periodic, historic,
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etc.) and application development and deployment to easily and rapidly build innovative applications on
top of the platform.

6.3 Assets/Components Mapping to Use Cases and Functional Groups
The following diagrams depict the mapping of the aforementioned assets to the Use Cases (as components),
as well as the dependencies and relations between those assets.

Figure 6—1: Functional view for Use Case 1 (Reliable IoT devices with multi-layered security for a smart city).

Figure 6—2: Functional view for Use Case 2 (Home monitoring & Wellbeing Tele-assistance for active and
independent ageing people).
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Figure 6—3: Functional view for Use Case 3 (Secure and Trustworthy Environment Monitoring with Automotive,
Participatory and Virtual Sensing Techniques) and Use Case 4 (Secure and Trustworthy Hyper-connected Citizens
Care).

Figure 6—4: Functional view for Use Case 5 (A marketplace of IoT services for effective decision making).

Figure 6—5: Functional view for Use Case 6 (Citizens as sensor).
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Finally, Figure 6—6 depicts how the available M-Sec assets map to the various Functional Groups. It should
be noted that all of the Functional Groups are covered, while, in the future, more components will be added
to the overall architecture, especially at the Security Functional Group.

Figure 6—6: M-Sec Functional Model.
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7. Conclusions & Next Steps
This initial version of the M-Sec architecture highlighted the key architectural principles for the design of the
platform. In addition, the methodology (IoT Reference Architecture from IoT-A) that has been followed for
the analysis and design, in order to improve the efficiency of the WP3 work and quality of the results, was
briefly described. The M-Sec architecture has been successfully aligned to the IoT-A ARM. M-Sec
components were grouped in relevant functional groups, taking under consideration the User Requirements
and Use Cases.
Moreover, for all 6 Use Cases, flow diagrams between the several functional components have been
identified, following the methodology that was developed in earlier sections in order to also define the MSec Domain Model, Information Model and Physical Entity & Context Views.
This report provides useful input for the whole project and especially for the development of the technical
Work Package (WP4). In the description of the components and their interactions, the role of each one in the
overall architecture was clarified.
Having succeeded in setting up a common vocabulary and understanding of the IoT concepts on which MSec depends, next steps will focus on refining the introduced models and perspectives, as well as defining
new ones (e.g. Deployment View). Since this report will be a living document, the Architecture will keep
getting refined as work progresses in other work packages. Indicatively, an important milestone is the
completion of the first technical deliverables of WP4, based on which the Architecture will have to be
extended to include the new components that will be introduced in several layers related to the Security
Functional Group.
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