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ABSTRACT

During the last few years multimedia systems success has
been definitely spurred by the development of network-based
on line services, like electronic commerce, teleducation, tele-
training, media distribution and so on, in which multimedia
systems have a major role. In this new scenario the request
for privacy, security and authenticity of the documents, un-
dergone to these transactions, is strongly upcoming.
Watermarking techniques, deriving from information hiding
theory, have been suggested so far as an effective and suit-
able solution to satisfy this kind of requirements, and in a
short time many and disparate algorithms applying different
strategies to achieve the same goal have been proposed in
scientific literature and by commercial entities. In this pa-
per a watermarking algorithm, originally conceived for still
images applications, has been extended to raw video, treat-
ing it as a set of single still frames. A good robustness
against usual image processing and geometric manipulations
has been achieved, moreover experiments with MPEG2 cod-
ing/decoding at different bit rates have been carried out giv-
ing positive results.

1 INTRODUCTION

By watching what has been happening during the last few
years and what is probably going to come about in the next,
it seems to be clear that a novel and powerful commercial op-
portunity has been provided to the multimedia market, thanks
to the huge development of WWW, digital networks and mul-
timedia. This new way of easily contacting potential world-
wide spreaded purchasers has attracted either usual media
distributors or new entities commonly not involved in this
sort of issues. But as it happens for any marketable product,
also in this case, a pressing request related to the need to
safeguard goods ownership rights has been raised. Due to the
ease by which digital material can be copied quickly without
loss of quality, the demand for data protection has been grow-
ing unexpectedly and a way to securely defend digital docu-
ments had to be indicated.
So far digital watermarking has been suggested as an effect-
ive solution answering to this kind of requirements and much
research has been made in this area. All these studies have
developed into different techniques for hiding watermarks

and an increasingly robustness to intentional and uninten-
tional attacks has been shown. Attention has been dedicated
to each one of the various media (audio [5], text [6], images
[1, 3, 4], and video [2, 9, 10]), to succeed in embedding, sep-
arately in each kind of content, useful information regarding
it.
In this paper we will focus on video watermarking and we
will analyse how some specific technologies designed for a
different kind of application, thanks to their versatility, can
be applied to another one. In fact in Section 2 a particu-
lar raw-video oriented application, based on a watermark-
ing algorithm [8] originally built for still images, is presen-
ted. Moreover in Subsection 2.3 some detailed considera-
tions about robustness this approach offers are taken. In Sec-
tion 3 experimental results confirming a good performance
of the algorithm versus attacks like geometric transforma-
tions and MPEG2 coding/decoding are proposed and finally
brief conclusions are drawn.

2 PROPOSED WATERMARKING TECHNIQUE

The proposed approach consists in applying a tested and
well-performing watermarking technique [8], originally de-
vised for still images, to non-coded video, by considering it
as a collection of single frames. In the following two sub-
sections the algorithm will be roughly described and then the
main features of the approach used for video watermarking
will be explained.

2.1 Watermarking of Still Images

The watermark casting is carried out, as described in [8],
extracting the brightness of the to-be-marked frame, com-
puting its full-frame DFT (Discrete Fourier Transform) and
then taking the magnitude of the coefficients. The watermark
is embedded by slightly modifying the magnitude of some
DFT coefficients, belonging to a specific middle frequency
region of the transformed domain, successively the IDFT (In-
verse DFT) is performed to obtain the watermarked image.
Moreover to better preserve the original quality of the single
frame, a particular masking operation, exploiting knowledge
of the characteristics of the HVS (Human Visual System),
is accomplished. In the detection step the luminance of the
image to be checked for watermark presence is extracted
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and the magnitude of its DFT is considered again; only who
knows the private code strings, used during the coding phase,
is able to generate the exact code to look for. An optimum
criterion to verify if the mark is present in the image is de-
rived, based on statistical decision theory. This kind of water-
mark is detectable, unperceivable and presents a good robust-
ness to the usual image processing as linear/non-linear filter-
ing, sharpening, JPEG compression and so on; furthermore
resistance to geometric transformations as scaling, rotation,
cropping, etc., is well-granted thanks to the insertion of a
template during the coding step. With this method the ori-
ginal unmarked image is not needed to perform the detection
phase, i.e. the technique can be defined as blind, besides, the
algorithm permits the insertion/detection of multiple marks,
to possibly manage multiple ownership situations.

2.2 Watermarking of Video Sequences

Many different techniques oriented to video watermarking
have been recently developed. These algorithms can be di-
vided in two basic separate categories on the basis of which
kind of video they deal with: some of them work directly in
the MPEG2/MPEG4 coded domain by embedding the water-
mark in the bit-stream [12], on the contrary, others need a
non-coded video [11] to be able to insert a mark in an appro-
priate way. Both seem to show advantages and drawbacks as
well, either from the point of view of robustness or from the
point of view of computational complexity.
Here an application of the watermarking algorithm, de-
scribed in the previous subsection, to non-coded video se-
quences, processing each frame in a distinct and different
way [7], is presented. In fact, thanks to the used water-
marking technique, the inserted code is frame-dependent and
though the private key is always the same, the mark really
introduced in the image is diverse every time. Doing so we
will embed correlated watermarks between correlated frames
and uncorrelated watermarks between uncorrelated frames,
allowing changes, due to code insertion, to adapt gracefully
to the video content. Practically a set of still images is avail-
able and only those frames which have to be watermarked,
are passed to the marker, the others are let unaltered. Obvi-
ously dealing with raw video allows to achieve video-coding
format independence and moreover to be able to choose how
many and which are the frames to be marked. In particular
for this application it has been decided to watermark the first
frame of each GOP (Group Of Pictures), which was com-
posed of frames, leaving the other ones uncorrupted. Be-
ing frame rate equal to frame/sec, this approach grants
that at least frames per second are marked and this would
seem to be a considering part with respect to video length.
Anyway if a superior protection is needed a higher number
of frames can be marked, at most the entire GOP. Moreover
by-passing most of frames without changes (referring to this
application case 11/12 that is 91.6%) results in a good pre-
serving of the whole video quality. Other experiments have
been carried out by marking one frame every six, that is two
in a GOP, or frames located in intermediate positions of GOP,
for example the ninth or the eleventh one; these changes have

led to similar conclusions as in the above considered case.
During the detection phase all the video is checked for the
mark presence, not only the first frame of each GOP, in such
a way a syncronization of the stream is not required and
the knowledge of the exact position within the sequence, is
not needed, as it would seem to be for other algorithms [2].
When the checked code is found, that is the detector response
has got a peak over the established threshold, it means that
the video contains at least a watermarked frame; the process
could go on with its search into the remaining part of video,
but it would not be necessary if a more accurate validation
is not specifically wanted. Therefore the revealing process
might be stopped, after a sufficient number of positive check
of watermark presence is reached, thus resulting in a saving
of computational time, obviously this is true only if the wa-
termark has been detected, in the case of no-detection the
whole video has to be definitely checked.

2.3 Robustness Evaluation

The possibility to decide to watermark one or more frames
in a GOP (at most all of them), together with the fact of
considering each frame as a still image [10] yield some im-
portant advantages from a robustness point of view. First
a trade-off between time spent for marking and the degree
of robustness needed for the sequence can be achieved, in
other words the lower the number of watermarked frames in
the GOP, the faster the coding phase, but, conversely, just
a minor part of the video stream will be watermarked, thus
causing a robustness decrease; obviously if a superior secur-
ity has to be obtained a higher amount of frames might be
considered. Moreover, if some attacks like frames exchange
or frames dropping/replacing, which do not result in a strong
video quality degradation, are applied to the watermarked se-
quence, it will always be possible to reveal the watermark;
in the first case its position will be different with respect
to the code insertion phase, and in the second one the mark
may be found in the remaining watermarked frames belong-
ing to the same GOP or to the other successive ones. Ex-
periments carried out in this direction have confirmed these
assumptions. Furthermore it has been verified that MPEG2
coding/decoding operations, at various and lower bit-rates,
do not harm to the correct watermark detection. Thanks to
the good robustness the watermarking algorithm had already
shown in the case of still images against usual image pro-
cessing as linear/non-linear filtering, noise addition, JPEG
compression, etc., and geometric transformations as rota-
tion, scaling, cropping, etc., also for video applications these
longed-for characteristics are held.

3 EXPERIMENTAL RESULTS

In this section some experimental results to point out how
the proposed approach really works and its robustness par-
ticularly against geometric manipulations and MPEG2 cod-
ing/decoding, at various bit-rates, are shown.
The results obtained with a video sequence, named
Quintana, in which a medieval banquet is represented, are
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proposed. The sequence is composed by frames (
PAL format) of size pixels and has been

first watermarked and then MPEG2 coded at 6 Mbit/sec at
25 frame/sec.
In Fig.1(a) and Fig.1(b) the frame of the watermarked
video and the relative detector response have been depicted
respectively. The whole video is checked for the mark pres-
ence; the watermarking code is revealed when the detector
response is higher than the established threshold; in Fig.1(b)
the difference between the response and the threshold is visu-
alized, so when a watermarked frame is detected a positive
spike is obtained. Going through the frames a set of
periodical peaks ( in this test case) is displayed.
In Fig.2(a) the same frame of the test video is pictured.
Now the sequence has undergone a geometrical composite
attack as a degrees rotation, then an asymmetric scaling to

pixels and finally a cropping to the original size.
Like the above case, the respective detector response is pro-
posed on the right; because of the transformations occurred
the spikes, though still well distinguishable, have a height
lower than before and moreover two peaks in the middle of
the sequence are missed, but, as explained in Section 2.3, this
does not invalidate the extraction process at all.
In the end, as third robustness test, another kind of attack is
considered: a MPEG2 coding where bit-rate is reduced to
half, in this case from 6 Mbit/sec to 3 Mbit/sec (in Fig.3(a)
frame is depicted again). As it can be seen in Fig.3(b) the
detector is always able to exactly reveal the mark, there are
no missed frames, but the height of the peaks is lower with
respect to the first case, obviously that is due to the MPEG2
coding with a decreased bit-rate.

4 CONCLUSIONS

In the present paper the attempt to apply to raw video water-
marking a technique initially designed only to deal with still
images has been presented. Moreover, to support the good-
ness of this methodology, some advantages either from the
point of view of the possibility of tuning the choice of which
and how many frames have to be watermarked, or from the
point of view of the good robustness against different sort
of attacks video can be undergone, like frames exchange or
frames dropping/replacing, have been highlighted. Finally
experimental results confirming the effective behaviour of
this technique particularly in presence of composite geomet-
ric manipulations and MPEG2 coding/decoding operations,
involving bit-rate changes, have been presented.
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Figure 1: Test video sequence: (a) frame of the watermarked sequence MPEG2 coded at Mbit/sec; (b) detector response.
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Figure 2: Test video sequence: (a) frame of the watermarked sequence undergone a degrees rotation, a scaling to size
and finally a cropping to the original size; (b) detector response.
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Figure 3: Test video sequence: (a) frame of the watermarked sequence after a MPEG2 coding at lower bit rate ( Mbit/sec);
(b) detector response.
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