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ABSTRACT

In this paper, we propose a novel methodology for altering the area monitored by water
quality sensors in Water Distribution Systems (WDS) when there is suspicion of a contam-
ination event. The proposed Active Contamination Detection (ACD) scheme manipulates
WDS actuators, i.e. by closing and opening valves or by changing the set-points at pressure

controlled locations, to drive flows from specific parts of the network in predetermined paths,
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and enable the sensors to monitor the quality of water from previously unobserved locations.
As a consequence, the monitoring coverage of the sensors is increased and some contamina-
tion events occurring within those areas can be detected. The objective is to minimize the
contamination impact by detecting the contaminant as soon as possible, while also main-
taining the hydraulic requirements of the system. Moreover, the methodology facilitates the
isolation of the contamination propagation path and its possible source. We demonstrate the
ACD scheme on two networks, analyze the results and open the discussion for further work

in this area.

INTRODUCTION

Since antiquity, humans have created water distribution infrastructures to deliver quality
drinking water in required amounts from water sources to consumers. These vast infrastruc-
tures were, and still are, at the core of human development in fields of health and sanitation,
life quality, urban and agricultural development and possibly every other aspect of modern
human environment (Gorchev and Ozolins 1984). Water distribution systems (WDS) are
continuously growing bigger and more complex. The management and operation of such
complex systems pose great challenges to engineers and researchers alike. A large part of the
population relies on the safe and reliable operation of WDS (Krause et al. 2008; Ostfeld et al.
2008). To ensure the above, various techniques for fault prevention, detection and response
have been developed and improved over the past decades. Faults in WDS may affect the
hydraulics, such as the case of equipment failures and leakages, or may affect water quality
such as the case of a contaminant entering the water. This work focuses on contamination
faults.

Traditionally, one of the most popular approaches for contamination detection in WDS
uses a set of fixed sensor locations over the WDS to monitor and alert faults (Eliades and
Polycarpou 2007; Kessler et al. 1998). This type of event detection methodology is also
common in other infrastructure systems such as power, transportation and communication

networks. For each given WDS topology, a set of possible sensor locations is available and
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the problem of finding the optimal set has been investigated in depth over the past decades
(Hart and Murray 2010; Ostfeld and Salomons 2004; Taormina et al. 2018; Zhao et al. 2016).
The methodology of fixed sensor locations for fault detection can be improved, in terms of
detectability, by choosing optimal sensor locations based on hydraulic and topological analysis
of the system. Sensor placement for monitoring faults takes into consideration, mostly, four
main goals: (1) maximal coverage of system components, (2) early detection of fault events,
(3) deriving information on the event source and (4) minimal number of sensors for economic
reasons. Since the resulted set of sensor locations applies minimal to no change on the
network topology or hydraulics, it is regarded as a Passive Contamination Detection (PCD)
scheme, in which no manipulation on the systems’ original (pre-setup) operation condition
is being made. The topology and hydraulics of the WDS are regarded as given and cannot
be changed or altered for detectability purposes.

In search for improved detection methodologies, studies in which the locations of the above
sensors are perfected to better achieve the four main goals of detection have been published
in the past (Eliades and Polycarpou 2010; Dorini et al. 2010; Ung et al. 2017). As to date,
most studies in the PCD field focus on improving technical parameter analysis using state of
the art algorithms. The challenges posed in this field by the always-growing complexity of
WDS calls for original, novel thinking and methodologies. As opposed to the PCD scheme
described above, an Active Contamination Detection (ACD) scheme considers deliberate
reconfiguration of system components and hydraulics to achieve better detectability. ACD
is based on a general concept in the fault-diagnosis literature termed active fault detection,
which states that an auxiliary input — a set of known, predetermined input procedures in
known times — can be applied to a system, to improve the detection ability of a given sensor
set (Campbell and Nikoukhah 2004). The auxiliary input is designed in a way such that
specific faults trigger different responses from the system. Using a suitable fault-detection
methodology, the different responses are identified and linked to a fault, thus improving fault

detection time and fault isolation. Applying an active fault detection scheme to different
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types of systems is not straightforward and poses a challenging task. It has been successfully
applied in the field of electrical engineering where it has been mainly studied in the past two
decades (Campbell et al. 2002; Hood and Ji 1997).

The field of ACD in WDS lacks previous major researches, however related work that can
be considered a natural precursor of this work has been done in redesigning WDS for con-
tainment of possible contaminations (Grayman et al. 2016). In this work we focus on the
motivation for generating ACD methodologies and the benefits when applied. The general
problem of actively detecting a suspected contamination, while minimizing the impact of
that contamination and maintaining hydraulic requirements of the network, is mathemati-
cally formulated. Then, a simplified version of the ACD problem is solved using heuristic
algorithms. The proposed solution is demonstrated on two benchmark networks and the

results are analyzed and discussed.

MOTIVATIONAL EXAMPLE

The concept of ACD in WDS is demonstrated using a simple 6 (six) node network (Fig.
1) with arrows representing the flow direction in each of the connecting pipes between nodes.
Fig. 1(A) describes the original state of the network with no sensors or hydraulic manipu-
lation, the flow directions are as marked by the arrows. It can be observed from the flow
directions that no single sensor location can cover the entire network. For example, when a
sensor (S) is located in node 5 as in Fig. 1(B), node 6 is unobservable. Moving the sensor
(S) to node 6 as in Fig. 1(C), results in the loss of observability at nodes 3 and 5. The
covered nodes in each scenario are marked in gray. A full system coverage, in this layout and
flow regime, cannot be achieved using only 1 (one) fixed sensor location. Fig. 1(D), on the
other hand, shows the potential of using hydraulic manipulation in the form of pipe closure.
When the connecting link between nodes 2 and 4 is closed, the flows are forced to generate
a continuous path passing through all the system nodes. Therefore, if one of the nodes is
infected, the contamination will surely reach the sensor at some point of time.

Moreover, if the flow regimes shown in Fig. 1(C) and (D) are applied alternately over the
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system operational times, a better source identification can be achieved. If a contamination
is detected during Fig. 1(C) operational times, it can be located at nodes 1,24 or 6. If a
switch to Fig. 1(D) causes a detection in the sensor, it can also be located at nodes 3 or 5.
It may be argued that redirecting suspected contaminating water from various parts of the
network, may spread the contamination to more consumers. This is the case when the sensor
is located as in Fig. 1(C), node 3 (three) is suspect of being contaminated and the control
action of Fig. 1(D) is applied. This scenario results in nodes 3,4,5,6 being contaminated,
while originally only nodes 3,5 would be contaminated, i.e. the contamination coverage has
increased. However, a better metric of contamination impact is how much contaminated
water is consumed, which is also a function of the detection time. If the alternative for
confirming the existence of a contaminant is to perform manual sampling at node (3), a
procedure which may take up to 24 hours, then the total contaminated water consumed by
nodes 3,5 may exceed the total contaminated water consumed by nodes 3,4,5,6 when the

contamination is detected in only a few hours by the sensor.

PROBLEM FORMULATION

The topology of a Water Distribution Network (WDN) is described by a graph G = (N, £),
where the nodes NV represent water tanks or reservoirs, junctions of pipes and water demand
locations, while the links £ represent pipes and pumps. Let the subset of nodes, indicated by
N, C N, represent water contamination sensor nodes and the subset of nodes N, C N rep-
resent nodes suspect of contamination, of which only one can be the source of contamination
while the others represent the uncertainty of the contaminant source location.

The hydraulic state of the network is described by the flow-states g, where g; is the water
flow in link j € £, and the head-states h, where h; is the piezometric head at node i € N/. The
piezometric head (referred to as just head from now on) consists of a component analogous to
the pressure p; at node i, and of the node elevation z; in respect to a geodesic reference. Each
node 7 in V is associated with a water demand at the node location, indicated by d; € R*.

The main hydraulic requirement in a water distribution network is that all consumer de-
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mands are satisfied, which is achieved by ensuring a defined minimum pressure pp;, at all
nodes. Additionally, a maximum pressure p,,., should be ensured to reduce the risk of pipe
failures. The main hydraulic actuators in WDN are valves which can modify flow in pipes,
valves which can modify pressure at nodes and pumps which add energy in the form of
pressure in the network.

Let the subset of links £, C £ indicate pipes that have valves which can open or close by
request. The status of pipe j € £, depends on the status of the valve on this pipe, indicated
by v; € {0,1}. The flow g, in pipe j is restricted to be equal to zero when the valve is closed,
i.e. when v; = 0, while the flow is unrestricted when v; = 1. Thus, flows in the network are
dependent on the input vector v € {0, 1}, where n, is the number of valves in the network.

Additionally, let the subset of nodes NV,, C N be the pressure control nodes in the network
where pressure is regulated at a specified set-point. In this work, the head h; of node i € N,
relates to the pressure set-point indicated by u; such that h; = u;+z;, where z; is the elevation
of the node. These nodes represent the output of Pressure Reduction Valves (PRVs) which
are usually placed at the entrances of District Metered Areas (DMAs) and their output
pressure can be selected. Another way the pressure control nodes are realized, is by using
pumps able of pump head control, i.e. the pumps are equipped with pressure sensors and are
able to regulate the pressure at the pump output. The pressure set-point vector u € R"»,
where n,, is the number of pressure control nodes, is constrained by the physical properties
of the corresponding actuating device, i.e. for PRVs the maximum pressure set-point is the
PRV input pressure, and for pumps it is the pump input pressure plus the maximum pressure
the pump can add. We define u,,;, and u,., as the lower and upper bounds respectively of
the pressure set-point vector.

The hydraulic state of a WDN is calculated using the conservation of energy and mass
equations (Lansey and Mays 1999) in discrete time, with the hydraulic step At corresponding

to the discrete time step £ > 0. The pressures and flows in the network for each time step k
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are calculated using the hydraulics function fy, (+) given by:

- fh (d(k)vh(k - 1>7u(k)7v(k)§g> (1)

This work aims to develop an algorithm which enables the water quality monitoring of the
nodes in N, using the available stationary sensors in N by manipulating the valve v and
pressure u settings in the network. Monitoring a node in N, is defined as the event when
water originating from that node passes through any of the sensor nodes in N; at a later time
step. Specifically, let f;,.(-) be defined as the contaminant trace function, which tracks the
spread of a contaminant from a node i € N. to other nodes in N. The set of contaminated

nodes due to node i at time step k is denoted by N/ (k) and given by:

NI(k) = fir (Q(K), V (k)i € N3 G), 2)

where Q(k) is the sequence of flow vectors such that Q(k) = [q(1),q(2),...,q(k)] and V (k)
is the sequence of valve control vectors such that V (k) = [v(1),v(2),...,v(k)]. Finally,
monitoring of a node i € N, is achieved when NV}(k) N N, # (. The earliest time step at
which a node i € N, has been monitored is defined as the detection time step and is given
by k% = min {k : N} (k) "N, # 0} ,Vi € N..

It is necessary to define a maximum allowable detection time step, denoted by k4. In
addition, the set IC = {1,--- ,k4} is defined as the set of allowable time steps such that only
when kg € K is a detection considered successful. The reason for defining kq may be to ensure
that a contaminant will reach a sensor location in a detectable concentration even if it decays
in the water. However, it can also be determined using other time constraints defined by the
utility operator. In some cases, depending on the available sensors or network topology, it
may be preferable to perform manual sampling instead of redirecting the contaminant to a

sensor. The decision of whether to perform manual sampling depends on the estimated time
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it would take to perform this procedure. This information is incorporated into the maximum
detection time step kg4 of the proposed ACD methodology.

The primary objective of the proposed methodology is to minimize the impact of any
suspected contamination. In this work, for simplicity, the contamination impact refers to
the volume of contaminated water consumed and is calculated using the impact formula
fimp(+). The formula can be adapted to include different aspects of the damage caused
by contaminant consumption (Eliades et al. 2011). It is assumed that when detection is
confirmed, preventative actions immediately take place that prevent further contamination.
The contamination impact at time step k of a contaminant originating from node i € N, is

denoted by I'(k) and calculated as follows:

At % Z dj(T)a kZl < k
I(k) = fimp (K D(K); NE(R)) = =1 ENE )
Atz Z dj(T), ké>k

T=1jeNE(T)

where D(k) is the sequence of demand vectors such that D(k) = [d(1),d(2),...,d(k)] and
N(7) is the set of contaminated nodes in the network at time step 7 due to contaminants
originating from node i € N,.. Due to unknown source of contamination, it is necessary to

calculate the impact from a contaminant originating from any of the nodes in N.. The final

impact is the maximum of the possible impacts, calculated as follows:
(k) = max { fimp (kg, D(k),NZ(K)) }, Vi € N, (4)

As a secondary objective, the proposed methodology minimizes the valve control actions,
as it may be infeasible to close/open a large number of valves, especially when these are
not remotely controlled. The number of valve control actions taken at time step k can be

calculated by taking the L'-norm of the difference |v(k) — v(k — 1)|,. Let AV(k) indicate
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the total number of valve control actions taken until time step k, and calculated as follows:

AV (k) = [o(r) —o(r = 1)],. (5)

Closing valves can significantly affect the pressures in the network. The methodology
should ensure that a hydraulic solution within the pre-defined pressure requirements is fea-
sible. This can be achieved by letting the algorithm choose the set-points w(k) for pressure
controlled nodes, for which the corresponding pressure constraints should also apply.

We then define the following multi-objective optimization problem:

Problem 1 Given a water network with a set of sensor nodes Ny and a set of nodes sus-
pect of contamination N, at time k = 0, find the valve control vector sequence V (kq) =
[v(1),v(2),...,v(kq)] and the pressure set-point sequence U (kq) = [w(1),w(2), ..., w(kq)] such

that:

argmin {1 (kq), AV (kq)}
V (ka),U (ka)

I(kq) = max { fimp (ka, D(ka), N(K)) } , Vi € N
ki =min{k € K : NyNNJ(k) # 0}, Vi € N
s.t. AV (kq) = ?—%1 lv(1) —v(T —1)|,
[p(k)™ a(k)T]" = i (d(k), h(k = 1), w(k), 0(k);G) , Yk € K
Prnin < P(k) < Pmax, Yk € K
Umin < U(k) < Upay, Yk € K,
Problem 1 is a highly complex multi-objective optimization problem. Due to this high
complexity, some simplifications need to be made to solve it. In the following sections a
simplified version of Problem 1 is defined and then a solution methodology using heuristic

optimization algorithms is given.

PROBLEM SIMPLIFICATION
The nonlinear functions in Problem 1 require the knowledge of water demands at each

time step and the initial conditions in the network in order to be calculated. The following
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assumption is therefore imposed:

Assumption 4.1 Water demands d(k) in the network are known for k € K and change only
at the defined discrete time steps. The initial head-state conditions of the network h(0) are

known.

The valve settings v(k) are considered as binary variables. Depending on the number
of valves n, = |L£,|, the number of combinations of this input for each time step is 2".
Considering that valve settings can change at every time step, then for the valve control
sequence V(kq) there are 9o xka pogsible combinations. This search space is large even for
heuristic algorithms to handle and in the case of large networks a solution may never be
found. The problem can be simplified by reducing the decision variables search space using

the following assumption:

Assumption 4.2 Only one control input is applied to the system, such that the valve control
vector v = v(1) = v(2) = --- = v(ky) and the pump set-point vector u = u(l) = u(2) =

The pressure set-points w are continuous variables, which are bounded due to physical and
actuator limitations. Problem 1 can be further simplified by discretization of the pressure

set-points using the following assumption:

Assumption 4.3 Pressure set-points are discrete and predefined for each node i € N, such

that u; € U, where the set of pressure settings U = {t; min, -+ s Uimax} has finite elements.

The objective function of Problem 1 can be simplified by defining a single objective which
is the linear combination of impact /(k) and number of valve actions AV(k). In order
to perform this simplification, the two quantities must first be normalized and then given
appropriate weights. Let I,,4.(k) denote the impact upper bound at time step k which is
equal to the total water consumed in the network until time k, the number of valves n,

be the maximum number of valve actions when Assumption 4.2 holds and § € [0,1] be an
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appropriately chosen weight factor. The single-objective function cost will then be given by:

J(k) = (8/Imax (K)) 1(k) + (1 = B)/n) AV (E). (6)

The conversion of this multi-objective problem into a single-objective problem using the
weighted sum of two criteria, has the advantage of reduced computational complexity and
the disadvantage of losing some solutions which may be optimal or near-optimal, and would
appear on the 2D Pareto frontier. The selection of parameter S is important, in order to
extract the best solution considering the defined optimality criteria. In this work g was
selected by the authors so that the impact objective receives a higher priority. The shape of
the Pareto frontier, depends on the network topology and the feasibility of hydraulic solutions
when the algorithm tries to construct a path from the contamination source to the sensor
location. Networks with looped topology may allow a larger number of valves to be closed,
thus providing more freedom in constructing paths which will result in smaller detection
times and less impact. An example of the Pareto frontier created for a specific case of the
Hanoi network is given in Appendix S3 of Supplemental Data.

We then define a simplified version of Problem 1 as follows:

Problem 2 Given a water network with a set of sensor nodes N, and a set of nodes suspect
of contamination N, at time k = 0, find the valve control vector v and the pressure set-point
vector w such that:
argmin  J(kq) = (8/Imaz(ka)) 1(ka) + (1 = B8)/ny) AV (kq).
I(kq) = max { fimp (i, D(ka); NE(K)) } Vi € N,
ki =min{k € K : N;NN (k) £ 0}, Vi € N.
s.t. AV (kg) = |v(1) — v(0)],,
[p(k)" q(k)"]" = fi (d(k), bk —1),u,v;G) Yk € K
Pmin S p(k) S Pmax; Vk S IC

uel
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SOLUTION USING EVOLUTIONARY ALGORITHMS

In this work we propose a solution methodology which uses a Genetic Algorithm (GA) pro-
vided by MATLAB® to select the appropriate inputs v and « which minimize the objective
function of Problem 2. Additionally, it uses a hydraulic simulator to implement the hy-
draulic solver of (1) and contaminant trace function of (2) for a given network. The solution

methodology is described below.

Implementation of nonlinear functions

The EPANET water distribution network simulator libraries (Rossman 2000) are used with
the EPANET-MATLAB Toolkit (Eliades et al. 2016) to implement the hydraulic solver of (1)
and contaminant trace function of (2) for a given network. The contaminant trace function
fir(+) provided by EPANET, returns the set of nodes that are affected by the contaminant,
as well as the percentage of contaminated water arriving at each node. A threshold ¢y, is
defined to indicate the minimum percentage of contaminant concentration that sensors can

detect.

Decision variables
The GA decision variables are the vector of valve input v and the vector of pressure set-
points u. These are given to the GA as a single vector [’UT’U,T] " and later used appropriately

in the hydraulic simulation.

Fitness function

The GA evaluates each input using an appropriately selected fitness function. In this work,
the fitness function represents the objective function of Problem 2. In addition, it includes
terms that penalize solutions that do not lie in the search space defined by the problem
constraints. This is a way to impose these constraints which also assists the GA to find a
feasible solution.

The first term of the fitness function is the pressure constraint penalty which penalizes
pressure deviations outside the pressure constraints. Given the inputs v and w, a hydraulic

simulation in EPANET calculates the pressures h(k),k € K in the network as in (1). The
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pressure penalty is then defined as:

P = max (m% (Pmin — pi(K), 0)) + max (maNX (pi(k) — Prmax; 0)) (7)

kel IS kek 1€

After calculating the hydraulics of the network, the EPANET contaminant trace function
calculates the set of contaminated nodes in the network N.(k),Vk € K as in (2). The

contaminant detection time k! for each node i € NV, is then calculated as follows:

min{k € K : N'(E)NN, #0}, Ni(k)NN,#0
kg+1, Né(k)ﬂ/\/s:@

Using the previous results, the contamination impact I(ky) is calculated as follows:
1(ka) = max { fimy (ki DR, Ni(Ra)) } Vi € A, 9
The cost Jga(kq) of the GA fitness function is then given by:
Jaa(ka) = aP + (B/Inaz(ka)) I(ka) + (1 = B)/ny) AV (ka). (10)

where o >> (3 is the weight factor for the pressure constraint term.

The ‘pressure constraint penalty’ can be incorporated into a custom GA selection function,
thus removing it from the cost function Jg A(Ed). This has the added benefit of having one less
weight factor to tune («). However, the selection function should be constructed in such way
that maintains the property of pointing the search direction towards solutions that do not
violate pressure constraints by quantifying how "far” the current solution is from a feasible
solution. This is why the selection function should have as input, not only the current
solution cost, but also the “pressure constraint penalty” as defined in (7). An indicative
custom selection function example in MATLAB, which uses both the fitness function cost

and the pressure constraint cost, is given in Appendix S4 of Supplemental Data.
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EXAMPLE APPLICATIONS

Improving contamination monitoring example

The benchmark network “Hanoi” is used to demonstrate a solution to Problem 2 using the
proposed methodology described in the previous section. The network is simulated for 24
hours, with a hydraulic time step of At = 30 minutes, using realistic water demand patterns.
The maximum detection time step is set to k; = 48 time steps, which is equivalent to 24
hours. The network model used is available in Supplemental Data.

In the example of Fig. 2, we demonstrate a case in which a previously unmonitored node
is able to be monitored using the proposed scheme. The sensor is placed at node N, = {30}
and the node suspect of contamination is N. = {18}, illustrated with blue and red colors
respectively. The contamination spread is indicated with red color. Note that in the figure
only an instance of the simulation is shown, as the hydraulic state of the network changes at
each time step. Fig. 2 (Left) shows the maximum contaminant spread in the default PCD
scheme where all the pipes are open. In this scenario, the contaminant never reaches the
sensor. The application of the proposed ACD methodology on this scenario, yields a valve
control vector v which closes the three pipes illustrated in Fig. 2 (Right). By closing these
pipes, a flow path between the contamination source and sensor is created and sustained
long enough for the contaminant to reach the sensor. The pressure control input w changes
the head of the pressure controlled node from 100 (m) to 190 (m) in order to avoid negative
pressures.

An example on the same network is given in Fig. 3, which illustrates a case where the
proposed algorithm reduces the monitoring time of a contaminated node. The sensor node
is selected to be Ny = {30} and the node suspect of contamination is N, = {1}. Fig. 3
(Left) shows that in the PCD scheme, where all pipes are open, the contaminant reaches the
sensor at kg = 20 time steps, or 10 hours. The application of the proposed methodology on
this scenario, yields a control vector v which indicates that pipes “28” and “30” highlighted

in Fig. 3 (Right) should be closed. Using this configuration the detection time is reduced
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to kg = 18 (time steps), which is equivalent to 9 hours. The ACD scheme thus managed to

reduce the contaminant detection time by one hour by closing two valves.

Multiple suspected nodes example

The ability of the algorithm to handle multiple suspected contamination nodes is demon-
strated in this section with two examples on the “Hanoi” network, as described in the pre-
vious section. In the example of Fig. 4, we demonstrate the same two instances of the
Hanoi network as in Fig. 2 and Fig. 3, with the difference that in these example a group
of nodes is suspect of contamination instead of only one node. In the first instance (Fig. 4
left), the sensor is placed at node Ny = {30}, the nodes suspect of contamination is the set
N, = {15,16,17,18,27} (orange color) and the actual contamination occurs at node {18}
(black circle). In the second instance (Fig. 4 right), the sensor is placed at node Ny = {30},
the nodes suspect of contamination is the set N, = {1,2, 3,20} (orange color) and the actual
contamination occurs at node {1} (black circle). The contamination spread is indicated with
red color. As illustrated in Fig. 4, the algorithm calculates a flow path to the sensor which
includes all suspected nodes, thus monitoring them all. Notice that the solutions differ from
the examples in Fig. 2 and 3, as the algorithm tries to monitor all the suspected nodes. The
contamination impact calculated is the maximum possible impact that would have occurred

if any one of the suspected nodes was the source of contamination.

Transport Network example

In this case study we examine the benefits of using the ACD scheme in a network with
optimally placed sensors. We compare the contamination impact and detection times in the
default PCD case and when using the ACD scheme, for all possible contamination scenarios
in the network, i.e. for every possible contamination source (nodes). The “Hanoi” network
is used, which is a representative of a transport network with large pipes and demands. The
“Hanoi” network model is available in Appendix S1 of Supplemental Data.

Contaminant sensors were optimally placed using the S-Place toolkit (Eliades et al. 2014).

The S-Place toolkit places the sensors by minimizing the impact of all possible contamina-
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tions. Impact in S-Place is defined as the volume of contaminated water consumed in m?
until the contamination is detected, similar to the definition in this work. The sets of 1,2
and 3 sensors are placed using exhaustive search, for a simulation period lasting 24 hours,
deliberately chosen to match the maximum detection time kq. The toolkit also has the option
to consider demand and parameter uncertainty during the sensor placement process, however

it was not used because we assume known model and demands in this work.

Exhaustive search simulations were performed, where the following parameters were varied:

1. The number of sensors. Three placement scenarios were considered: 1, 2 and 3 op-
timally placed sensors, with sensors placed at nodes N, = {27}, N, = {11,27} and
N, = {11, 21,27} respectively.

2. Contamination source. Contamination originating from all the nodes in the network
(only one contamination node at each simulation).

3. Contamination detection scheme. Passive (PCD) or Active (ACD) contamination

detection scheme is applied at each simulation.

The proposed ACD scheme manipulates valves and the reservoir head in order to drive
the contamination to a sensor, while satisfying hydraulic constraints. It assumes that the
contamination node is known a priori. The objective is to minimize the contamination impact
and valve control actions. The constraints when the ACD scheme is applied are defined as

follows:

1. Pressure constraints for all nodes are set t0 Py = 20 (m) and ppax = 150 (m).

2. Concentration at sensors must be greater than ¢, = 7% for detection.

For the selection of minimum pressure, pmi, = 20 (m) was used because it is a common
pressure specification of water utilities during fire flow (Ghorbanian et al. 2016). For the
maximum pressure, it is considered that the Hanoi network is a transport network with large
pipes which can withstand pressures up to 150 (m), as the demands are DMA entrances.

The threshold ¢, is the minimum percentage of contaminant concentration that a sensor
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can detect. The maximum percentage is 100% and corresponds to the maximum concentra-
tion that same sensor can detect. The “contaminant” can be any water quality parameter of
interest. In general, the choice of the threshold does not affect the operation of the algorithm
and is problem-specific. Details about the reasoning behind the selection of the threshold in
this work can be found in Appendix S5 of Supplemental Data.

As a technical note, the procedure of confirming the existence of a contaminant does not
need additional information when specialized sensors which detect specific types of contami-
nants are used. However, indicator-parameter sensors (chlorine concentration, conductivity,
Oxidation Reduction Potential (ORP), etc.) are commonly used in WDS and will only in-
dicate a variation in a specific water quality parameter. An appropriate threshold is then
needed, which will be calculated by an event detection algorithm in order to confirm the
presence of a contaminant. When using the ACD methodology, an event detection algorithm
should be able to anticipate the change in water quality due to the alteration of water flows.
This is why a model-based event detection algorithm is recommended to be used with the
ACD methodology which is able to incorporate into the detection logic the hydraulic changes
made by the ACD methodology.

Simulation results include the Figures 5 to 7, that compare the default PCD scheme (Left)
and the ACD scheme (Right) for each sensor placement case. The contamination source nodes
that have been monitored are highlighted in yellow and the detection time and contamination
impact are shown above and below each node respectively. Moreover, tables that compare the
simulation results on this network for each sensor placement case are available in Appendix S1
of Supplemental Data. The results of this case study are discussed in the section “Discussion

of Results”.

District Metered Area example

In this case study, a realistic network from a large water utility in Cyprus is used. The
“CY-DMA” network represents a District Metered Area of which, as opposed to the “Hanoi”

network, the pipes are of smaller diameter and demands are residential consumers. Addi-
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tionally it has a more complex structure, thus demonstrating the ability of the proposed
methodology to perform in more realistic complex situations. The “CY-DMA” network
model is available in Appendix S2 of Supplemental Data.

The scenario variations and constraints are the same as described in section “Transport
Network example”, with the exception of the sensor locations (selected using the S-Place
toolkit) and the pressure constraints. Three placement scenarios are considered: 1, 2 and
3 optimally placed sensors, with sensors placed at nodes N, = {26}, N, = {9,28} and
N, = {9,28,36} respectively. Due to this being a network with residential consumers, in
order to protect household piping from high pressures the maximum pressure constraint was
reduced to the recommended value of py.x = 80 (m) (Ghorbanian et al. 2016).

The results include the Figures 8 to 10, that compare the PCD scheme (Left) and the
ACD scheme (Right) for each sensor placement case. Moreover, tables that compare the
simulation results on this network for each sensor placement case are available in Appendix

52 of Supplemental Data. Discussion of the results is given in the following section.

Discussion of Results
In this section the results of “Transport Network example” and “District Metered Area
example” case studies are discussed and evaluated. Specific metrics are defined and given in

Table 1 to help in this process. The following metrics are defined:

e Cov: Network coverage, defined as the percentage of contamination source nodes
monitored by the installed sensors in all scenarios.

° l;;d: The median of detection times in the scenarios when a source node is classified as
being monitored.

e [: The median contamination impact in all scenarios, defined as the contaminated
water consumed.

e VC: The median number of valves closed in the scenarios when a source node is
classified as being monitored when using the ACD methodology.

e H: The median head at the pressure control node in the scenarios when a source node
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is classified as being monitored when using the ACD methodology.

The results on “Transport Network example” indicate a significant increase of network
coverage, especially in the case of one sensor, as seen in Table 1. A notable outcome is that
network coverage when using the ACD scheme with one sensor (Fig. 5 Right) is better than
the case of three optimally placed sensors in the PCD scheme (Fig. 7 Left). This implies
that if a water utility has information about a contamination a priori, e.g. from customer
complaints, it is possible to confirm the existence of a contaminant using fewer sensors. Note
that the sensors in this case study were optimally placed for the PCD scheme, meaning that
the ACD performance can still be improved with a dedicated sensor placement methodology.
In terms of simulation time, each simulation needs approximately 3 minutes to run on a
personal computer with Intel Core i5-2400 CPU at 3.10GHz.

In general, a significant reduction of contamination impact is observed when the ACD
scheme is used, as observed by the median Impact in Table 1. Even when both methodologies
detect the contamination, significant decrease in impact is observed as seen from Figures 5
— 7. Note that the median impact is reduced by approximately ten times. Reduced impact
is also accompanied by reduced detection time. All these benefits come at the cost of valve
actions and increased pressure in the network, even though the hydraulic constraints are
satisfied. The median number of control inputs for the Hanoi network are two valve actions
per simulation, while the median pressure set-point ranges from 105 to 120(m) depending on
the scenario.

The results on “District Metered Area example” again indicate an increase in coverage,
especially in the case of 1 and 2 sensors, as seen in Table 1. The contamination impact when
using the ACD scheme is reduced by approximately a factor of eight, similar to the transport
network of “Hanoi”. Valve actions are increased, with the median number of valve actions
ranging from six to eight, due to this being a larger network in terms of nodes. The pressure
set-points are significantly lower in this example as it is a network with residential consumers.

In Appendix S6 of Supplemental Data, the distribution of pressure set-points and number of
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valve actions for each network-sensor case are graphically shown.

SENSITIVITY ANALYSIS

In order to assess the sensitivity of the algorithm to the detection threshold ¢y, additional
simulations are performed on the “Hanoi” and “CY-DMA” networks, for the case where two
sensors are installed, and this threshold is varied between the values of 4%, 7% and 10%.
The results from these simulations indicate that the coverage is not affected by the change
in threshold, while the impact is increased only marginally when the threshold increases. A
table with the comparison of different thresholds is included in Appendix S5 of Supplemental
Data.

In order to assess the performance of ACD methodology when there is uncertainty in water
demands and model of the network, sensitivity analysis has been performed. Specifically, for
each solution calculated by the ACD algorithm for a given contamination scenario (i.e. for
a given network, source and sensor nodes), 1000 additional Monte Carlo Simulations (MCS)
were performed where the demands and roughness coefficients of pipes were randomly varied
between £2,4,6,8 and 10% of their estimated value, following a uniform distribution. The
results from these simulations are given analytically in Appendix S7 of Supplemental Data
and aggregated metrics for each uncertainty case are given in Table 2. The metrics used are:
1) The percentage of simulations where monitoring of the contaminant was achieved using
the control settings calculated by the ACD algorithm. 2) The Mean Percentage Deviation of
the contamination Impact mean calculated in the MCS, related to the Impact calculated by

the ACD algorithm, defined as follows:

1 &
Lypap = — Y100 (1P — u (1M9) /19P) (11)
Ny 4
i=1
where p (IM9%) is the mean Impact from the MCS for contamination scenario ¢ and I;*“"

is the Impact calculated by the ACD algorithm for scenario i. 3) The Mean Percentage

Standard Deviation of the Impact calculated by the MCS for each scenario, related to the
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mean Impact of each scenario, defined as:

Inipsp = ni 2": 100 (o (1"°) /u (1)) (12)

" oi=1

where o (1M%) is the standard deviation of Impact from the MCS of scenario i.

The results show that the existence of the solution provided by the ACD algorithm is robust
to demand and model uncertainty, as the suspected nodes are monitored in at least 99.6% of
the varied scenarios. The variation of the contamination impact under these uncertainties,
as shown in Table 2, increases analogously to the increase of uncertainty. It is observed that

the Impact variation may be network dependent, as it is of smaller magnitude in the Hanoi

network which has less nodes compared to the CY-DMA network.

CONCLUSIONS AND FUTURE WORK

In this work we address the problem of water contamination detection in Water Distri-
bution Networks (WDN) by applying a methodology of Active Contamination Detection
(ACD), which manipulates the system inputs in a way that assists the contamination detec-
tion process. A generalized formulation of this problem is provided. Hydraulic constraints
are incorporated into the problem, thus providing solutions that maintain the system in
operation. A maximum detection time limit takes into account the scenario when manual
sampling is preferable to be performed. Due to the complexity of this problem, a simplified
version of this problem is solved using evolutionary algorithms. Simulations are performed
on networks where sensors are optimally placed for Passive Contamination Detection (PCD).
The results show that it is possible to significantly reduce contamination impact, which in
this work is defined as the contaminated water consumed, by manipulating the system valves
and pressure set-points. Moreover, the system coverage is improved and monitoring time is
decreased.

The intended use of the proposed methodology is to provide an additional tool at the

disposal of water managers that can be used in conjunction with conventional water quality
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monitoring. A water utility may have a few specialized contamination sensors within a system
(which may be of high cost), in parallel to a larger number of general water quality sensors
(e.g. chlorine, ORP etc). A suspicion of a contamination may then arise due to abnormal
readings of a general water quality sensor and confirmed by driving the contamination to a
specialized sensor using the ACD methodology. When using general water quality sensors
to identify abnormalities in water quality, measurements from more than one sensor and
knowledge of water flows in the network can be combined using a suitable contamination
detection methodology (Eliades and Polycarpou 2012) to pinpoint a suspected contamination
location. This location may not necessarily have a sensor installed.

Another use example of the proposed methodology is the case of a sensor fault which has
as a result a substantial reduction in coverage. The sensor-fault can be obvious, such as the
sensor giving a constant zero reading, thus the water utility will know not to rely on the this
sensor. The ACD methodology can then be used to provide additional coverage with less
sensors, as seen from the simulation results in this work. The impact of the contamination
when using ACD is lower than when using PCD with the same number of sensors because
the methodology tries to minimize this metric.

The ACD methodology does not require operable valves at all the pipes of the network,
as it is able to work given a set of existent valves in the network. The calculated solution
depends on the number of valves, location of valves and topology of the network. Current
water networks may lack the Industrial Control System (ICS) infrastructure to remotely
control valves and apply timely emergency response. However, the development trend of
modern water distribution systems is towards remote sensing and control. If a water utility
wants to employ such a system specifically for the use of the ACD methodology, optimal
valve placement oriented towards increasing the efficiency of ACD can significantly reduce
the valves needed and provide sufficient coverage.

When using the proposed methodology, there is a trade-off between increased monitoring

capability and system resilience. A way to mitigate this problem is to include in the opti-
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mization procedure a metric of system resilience and take that into account when choosing
a solution. Additionally, this methodology requires the knowledge of a set of nodes which
are suspect of contamination in order to be applied. Sensitivity analysis with respect to
water demand and model parameter variations, show that the existence of a solution to the
ACD problem is robust to these uncertainties, whereas the impact value is more sensitive.
In future work, these uncertainties can be taken into account in the Problem Formulation in
order for the methodology to provide a more robust solution. This work could also benefit
from a study which assesses the performance of this methodology on networks with different
characteristics, because the existence of a solution that does not violate pressure constraints
greatly depends on the networks topology. Other extensions of this work include further in-
vestigation of the weight 3 in the optimization cost function, modifications to redirect flows
to flushing locations when the presence of a contaminant is confirmed and modification to fo-
cus on creating isolated paths between locations suspect of contamination and sensor nodes,

in order to improve the localization of a contamination source.
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Cov (%) kq (hours) I (m?) Ve  H (m)

PCD ACD PCD ACD PCD ACD ACD ACD
Hanoi
1 Sensor  40.6 75 6.5 2.5 11398 1642 2 120
2 Sensors  65.6 781 5.5 2.5 4962 1289 2 105
3 Sensors  68.8 81.3 4 2 3807 956 2 115
CY-DMA
1 Sensor  40.7  74.7 4 1.5 91 3 8 40
2 Sensors  61.5  79.1 4 1 24 3 6 40
3 Sensors  76.9  80.2 4 1 16 2 6 40
Cov: Percentage of nodes monitored by sensors.
/;:d: Median contamination detection time in hours.
I: Median contamination impact in m?.
VC: Median number of valves closed by the ACD scheme.
H: Median head at pressure control nodes in meters.

TABLE 1. Result metrics from simulation scenarios using Passive (PCD) and Active
(ACD) contamination detection schemes on Hanoi and CY-DMA networks with 1 to 3

Sensors.
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Hanoi CY-DMA

Uncertainty (%) Solved (%) I-MPMD (%) I-MPSD (%) Solved (%) IMPSD (%) I-MPSD (%)

2 100.00 3.95 5.35 100.00 11.41 13.10

4 100.00 6.22 7.61 100.00 17.83 18.80

6 100.00 7.65 8.51 100.00 22.23 21.79

8 99.92 9.18 8.83 100.00 26.22 23.48

10 99.61 9.68 9.19 100.00 29.73 24.40

. Variation of combined water demand and roughness in the MCS as a percentage of their
Uncertainty:

known values

Percentage of MCS where monitoring of the contaminant was achieved using the settings

Solved: calculated by the ACD algorithm

Mean Percentage Deviation of the mean Impact from the MCS from the Impact calculated
I-MPMD .

by the ACD algorithm
I-MPSD Mean Percentage Standard Deviation of the Impact from the MCS

TABLE 2. Sensitivity analysis results of the ACD methodology applied to the Hanoi

and CY-DMA networks
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FIG. 1. Six node system. Arrows represent flow directions, S represents fixed sensor

location and gray marks covered nodes.
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PCD scheme - Hour: 24 - Impact: 34586 (m3) ACD scheme - Hour: 5.5 - Impact: 5832 (ma)

Source
Sepsor Py

contaminated node

non-contaminated node

constant head node

X closed pipe

FIG. 2. Example of monitoring a previously unmonitored node using the proposed
methodology on the Hanoi network.
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PCD scheme - Hour: 10 - Impact: 47722 (m3) ACD scheme - Hour: 6 - Impact: 12283 (ms)

*———¢ *——¢

L X p
L ] L ]
* q ®
Sepsor y ° Sensor . °
) contaminated node
[ ] non-contaminated node 9 L ]
constant head node
X closed pipe

Source Source

FIG. 3. Example of monitoring time reduction using the proposed methodology on the
Hanoi network.
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ACD scheme - Hour: 5.5 - Impact: 4887 (ms) ACD scheme - Hour: 7 - Impact: 15041 (m3)

*——0 *——0
[ ] [ ]
o—eo— °
X )
| ]
Source
Sepsor Py
X >
® ed node
°
[ ] non-contaminated node

constant head node

X closed pipe

FIG. 4. The examples of Fig. 2 (left) and Fig. 3 (right) with multiple nodes being
suspect of contamination and the solution using the proposed ACD methodology.
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Nodes Detected in Default scheme Nodes Detected using AFD
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(250)— Impact in (m’)
@  Source not detected of 16 of
pressure control node (5585) (24739 (5585)  (5576)

FIG. 5. Hanoi network with 1 optimally placed sensor. Left: Contaminant nodes and
detection time (impact) for default PCD case. Right: Contaminant nodes and detec-
tion time (impact) with ACD scheme.
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Nodes Detected in Default scheme
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FIG. 6. Hanoi network with 2 optimally placed sensors. Left: Contaminant nodes
and detection time (impact) for default PCD case. Right: Contaminant nodes and
detection time (impact) with ACD scheme.
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Nodes Detected in Default scheme Nodes Detected using AFD
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FIG. 7. Hanoi network with 3 optimally placed sensors. Left: Contaminant nodes
and detection time (impact) for default PCD case. Right: Contaminant nodes and
detection time (impact) with ACD scheme.
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Sources Detected in default PCD scheme Sources Detected using ACD
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FIG. 8. CY-DMA network with 1 optimally placed sensor. Left: Contaminant nodes
and detection time (impact) for default PCD case. Right: Contaminant nodes and
detection time (impact) with ACD scheme.
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FIG. 9. CY-DMA network with 2 optimally placed sensors. Left: Contaminant nodes
and detection time (impact) for default PCD case. Right: Contaminant nodes and
detection time (impact) with ACD scheme.
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FIG. 10. CY-DMA network with 3 optimally placed sensors. Left: Contaminant nodes
and detection time (impact) for default PCD case. Right: Contaminant nodes and
detection time (impact) with ACD scheme.
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