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ABSTRACT 
The proportion of information that is exclusively available online 
is continuously increasing. Unlike physical print media, online 
news outlets, magazines, or blogs are not immune to retrospective 
modification. Even significant editing of text in online news 
sources can easily go unnoticed. This poses a challenge to the 
preservation of digital cultural heritage. It is nearly impossible for 
regular readers to verify whether the textual content they 
encounter online has at one point been modified from its initial 
state, and at what time or to what extent the text was modified to 
its current version. In this paper, we propose a web-based 
platform that allows users to submit the URL for any web content 
they wish to track for changes. The system automatically creates a 
trusted timestamp stored in the blockchain of the cryptocurrency 
Bitcoin for the hash of the HTML content available at the user-
specified URL. By using trusted timestamping to secure a 
‘snapshot’ of online information as it existed at a specific time, 
any subsequent changes made to the content can be identified. 

Categories and Subject Descriptors  
H.3.7 [Information Storage and Retrieval]: Digital Libraries – 
Collection, Standards, Systems issues. H.3.5 [Information Storage 
and Retrieval]: Online Information Services – Web-based 
services. 

Keywords 
Web archiving; online news preservation; trusted timestamping; 
blockchain applications. 

1. INTRODUCTION
An increasing amount of information that contributes to 
humanity’s cultural heritage is born digital-only. News articles, 
blogs or Tweets are prominent examples. Today’s online 
information and news sources define our retrospective view on 
events and contribute to shaping public opinion [4, 7]. Yet, 
online-only content defies the traditional archiving and 
preservation approaches of print media. 

Changing the content of physical newspapers and books is 
difficult and replacing them in public libraries is hardly feasible. 
However, changing words in an article that only appeared online 
is relatively simple and changes can occur at any time. The 
question that arises is: How can we ensure that online information 
remains available in an untampered form for current and future 
generations? 

Developing strategies for securely preserving digital cultural 
heritage is thus a major undertaking and has been identified as a 
grand challenge by the German Society for Computer Science1. 
Ensuring the integrity and originality of preserved digital 
information is an important subtask of that challenge. 

1 https://www.gi.de/index.php?id=4174 

Once information has been published online, it may be modified 
by its creator(s) over time for a variety of reasons, such as to: 

• update the article with new information;
• remove certain details;
• change the tone or sentiment expressed in the article, e.g.

from positive to negative, or vice versa;
• censor sensitive information to promote the agenda of a

government, individual, or special interest group;

It is not uncommon for news articles to be revised by editors to 
portray a particular policy or individual in either a more favorable 
or unfavorable light. For example, a few hours after The New 
York Times published an article declaring Senator Sanders’ 
success at the polls during the 2016 U.S. presidential elections, 
the article’s text was edited and its tone changed from 
overwhelmingly positive to slightly dismissive. The article’s 
original title “Bernie Sanders Scored Victories for Years via 
Legislative Side Doors” was modified to a substantially less 
celebratory title that read: “Via Legislative Side Doors, Bernie 
Sanders Won Modest Victories” [6].  

These types of modifications, also called ‘stealth editing’, 
regularly occur in online news and information sources. Being 
able to identify and track when such changes occur can be 
relevant to readers. In this paper, we present an automated system 
to preserve, identify changes, and timestamp information from 
important online sources of digital cultural heritage, including 
news outlets, websites, blogs, or social media. 

2. BACKGROUND
Trusted timestamping is a process for proving that certain digital 
information existed at a given point in time [3]. In a previous 
paper, we showed that cryptocurrencies, such as Bitcoin [5], can 
serve as a decentralized trusted timestamping (DTT) service if the 
hash value of the digital data to be timestamped is embedded into 
a transaction recorded in the blockchain of the cryptocurrency [1]. 
We introduced OriginStamp (www.originstamp.org) as a free 
service that implements this approach.  
Decentralized trusted timestamping using cryptocurrencies offers 
the following benefits over established timestamping protocols: 

1. decentralized, cryptographic integrity validation of the
timestamping process;

2. high incentives for computing nodes to contribute to the
decentralized record-keeping process at the heart of the
Bitcoin protocol;

3. minimal effort for users: no need to setup specialized
hardware or software;

4. low cost of operation, which allows us to provide the
service free of charge.

For the technical description of the implementation of DTT, 
please refer to [1]. 



3. PROTOTYPE 
We present a web-based service that can be used to create 
automatic trusted timestamps for any online content. Figure 1 
gives an overview of the functionalities of the system. 
The web-interface of the system can be accessed at:  
www.isg.uni-konstanz.de/web-time-stamps. The code has been 
published under an open source licence and is available upon 
request. 

The service focuses on the preservation of textual content and 
news articles, since these forms of online media are the most 
vulnerable to censorship and retrospective editing. However, the 
service can be used to timestamp any web content where the 
HTML and the images of the web page can be extracted. The 
system enables the following: 

1. automatic downloading and periodic archiving of any web 
page (URL) specified by a user; 

2. identifying textual changes and visualizing the detected 
modifications; 

3. creating tamper-proof decentralized trusted timestamps for 
the downloaded webpages that make it impossible for any 
changes in the content to go unnoticed. 

Additionally, users who wish to check for censored or blocked 
web content, can select from several proxies within the service to 
simulate accessing the same URL from different countries. 

The web archiving feature is similar to the service of the Internet 
Archive’s ‘Wayback Machine’ (https://archive.org/web/). 
However, existing archiving services [2], including the Wayback 
Machine, do not generate tamperproof trusted timestamps to 
secure the state of web content at a specific time.  

Furthermore, they do not allow for a side-by-side comparison of 
modifications, or give users the option to be notified when 
changes occurred on a specific web page. 

There are two other significant drawbacks of existing web 
archiving services. First, users must place all of their trust in the 
good intentions of the centrally operated archiving service. 
Second, the security of the storage mechanisms used by the 
service can never be fully guaranteed. Both of these shortcomings 
are solved by securing the snapshots generated by archiving sites 
with decentralized trusted timestamps using the blockchain. 

The prototype lets users specify the frequency with which 
timestamps should be created for the content residing at the 
specified URL (see Figure 2). For example, a specific blog page 
could be timestamped every day or once a week. Each time a new 
timestamp is generated, the system automatically generated a diff 
of the content (see Figure 4). The user is notified via email if any 
changes occurred. 

 
Figure 2: URL submission interface. Once the user submits 

the URL a timestamp of the current state of the digital content 
residing at that URL is automatically generated. The content 

is stored in PDF and PNG form for preservation. 
Figure 3 shows the system interface for browsing user-submitted 
URLs. For each URL, the unique SHA256 hash generated from 
the content snapshot, as well as a PDF, a PNG, and a link for 
verifying the trusted timestamp (which currently redirects to 
originstamp.org) are displayed.  

Figure 1: Overview of system functionality 



 

 
Figure 3: User-submitted online content overview 

We encourage readers to examine the text modifications shown in 
Figure 4 for themselves. The figure visualizes retrospective 
modifications made to a New York Times article titled “Tension 
Rising, Saudi Monarch Ousts Ministers”. The original article, 
published May 8th, 2016 is compared against the version available 
online on May 15th, 2016. Newly added text passages are 
highlighted in green, while deleted text is marked in red. 

 
Figure 4: Visualization of changes made to a New York Times 

online article that was timestamped and tracked for 
subsequent changes by our system 

4. OUTLOOK 
To increase the impact of our service, we plan to develop plugins 
for browsers and popular web applications, such as Twitter, 
Facebook, and Reddit to simplify and speed up the process of 
timestamping and tracking web content for end users.  

Additionally, we are currently realizing an API that enables 
developers of other services and applications to integrate our 
service for timestamping and tracking digital content at scale. 

To increase the trustworthiness of timestamped web content 
snapshots, we are working on a distributed version of the service. 
As explained in Section 3, our service currently stores snapshots 
of the monitored online media content on a user’s computer and 
submits the hash of the corresponding files to OriginStamp. This 
approach exhibits an inherent weakness, because the user might 
alter the files that represent the snapshot of the web resource and 
submit the hash of the altered files to OriginStamp. Hence, 
establishing a definitive chain of evidence that a web resource 
existed exactly in the version timestamped by a user requires 
redundant timestamping of the resource by multiple parties 
independently of each other.  

We plan to overcome this weakness by distributing the 
timestamping and monitoring process to multiple nodes. When a 
user submits a URL for tracking, the service will automatically 
perform the timestamping and tracking on the user’s computer 
and on additional nodes participating in the service. The nodes 
will routinely compare their results to identify discrepancies. If 
the timestamped snapshots differ among nodes, the service can 
trigger notifications or log the event for future reference.   

Distributing the service to multiple nodes will also facilitate 
proving situations in which web resources present different 
content to different users. For example, online news sites might 
present different content to users in different countries. Checking 
for censored content using a world map is possible in the current 
prototype, yet the process is limited to a single machine. The 
future version of our service will automatically distribute the 
timestamping and tracking process to nodes in different countries. 
Routinely performed checks of the snapshots taken by the 
different nodes can easily prove differences in content. 
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