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Abstract— Today, when comparing classical fingerprint
matching and more constrained algorithms, like after binary
quantization for biometric privacy protection purpose, there is
an important gap in terms of performances. Performances of
the latter solutions still need to be improved to decrease this
gap. The main difficulty comes from the fact that fingerprint
captures of the same trait give very different minutiae sets
with possibly small overlaps and very different distortions
among the different part of the images; and comparison of
a stored reference with the fresh captured fingerprint data has
to take into account those local variabilities. In this paper, we
study a new approach to this problem by exhibiting a way to
transform a minutiae set into a quantized feature vector by local
comparisons. The encoding of the original fingerprint template
is made by matching small minutiae vicinities with a set of
representative vicinities. Moreover, the representation achieves
the interesting property of self-alignment of the vectors.
Index Terms— Fingerprint, Feature Vector, Binarization,
Self-alignment.

I. I NTRODUCTION
With the growing use of biometric systems comes the
need for privacy protection of biometric data in order to
prevent someone to be able to track back the users of the
system. Maintaining privacy of users has received a lot of
attention during the last decade. To cope with the variability
of biometric data, error correcting code methods have been
proposed first, with the introduction of secure sketches and
related solutions [15], [22], [26]. But it is now known [3],
[32] that the security is not well established in practice.
Nonetheless, this has opened the path toward quantization
of biometric data, which is a useful preliminary step before
applying protection techniques. Moreover the simplest the
underlying comparison of quantized biometric data is, the
easiest the integration into cryptographic techniques will be.
For instance, when comparison is simplified to a bit per bit
exclusive-or (XOR) between two fixed length binary vectors,
[2], [5], [9], [33] suggested to combine XOR or secure
sketch operations with homomorphic encryption; solutions
which lead to high security properties thanks to the use of
provably cryptographic schemes. The need for quantization
algorithms holds for identification purpose as well where
the user has only to provide a new capture of his biometric
trait to be identified. Indeed when dealing with binary vectors, comparison speed can be greatly increased [18], [19].
Even embedding identification into protocols with privacy
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protection has been suggested [1], [6], [8] thanks to the
quantization of biometrics.
A. Related Works
Although highlighted by the privacy issues and the suggested solutions, quantization of biometric data is not new.
The use of binary vectors with a quite simple comparison,
namely a relative Hamming distance (a Hamming distance
corresponds to the number of coordinates in which two vectors differ) has been introduced for iris recognition technology in [14] with the concept of iriscodes where the features
of iris are represented as binary vectors of length 2048.
Below a given threshold for this distance, two iriscodes are
assumed as matching ones, otherwise this is a non-matching
pair. Various attempts have been made for obtaining similar
representation and comparison with other modalities, like for
faces and fingerprints, e.g. [4], [7], [13], [21], [24], [34],
[37]. For face biometrics for which templates can be already
represented as feature vectors, the matter is generally to
transform a vector of floats into a vector of bits through some
quantization techniques [12], [23], [24] which use multiple
samples at enrollment to obtain reliable bits.
However concerning fingerprint, classical representation is
based on minutiae set which is an unordered set of characteristic points (ridge endings and bifurcations) with variable length and fingerprint matching is based on geometric
methods. More precisely, classical fingerprint comparators
are minutiae oriented and their goal is to find the optimal
translation and rotation which best superimpose two clouds
of oriented points (the minutiae of the search and of the
reference fingerprint). Then a score is estimated based on
correlation between the two minutiae sets [30]. Hence, for
quantization, numerous difficulties come with this, e.g. how
to deal with the insertion and deletion of minutiae, and
also with misalignment and overlapping issues between two
fingerprints.
Various methods for transformation of a fingerprint into a
quantized feature vector have been studied in previous works.
[21] introduced the concept of fingercode which consists to
encode the ridge local direction field around the core of
a fingerprint. [34] also suggested a quantization algorithm
based on local orientation of ridges. This has been later
enhanced in several research papers – for instance [7], [13]
– but they are still based on fingerprint patterns and need
several samples per user at the enrollment to extract stable
binary vectors thanks to a reliable component quantization

principle. [18] uses representative fingerprint patterns and
constitutes a feature vector by concatenating the match scores
between the fresh fingerprint pattern and the representative
patterns.
Several techniques based on minutiae have also been
investigated. In particular, [36] explained the construction
of a feature vector of floats via the spectral representation
of a minutiae set. Starting with a grid of minutiae, [16]
designed specific encoding and decoding algorithms to deal
with displacement, erasure and insertion of minutiae. In [29],
numbers of minutiae into local cuboids are used for binary
representation. Unfortunately, these methods suffer from
misalignment problem and need either exhaustive search on
the orientation/translation (only orientation for spectral minutiae) or a preliminary registration step before comparison.
[17] suggested the use of histogram of minutiae triplets to
overcome this issue, but adaptation of the technique to ntuples (n > 3) to increase the discriminative power is too
costly (length of the vector equals the number of possible
n-tuples).
To sum up, some techniques are built on Ridge Flow
Matrix recognition (globally or only around some points)
which is less discriminative than the minutiae of a fingerprint.
For better performances, we will look in this paper for local
comparisons with representative minutiae vicinities. Dealing
only with minutiae has also the advantage to be compliant
with most of existing fingerprint suppliers and databases.
Based or not on minutiae, the methods are very often
not resilient to misalignment and need a registration step
that may lead to private information leakage. Multi-sample
enrollment is also one usual constraint for binary feature
vectors that should be made as flexible as possible. And
finally existing performances – while dealing with simple
matching of quantized fingerprint feature vectors – still need
to be improved to come closer to classical minutiae-based
matching.

way to transform a set of vicinities into a binary feature
vector. Section IV illustrates the performances of our construction on several public datasets and Section V details the
extension of our technique to multi-samples scenario. Section
VI concludes.
II. V ICINITIES OF M INUTIAE
Although our construction of minutiae vicinities is inspired
from previous works on the subject, which are numerous (see
for instance the recent paper [10] that designs a lightweight
representation for fast comparison), we design our vicinities
and the related matching algorithm from scratch to be fully
compliant with our constraints (in particular to reach good
performances with a simple comparison between binary
feature vectors). The description follows.
A. Vicinities Construction
A fingerprint will be characterized in all the paper by its
minutiae set according to ISO standard [20]. Given a set
of minutiae extracted from a fingerprint image, i.e. a set of
oriented points (x, y, θ), we consider local neighborhoods
around each minutia. These neighborhoods, called vicinities
in the sequel, are in fact the core elements of all our feature
vector construction. One such vicinity around one minutia
point m is defined as the set of all the minutiae which are
within a disk of some radius ρ in R2 and with center the
point m.
Moreover the minutia m, called the central minutia of the
vicinity, is used to defined a new coordinate system for the
position and for the orientation (cf. Figure 1). The position
of m gives the new center of the coordinate system and
the orientation of m gives the direction of the x-axis. The
coordinates of the vicinity points are expressed in this new
system. Thanks to this absolute representation, two vicinities
are directly comparable without any prerequisite registration
for relative realignment.

B. Our Work
To overcome these issues, we suggest a new feature vector
construction for fingerprints when encoded as standard [20]
minutiae sets. Our method is neighborhood oriented. The
goal is to encode a fingerprint according to its distances
to several representative minutiae neighborhoods. Thanks to
these distances and to statistics learned on the representative
neighborhoods, a fixed size binary feature vector is computed. One main advantage is that all the computation efforts
are concentrated on the feature extraction process whereas
the matching process is almost reduced to a simple AND
between two fixed size binary feature vectors. This is of
great importance for future integration into cryptographic
protocols.
The paper is organized as follows. The vicinity definition,
the representation, and the algorithm to compare two vicinities are described in Section II. To underline the interest of
our strategy we also introduce an algorithm for matching two
sets of vicinities and evaluate the performances. Section III
explains how representative vicinities are selected and the
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Vicinity coordinate system

Definition 1: Let M = (m1 , . . . , mn ) be a list of n minutiae obtained from a fingerprint, with mi = (xmi , ymi , θmi ).
The vicinity of radius ρ centered around the minutia mi
is denoted Vi (M) and defined as
Vi (M)
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where αmi ,mj = θmi ,mj − θmi , βmi ,mj = θmj − θmi ,
d(mi , mj ) is the euclidean distance in R2 between the
minutiae mi and mj and θmi ,mj the angle between the vector
(mi~, mj ) and the x-axis.
The formula above corresponds to the change of coordinates to the coordinate system defined by the central minutia.
The position of the central minutia is the origin of the new
coordinate system and the orientation of the minutia defines
the orientation of the x-axis.
Instead of characterizing a fingerprint by a global set of
minutiae, the approach chosen here is to represent it by
several local sets of minutiae. For a set of n minutiae, as
many vicinities are constructed. With two sets of vicinities
coming from two fingerprints to be compared, the matching
step can consist in locally comparing vicinities pairwise
and to estimate then the score via the local scores of the
best pairings. Although the representation is equivalent to
a set of minutiae at the encoding step, the above rough
matching procedure is yet less complex than usual minutiae
comparison. In fact, our goal is to simplify at most the
matching phase thanks to the use of our vicinities (cf. Section
III for further simplifications).
In this rough matching procedure, we also see that the
global coherency in the minutiae set is not used. Nevertheless
the local approach has the advantage of limiting one crucial
problem in fingerprint matching: the elastic distortion. Many
authors have proposed methods to cope with the elastic
distortion of the skin [11], [31]. In the local area of the
vicinity, the distortion due to the elasticity of the skin can
be considered as negligible. Of course there is a trade-off on
the radius of a vicinity so that it contains several minutiae
in order to be sufficiently discriminative while staying small
enough to be considered as a local area.
Moreover as already mentioned, as vicinities are selfaligned through their central minutia, this solves the misalignment problem between two fingerprints.
B. Comparison of Vicinities
Comparing two vicinities is simplified as the two minutiae
clouds are already in the same coordinate system, so the
translation and rotation which best superimpose the two
neighborhoods have no need to be found.
Let V = {p1 , . . . , plV } and V 0 = {q1 , . . . , qlV 0 } be two
vicinities of minutiae (either from the same fingerprint or
from different fingerprints) to be compared. Each point pi
(resp. qj ) is given with coordinates (x, y, θ) in R3 with
respect to the coordinate system associated to V (resp. V 0 ).
We proceed as follows.
• As the neighborhoods are aligned, we defined directly
a pairing score between minutiae:
−
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with σX the parameter chosen for the variance on
the position, and σθ on the orientation. Examples of
matching vicinities are used to determine the standard

deviation of the minutiae in order to tune the parameters
σX and σθ .
• By computing pairing scores µ(pi , qj ) between each
possible pair of points, we obtain a pairing matrix M
of size lV × lV 0 with all possible combinations.
• Now, we can use a closest neighbor search algorithm,
which outputs a list of potential minutiae pairings,
combined with a post-processing algorithm to avoid
multiple pairing for the same minutia. An alternative
approach is the classical hungarian algorithm [25] to
directly output the best associations. Let f : V → V 0
be the related association function defined by f (pi ) =
{qj }, if pi is associated with qj , f (pi ) = ∅, otherwise
(no association to pi ).
Note that in Section IV, we present performances based
on the use of the hungarian algorithm.
The matching score between the two vicinities is computed
as follows. Let N AS be the number of non associated
minutiae of the vicinity V’ and N AR be the number
of non associated minutiae of the vicinity V. We have,
N AR (V, V 0 , f ) = ](V ∩ f −1 (∅)) and N AS (V, V 0 , f ) =
]V 0 − ]f (V ). The global matching score between V and
V 0 is defined by:
0
Score(V, V ) =

X
pi ∈V,qj ∈V 0 ,
f (pi )={qj }

0
0
µ(pi , qj ) − (N AR (V, V , f ) + N AS (V, V , f ))KN A

where KN A is a penalty coefficient for non associated
minutiae. The formula takes into account the number of non
associated minutiae to normalize the behavior of neighborhood with various number of minutiae. It avoids the awkward
situation where a vicinity with a large number of minutiae
matches with too many vicinities or when 2 almost empty
neighborhoods have a low score even if they match perfectly.
C. Fingerprint Matching Through Vicinities
We now describe how to use comparison of vicinities in
order to match two fingerprints which are represented by a
set of vicinities. The principle we use is similar to the basic
algorithm of [10]. We construct a pairing matrix containing
scores between vicinities of the first fingerprint F P and the
vicinities of the second one F P 0 . These scores are computed
using the method described in the previous section. Based on
the pairing matrix, we apply again an hungarian algorithm
to select the best associations of vicinities. And a final score
between the fingerprints is computed with similar formula as
previously.
Our goal here is to measure the discriminative power
of our vicinity construction compared to classical minutiae
matching. The performances are evaluated on the FVC2002
database 2 [27] which is an optical sensor database with 800
images (8 acquisitions times 100 subjects). Note that ρ is
chosen such that a vicinity covers about 5% of the whole
fingerprint image. On FVC2002 DB2, the Equal Error Rate
(EER) measured for the above matching algorithm is 2.4%.
For a False Accept Rate (FAR) of 10−3 , the False Reject
Rate (FRR) is 5.8%. The EER is of course not at the state

of the art performances [27], but not so far, which confirms
the quality of the vicinities.
III. F ROM V ICINITIES TO B INARY F EATURE V ECTORS

different matching score repartitions. Vicinity 1 is the most
discriminative one among the four, it corresponds to a high
curvature area with many minutiae. Vicinity 4 is the least
discriminative: the curvature is very low.

To transform a fingerprint represented as a set of vicinities
into a feature vector of a given length N , we build a
projecting space containing N representative vicinities. The
vicinities of the fingerprint would be then compared to each
representative vicinities to obtain the feature vector.
A. Representative Database of Vicinities
Starting with a large external fingerprint database, we
extract all the vicinities of the fingerprints in the database
and determine a subset of representative vicinities. For this,
various criteria are used to shorten the list of vicinities:
1) sparse neighborhoods (vicinity with less than a number
lmin of minutiae) are discarded;
2) similar neighborhoods are discarded (a neighborhood
is not kept if it has a matching score greater than
scoremax with a selected neighborhood).
After shortening the list of vicinities, we obtain a representative dataset DBR with N representative vicinities, denoted
Ri .
The radius ρ of the vicinities (cf. Definition 1) represents
a trade-off between performances and the number N of
needed vicinities to densely span the space. If ρ is small, one
does not need many representative neighborhoods to span
the space of all existing vicinities. On the opposite, if ρ is
big, a vicinity is very discriminative and a huge number of
representative vicinities would be needed.
B. Discriminative Power of Representative Vicinities
As explained, a fingerprint will be compared to all representative vicinities to fill the feature vector, so it is necessary to normalize the score computed with respect to each
representative vicinity. This normalization is not limited to
the number of non associated minutiae, that is already taken
in account (cf. Section II-B). There are lots of differences
between the scores dynamic of the Ri . Some neighborhoods
extracted in low curvature area are commonly found in
fingerprints and statistically match well with many vicinities.
On the contrary, some areas of high curvature are rare in
fingerprints and have very few matching vicinities.
To determine whether an Ri is rare or common in the
vicinities world, we extract another set of vicinities from a
fingerprint dataset DB 0 . Those vicinities are compared to
each Ri using the matching procedure presented in Section
II-B to build a histogram of scores. Its dynamic indicates
if the minutiae configuration of Ri is common or rare in
fingerprints.
Let p be a probability value. Based on the histograms,
we are able to estimate the value τi (p) such that the probability for a random vicinity V of DB 0 to obtain a score
Score(V, Ri ) greater than τi is approximately equal to p.
This is used to set binarization thresholds in next section.
Figure 2 illustrates the histograms for the four representative vicinities of Figure 3. We see that the vicinities have

Fig. 2.

Vicinities Matching Score Repartition

Fig. 3.

Example of Vicinities

C. Binary Feature Vector
Let M be a list of n minutiae obtained from a fingerprint.
The binary feature vector F V (M) is elaborated as follows
(see an overview in Figure 4):
• All the vicinities of the fingerprint are extracted: V =
{V1 (M), . . . , Vn (M)}.
• For i ∈ {1, . . . , N }, we compute the matching scores
of all the fingerprint vicinities with Ri :
Score(Vj (M), Ri ) (j ∈ {1, . . . , n})
•

•

Let T (M) be the vector of length N with the i-th
coordinate defined by T (M)i = Score(Va[i] (M), Ri )
where a[i] = argmaxj∈{1,...,n} Score(Vj (M), Ri ).
For a given probability p, and the related values τi (p)
(i ∈ {1, . . . , N }), the previous vector is binarized to
obtain F V (M):
(
1, if T (M)i > τi (p)
F V (M)i =
0, otherwise

The value τi (p) are used above as binarization thresholds.
The probability p should be small (for instance 1%) to
ensure that a bit set to 1 actually means that the associate
representative vicinity Ri is close to one of the fingerprint
vicinities. It is also necessary to avoid almost empty feature
vectors which will be non-resilient to noise. As a rough
estimation, the number of 1 in the binary feature vector
would be in average p × N × n.

Fig. 5.
Fig. 4.

performances on FVC2000 DB2, FVC2002 DB2

Overview of the Binarization

D. Binary Feature Vectors Matching
The score between two binary feature vectors F V (M)
and F V (M0 ) is computed by counting the number of 1 at
the same coordinate, normalized by the minimum Hamming
weight of the vectors and some penalty constant K:
Sc(F V (M), F V (M0 )) =

PN
(F V (M)i AND F V (M0 )i )
i=1
P
PN
K+min( N
i=1 F V (M)i , i=1 F V (M)i )

captured by the operator. With our techniques, these acquisitions can be easily consolidate to build one simple binary
feature vector.
Let (T (M1 ), . . . , T (Mk )) the k feature vectors calculated
– before binarization (cf. Section III-C) – from k acquisitions
of the same fingerprint. To fuse those vectors and to be
as conservative as possible in regards to the possible few
overlap of the different acquisitions, we defined the fused
feature vector T (M1 , . . . , Mk ) by:

IV. P ERFORMANCES

T (M1 , . . . , Mk )i = max(T (M1 )i , . . . , T (Mk )i )

We evaluated the performances of our construction on
the two following public databases: 1/ FVC2000 DB2 [28],
a low-cost capacitive sensor database with 800 images (8
acquisitions times 100 subjects); 2/ FVC2002 DB2 [27], an
optical sensor database with 800 images (8 acquisitions times
100 subjects).
Using several different databases acquired with different
type of sensors increase the confidence on the results of the
binary feature vector representation. The vicinity comparison
algorithm is the hungarian version and the size of the feature
vectors N is 50 000 bits (for this, as explained in Section III,
we use N=50 000 representative vicinities chosen thanks to a
large external fingerprint database with an empty intersection
with the FVC datasets). The Detection Error Trade-off curves
are given in Figure 5. For instance, on FVC2002 DB2, the
EER is of 5.3%1 and a FRR of 22% at 10−3 FAR. As the
templates are already self aligned, the results are invariant to
rotation and translation of the fingerprints. The difference
of performances on the databases can be explained: The
neighborhood approach works well on good quality images
even if those images are small. On the contrary, bad quality
images mean spurious minutae which degrade the vicinities
matching performances.

for i ∈ {1, . . . , N }.
The binarization of this vector is done similarly as in
Section III-C. A probability p0 possibly depending on k and
different from the previous binarization probability is used
to generate the binarized vector via:
(
1, if T (M1 , . . . , Mk )i > τi (p0 )
1
k
F V (M , . . . , M )i =
0, otherwise

V. M ULTI -E NROLLMENT
Multi-samples enrollment scenarios are quite common:
during the enrollment process, 3 or 4 acquisitions are often
1 This is for instance close – although a bit higher – to the 4% of EER
in [35] but which is obtained with non-binary fixed-length vectors.

The size of the multi-acquisition template remains the
same as for mono-acquisition. And, as for classical matching
[38], the performances are improved in multi-acquisition
scenario. The performances with 4 samples at enrollment
are given on FVC2000 DB2 and FV2002 DB2 in Figure 5.
The Detection Error Trade-off curves are given in Figure
5. For instance, on FVC2002 DB2, the EER is of 1.7% and a
FRR of 8% at 10−3 FAR. As for mono-acquisition scenarii,
the bad quality of the images is the reason for the difference
of performances between the databases.
VI. C ONCLUSION
We have proposed in this article a new method to transform a minutiae set into a fixed size binary feature vector.
The vicinity approach has the advantage to give the selfalignement property to the feature vectors for free. The
results obtained both in mono and multi acquisition scenario
are extremely promising. The fact that all the heavy computations are done during the binary feature vector construction
process and that the matching is extremely simple is another
huge advantage of the method proposed which should be
maintained in further works.

To improve this construction, we can look on ways to
incorporate a global coherency measure and to reduce the
length of the feature vectors. Application to identification
scenario for high speed filtering algorithm could also be
investigated.
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