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Executive summary 
EDEN ISS is a program funded by the EU having as main goal the development of a greenhouse to be 
installed in Antarctica at the Neumayer III station to test key technologies for a future space green-
house. The Antarctic environment has been selected for an analogue test campaign because of its 
similarity with extraterrestrial outposts, with harsh ambient conditions, and similar limitations on, for 
example, power, number of human operators, and accessibility. Taking advantage of the limited ac-
cessibility and constraints on data transfer between Europe and the Antarctic, EDEN ISS has the ob-
jective to test the operation scenario, i.e. the planning of activities, the procedures, and the interac-
tion between on-site and remote operators in a similar scenario as would apply for future planetary 
bases. 

One of the key points of the greenhouse performance monitoring is the plant health monitoring, and 
most of all the early detection of plant disease and the subsequent activation of corrective actions. 
For that reason, a plant monitoring system is foreseen with the objective of collecting information 
suitable for analysis by a knowledge system (either local or remote) to assess and advise prophylactic 
measures to the local operator. As only one operator will handle the system, there is a need for ob-
jective assessment of plant welfare and performance, through automatic detection and expert as-
sessment of remote information.  

This document describes the final layout of the Plant Health Monitoring system. This system differs in 
several aspects from the one proposed at the CDR. In particular the mobile platform hosting the 
cameras for lateral views of the plants has been discarded due to budget issues. Nevertheless the 
capability of lateral image acquisition will be maintained by means of fixed cameras.  

The system relies on several components:  

1. Top view images by a fixed system of visual cameras one for each/two trays 
2. One HD-video camera modified for multispectral imaging  

3. An automatic image acquisition and distributor system  

 
After some local pre-processing of information, the Plant Health Monitoring will provide data to re-
mote experts from different disciplines, in order to implement their feedback into the overall control 
loop. Some information on the data acquisition and transfer is provided within this document.  

Aside from plant health monitoring, the on-site operator will have options to control plant health by 
taking corrective actions to address issues with e.g. nutrient solution composition, environmental 
conditions or microbial contamination. This document details the equipment which will be available 
in situ to determine microbial contamination and, if necessary, to decontaminate the facility, to en-
sure safe and clean food production. 



  EDEN ISS-DLO-WP3.5-D3.11-PHM Design Document-v1.3 

Co-funded by the Horizon 2020 

Framework Programme of the European Union Page: 4/211 

Table of contents 
Executive summary ........................................................................................................... 3 

Table of contents .............................................................................................................. 4 

Acronyms  ........................................................................................................................ 5 

1 Plant Health monitoring ......................................................................................... 6 
1.1 FEG Configuration and Structure............................................................................................. 7 
1.2 Plant Health Monitoring System Layout ................................................................................. 8 
1.3 Camera Networking ............................................................................................................... 12 

2 Bio-Detection and Decontamination .................................................................... 15 
2.1 Introduction ........................................................................................................................... 15 
2.2 Bio detection ......................................................................................................................... 17 

2.2.1 E-Nose ............................................................................................................................................. 17 
2.2.2 Sample taking .................................................................................................................................. 18 
2.2.3 Training of the E-Nose ..................................................................................................................... 22 
2.2.4 Expression of the Results ................................................................................................................ 25 
2.2.5 Measurement Locations .................................................................................................................. 26 

2.3 Decontamination ................................................................................................................... 28 
2.3.1 Baseline Design ............................................................................................................................... 28 
2.3.2 Selection of Decontamination Agent .............................................................................................. 29 
2.3.3 Decontamination System ................................................................................................................ 30 
2.3.4 Brief Instruction ............................................................................................................................... 33 
2.3.5 Decontamination Agent DIOSOL 3 .................................................................................................. 33 
2.3.6 Test Setup for positive control experiment..................................................................................... 34 

References ...................................................................................................................... 36 

Annex A: Camera Specifications ...................................................................................... 37 

Annex B: TPZ SW application installation ........................................................................ 43 

Annex C: Plant Health Monitoring System Configuration ................................................. 48 
2.4 Activating the cameras .......................................................................................................... 48 
2.5 Accessing and configuring the cameras ................................................................................ 49 

2.5.1 Adding online cameras to the iVMS Server ..................................................................................... 51 
2.5.2 Configuring the cameras ................................................................................................................. 53 

2.6 Live View ................................................................................................................................ 56 
2.7 Automatic Image Acquisition Scheduling .............................................................................. 61 

2.7.1 Hikvision.py ..................................................................................................................................... 62 
2.7.2 Camera_snapshot_robot.py ............................................................................................................ 63 
2.7.3 Camera_ftp_robot.py ...................................................................................................................... 63 
2.7.4 Camera_ftp_robot_NMIII.py ........................................................................................................... 64 
2.7.5 Data_ftp_robot.py ........................................................................................................................... 65 
2.7.6 Data_ftp_robot_NMIII.py ................................................................................................................ 65 
2.7.7 System Configuration for Automatic Images Acquisition and Transfer to DLR ............................... 65 
2.7.8 Manual use of the Python developed SW Applications .................................................................. 70 
2.7.9 Telespazio SW Applications testing: Manually and Automatically .................................................. 70 

2.8 Automatic forwarding of the images to the UHB’s ............................................................... 72 

Annex D: Multi-Wavelength Imaging System Guide Manual ............................................ 73 

Annex E: Decontamination Test Reports ......................................................................... 86 
 



  EDEN ISS-DLO-WP3.5-D3.11-PHM Design Document-v1.3 

Co-funded by the Horizon 2020 

Framework Programme of the European Union Page: 5/211 

Acronyms 
Acronym Explanation Acronym Explanation 
AIT Assembly Integration and Test CDR Critical Design Review 

APH Advanced Plant Habitat FEG Future Exploration Greenhouse 

AS Aero Sekur S.p.A. HD High Definition 

ASI Italian Space Agency MTF Mobile Test Facility 

ATS Analogue Test Site NMIII Neumayer III 

BLSS Bio-regenerative Life Support System PHM Plant Health Monitoring 

C.R.O.P. 
Combined Regenerative Organic-food Pro-
duction 

PoE Power over Ethernet 

CAB Bio-regenerative Environmental Control RAID Redundant Array of Independent Disks 

CAD Computer Aided Design SW Software 

CDH Command and Data Handling WLAN Wireless Local Area Network 

    

  



  EDEN ISS-DLO-WP3.5-D3.11-PHM Design Document-v1.3 

Co-funded by the Horizon 2020 

Framework Programme of the European Union Page: 6/211 

1 Plant Health monitoring  
This document describes the components of the system for plant health monitoring that will be in-
stalled and operated in the Antarctic greenhouse, the Mobile Test Facility (MTF). As only one opera-
tor will handle the system, there is a need for objective assessment of plant welfare and perfor-
mance, through automatic detection and remote expert assessment of relevant information. This 
document describes the system that will collect this information.  

The main plant cultivation area within the MTF is named the Future Exploration Greenhouse (FEG). 
One of the key points of the FEG performance monitoring is the plant health monitoring, and most of 
all the early detection of plant disease and the subsequent activation of corrective actions. For that 
reason, a plant monitoring system is foreseen with the objective of collecting information suitable for 
analysis by a knowledge system (either local or remote) to assess and advise prophylactic measures 
to the local operator.  

The system relies on several components:  

1. Top view images by a fixed system of visual cameras one for each/two trays 
2. Lateral view images by a fixed system of visual camera’s one for each rack.  
3. An automatic system for daily images acquisition, local storage and forwarding to the Eu-

ropean sites.  

 

Remark: One or more GOPRO cameras modified for multispectral imaging will also be used for PHM. 
This system is under responsibility of the University of Florida. A manual for operation of this system 
can be found in Annex D.    

 
 



  EDEN ISS-DLO-WP3.5-D3.11-PHM Design Document-v1.3 

Co-funded by the Horizon 2020 

Framework Programme of the European Union Page: 7/211 

1.1 FEG Configuration and Structure 
The whole EDEN ISS greenhouse (named the Mobile Test Facility or MTF) consists of two 20 ft. shipping 
containers (Figure 1-1) which will be placed on an elevated platform a couple of hundred meters from the 
Neumayer III Station in the Antarctic. One of these containers will house the Future Exploration Green-
house (FEG), which is the main plant cultivation area of the MTF. 

 

 
Figure 1-1: Mobile Test Facility. 

 

The FEG houses 8 multi-level growth racks which will be used to cultivate the crops selected for the EDEN 
ISS project. In Figure 1-2 a top view of the FEG is presented. As seen in the image, each rack will have two 
growth trays (green rectangles in the image) per level, up to a maximum of eight growth trays per chamber. 
A total of 42 growth trays can be used within the FEG at a time, according to the layout shown in Figure 1-3. 

  

 
Figure 1-2: Future Exploration Greenhouse – Top view. 
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Figure 1-3: Future Exploration Greenhouse: plant tray configuration – A mix of top view (the chamber) and lateral 

view (the racks). This figure defines: chamber; rack; unit; level and tray. 

 

1.2 Plant Health Monitoring System Layout 
Following the analysis done before the CDR phase and in the post-CDR iterations, the HIKVISION DS-
2CD2542F-I (4 Mpx, 2.8 7mm) has been selected for both top view and lateral images acquisition. 

 The HIKVISION DS-2CD2542F-I is a camera with a fixed focus (Figure 1-4) whose functionalities are de-
scribed in Annex A. 

 

Figure 1-4: HIKVISION DS-2CD2542F-I 

 

A total of 40 HIKVISION DS-2CD2542F-I cameras have been acquired for the project, they will be used as 
follow: 

 17 are mounted on the ceiling of each rack level (with the exclusion of the nursery), pointing 
downward towards two trays for top view imaging  

 8 are mounted on the ceiling of each nursery level (two per level, one for each tray), pointing 
downward towards the trays, for top view imaging   

 8 are mounted along the corridor, on the rack structure pointing at the opposite rack for lateral 
view imaging 

 4 are used as internal ambient monitoring  
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 3 cameras will be used as spares to replace active cameras in case of failures. 

 

 

Figure 1-5: Camera placement in the FEG 

 

In addition, two other HIKVISION cameras (Figure 1-6) have been acquired for exterior video-monitoring 
purpose. In principle the description of this system is out of the scope of this document, nevertheless, since 
this camera will be part of the same PHM network and managed with the same systems and tools, it is 
worth to include their description in this document. 

As already foreseen in the CDR study and part of the trade-off analysis, for exterior monitoring once again a 
HIKVISION camera has been selected. Specifically the DS-2CD4026FWDA (Telecamera boxed IP 2 Mpx. P-
Iris. 0,01lux) model has been selected, which will be equipped with the multifocal lens of type HV3816D-
8MPIR (Varifocal Lens 3,8 / 16mm F 1.5). This camera has the capability to work in harsh environment and 
extremely low temperatures (-30 °C) but that is not enough to survive and operate in the Antarctic site 
where temperatures could drop to -50 °C. For that reason, this camera will be housed in a box equipped 
with heaters (the VIDEOTEC HPV42K2A160) to increase its operating range to lower external temperatures.   
 

 

Camera DS-2CD4026FWDA Lens HV3816D-8MPIR  Housing HPV42K2A160 

Figure 1-6: External Camera
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Figure 1-7: Camera’s Network
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The aforementioned cameras are connected to the MTF network via Ethernet switches located in the 
FEG and the Service Section. They are controlled by a Camera Control PC which is equipped with 
dedicated camera management software (SW). 

 

 
Figure 1-8: Cisco-SLM2024-Gigabit-Smart-Switch with 24 ports 

 

The Service Section, located within the other 20 foot container, will house a 24 port switch from Cis-
co (model: SLM2024T-EU 200 Series SG200-26), which is installed in the rack system of the Service 
Section. The 24 port switch will be connected to the MTF camera system, as well as to two comput-
ers and a laptop in the Service Section for monitoring and control purposes. Furthermore, the WLAN 
access point, patch antenna, VOIP telephone and the LED lamps in the FEG (over two 48 port switch-
es) will also be connected to this switch.  

 
The aforementioned two 48 port switches (model: CISCO SG500-52P with 48 POE-ports) are mounted 
near the ceiling on the right and left side of the FEG. The dimensions of the 48 port switches are 440 
x 350 x 44 mm (B x H x T) and they are fully backwards compatible with IEEE 802.11af PoE, which is 
needed for the camera system of the FEG. These switches will serve to connect the EDEN ISS network 
to the FEG cameras and the LED lamps. In total there are 35 cameras and 42 LED lamps connected to 
the 48 port switches.  
 
Both switches are equipped with PoE ports, and for this reason all the cameras are directly powered 
via the LAN cable. Only two power lines are needed (12VDC/24VAC), for the heaters in the external 
camera boxes. 

 

 
Figure 1-9:  CISCO SG500-52P with 48 POE-ports. 
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Two FUJITSU Server PRIMERGY RX1330 M2 computers are available at the Antarctic site for the 
camera system configuration and control, one located in the MTF, the other in the NM-III station. 
They have the same characteristics and features and will be configured in a similar way, such that 
one is the backup of the other, providing the capability to replace a failed PC with minor or no modi-
fication.   
 
Both have installed the same software for the camera system configuration and control, i.e. the op-
erator can do the same operations independently of the location. But only the computer in the NM-
III station will be used for image storage, even if both are equipped with the same RAID system. 
 

 
Figure 1-10: Fujitsu Server FUJITSU Server PRIMERGY RX1330 M2 

 

Both the computers are equipped with the following software: 

 Windows 10 

 MS Office 

 FTP Server (Filezilla Server)  

 FTP Client (Filezilla Client) 

 HIKVISION SADP SW 

 HIKVISION iVMS SW 

 Phyton Source Code 

 Geany Editor 

 TPZ Camera Management SW 

 

1.3  Camera Networking 
The camera system, including the switches and the computers for camera control, is part of the EDEN 
ISS network that includes, of course, all the other systems and components for the EDEN ISS opera-
tions.  

This chapter deals with the definition of all the network parameters that have to be assigned to the 
camera system such that the communications between the different parts of the Plant Health Moni-
toring System are correctly defined, and are compatible with the existing NM-III Network.  

The AWI IT-expert responsible for the NM-III network in Antarctica informed us that the subnet IP 
192.168.39.0/24 has been reserved for the EDEN ISS operations and that it only is possible to use the 
static IP addresses, i.e. it is not possible to use DHCP.  
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Therefore the following network parameters have to be used for the camera system: 

 

 IP-Address:           192.168.39.xxx 

 Netmask:             255.255.255.0 

 Gateway:              192.168.39.254 

 DNS:                   192.168.38.46 

 Timeserver (NTP):     192.168.33.40 

 

Item Position IP Address Server 
Port 

Subnet Mask Gateway HTTP 
Port 

48 PoE Switch MTF/FEG      

48PoE Switch MTF/FEG      

24 PoE Switch MTF/SS      

Camera PC  MTF/SS 192.168.39.102 8000 255.255.255.0 192.168.39.254 80 

Camera PC NMIII      

Top View Cam L1-2C 192.168.39.111 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L1-4C 192.168.39.112 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L2-1C 192.168.39.113 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L2-2C 192.168.39.114 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L2-3C 192.168.39.115 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L2-4C 192.168.39.116 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L3-1C 192.168.39.117 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L3-2C 192.168.39.118 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L3-3C 192.168.39.119 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L3-4C 192.168.39.120 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L4-1L 192.168.39.121 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L4-2L 192.168.39.122 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L4-3L 192.168.39.123 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L4-1R 192.168.39.125 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L4-2R 192.168.39.126 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L4-3R 192.168.39.127 8000 255.255.255.0 192.168.39.254 80 

Top View Cam L4-4C 192.168.39.128 8000 255.255.255.0 192.168.39.254 80 

Top View Cam R1-2C 192.168.39.129 8000 255.255.255.0 192.168.39.254 80 

Top View Cam R1-4C 192.168.39.130 8000 255.255.255.0 192.168.39.254 80 

Top View Cam R2-2C 192.168.39.131 8000 255.255.255.0 192.168.39.254 80 

Top View Cam R2-4C 192.168.39.132 8000 255.255.255.0 192.168.39.254 80 

Top View Cam R3-4C 192.168.39.133 8000 255.255.255.0 192.168.39.254 80 

Top View Cam R4-2C 192.168.39.134 8000 255.255.255.0 192.168.39.254 80 

Top View Cam R4-4C 192.168.39.135 8000 255.255.255.0 192.168.39.254 80 

Side View 
Cam 

L1-S 192.168.39.141 8000 255.255.255.0 192.168.39.254 80 
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Side View 
Cam 

L2-S 192.168.39.142 8000 255.255.255.0 192.168.39.254 80 

Side View 
Cam 

L3-S 192.168.39.143 8000 255.255.255.0 192.168.39.254 80 

Side View 
Cam 

L4-S 192.168.39.144 8000 255.255.255.0 192.168.39.254 80 

Side View 
Cam 

R1-S 192.168.39.145 8000 255.255.255.0 192.168.39.254 80 

Side View 
Cam 

R2-S 192.168.39.146 8000 255.255.255.0 192.168.39.254 80 

Side View 
Cam 

R3-S 192.168.39.147 8000 255.255.255.0 192.168.39.254 80 

Side View 
Cam 

R4-S 192.168.39.148 8000 255.255.255.0 192.168.39.254 80 

External Cam. EAST 192.168.39.171 8000 255.255.255.0 192.168.39.254 80 

External Cam. WEST 192.168.39.172 8000 255.255.255.0 192.168.39.254 80 

Observ. Cam. MTF/CP 192.168.39.181 8000 255.255.255.0 192.168.39.254 80 

Observ. Cam. MTF/SS 192.168.39.182 8000 255.255.255.0 192.168.39.254 80 

Observ. Cam. MTF/SS 192.168.39.183 8000 255.255.255.0 192.168.39.254 80 

Observ. Cam. MTF/FEG 192.168.39.184 8000 255.255.255.0 192.168.39.254 80 

 

Remarks: 

For top view camera position the position code (XY-ZK) is identified in this way: 

 X (L = Left, R =Right) identifies the side of the corridor, with respect to the FEG entrance, 
where the rack is located  

 Y (1 to 4) identifies the rack number (1 is close to the FEG entrance, 4 is on the opposite side 
of the FEG) 

 Z (1 to 4) identifies the rack level (starting from the bottom, 1 is the first level, 4 is for the 
upper level) 

 K (L = Left, R = Right, C = Center) defines the position of the camera with respect to the level. 

For side view camera the position code (XY-Z) is identified in this way: 

 X (L = Left, R =Right) identifies the side of the corridor with respect the FEG entrance where 
the rack is located  

 Y (1 to 4) identifies the rack number (1 is close to the FEG entrance, 4 is on the opposite side 
of the FEG) 

 Z (S) identifies the camera as a side view camera. 

 

Information on the software used to control the cameras can be found in Annex C, while further 
specifications on the camera hardware is presented in Annex A. Additionally, Annex B and C contain 
information on software developed by Telespazio for the automatic image acquisition and image 
transfer processes, which is used as part of the plant health monitoring system. 
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2 Bio-Detection and Decontamination 

2.1 Introduction 
Microbiological contamination is an issue for crew and hardware in space. Fungi and bacteria will 
become a great safety related-danger on the ISS or on long-term missions. This will affect the crew, 
materials, environment and plants (if on-board during flight). Countermeasures have to be devel-
oped and deployed to prevent damage like microbial attack of materials or crop failure. Figure 2-1 
shows leaves which are affected with fungi.  

 
Figure 2-1: Fungi on leaves. 

All materials can be affected by microorganisms. Besides metal - also polymer, glass and ceramic can 
be attacked and modified. This process is also called microbial induced corrosion (MIC). It is estimat-
ed that 20 % of all costs caused by corrosion are microbial induced. (E. Heitz, H.-C. Flemming, W. 
Sand, 1996).  

Sulfate Reducing Bacteria (SRB) are basically the main source of the problems, although other bacte-
ria, like iron oxidizing bacteria and fungi, could cause problems too. 

 
Figure 2-2: Microbial Induced Corrosion (MIC). 
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Examples of materials affected by microbial contamination are aluminum panels on the Russian MIR 
space station (Figure 2-2) and 15 year old cables within the ISS (see Figure 2-3). The affected cables 
(could) have an increased risk of smoldering or fire. 

 

 
Figure 2-3: Microbial attacked material. 

 

During the concurrent engineering Study the Bio Detection and Decontamination was discussed with 
the involved disciplines (Food Quality; Plant Health Monitoring; Microbial Investigations) regarding 
the different requirements / limitations given by the plants. 
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2.2 Bio detection 
For the detection of the biological load on surfaces but also on the plants the commercial E-Nose 
PEN3 of the company AIRSENSE (see Figure 2-4) will be used within the greenhouse. But it first had to 
be checked if the available sample taking is sufficient for the required measurements. 

2.2.1 E-Nose 
This portable device is based on MOS-Technology (metal oxide semiconductors). An electronic nose 
possesses an array of chemical sensors, which are sensitive to gas molecules. This sensor array is in 
connection with a data acquisition unit. 

Surfaces or samples can be analyzed by this device and existing fungi and bacteria can be located. 
This device is optimized to analyze the VOCs (Volatile Organic Compounds) which are produced by 
the bacteria or fungi.  

 

 
Figure 2-4: E-Nose. 

 

The device has internal pumps for taking samples or purging the system. During the purging phase, 
air is sucked through an active charcoal filter and purges the sensors of an earlier sample. Sample gas 
is sucked in by a sample taking unit and is analyzed by the sensor array of 10 metal oxide semicon-
ductors. The status of the device is tracked on the display on the front side. All generated data is 
stored onto internal data storage and can be transferred to an external PC (Figure 2-5). For the data 
transfer and the data evaluation the commercial software WinMuster will be used. 

 
Figure 2-5: Schematic Diagram. 
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Figure 2-6 shows an exemplification of a possible use case. The electronic nose is located inside a 
habitat and is taking samples on different surfaces or on plants. 

 
Figure 2-6: Sample taking inside the habitat. 

2.2.2 Sample taking 
Since the plants do not have flat surfaces, the following options have been considered: 

2.2.2.1 Breaking off a leaf and measurement of the leaf with the available Sampler 
In Figure 2-7 below the so-called Air-sampler can be seen. In this case the target is a piece of leaf. The 
sample is sucked in by the E-Nose. To protect the sensor array from particles like spores or dust, the 
particle filter is installed between the Air-sampler and the E-Nose itself. To generate a "Zero-Gas" a 
charcoal filter is installed at the inlet of the Air-sampler.  
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Figure 2-7: Sample Taking Unit. 

From discussions with plant biologists it was learned that if the plant is injured (e.g. by cutting off 
leaves of pieces) it immediately starts to produce different compounds to close the "wound". These 
organic compounds are very volatile and would strongly affect the measurements. So cutting out 
samples of the plant for bio-detection was found to not be suitable for use with the E-nose. 

2.2.2.2 Indirect Sample Taking on Plants with contact plate 
With regards to the requirements of the Plant Health and the Microbial Investigation domain an indi-
rect sample taking method was developed for Bio-Detection (see Table 1). 

Table 1: Indirect Sample Taking Process. 

Step 1: Contact plate is attached to the 
plant or surface, so a collection of the con-
tamination on a defined area can be guar-
anteed 
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Step 2: The Contact plate (Target) is now 
placed under the Air-sampler  

 

Step 3: The Contamination on the Contact 
Plate is now measured with the E-Nose 

 

Optional Step 4: Additionally the Contact 
Plate can be incubated for the classical 
counting of the CFUs (Colony Forming 
Units).  

Remark: Antarctica Protection issue has to 
be checked 

 

 

Figure 2-8 depicts the major drawback of this method. A test regarding the efficiency of this kind of 
sample taking was performed at Airbus DS and showed that only approx. 1 % of the defined contam-
ination stuck and can be counted on the contact plate. The measuring result is only a subset of the 
original sample and this has to be taken into account. 
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Figure 2-8: Indirect Sample Taking Method Schematic 

2.2.2.3 Sample taking directly on the leave: 
As another alternative, it is expected that bio-detection directly on a leaf (as seen in Figure below), 
without prior cutting of the leaf, should also be applicable for most of the selected plants. This kind 
of sample taking does not allow measurements on e.g. the plant trunk.  

 

 
Figure 2-9: Sample taking directly on the leaf. 
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Figure 2-10: Possible use inside a habitat. 

Since the Plant Sampler is modular and based on the already introduced Air-sampler, measurements 
on plants and on different surfaces can be performed (see Figure 2-11 below). The Air Sampler can 
be demounted from the Plant Sampler to perform measurements on different surfaces. 
 

 

Plant Sampler Air Sampler 

 

 

          Figure 2-11: Possible use inside a habitat. 

 

2.2.3 Training of the E-Nose 
For the detection of the contamination the E-Nose needs a dedicated training. Training involves cul-
tivation of a specific biological strain, measurement of the strain with the E-Nose and then including 
the measurement data in the electronic database for the system.  

In the ISS E-Nose project some strains have been trained already. First of all it had to be checked if 
already trained strains are relevant for the EDEN project. The following cultures have been trained 
before: 

• Bacillus subtilis 

• Staphylococcus warneri 
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• Aspergillus versicolor 

• Penicillium expansum 

• Pseudomonas geniculata 

• Micrococcus luteus 

In Figure 2-12 below the so-called PCA (principal component analysis) of the E-Nose training with 4 
different strains (PE = Penicilium Expansum, AV = Aspergillus Versicolor, BS = Bacillus Subtilis, SW = 
Staphilococcus Warneri) can be seen. If an additional strain will be trained, it will be included in the 
database in the same manner.  

 
Figure 2-12: PCA of a E-Nose Training Including 4 Strains. 

 
Possible considerations for additional strains to be detected within the EDEN ISS project were 
 

• Pathogenic strains, which could affect plant or human health 

• Additional strains which could  affect materials 

• Strains which were likely to be present in high quantities 

 
After research and discussion with the dedicated disciplines regarding the relevant strains for the 
EDEN project, the following could be concluded: 
 

• Only Pathogenic strains need to be detected 

• The most important strains regarding Food Safety are: 

• E. coli 

• Salmonella spp. 
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2.2.4 Expression of the Results 
For the expression of the results gained with the E-Nose, the thresholds for the maximum allowable 
concentration of biological contamination on the plants have to be considered. Since there is no ex-
pertise regarding regulations given by authorities, the requirements regarding the microbiological 
load are planned to be combined with the inputs given in the document shown in Figure 2-13 below. 

 
Figure 2-13: Regulation Documentation 

 

This document also includes thresholds for the control of foodstuff contaminations which are not 
applicable to the EDEN ISS project. In the document mentioned above there is only a requirement 
that in 25 g of the fruit the dedicated contaminants have to be absent (the thresholds are still to be 
clarified by the different disciplines). One common requirement in the EU regulations is the ALARA - 
as low as reasonable achievable. However, from the microbial investigations domain the require-
ment is given to express the amount of contamination in CFUs (Colony Forming Units). For that rea-
son a new view for the expression of measurement data was introduced and agreed upon by the 
dedicated parties (see Figure 2-14 below). 

 

No Load Caution Decontamination necessary / 
not to be consumed 

Figure 2-14: Expression of the Measurement Data. 

 

• No Load: If either no contamination is detected or is below the requirement given by 
the regulation above or below the LOD (Limit of Detection), the measurement can be 
seen as without contamination 
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• Caution: If a contamination can be measured (e.g. in a range of 10e5 - 10e8 CFU) it 
has to be checked if the plants have to be further processed (cleaning, etc.).  

• Decontamination necessary / not to be consumed: If a contamination above the 
maximum allowable limit (TBD) is measured (e.g. higher than 10e8 CFU tbc), the 
plants are not to be consumed or even the whole greenhouse must be decontami-
nated.   

Remark: It is recommended to perform the measurements on the plants right before harvest (e.g. 
one day before).  

2.2.5 Measurement Locations 
Since the E-Nose measurements will be compared with the classical analysis, the measurement loca-
tions for both methods had to be determined prior to the testing and operations phase. 

The classical microbial investigation method is performed by swabbing of the dedicated surfaces or 
plants with a Q-Tip / swab (see Figure 2-15 below). 

 
Figure 2-15: Sample Taking of a Surface. 

For that reason, samples of the chosen surfaces and plants samples are taken with the Q-Tip / swab 
(see Figure 2-16) monthly on a predefined area (≤ 25 cm2). The swab has a flocked Nylon head and is 
moistened with sterile pure H2O. 

 

 
Figure 2-16: Q-Tip / Swab for Classical Microbial Investigation. 
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A draft selection of the surfaces to be measured with the E-Nose and via the classical microbiological 
method can be seen in Figure 2-17. The sampling intervals and selected surfaces allow for both mi-
crobial contamination monitoring over time (e.g. ceiling, wall), as well as for assessment of the effec-
tiveness of cleaning procedures (e.g. trays and tray covers). 

Figure 2-17: Selected Measurement Surfaces 

It was agreed to perform microbial investigation (also with the E-Nose) in the Service Section as well 
as in the Future Exploration Greenhouse. In Figure 2-18 the draft distribution of the sample surfaces 
can be seen. It is planned to perform the classical method and the E-Nose measurements monthly.  

 

Surfaces to be observed: 

 ISPR - 4 locations 

 SS - 6 locations 

Surfaces to be observed: 

 FEG - 10 locations 

Plants to be observed: 

 FEG - 10 plants 

Figure 2-18: Surfaces to be observed. 
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2.3 Decontamination 
2.3.1 Baseline Design 
If "dangerous" contamination were to be found with the microbial investigations mentioned above, it 
is planned to perform decontamination.  

The already available decontamination system (TransMADDS … Transportable Modular Aerosol based 
Decontamination & Disinfection System, see below) was judged as too bulky for the purposes within 
the Greenhouse. Furthermore, other requirements do not allow decontamination as initially planned 
(e. g. decontamination with Bacteriophages). The reasons can be found below in this chapter. 

Figure 2-19: TransMADDS Decontamination. 

First of all the question was raised if the decontamination system will be stationary installed (Figure 
2-20) within the Future Exploration Greenhouse (FEG). 

 
Figure 2-20: Stationary Installed Decontamination System. 

Since it is not assumed that the decontamination of the whole FEG will be necessary during the ex-
ploitation period, it was decided not to install the decontamination system stationary within the FEG. 
The system will instead be stored within the Neumayer Station III and brought to the FEG if neces-
sary. For that reason, a smaller, portable system has to be chosen for the decontamination of the 
FEG. 

Also the decontamination agent has been discussed with the dedicated disciplines. For the decon-
tamination agent the following requirements could be found: 
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 Material compatibility (if the agent is destructive to the materials) 

 Plant compatibility (if the agent has an effect on the plants) 

 Human compatibility  (if the agent is dangerous for human beings) 

 Antarctica compatibility (if the agent is harmful to Antarctica) 

2.3.2 Selection of Decontamination Agent 
Independently of the decontamination agent, the sequence of the whole process (Identification and 
Decontamination) can be seen in Figure 2-21 below. In this example case the decontamination agent 
is Bacteriophages.  

 
Figure 2-21: Decontamination Procedure with Phages. 

Several decontamination agents were considered, taking into account the compatibility requirements 
listed previously. For that reason the following decision matrix (Figure 2-22) has been developed. The 
following four Agents have been compared: 

 Peptide: since the effects of decontamination with Peptides are not clearly known, the Pep-
tides have been judged as doubtful 

 Bacteria-Phages: since the Bacteriophages are Viruses, the dedicated decontamination would 
not pass the Safety Review Team with regards to Antarctica Protection 

 Ethanol: If the Ethanol is vaporized to a droplet size of up to 1 µm, an explosive gas mixture 
could be produced 

 Hydrogen peroxide: H2O2 was chosen for the decontamination since it has no effect on the 
most involved systems. 
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Figure 2-22: Decision Matrix on Decontamination Agent. 

 

Attention: 

It still has to be checked if there is an influence of H2O2 on the plants (regarding the µm droplet-size 
/ stomata) and which concentration can be utilized within the FEG. A stoma is a pore on leafs, which 
is used to control gas exchange. It is possible that the small droplets can get in to the plant through 
the stomata and harm the plant.  

 

 
Figure 2-23: Stomata. 

 

2.3.3 Decontamination System  
As described in chapter 2.3.1 before, the decontamination system had to be adapted. The chosen 
system (see Figure 2-24 below) is fully automatic, mobile and has little labor costs. The system gen-
erates a very fine mist (2-5 µm) of Vaporized Hydrogen Peroxide (VHP). It eliminates bacteria and 
fungi which can be the most hazardous contaminations within the FEG. After completion of the de-
contamination process, the system will shut down automatically. The maximum volume, which can 
be disinfected, is accounted for 270 m3. 
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Figure 2-24: Decontamination System. 

 

2.3.3.1 Decontamination System inside the greenhouse 
The decontamination system can be deployed inside the greenhouse. The system stays compact at 
one place.  

 
Figure 2-25: Decontamination System inside the FEG. 

It has to be considered that during the decontamination the user has to leave the FEG. 

2.3.3.2 Decontamination System outside the greenhouse, nozzle inside  
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The decontamination system can be split up into two pieces (see Figure 2-26 below).  

 
Figure 2-26: Split Nozzle and Compressor. 

 

The compressor can be placed outside the FEG and can be operated from there. The nozzle is de-
ployed inside the greenhouse area and sprays the agent. 

 
 

 

 

Figure 2-27: Decontamination System outside the FEG, nozzle inside. 

 

To show the functionality of the decontamination system (even if there will be no need to decontam-
inate the FEG) a positive control experiment is planned to be performed with the MTF at DLR Bre-
men.  

  

Nozzle 

Compressor 
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2.3.4 Brief Instruction 
A short overview regarding handing of the decontamination system is given in Figure 2-28 below. 

 
Figure 2-28: Brief Instruction - Decontamination System. 

2.3.5 Decontamination Agent DIOSOL 3 
Diosol-3 is dermatologically compliant and tested. It contains 3% hydrogen peroxide. It can be used 
for fumigation and eliminates phage, bacteria, fungi and spores. Its residence time is about 90 min. 
After 90 min, Diosol-3 is abreacted. 

 
Figure 2-29: Decontamination Agent DIOSOL 3. 
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2.3.6 Test Setup for positive control experiment 
Tests should verify the effectiveness of the decontamination system and detect potential side-effects 
to plants.  

The test environment should simulate the greenhouse/habitat (e.g. as seen in Figure 2-30 below) 
environment.  

 
Figure 2-30: Greenhouse. 

Therefore e.g. a closed tent would be adequate (example can be seen in Figure 2-31). 

The test setup shall include several samples of microorganisms (e.g. E. Coli) and the setup shall con-
sist of: 

 Ground samples 

 Wall samples 

 Non-line of sight samples 

 Samples at different heights 

 Samples in small sections 

 Samples in back tapers 

Also plants should be included within the habitat during the test to see if there are effects to H2O2. It 
can be considered also to include different material-samples and electronics.  

The objectives of these tests are to verify clear reduction of colony forming units (CFUs) and to en-
sure there are no detectable negative effects on plants. 
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Figure 2-31: Test Setup within a tent. 

During this test the H2O2 will be fogged within the closed habitat (see example in Figure 2-32 below). 
After the decontaminant is brought out, the effectiveness can be seen by counting the CFUs (no CFUs 
= microbial load successfully decontaminated). Test descriptions and results are detailed further in 
Annex E. 

 

 
Figure 2-32: Fumigation via micro-fogging. 
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Annex A: Camera Specifications 
 

Table 1: Camera specification 
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Table 2: DS-2CD4026FWDA Camera specification 
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Table 3. Varifocal Lens Specification 
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Table 4: Verso Polar Datasheet 
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Annex B: TPZ SW application installation 

This annex describes how to install the TPZ developed tools. 

Step1. Download Python.  

Go to http://www.python.org/, select the right version (windows 32 or 64 bit) and download it. 

 

Step 2. Installing Python and “requests” module in c:\Python35 

1) Launch the python-3.5.2.exe installer 
2) Select add Python 3.5 to PATH e Customize installation (fig. 32) 
3) Select all the optional features (fig. 33) 
4) In Advanced options select install for all users c:\Python35 as installation location 

then click on Install and wait until the process ends. 

 

 

 

Fig.32: Phyton Installation Page 
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Fig.33: Phyton Installation – Features Definition 

 

Fig. 34: Phyton Installation – Advanced Options  
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Fig.35: Check the correct installation of Phyton 

 

5) Check the correct python installation: run the python command in a Windows CMD command line. If 
Python is correctly installed the Cmd prompt window will open with a welcome message (fig. 35). 

6) Push enter to close the window 
7) Install Python Requests Module 

a) If you have an internet connection available type (in a Windows CMD command line) 

 python -m pip install requests (V 8.1.1) or alternatively use pip install requests 

b) If you don’t have an internet connection available you need: 

 Download the tarball/zipball of the Python Requests Package from the link 
https://github.com/kennethreitz/requests 

 Unzip/Untar the files in your python directory 

 install it into your site-packages typing in a Windows CMD command line: python set-
up.py install 

 

Step 3. Installation of the TPZ developed SW Application 

1) Create a directory C:\Image_Acquisition\TPZ_SW 
2) Copy the file TPZ_SW_EDEN_yyyy_mm_dd.zip in the folder just created 
3) Extract the files from the zip folder. As results the following files are created  

 hikvision.py 

 camera_snapshot_robot.py 

 camera_ftp_robot.py 

 camera_ftp_robot_NMIII.py 

 edeniss_scheduler.bat 

 edeniss_scheduler_NMIII.bat 

 edeniss_mkdir.bat 
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If this sequence is executed without problems, python is correctly installed and working. The TPZ software 
application should be ready to be used (or to be customized for the EDEN ISS operations). 

 

Remark: the editing of the python scripts requires a text/code editor  with the capability to provide the 
4-space indentation feature. For the development of the required applications the Geany text editor has 
been used. Alternatively the Notepad++ can be used. The following steps 4 and 5 describe how to install 
and configure them. 

 

Step 4 (optional): Geany software installation and Setup – Windows platform. 

Geany is a text editor using the GTK2 toolkit that is available in the full install package. Geany is an Integrat-
ed Development Environment or programming environment that is based around the KDE and GNOME 
Linux version, but the software was developed to run independently on Windows. 

 Download Geany software installer for Windows from 
http://www.download3k.com/DownloadLink2-Geany.html 

 Run the exe installer 

 Remember to use 4-space indentation, and no tabs: from Preferences -> Indentation 

 

 Fig. 36: Geany Editor Indentation preferences for Python files 

 

 



  EDEN ISS-DLO-WP3.5-D3.11-PHM Design Document-v1.3 

Co-funded by the Horizon 2020 

Framework Programme of the European Union Page: 47/211 

Step 5 (optional): Notepad++ software installation and Setup – Windows platform. 

 Download Notepad++ software installer for Windows from https://notepad-plus-
plus.org/repository/7.x/7.3/npp.7.3.Installer.exe 

 Run the exe installer 

Or 

 Download Notepad++ software zip file for Windows from https://notepad-plus-
plus.org/repository/7.x/7.3/npp.7.3.bin.zip 

 Unzip the file 

 Remember to use 4-space indentation, and no tabs: Settings -> Preferences -> Language->Python 

 

Figure37 – Notepad++ Editor Indentation preferences for Python files 
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Annex C: Plant Health Monitoring System Configuration 
As soon as the system is ready, i.e. all the physical connections have been installed, the switches and the 
camera’s PC have been activated and configured in terms of SW installation and network parameters as-
signment, it is possible to set the camera’s over the EDEN ISS LAN using the SADP or the iVMS software. It is 
worth underlining that the cameras are powered on as soon as they are connected to an active switch PoE 
port. Camera activation in this case concerns the setting of a (strong) password to make it available to the 
camera management tool. Once this job is done for each camera, it is possible to start using the PHM sys-
tem and to configure it for plant monitoring purposes. Two main tasks are foreseen to be managed with 
two different software tools: 

 
1. Accessing the camera for configuration management and for live video displaying 
2. Planned picture taking, storing on the NMIII Camera PC and picture forwarding to the remote cen-

ters over satellite internet connection.  
 
The first task is accomplished using the SADP and the iVMS-4200 SW provided with the cameras by HIK-
VISION, the second task is accomplished using the Telespazio developed SW. In the following paragraph the 
steps required to accomplish these tasks are described. 
   

2.4 Activating the cameras 
This activity can be done using either the camera PC in the MTF or the camera PC in NM-III. For sake of sim-
plicity, the nominal procedures foresee that the first network parameters configuration is done using the 
SADP software. SADP (Search Active Devices Protocol) is a kind of user-friendly and installation-free online 
device search tool. It searches the active online devices within your subnet, displays the information of the 
devices, and allows the modification of the basic network information of the devices themselves.  

As soon as the SADP software is loaded, it automatically searches the subnet where the computer is located 
for connected online devices every 15 seconds. It then displays the total number of devices and infor-
mation of the found devices in the Online Devices Interface. Device information including the device type, 
IP address and port number, etc. will be displayed. 
 

 
Fig. 10 Searching online devices 
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Devices can be found and displayed in the list in 15 seconds after it went online; the devices will be re-
moved from the list within 45 seconds after going offline. It is also possible to search the online devices 
manually clicking the refresh button. The newly found devices will be added to the list. 

 

 
Fig. 11: Configuring Network Parameters 

 
Once the devices are available in the Online Device Interface it is possible to modify the network parame-
ters and activate the cameras as per the following steps: 
 

1. Select the device to be modified in the device list and the network parameters of the device will be 
displayed in the Modify Network Parameters panel on the right side. 

2. Edit the modifiable network parameters, e.g. IP address and port number. 
3. Enter the password of the admin account of the device in the Password field and click to save the 

changes. 
 

2.5 Accessing and configuring the cameras 
Once the cameras have been correctly connected to the EDEN ISS network, it is possible to use the iVMS 
software to manage the configuration of the camera and to view the live video. The iVMS-4200 is an intelli-
gent Video Management System provided by HIKVISION that offers an easy-to-use, highly reliable and fea-
ture-rich platform for security management, centralized video analytics, and open integration. The soft-
ware offers several common basic configuration wizards including device adding, storage configuration, 
event configuration, and user configuration.   

The control panel and live view interface of the iVMS-4200 are shown below.  
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Fig. 12 iVMS -4200 Control Panel 

 

 
Fig. 13: iVMS Live View Page 
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2.5.1 Adding online cameras to the iVMS Server 
After running the iVMS-4200, the first task to be completed is to add the cameras to the remote configura-
tion and management client. That can be done via the Device Management page of the iVMS-4200 tool.  
 

 
 

Fig. 14: Device Management Interface 
 
The active online devices in the same local subnet as the computer with the client software will be dis-
played in the Online Device area. You can click the Refresh Every 60s button to refresh the information of 
the online devices. To add a camera to iVMS-4200 the following steps have to be executed (Remark: at this 
stage all the cameras should be in their active state).    
 

1. Select the devices to be added from the list. 
2. Click Add to Client to open the device adding dialog box. 
3. Input the required information. 
 

Nickname: Edit a name for the device as you want (it is recommended to have a name that refers to the 
position or the function of the camera). 
Address: Input the device’s IP address. The IP address of the device is obtained automatically in this adding 
mode. 
Port: Input the device port number. The default value is 8000. 
User Name: Input the device user name. By default, the user name is admin. 
Password: Input the device password. 
 
Of course these steps have to be repeated for all the cameras of the network. The following figure shows 
the Device Management Panel after two cameras have been added to the iVMS Client.  
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Fig. 15: Camera’s added to the client 

 

 

Fig 16: Add group 
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Fig. 17: Camera importing to group 

 

Another important feature of the Device Management is the possibility to create groups of cameras. That is 
very important for the EDEN ISS project where we have a lot of cameras that can be organised by their po-
sition (e.g. right or left side of the FEG corridor), or by their function (Plant Health monitoring or ambient 
monitoring). The groups can be created as per the following steps: 

 

1. Click Group in the Device Management page to open the group page 
2. Click Add Group to create a new group 
3. Insert the Group Name 
4. Click Import on the tool bar of the Device Management to open the import page 
5. Select the Image (it is possible to click on the image) 
6. Click Import 
7. Repeat for the other groups and cameras as desired 

     

Once that activity is completed, the image viewer will show the cameras already organised by groups.  

 

2.5.2 Configuring the cameras 
Three actions are necessary before starting with the image/video acquisition: 

1. The configuration of the camera parameters (like resolution, Frame Rate, etc) 
2. The configuration of the video parameters (like the brightness, the contrast, etc)  
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3. The configuration of the display parameters (like camera name, time format, etc.) 

These actions can be carried out as per the following steps: 

 

1. Select the camera 
2. Click Remote Configuration in the Device Management page to open the Remote Configuration 

page 
3. Click Image to open a pop-up menu 
4. Select Video & Audio for configuration of related camera parameters  
5. Input the desired values  
6. Select the Image Setting to define the video parameters of the cameras 
7. Input the desired values 
8. Select the Video Display to define how the video/images will be displayed and saved. 
9. Input the desired values (Remark: It is important to define a camera name that refers to the posi-

tion or the function of the camera. It is recommended to use the same nickname as defined previ-
ously)  

 

The following picture show the software displays for the steps listed above. 

 

 
Fig. 18: Remote Configuration page- Video and Audio Configuration 
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Fig. 19: Remote Configuration page- Image Configuration 

 

 
Fig. 20: Remote Configuration page- Video Display Configuration 
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2.6 Live View 
The live view page allows the user to view the real time video, capture images, set/call pre-sets and config-
ure video parameters. To access the Live View page select Main View on the toolbar or click View  Main 
View. The result is shown in the following figure. The yellow arrows indicate the areas for the screen layout 
selection. In fact the tool gives the possibility to manage up to 64 cameras in parallel, i.e. to display live 
video from 64 cameras at the same time. The blue arrow indicates the area where the active cameras are 
listed. Finally the central grey area is the area where the live video is displayed (in the figure a quad video is 
shown). To associate a camera to a window, it is necessary to select the window, by simply clicking on it, 
and then selecting the camera with a double click. A small green arrow close to the camera name indicates 
that the camera is sending a video to the window.  

Remark: Apart from the live view status, the cameras can have the following status: 

 

 

The camera is online and works properly. 

 
The camera is in live view. 
 

 
The camera is in recording status 

 

The camera is offline. 

 

 
Fig 21: Live View Interface with four windows   
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Fig. 22 – Live view 

 

 
Fig. 23: Video recording/Snapshot Capture 
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At this stage the cameras are only sending video to the screen, i.e. no video and or pictures are recorded. 
As said, the daily planned automatic picture capture, storage and transmission process will be managed by 
a custom-developed script, but the iVMS-4200 SW gives other possibilities like a commanded recording of 
video and/or a snapshot capture by the operator whenever desired. That can be done in a very straightfor-
ward way by moving the mouse pointer on the selected image and then clicking on the button for video 
recording/snapshot acquisition as shown in fig. 23.  

 

Remark: with this operation, the video and/or the snapshot are saved locally, i.e. on the computer used for 
the above described actions. 

 

The iVMS-4200 SW has default definitions for the folders to store video recordings and/or snapshot acquisi-
tions. For recorded video the path is:  C:\iVMS-4200\video\Recordfile\yyyymmdd\IPaddress_port 

The video is named according to the following format: 

 <date>_<datestarttime>_<datestoptime>_<counter>.mp4 

 

For snapshots, the path is: C:\iVMS-4200\capture\yyyymmdd 

The image is named according to the following format: 

 <groupname>_<cameraname>_<datetime>_<counter>.jpeg 

 

Nevertheless, the iVMS-4200 does allow for custom path creation. That can be done in the following way: 

1. Define a desired path (with folders and subfolders) for the video and/or snapshot recording. For 
example 

 C:\eden\ManualRecording\video 

 C:\eden\ManualRecording\snapshot  
2. Click Tool System Configuration. A System Configuration windows opens 
3. Select Files 
4. Write the desired path in the dedicated field 
5. Save the changes 

 

 
Fig. 24: Opening the System Configuration Window 
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Fig. 25: System Configuration Window for File storage path definition 

 

The iVMS-4200 provides a function to search and retrieve the manual recorded file. That can be done in the 
same way regardless of the path defined for file storage.  

1. Click File -> Open Image File (or Open Video File). That operation opens the Image File (or the Video 
File) Search Window 

2. Input the Start Time and the End Time. That defines the time interval of interest 
3. Select the camera of interest (multiple selection is not possible) 
4. Click on search. The images/video captured in the identified timeframe will be made available in 

the window 
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Fig. 26: Open Image/Video File 

 

 
Fig. 27: Example of images search 
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2.7 Automatic Image Acquisition Scheduling 
Beside the possibility for the EDEN ISS operator on site to have continuous streaming of data on the Cam-
era PC, and the possibility to record videos and take snapshots whenever needed, the PHM system is re-
quired to: 

 

 Schedule a daily picture acquisition and store them on the MTF  Camera PC 

 Forward the picture to the EDEN ISS Mission Control Center at DLR in Bremen, as well as to the NM-
III PC. 

 Forward the picture and data files (.csv files) to the EDEN ISS Mission Control Center at DLR in Bre-
men, as well as to the NM-III PC. 
 

Ad-hoc software applications developed by TPZ will manage these tasks. These applications are based on 
the programming language Python Version 3.5 (see Annex B for Python installation and configuration pro-
cedures); for that reason, and as already mentioned before, it is necessary that Python is installed on the 
camera PC in the MTF, on the DLR PC devoted to the data exchange with the remote users, and on the PC 
at NM-III. It is recommended that the editing of the Python codes is done using the Geany text editor 
(Notepad++ could be used instead) to correctly implement the line spacing and indentation in the code 
lines. Any other text editor can be used, but special attention needs to be paid to the code to ensure that 
Python's indentation rules (i.e. the four space rule for script indentation) are respected. Both tools are 
freeware. In annex B, step 4 and 5 contain the information on how to acquire, install and configure them. 

The philosophy behind the application approach is that the system, once configured, is independent from 
the operator, who is then simply receiving the data and has to take actions only in case of problems in pic-
ture generation and/or transfer. In principle, the system configuration will be done as part of the system 
AIT, even if some remaining activities will be required as part of the MTF commissioning at the Antarctica 
site, such as the SW application start and verifying that the applications are correctly working and transfer-
ring data, over the satellite connection, to Europe. 

The following TPZ developed applications are required to manage the above described tasks:  

 hikvision.py 

Application / subroutine defining several parameters, such as the camera network parameters, the storage 
path, the destination path, etc. 

 camera_snapshot_robot.py 

Application for automatic daily picture acquisition 

 camera_ftp_robot.py 

Application for the file transfer to DLR  

 camera_ftp_robot_NMIII.py 

Application for the image file transfer to the NM-III PC image repository for backup purpose. 

 data_ftp_robot.py 

Application for data file (.csv) transfer to DLR 

 data_ftp_robot_NMIII.py 

Application for data file (.csv) transfer to the NM-III PC data repository for backup purpose.  

In addition, to automate the storage path creation, the acquisition of the images and their distribution to 
the DLR and NM-III, the following batch files have been developed: 

 edeniss_mkdir.bat 
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 edeniss_scheduler.bat 

 edeniss_scheduler_NMIII.bat 

 edeniss_data_scheduler.bat 

 edeniss_data_scheduler_NMIII.bat 

In particular, the edeniss_mkdir.bat creates image directories following a predefined structure, while the 
edeniss_scheduler.bat and edeniss_scheduler_NMIII.bat are the applications that schedule the tasks for 
daily images acquisition and transfer to DLR and NM-III. The edeniss_data_scheduler.bat and 
edeniss_data_scheduler_NMIII.bat play a similar role for the csv data files. 

 

2.7.1 Hikvision.py  
This SW application defines three main kinds of parameters: 

 

Camera parameters: the network parameters for camera access and the parameter (top or side view) to 
create the full path necessary for the FTP file transfer. The parameters are required in the following format:  

cameras = (<cameraname>, <IP>,<username>,<password>,<top or side view>) 

For example: 

cameras = { 

   'camera1': Camera('camera1', 'http:// 192.168.39.111:80', 'admin', 'Apple-123', ‘HDTOPVIEW’), 

   'camera2': Camera('camera2', 'http:// 192.168.39.112:80', 'admin', 'Apple-123', ‘HDSIDEVIEW’), 

   …     

  'camera39': Camera('camera39', 'http:// 192.168.39.84:80', 'admin', ' Apple-123', ‘HDTOPVIEW’), 

    } 

4 lines were added in the cameras structure in order to send via FTP the image files obtained from the UF 
Imagers. These images are not acquired via the acquisition script. Those 4 lines, with fake IP addresses, are 
used to transfer all the files of the day that are present in the appropriate directories (file naming 
*UFImager1_prefix* or *UFImager1_20170721*) using the ftp transfer image file script. 

In the following, those 4 lines are shown: 

    'UFImager1': Camera('UFImager1', 'http://192.168.1.1:80', 'admin', 'Apple-123', 'UFIMAGERS'), 

    'UFImager2': Camera('UFImager2', 'http://192.168.1.1:80', 'admin', 'Apple-123', 'UFIMAGERS'), 

    'UFImager3': Camera('UFImager3', 'http://192.168.1.1:80', 'admin', 'Apple-123', 'UFIMAGERS'), 

    'UFImager4': Camera('UFImager4', 'http://192.168.1.1:80', 'admin', 'Apple-123', 'UFIMAGERS'), 

 

Local Directory: This is the directory (on the MTF Camera PC) where the snapshots are stored.  

This parameter has to be defined in the following format:  

LOCAL_IMAGE_PATH = ‘<storage path>’ 

For example: 

LOCAL_IMAGE_PATH = ‘D:/FTP_EDEN-ISS/CropImages/' 

 

Remote FTP host: Define the path for remote image destination. The parameters are defined as follows: 

FTP_HOST = ‘<hostIPaddress>’ 

FTP DIRECTORY = ‘<storage path>’ 

For example 
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FTP_HOST = should be that of the OPS PC @DLR IP address 192.168.39.105 

FTP_HOST_NMII for Camera-PC (NM-III) IP address 192.168.39.104 

FTP DIRECTORY = "D:/FTP_EDEN-ISS/CropImages/" 

 

2.7.2 Camera_snapshot_robot.py 

This application gets camera snapshots using HTTP requests. It implements an HTTP client that, for each 
webcam, gets the device info (including the definition of the storing path) from the hikvision.py script, then 
obtains and stores snapshot(s) in the defined directory.  

In the following the file naming for images acquired: the pattern for the image snapshot is HDCam_{}_{}.{} 
that is HDCam_position_prefix.fileextention, position in {L1-2C, L1-4C, L2-1C, L2-2C, L2-3C, L2-4C, L3-1C, L3-
2C, L3-3C, L3-4C, L4-1L, L4-2L, L4-3L, L4-1R, L4-2R, L4-3R, L4-4C, R1-2C, R1-4C, R2-2C, R2-4C, R3-4C, R4-2C, 
R4-4C for HDSIDEVIEW cameras. L12-1S, L12-3S, L34-1S, L34-3S, R12-1S, R12-3S, R34-1S, R34-3S for 
HDTOPVIEW cameras. UFImager1, UFImager2, UFImager3, UFImager4 for UFIMAGERS cameras}, prefix is 
YYYYMMDD_hhmm where YYYYMMDD is the GMT year-month-day and hhmm is the hour-second (GMT) in 
local daytime, fileextention=jpeg. Example HDCam_L1-2C_20171124_0730.jpeg where position=L1-2C, pre-
fix=20171124_0730, fileextention=jpeg. 

In the following the usage of the script (python.exe   camera_snapshot_robot.py   –h) is shown: 

usage: camera_snapshot_robot.py [-h] [--logfile LOGFILE] 

optional arguments: 

  -h, --help         show this help message and exit 

  --logfile LOGFILE 

You could run manually the Python script typing “python.exe camera_snapshot_robot.py” in a Windows 
CMD command line, if you want to acquire the image file at this moment. 

In addition, the script has been designed in order to log the activities and to maintain a log history in the 
system. The maximum dimension of a log file is 10 MB, and therefore at any time the log reaches the value, 
it is closed in favour of the new one. A maximum of 6 logs are maintained in the system at the same time. 

The first is the current log file, the others are the old logs and have a suffix from 1 to 5 in the name (the log 
with 5 is the older log). 

When a current log is closed it is renamed with the suffix .1, the other logs are renamed to increment the 
suffix and the log that should increment its suffix from 5 to 6 is erased. Therefore in the system we will 
have at the same time: 

Camera_snapshot.log < 10MB 

Camera_snapshot.log.1 = 10MB 

Camera_snapshot.log.2 = 10MB 

Camera_snapshot.log.3 = 10MB 

Camera_snapshot.log.4 = 10MB 

Camera_snapshot.log.5 = 10MB 

 

2.7.3 Camera_ftp_robot.py 

This application sends camera snapshots over ftp. It implements an FTP client that, for each webcam, ac-
quire the basic network camera’s information and the destination path from the hikvision.py script, then 
open an ftp session and send all images acquired in a defined timeframe to the remote site @DLR. 
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In the following the file naming for file transfer: The pattern for the FTP image file transfer is *{}_{}*.{} that 
is *position_prefix*.fileextention, for position, prefix and fileextention and example see above paragraph 
for camera snapshot. 

In the following the usage of the script with the arguments (python.exe   camera_ftp_robot.py   –h): 

usage: camera_ftp_robot.py [-h] [--logfile LOGFILE] [--userid USERID] 

                           [--password PASSWORD] [--offset OFFSET] 

optional arguments: 

  -h, --help           show this help message and exit 

  --logfile LOGFILE 

  --userid USERID 

  --password PASSWORD 

  --offset OFFSET 

The following optional arguments could be defined in this script:   

userid of the remote server (the default value is ftp_edeniss_dlr) 

password to access the remote server (the default value is 12345) 

offset to define the timeframe of the acquisitions (the default value is 86400 seconds in a 
day, means yesterday) 

logfile (the default value is camera_ftp.log) 

You could change the default parameters inside the script. Otherwise, you could run manually the Python 
script using different parameters in a Windows CMD command line. 

Example, if you run “python  camera_ftp_robot.py”, you are using the default parameters that you find in 
the script file: --logfile camera_ftp.log   --userid ftp_edeniss_dlr   --password 12345   --offset 86400 (means 
yesterday), that allows the FTP files transfer of all the acquisition files, to DLR site, with the yesterday date. 

Otherwise, you could run manually “python.exe camera_ftp_robot.py --userid ftp_edeniss_dlr --password 
12345 --offset 0” (means today), that allows the FTP files transfer of all the acquisition files, to DLR site, 
with the today date, in case you want to use different parameters. 

The script saves all the activities done in a log file named "camera_ftp.log" of 10MB with 5 old backups. 
This log is generated and managed in the same way described for camera_snapshot_robot.py 

 

2.7.4 Camera_ftp_robot_NMIII.py 

This application is the same as the one described in the previous paragraph with the only exception that it 
sends all the images acquired in a defined timeframe to the remote site at NM-III. 

Usage and default parameters are described above. 

Example, if you run “python  camera_ftp_robot_NMIII.py”, you are using the default parameters that you 
find in the script file: --logfile camera_ftp.log   --userid ftp_edeniss_dlr   --password 12345   --offset 86400 
(means yesterday), that allows the FTP files transfer of all the acquisition files, to NMIII site, with the yes-
terday date. 

Otherwise, you could run manually “python.exe camera_ftp_robot.py --userid ftp_edeniss_dlr --password 
12345 --offset 0” (means today), that allows the FTP files transfer of all the acquisition files with the today 
date, to NMIII site, in case you want to use different parameters. 

The script saves all the activities done in a log file named "camera_ftp_NMIII.log", default parameter, of 
10MB with 5 old backups. This log is generated and is managed in the same way described for cam-
era_snapshot_robot.py. 
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2.7.5 Data_ftp_robot.py 

This application is the same as the one described in the previous paragraph with the only exception that 
send all the csv data file acquired in a defined timeframe to the remote site @DLR. 

In the following the file naming for csv files: the pattern is *{}*.{} that is *prefix*.csvfileextention, prefix is 
YYYY-mm-dd, csvfileextention=csv. 

Example *2017-08-28*.csv where prefix=2017-08-28, csvfileextention=csv. In this case all the files in the 
directory that will match with *2017-08-28*.csv pattern, they will be considered for the ftp DATA FILES 
transfer, for example datafile1_2017-08-28_telemetry.csv and so on. 

Usage and default parameters are described above. 

Example, if you run “python  data_ftp_robot.py”, you are using the default parameters that you find in the 
script file: --logfile data_ftp.log   --userid ftp_edeniss_dlr   --password 12345   --offset 86400 (means yester-
day), that allows the FTP files transfer of all the csv data files, to DLR site, with the yesterday date. 

Otherwise, you could run manually “python.exe data_ftp_robot.py --userid ftp_edeniss_dlr --password 
12345 --offset 0” (means today), that allows the FTP files transfer of all the csv data files with the today 
date, to DLR site, in case you want to use different parameters. 

The script saves all the activities done in a log file named "data_ftp.log", default parameter, of 10MB with 5 
old backups. This log is generated and is managed in the same way described for cam-
era_snapshot_robot.py. 

 

2.7.6 Data_ftp_robot_NMIII.py 

This application is the same as the one described in the previous paragraph with the only exception that 
send all the csv data file acquired in a defined timeframe to the remote site @NMIII. 

In the following the file naming for csv files: the pattern is *{}*.{} that is *prefix*.csvfileextention, prefix is 
YYYY-mm-dd, csvfileextention=csv. 

Example *2017-08-28*.csv where prefix=2017-08-28, csvfileextention=csv. In this case all the files in the 
directory that will match with *2017-08-28*.csv pattern, they will be considered for the ftp DATA FILES 
transfer, for example datafile1_2017-08-28_telemetry.csv and so on. 

Usage and default parameters are described above. 

Example, if you run “python  data_ftp_robot_NMIII.py”, you are using the default parameters that you find 
in the script file: --logfile data_ftp.log   --userid ftp_edeniss_dlr   --password 12345   --offset 86400 (means 
yesterday), that allows the FTP files transfer of all the csv data files, to NMIII site, with the yesterday date. 

Otherwise, you could run manually “python.exe data_ftp_robot_NMIII.py --userid ftp_edeniss_dlr --
password 12345 --offset 0” (means today), that allows the FTP files transfer of all the csv data files with the 
today date, to NMIII site, in case you want to use different parameters. 

The script saves all the activities done in a log file named "data_ftp_NMIII.log", default parameter, of 10MB 
with 5 old backups. This log is generated and is managed in the same way described for cam-
era_snapshot_robot.py. 

 

2.7.7 System Configuration for Automatic Images Acquisition and Transfer to DLR 
This chapter deals with the description of the procedure to be used to configure the systems for the sched-
uling of an automatic daily images acquisition and the subsequent automatic FTP file transfer to DLR. 
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Prerequisites 

The following files/scripts need to be copied on the MTF Camera PC, for example in 
C:\Image_Acquisition\TPZ_SW 

 hikvision.py 

 edeniss_mkdir.bat 

 camera_snapshot_robot.py 

 camera_ftp_robot.py 

 edeniss_scheduler.bat 

 camera_ftp_robot_NMIII.py 

 edeniss_scheduler_NMIII.bat 

 data_ftp_robot.py 

 edeniss_data_scheduler.bat 

 data_ftp_robot_NMIII.py 

 edeniss_data_scheduler_NMIII.bat 

The following file/application needs to be installed on the DLR OPS PC and NMIII in 
C:\Image_Acquisition\TPZ_SW 

 edeniss_mkdir.bat  

In addition an ftp Server (for example filezilla) is required to permit the file transfer. This application has to 
be installed on the DLR OPS PC and NM-III PC. 

   

Step 1: On DLR OPS PC create the folder for image storage.  

 Launch the edeniss_mkdir.bat batch file in a Windows CMD command line. 

 Verify the following folders have been created: 
o D:\FTP_EDEN-ISS\CropImages\HDTOPVIEW\<camera position1>  

Where camera position1 is: 

 L1-2C, L1-4C 

 L2-1C, L2-2C, L2-3C, L2-4C 

 L3-1C, L3-2C, L3-3C, L3-4C 

 L4-1L, L4-2L, L4-3L 

 L4-1R, L4-2R, L4-3R, L4-4C 

 R1-2C, R1-4C 

 R2-2C, R2-4C 

 R3-4C 

 R4-2C, R4-4C 

o D:\FTP_EDEN-ISS\CropImages\HDSIDEVIEW\<camera position2> 

Where camera position2 is: 

 L12-1S, L12-3S, L34-1S, L34-3S 

 R12-1S, R12-3S, R34-1S, R34-3S 

o D:\FTP_EDEN-ISS\CropImages\UFIMAGERS\<ufimager camera position2> 

Where ufimager camera position is: 

 UFImager1, UFImager2, UFImager3, UFImager4 

o D:\FTP_EDEN-ISS\DATA\ 
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Remark: If the folder structure already exist, the command is not executed and a message will appear in the 

command window stating that the folders already exist. 

 

Step 2: On DLR OPS PC and NMIII configure the ftp server. You need an ftp account on the FTP server 
with user and password specified below. In the following, the steps describing the ftp configuration using 
the Filezilla Server software: 

 Open Filezilla Server Interface 

 In the Menu Bar/EditUsers 

 In the Users Page/Users Click on Add Button 

 In the Add User Account window type the name of the ftp user Account: ftp_edeniss_dlr 

 In the account settings  click on Password and then enter: 12345 (if another is desired the 
edeniss_scheduler.bat has to be updated) 

 In Page Select Shared Folders  Click Add and then select D:\FTP_EDEN-ISS\CropImages  Click 
OK 

 Select the privileges (in Files select Read, Write, Delete, Append; in Directories select Create, De-
lete, List, Subdirs) Click on set as home dir Click Ok 

 In FileZilla Server Interface verify the operations has succeeded. 

 

Step 3: On MTF Camera PC create the folder for image storage: 

 Launch the edeniss_mkdir.bat 

 Verify the following folders have been created: 
o D:\FTP_EDEN-ISS\CropImages\HDTOPVIEW\<camera position1>  

Where camera position1 is: 

 L1-2C, L1-4C 

 L2-1C, L2-2C, L2-3C, L2-4C 

 L3-1C, L3-2C, L3-3C, L3-4C 

 L4-1L, L4-2L, L4-3L 

 L4-1R, L4-2R, L4-3R, L4-4C 

 R1-2C, R1-4C 

 R2-2C, R2-4C 

 R3-4C 

 R4-2C, R4-4C 

o D:\FTP_EDEN-ISS\CropImages\HDSIDEVIEW\<camera position2> 

Where camera position2 is: 

 L12-1S, L12-3S, L34-1S, L34-3S 

 R12-1S, R12-3S, R34-1S, R34-3S 

o D:\FTP_EDEN-ISS\CropImages\UFIMAGERS\<ufimager camera position2> 

Where ufimager camera position is: 

 UFImager1, UFImager2, UFImager3, UFImager4 

o D:\FTP_EDEN-ISS\DATA\ 

 

Step 4: Automatic image acquisition and image ftp transfer scheduling: 

On MTF Camera PC, in a Windows CMD command line, launch edeniss_scheduler.bat batch file for auto-
matic picture acquisition files(It is worth to underline that this application allows for one single automatic 
acquisition per day).  The following window appears. 
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Figure 29: Scheduler Dialog Window 

 

For Images automatic acquisition scheduling, type A, then type the hour and then the minutes by when the 
images has to be acquired automatically every day. A message will provide a feedback on the result of the 
operation (Remark: The scheduling time is local time as the acquisition time in the name of the image) 

 

 
Figure 30: Scheduler Dialog Window – Feedback Message (acquisition task) 

 

 
Figure 30: Scheduler Dialog Window – Feedback Message (ftp transfer task – to NMIII) 
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If you want to set the automatic transfer scheduling, type N when the message “Do you really want to exit 
[S/N]” appears on the screen, then repeat the above steps, but typing F in the first window. 

After you have scheduled the tasks using schtasks command line as showed before, you have to check that 
the task run regardless of the connection of users who are connected. In other words, it is necessary to 
check whether the “Run whether user is logged on or not” radio button is selected in the Run Task Sched-
uler using the Windows interface. 

In the following is shown how to start the Task Scheduler Windows interface: 

Step 4a) To Run Task Scheduler using the Windows interface 

1. Click the Start button. 
2. Click Control Panel . 
3. Click System and Maintenance . 
4. Click Administrative Tools . 
5. Double-click Task Scheduler . 

Alternatively, to Run Task Scheduler from the Command Line 

1. Open a command prompt. To open a command prompt, click Start, click All Programs, click Acces-
sories, and then click Command Prompt. 

2. At the command prompt, type Taskschd.msc. 
 
Step 4b) Please, open the window property of the task scheduled (snapshot_taskname or ftp_taskname), in 
the “General” tab. Please, check whether the “Run whether user is logged on or not” radio button is se-
lected. 

 

Remark: The log files (camera_ftp.log and camera_snapshot.log) for the automated task scheduled are 
generated in C:\Windows\System32 system directory. 

 

To verify that the above scheduling tasks are correctly running, type the following commands in a Windows 
CMD command line: 

 schtasks  /query  |  findstr  /B  /I  "snapshot_taskname", to verify that the automatic image acquisi-
tion is correctly running 

 schtasks  /query  |  findstr  /B  /I  "ftp_taskname", to verify that automatic images transfer, to DLR 
site, process is correctly running.  

 schtasks  /query  |  findstr  /B  /I  "ftp_taskname_NMIII", to verify that automatic images transfer, 
to NMIII site, process is correctly running.  

 schtasks  /query  |  findstr  /B  /I  "ftp_taskname_data", to verify that automatic csv data files trans-
fer, to DLR site, process is correctly running.  

 schtasks  /query  |  findstr  /B  /I  "ftp_taskname_data_NMIII", to verify that automatic csv data 
files transfer, to NMIII site, process is correctly running.  

As result, a message containing the schedule name, the next execution date and the status of the sched-
uled task will appear on the screen 

 

To stop the schedule, type the following commands in a Windows CMD command line: 

 schtasks  /delete  |TN  "snapshot_taskname", to stop the image acquisition process 

 schtasks  /delete  |TN  "ftp_taskname", to stop the image transfer process to DLR 

 schtasks  /delete  |TN  "ftp_taskname_NMIII", to stop the image transfer process 

 schtasks  /delete  |TN  "ftp_taskname_data", to stop the csv data files transfer process to DLR 

 schtasks  /delete  |TN  "ftp_taskname_data_NMIII", to stop the csv data files transfer process to 
NMIII 



  EDEN ISS-DLO-WP3.5-D3.11-PHM Design Document-v1.3 

Co-funded by the Horizon 2020 

Framework Programme of the European Union Page: 70/211 

 

2.7.8 Manual use of the Python developed SW Applications 
 

In case an additional acquisition and transfer of images is required the Python SW applications can be used 
manually and can be launched from the DOS prompt commands, in a Windows CMD command line, as 
shown in the example in fig. 31. 

 

 
Fig. 31: camera_snapshot_robot 

 

In particular the Python script camera_snapshot_robot.py can be run manually by typing “python.exe cam-
era_snapshot_robot.py” in a Windows CMD command line, providing the possibility to immediately start 
the images acquisition  

In the same way the Python script camera_ftp_robot.py can be run manually by typing “python.exe cam-
era_ftp_robot.py --userid ftp_edeniss_dlr --password 12345 --offset 0” in a Windows CMD command line,  
to transfer all the image files acquired from the beginning of the day. 

For manual operations a nominal sequence foresees that the operator first launch the cam-
era_snapshot_robot.py, in order to acquire images, and then the camera_ftp_robot.py, in order to transfer 
the images via FTP. 

Remark: In this case, the log files (camera_ftp.log and camera_snapshot.log) are generated in the same 
folders where the application are stored. 

 

2.7.9 Telespazio SW Applications testing: Manually and Automatically 

 

Steps to test TPZ software applications Manually: 

1) Start a Windows CMD command line 

2) PROMPT> cd  C:\Image_Acquisition\TPZ_SW\ 

3) PROMPT> python.exe  camera_snapshot_robot.py 
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This creates the file camera_snapshots.log in the same directory of the software 
(C:\Image_Acquisition\TPZ_SW\). Have a look inside that file for the results. 

4) Check if the files image are acquired in the directories, example file  

D:LOCAL_IMAGE_PATH\cameraposition\cameraname\HDCam_cameraname_20170721_hhss.jpeg 

   PROMPT> cd D:\FTP_EDEN-ISS\CropImages 

   PROMPT> dir   *_20170721_*.jpeg    /s     /p 

The images list is shown one page at a time. 

5) PROMPT> python.exe camera_ftp_robot.py     --userid   ftp_edeniss_dlr       --password   12345       --
offset   0 

All the camera images acquired in the day are transferred to DLR site. This create the file camera_ftp.log in 
the same directory of the software (C:\Image_Acquisition\TPZ_SW\). Have a look inside that file for the 
results. 

PROMPT> python.exe camera_ftp_robot_NMIII.py     --userid   ftp_edeniss_dlr       --password   12345       --
offset   0 

All the camera images acquired in the day are transferred to NMIII site. Check the log file camera_ftp.log in 
the same directory of the software (C:\Image_Acquisition\TPZ_SW\). 

6) Check the files at FTP destination directories, on the remote host. 

 

Steps to test TPZ software applications Automatically: 

1) Check if the taskname for automated snapshot is scheduled 

PROMPT> schtasks    /query   |   findstr   /B   /I   "snapshot_taskname" 

2) If the task exist, delete it 

PROMPT> schtasks    /DELETE    /TN    "snapshot_taskname"    /F 

The task for automated snapshot snapshot_taskname is deleted 

3) Check if the taskname for automated ftp file transfer is scheduled 

PROMPT> schtasks    /query   |   findstr   /B   /I   "ftp_taskname" 

4) If the task exist, delete it 

PROMPT> schtasks    /DELETE    /TN    ftp_taskname"    /F 

The task automated ftp file transfer ftp_taskname is deleted 

5) Start the edeniss_scheduler.bat to schedule the tasks: 

PROMPT> edeniss_scheduler.bat  

[A] automated snapshot task, Enter hour [0-23]: , Enter minute [0-59]: , then [F] automated FTP file transfer 
task, Enter hour [0-23]: , Enter minute [0-59]:  

6) Important, check whether the “Run whether user is logged on or not” radio button is selected in the 
Run Task Scheduler using the Windows interface. 

Step 6a) To Run Task Scheduler using the Windows interface 

1. Click the Start button. 

2. Click Control Panel . 

3. Click System and Maintenance . 
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4. Click Administrative Tools . 

5. Double-click Task Scheduler . 

Alternatively, to Run Task Scheduler from the Command Line 

1. Open a command prompt. To open a command prompt, click Start , click All Programs , click Acces-
sories , and then click Command Prompt . 

2. At the command prompt, type Taskschd.msc . 

Step 6b) Please, open the window property of the task scheduled (snapshot_taskname or ftp_taskname), in 
the tab General checks whether the “Run whether user is logged on or not” radio button is selected. 

7) Wait until the scheduled task "snapshot_taskname" is executed at the exact time. 

8) Check if the files image are acquired in the directories, example file  

D:LOCAL_IMAGE_PATH\cameraposition\cameraname\HDCam_cameraname_20170721_hhss.jpeg 

   PROMPT> cd D:\FTP_EDEN-ISS\CropImages 

   PROMPT> dir   *_20170721_*.jpeg    /s     /p 

The images list is shown one page at a time. 

9) Wait until the scheduled task "ftp_taskname" is executed at the exact time. 

10) Check the files at FTP destination directories, on the remote host. 

11) Check the log files, camera_snapshots.log and camera_ftp.log, in the directory C:\Windows\System32 

 

2.8 Automatic forwarding of the images to the UHB’s 
The same approach and tools described above could be used. For example the camera_ftp_robot.py could 
be customized to send the images to the four UHB ftp addresses, installed on the DLR camera PC, and 
scheduled to activate after the reception of the images at DLR.  

 

This is not currently foreseen for implementation. 
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Annex D: Multi-Wavelength Imaging System Guide Manual 
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General Component List 

 Go Pro Hero 4 Black Camera w/Back-Bone System 

 NDVI-7 Filter 

 M12 Lens 

 USB Power Supply (5.2V/2.5A) 

 CamDo Blink Controller (two versions, white and black) 

 CamDo Remote Switch 

 iPad Control Tablet 

 128 GB Micro SD Cards  (MUST BE U3 rated) 

 Stand or Mounting arms /beams 
 
Network Connections 

The BLINK system requires the following network connections: 
The SSID must not have any spaces, and we need to have the MAC Address.  There must not be a 
password on the SSID.  
SSID of the access point is:      WLAN_MTF_EDEN-ISS 
BSSID of the access point is:     94:05:B6:5C:EC:EC 
MAC-address of the access point is:  94:05:B6:5C:EC:EB 
IP-address of the access point is:    192.168.39.21 
Wifi:      802.11n 
 

Direct Photo Access 

Photos can be accessed through the following methods:  

 GoPro App 

 BLINK Photo transfer to FTP 

 Removal of the SD card 

NEVER TRY TO ACCESS PHOTOS BY USING USB CONNECTION.  The USB port should only ever be 
used to power the camera, never for data transfer.  

Usual EDEN-ISS functionality is by FTP transfers from the UFImager GoPros through WiFi. 

 

FTP Access  

ftp://212.201.100.47/ 

o userid: UF 

o PW: alp+rf85 

Passwords 

BLINK (all) Wifi 1234567890 EDEN ISS 2018 

BLINK /camdo Webpage 192.168.1.1  

1 - NDVI Blink Hero4 password  

UFSPL Hero3 password  

2 - ALP NDVI* Hero4 password UFImager2 
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4 - EDEN IrPro Hero4 Password  

3 - RJF NDVI* Hero4 password UFImager3 

5 – GatorNDVI* Hero4 password UFImager 4 

6 – AllyNDVI* Hero4 password  

* Denotes Deployed to Antarctic Units 

 
SD Card 

We have found that the most common compatibility problems are due to the type of SD card be-
ing used. You are strongly advised to use an SD card from the recommended list on GoPro's web-
site, http://gopro.com/help/articles/Block/microSD-Card-Considerations. 

Use of cards not on the list, especially SanDisk Ultra cards, will greatly increase your chance of 
trouble with your setup. Some SD cards have the same product name as the cards on the list but 
are an older version that only has a U1 rating. Make sure your SD card has a U3 rat-

ing. Underperforming SD cards can prevent proper functioning of your GoPro camera's features. 

 

Camera set up  

Scheduled data collection is controlled by the Blink Hardware modification (see section 3.5). However, be-
fore using the Blink to control automation, the camera must be pre-equipped with the NDVI-7 filter, and 
configured and tested for focus and view.  The camera can be connected to WIFI for live viewing of image 
(low definition option) or connected to a computer display screen via HDMI for hi-definition live viewing.  
For accurate focus, it is best to use HDMI. If HDMI connection not an option, focus through WiFi connec-
tion, but then further calibrate and adjust by reviewing test images taken at several focal planes.     

GoPro connection and configuration 

The first step is to download the application to the controlling tablet, and then follow the on screen instruc-
tions to add a new device. The first time the wireless connection is established, the camera and the tablet 
must be paired via Bluetooth. The tablet will thereafter be able to recognize the camera (Figure 4).  This 
step is only necessary the first time.   

1. Turn on GoPro camera, scroll to Setup and enable GoPro Wi-Fi 

2. Exit Setup screen on Camera 

3. Using your phone or tablet device, connect to GoPro Wi-Fi.  – The device is connecting to the Cam-
era’s Wi-Fi, rather than the camera connecting to the device.  

4. Open the App    

5. Select “Connect Your Camera”  

6. Press “Control” under the device to be used 

7. Check the field of view in the Live Preview screen 

8. The “settings” tool (wrench icon) enables the manipulation of all camera options 
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Camera settings 

 
The GoPro settings have been found to work best for initial setup under the Heliospectra light bank are as 
follow. Figure 5 provides screen captures of the camera selections under “Settings”. 

o Megapixels; various choices   

 There are wide frame and “zoomed” frame settings 

 Retest focus after selecting different MP  

 Note that irrespective of the size chosen to collect, when the image is saved, it will be slightly 

smaller (e.g. 12MP file will be about 4.5-6MP) 

o Spot Meter: OFF 

o Protune     : ON  

 protune enhances quality of video by increasing bit rate from 30 to 45 megabits per second; not 

so important for capturing individual images, however, enabling protune unlocks features of in-

terest, such as white balance, color adjustment, ISO, sharpness and EV compensation.  

o White Balance: 6500k 

o Color: Flat 

o ISO Limit: 800 

o Sharpness: High 

o EV Comp: 0.0 

 

   
Figure 33.  Screen shots of the pairing process (left and middle) and the Live Preview screen 

(right) on the tablet or phone. 
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Camdo BLINK set up 

The instructions below are adapted from the on-line guides provided on the Camdo web documents 
(https://cam-do.com/pages/blink-quick-start-guide). NOTE: 2018 Field Season Quick Notes are below, the 
following examples are for background and reference. 
 

Blink assembly and activation  

1. Turn on the camera and adjust settings as outlined in 3.4, but set the AutoOff to 1 minute to prevent 
the camera battery from draining in the event of an error that fails to turn off the camera after an 
imaging session. Also confirm that the camera firmware is updated to the latest version; either 
through the GoPro App for iOS, or on the GoPro web site (v05.00 was the latest HERO4 version at 
April 2017).  NOTE: for the 2018 season, all firmware updates are in place. 

2. Connect the Blink the HERO4 camera. This is as simple as snapping it onto the back of the GoPro 
(Figure 6). 

3. W
ait 
10 
sec
ond
s. 
Af-
ter 
this 
tim
e, 
Blin
k 
will 
tur

 
Figure 34.  Screen captures of the camera selections under “Settings”. 

  
Figure 35.  Attaching the Blink to the back of the GoPro (left) and then attaching the Wired Remote 

(right). 
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n on the camera, read the camera’s time, and then turn off. The camera’s time will be inaccurate, 
but will be set it later in the process. 

4. Plug the Wired Remote into the Blink's 2.5mm port. Blink's WiFi can be turned on and off by hold-
ing down the button of the Wired Remote for 3 seconds. Blink's LED will flash cyan three times to 
indicate WiFi has been turned on and twice to indicate WiFi has been turned off. The LED will con-
tinue to flash blue every 5 seconds while Blink's WiFi is active and WiFi will automatically turn off 
after 15minutes to conserve power. The Wired Remote can be unplugged after activating Blink's 
WiFi. Or you can leave it attached and remove the Wired Remote after turning off the WiFi at the 
end of the setup. 

5. Connect to the Blink wireless network “CamDo-
Blink_XXXX”, where XXXX is the MAC address of Blink. 
Unless you have multiple Blinks you will only see one 
Blink wireless network to connect to. The password to 
connect is “1234567890”. NOTE: If the LED of Blink is 
not flashing blue to signify WiFi is on, connect the 
wired remote and hold the button for 3 seconds to 
turn it on. 

6. Open a web browser and navigate to 
http://192.168.1.1  in the search bar. (If a shortcut is 
not present on the iPad, one should be created).  A 
screen capture of the Blink interface is shown in Figure 
8. 

 

 

   Blink settings 

Note: 2018 Field season has white blinks that use this example below. UFImager4 uses a black blink that 
has a slightly different setup procedure. See 2018 Quick Notes below. 

The first step is to sync camera time with local time by clicking on the “Sync Camera Time” button. Then the 
schedule can be modified for the capture requirements of the experiment. In the example shown in Figure 
8, a schedule was created to take an image every 20 minutes, Monday through Friday 10am-4pm. 

o Tap the days of the week to enable the schedule for that day. As can be seen in the image below, M, 
T, 
W, 
T, F 
are 
high
light
ed 
in 
blue 
indi
di-
cat-
ing 
the
y 
are 
ac-
tive. 

  
Figure 36.  Connecting to the Blink Wire-

less. 

 
Figure 37.  Screen capture of the web Blink interface; syncing the camera time and creating a schedule 
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o Set the Start Time and End Time 

o Select “Intervalometer” under “Select a mode” 

o Set to desired interval (20 mins in this example) 

o “Select an action” - in this case a Photo during the Day is selected. 

o Click the “Enabled” button (if enabled, the schedule in the list will be dark blue). 

o Click “Save All”. The page will refresh and your modified schedule should be shown in the appropri-
ate drop-down box. Click- ing 
“Clear All” will reset all 
schedules to their default val-
ues and disable. 

Note. The same procedure can be fol-
lowed to set additional Schedules. 
Schedule conflicts will be resolved by 
priority in descending order. For ex-
ample, schedule 1 has priority 
over schedule 2. 

 

 
 
 
 

 
 
STEP 8  - ONLY USE ONE SCHEDULE WITH FTP 
Software 

Modify a schedule to suit your capture re-
quirements. In this example, we will create a 
schedule to take an image every 20 minutes, 
Monday through Friday, 10am till 4pm. 

To create the schedule, complete the follow-
ing: 

o Tap the days of the week to enable 

the schedule for that day. As can be 

seen in the image below, M, T, W, T, F 

are highlighted in blue indicating they 

are active. 

o Set the Start Time and End Time 

o Select “Intervalometer” under “Select a mode” 

o Set to your desired interval (20 mins in this example) 

o “Select an action” - in this case a Photo during the Day is selected. 

That’s it! Follow the same procedure to set additional Schedules as needed. 

NOTE: for the black Blink, you must Select and Action, choose photo, set for 0 (zero) seconds. 

 

 
Figure 38.  Screen capture of the web Blink interface; enabled 

schedule will be dark blue 
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STEP 9 

Once the schedule has been modified, be sure to click the “Enable” button. A quick way to tell if a schedule 
is enabled is by the dark blue colour of the drop-down box. Schedule conflicts will be resolved by priority in 
descending order. For example, schedule 1 has priority over schedule 2. 

 

STEP 10  

ENABLE SCRIPTING!  
NOTE: for the black Blink, there is no enable scripting box, nothing to worry about. 

 

STEP 11 

Click “Save All”. The page will refresh and your modified schedule should be shown in the appropriate drop-
down box. Clicking “Clear All” will reset all schedules to their default values and disable. 

 

 

System Reset / System Set Up 

If complete meltdown happens and you need to redo the whole system. 

1. Update Hero 4 firmware to camera specific version (v5.00) 
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a. This camera specific update is provided in each file for an imager.  This will update the 

camera to GoPro v5.00 firmware.  The files are not interchangeable as they are created 

specifically for individual serial numbers. 

b. Find and move the UPDATE file to your microSD card.  For the camera to find the file, it 

should be the ONLY folder on the card and should be titled “UPDATE” 

c. Make sure the camera is off 

d. Insert the SD card into the camera 

e. Power the camera on 

f. Camera will cycle through a number of beeps and turning itself on and off as it updates.   

g. As long as you don’t get a “CAMERA UPDATE FAILED” message when it is done, then your 

update is successful. 

2. Update Blink firmware to latest version (v2.00 currently)  

a. Download the .bin update file and transfer it to a USB flash drive. The USB flash drive must 

be using the FAT32 file saving format (default format for PC). 

b. Connect the flash drive to one end of the USB OTG Cable and the other end to Blink. Blink 

should not be connected to the GoPro camera during the firmware update process. 

c. Finally connect the last end of the cable to a power source such as a mobile phone USB 

charger/USB battery pack/Laptop, etc. 

d. Blink will start the update immediately. During the firmware update, the LED will follow the 

pattern below. 

e. Magenta flash continuously every 0.25 seconds: Firmware from the USB flash drive is trans-

ferring to Blink storage. 

f. Green flash twice: Firmware successfully stored. 

g. Magenta flash continuously every 0.25 seconds: Firmware from internal Blink storage is in-

stalling. 

h. Green flash three times: Firmware successfully installed. 

i. Red flash: Any number of red flashes indicates an error has occurred. Remove power and 

try again. If red LED flashes continue to occur during the firmware update process, please 

contact CamDo customer support. 

j. To verify the update, turn WiFi on with the remote and check the top right corner of the UI. 

k. Note: The USB flash drive must be using the FAT32 file format to be able to perform the 

Blink firmware update and Blink does not support partitioned drives or other formats. The 

FAT32 file saving format is the default format for PC and used with most USB flash drives 

under 32GB. Large capacity flash drives might be using the exFAT format which is not com-

patible with Blink. If you are using a MAC, the following link explains how to format a USB 

flash drive to FAT32. 

3. Update Hero 4 firmware to CamDo version  (from Camdo) 

a. This version of the firmware for the Hero4 is the same on each camera (not camera specif-

ic.)   

b. Use the UPDATE folder as in step one – but the version from Cam Do in the Updates from 

CamDo after V5.00 update 

4. Set-Up camera through app (make sure photo settings and focus are correct)  

a. See Camera set up above 

5. Set-Up Blink through WiFi connection  

a. See BLINK set up above 

6. Set-up SD card with autoexec and CSIController files 

a. Remember each camera has its own individual CsiController file, but the autoexec 

7. Plug in – and get rolling.  
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Image nomenclature 

 The pattern for the UFIMAGERS image snapshot FTP transfer is {}*.{} that is UFICamPosi-
tion*.fileextention, UFICamPosition in {UFImager1, UFImager2, UFImager3, UFImager4 for UFIM-
AGERS cameras}, fileextention=jpg. Example: source UFI picture name UFIm-
ager2_1502722694_102GOPRO_GOPR3299.jpg UFICamPosition=UFImager2, fileextention=jpg. As 
you can see, in the image snapshot file name an Unix time stamp is present. 

Before transfer of the images, the script does a conversion of time stamp in local GMT daytime so 
that the destination picture name is UFICamPosition_prefix_*.fileextention, UFICamPosition in 
{UFImager1, UFImager2, UFImager3, UFImager4 for UFIMAGERS cameras}, prefix is 
YYYYMMDD_hhmm where YYYYMMDD is the GMT year-month-day and hhmm is the hour-second 
(GMT) in local daytime, fileextention=jpg. 

Example: 

o Source UFIMAGER picture name UFImager2_1502722694_102GOPRO_GOPR3299.jpg 
where 1502722694 is the Unix time stamp; 

o Destination UFIMAGER picture name UFIm-
ager2_20170814_1658_102GOPRO_GOPR3299.jpg where 20170814_1658 is the GMT lo-
cal daytime in the form YYYYMMDD_hhmm where YYYYMMDD is the GMT year-month-day 
and hhmm is the hour-second (GMT) in local daytime. 

Troubleshooting 

Computer connection error 

If a GoPro is accidently connected to a computer via USB, it will need to be reset before image transfer via 
FTP will work.   To reset:  

        Remove the battery and the Blink from the back of the camera (wait a few minutes) 

        Replace the battery and reattach the Blink to the back of the camera 

        After the Blink has cycled, you can turn off the camera and plug it in (to 5v power, not to a com-
puter).  

        It should now work normally; the Blink should turn on the camera and take pictures according to 
the schedule programmed in the Blink.   

Photo lighting – unexpected changes 

If a noticeable change in photo lighting is seen, with no adjustment to the lighting schedule, the camera 
clock should be checked.  By accessing the BLINK on the back of the camera (see BLINK setup) the camera 
clock can be resynced using the “Sync Camera Time” button.   

Adjusting Focus 

Because of the coding located on the SD card mounted in the camera, focusing the imagers can be tricky.  
Camera focus can be tested by using an HDMI connection of a WiFi connection to the GoPro application.  
Unless there is an HDMI cord and screen handy, WiFi is the most likely path.   

1. Remove SD Card 

2. Turn on GoPro WiFi 

3. Connect tablet 

4. Open app 

5. Do a rough focus using the “live” view 

6. Test focus by taking a picture and viewing it on the tablet.  

The “live” view quality on the camera app should not be trusted for high quality focus.  An image should be 
captured and viewed as the “live” view is not meant for focus, only frame adjustment.  Fine focus should be 
done by making adjustments and checking them by taking a picture.   

Imager Storage 



  EDEN ISS-DLO-WP3.5-D3.11-PHM Design Document-v1.3 

Co-funded by the Horizon 2020 

Framework Programme of the European Union Page: 83/211 

If the imagers are to be stored, it is best to remove the Blink from the camera to avoid unnecessary photos 
being taken.  This will stop the battery from being drained when being stored for short periods of time.  It is 
also important to make sure that the WiFi signal isn’t on (no blue flashing light.)  

Multiple Schedules 

Do to the use of beta code on the imagers, it is best not to run multiple schedules over extended time peri-
ods.  Once the first schedule is rolled to the second, it will not go back to the first schedule.  There is also a 
chance of failure in the second schedule.  DON’T USE MULTIPLE SCHEDULES. 

General Problem with imagers  

One of the first things to check if the imagers aren’t working as expected is the CSIlog on the SD card.   This 
log can tell us where the issue is happening.  To do this, you will need to remove the SD card from the cam-
era and open on a computer.  The file can be read as txt, but is easier in a coding program such as Note-
pad++ 

Pictures taken, but not transferred 

Make sure that Enabled Scripting is checked in the Blink set up for the white Blinks. For the black Blink be 
sure that Select an Action has Photo for 0 (zero) seconds is set.  

 

UFImagers EDEN-ISS 2018  Field Operations Quick Notes 

 

UFImager GoPro Pelican – stored in Service Section 

This pelican is used to store and transport the UFImager GoPro cameras. It also contains switches and parts 
for use during the season whenever repositioning or refocusing of the UFImagers is necessary, or during 
troubleshooting of UFImager functionalities. Pelican contents: 

1. Ziploc bag with GoPro Imager Lens caps (3) 

2. Fisheye Lens w/NDVI filter (1) in box 

3. Component and tool bag (1) 

a. CamDo USB 

b. Micro SD cards and SD adapters 

c. Small Allen wrenches 

d. Filters 

4. Hardware Zipper Bag (1) lower level 

a. GoPro Power USB cord (1) 

b. CamDo USB Reset cord (1) 

c. Arm / Beam adapter nuts (5) 

5. Blink Zipper Bag (1) lower level 

a. CamDo Blink Wifi Remote Switches (2) 

6. CamDo sticker (1) 

 

UFImager Operations Quick Ref 

WiFi password for all UFImager GoPros = password 

WiFi password for all CamDo Blink adapters = 1234567890 

 

GoPro App for focusing and checking settings on UFImagers: 

The GoPro app is used for focusing and altering the settings of the UFImagers. This is done the apps in ei-
ther the Tablet or the iPad and requires connection to the GoPro WiFi 

1. Remove SD card from the GoPro, OK also to remove power cable, but not necessary 
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2. Start GoPro App on iPad or Tablet 

3. Turn on GoPro WiFi 

a. Press and hold the settings button on the side, or 

b. Press the front panel skull button and navigate to settings 

4. Navigate to Settings iPad or Tablet and connect to the GoPro WiFi 

a. All GoPro WiFi passwords should be stored in the iPad and Tablet but if not enter the pass-

word = password to connect 

b. Return to the GoPro App 

c. Use Live Preview to focus 

d. Use Settings to check or change imaging parameters (consult ops document)  

5. Turn off WiFi 

6. Turn off GoPro by pressing and holding the Skull front button till the display clears. 

7. Replace SD card. Be sure that it is seated properly 

8. Replace power connection 

CamDo Blink for settings on UFImager timings 

The Blink adapters control the times that images are taken by the UFImager GoPros. All settings for time of 
images are managed by WiFi connection to the Blink Adapter. The Blink adapter also syncs the camera time 
to the station time. UFImagers 2 and 3 are controlled by white Blink adapters. UFImager4 is controlled by a 
black Blink. Connect to only one Blink at a time. 

1. Recover a Blink Remote switch from the UFImager Pelican case 

2. Connect a Blink remote switch to Port 1 of the Blink adapter on the back of the GoPro 

a. OK to leave power connected to GoPro 

b. Must leave SD card in GoPro 

3. Turn on Blink WiFi by holding the button on the remote for ~5 seconds 

4. Open Settings on the iPad or Tablet and Connect to Blink WiFi 

a. If necessary enter the password = 1234567890 to connect 

5. Open Safari or other web browser, navigate to http://192.168.1.1  

a. Site should already be stored in the browser 

b. Shortcut should be on the iPad 

c. If connection to the Blink cuts out, sometimes reconnecting the power cord helps 

6. Touch Sync Camera time 

7. Modify the imager schedule as necessary (see full ops document) 

8. Save and close  

a. White Blinks- 

i. Be sure to check Enable Scripting 

ii. Touch Save All 

b. Black Blink 

i. No enable scripting required 

ii. Go to Select an Action 

1. Select Camera On 

2. Set 0 (zero) seconds 

iii. Touch Save All 

9. Use the Remote Switch to turn off the Blink WiFi 

10. Ensure that Blink Wifi is off using the iPad or Tablet 

11. Disconnect the remote switch and replace it to the UFImager GoPro pelican case 

 

Inside the UFImager GoPro Pelican case is a laminated copy of the 2018 Field Ops Quick Notes 
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Annex E: Decontamination Test Reports 
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