1

On the design of a decentralized and multi-authority
access control scheme in federated and
cloud-assisted Cyber-Physical Systems
S. Sciancalepore, G. Piro, D. Caldarola, G. Boggia, and G. Bianchi

Abstract—While enabling brand new services and opportunities, the federation of vertical Internet of Things platforms
presents new challenges in terms of secure and controlled access
to heterogeneous resources, especially when authorization permissions must be regulated by multiple decentralized authorities.
The work presented herein designs, develops, and experimentally
validates a flexible and effective Attribute-Based Access Control
framework, properly devised to operate in a federated and cloudassisted Cyber-Physical System. Our main novelty stems in the
original way we turn a policy-based encryption scheme, customarily used for accessing data, into a Cyber-Physical resource
access control protocol. The proposed design approach is able
to address several security issues characterizing the emerging
use cases in this context, including the decoupling between
authentication and authorization, fine-grained, offline, and timelimited authorization, protection against collusion attacks, access
rights revocation, and user privacy. A security analysis and
a performance evaluation executed through experimental tests
clearly demonstrate the viability of the proposed approach in
realistic cloud-assisted Cyber-Physical Systems, as well as its
ability to overcome the lacks affecting competitive approaches
without introducing huge communication and computational
requirements.
Index Terms—Cloud-assisted Cyber-Physical Systems; Federated Internet of Things; Attribute-Based Access Control

I. I NTRODUCTION
Cloud-assisted Cyber-Physical Systems (CPSs) represent a
valuable approach that provides an effective interface between
Internet of Things (IoT) resources and remote users, enables
federation among heterogeneous platforms [1][2], and forms
the basis for the sharing of resources across organizations and
boundaries [3]. Its capabilities can be further extended with
the key functionalities emerging from Fog computing and Mist
computing architectures [4]. In this context, the protection of
resources against unauthorized accesses still represents one
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of the main challenges to overcome. The literature clearly
demonstrates that fine-grained authorization mechanisms have
been easily integrated in vertical IoT platforms through singleauthority and (quite often) centralized architectures [5][6]. But,
federated ecosystems should inevitably integrate more complex, decentralized, and multi-authority access control schemes
[3], while addressing a number of security issues (including
protection against collusion attacks, time-limited authorization,
simple access rights revocation, support for offline authorization, and user privacy) and embedding robust cryptographic
algorithms (as suggested by the recently published General
Data Protection Regulation).
The extensive literature in this field does not provide
complete answers to the aforementioned challenges (see for
instance [7]-[26] and the discussion reported in Sec. II).
Therefore, this paper intends to extend the current state of the
art by providing a twofold contribution: it (i) designs a comprehensive decentralized and multi-authority access control
framework in a cloud assisted CPS, addressing all the issues
listed above, and further encompassing (ii) an original usage
of policy-based cryptographic schemes as a secure technique
to control the access to resources, opposed to its traditional
usage for data encryption/decryption.
The core of the proposed approach is a novel access control mechanism, based on the Attribute Based Access Control logic and realized through the Decentralized
Multi-Authority - Ciphertext-Policy - Attribute Based Encryption (DMA-CP-ABE) algorithm [27][28]. Specifically,
DMA-CP-ABE cryptographic primitives are used to implement an online authorization procedure, based on a challengeresponse strategy. Moreover, during the authorization procedure, a user is identified through an ephemeral and timelimited identity, released by a trusted third-party entity in
the system. In this way, the resulting scheme also supports
time-limited authorization (i.e., the retrieved attributes can be
used to access to resources for a limited amount of time),
protection against collusion attacks (i.e., it is not possible to
combine access rights belonging to different users), and the
protection of user privacy (i.e., the ephemeral identity denies
the resource provider to track and profile users). In addition,
the aforementioned access control procedure easily supports
attribute revocation through conventional approaches based on
attribute revocation lists, whose security was already proven
in the past.
The security of the proposed approach has been deeply
investigated (see Sec. IV-A). Moreover, its performance has
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been experimentally evaluated in a realistic cloud-assisted CPS
environment and compared against those achieved by some
relevant approaches available in the literature and based on the
DMA-CP-ABE algorithm. Conducted tests demonstrate that
the conceived solution is able to accomplish authentication
and authorization tasks in an acceptable amount of time (the
maximum latency of 5.2s is registered in the more complex
scenario with tens of platforms distributed worldwide and
when the DMA-CP-ABE algorithm is properly configured
to guarantee a high security level). At the same time, they
highlight its ability to overcome the lacks of approaches
available in the current state of the art, without introducing
huge communication and computational requirements.
Finally, to allow both scientific and industrial communities
to test, use, and extend the proposed solution, the code of
developed servers, protocols, and algorithms is freely available
at the link: https://telematics.poliba.it/dma-cp-abe.
The paper is structured as follows. Sec. II reviews the state
of the art against the set of security issues characterizing the
considered decentralized and multi-authority scenario. Sec.
III presents the proposed approach. Sec. IV provides the
security analysis of the conceived solution and discusses a
preliminary performance assessment conducted through an
experimental testbed. Finally, Sec. V draws conclusions and
future directions of the work.
II. S ECURITY ISSUES AND LITERATURE REVIEW
Recent research and industrial trends are fostering the
federation across vertical IoT platforms. As a result, each
vertical solution is able to expose its own resources to largescale services deployed across heterogeneous organizations
and boundaries [2].
Let us now consider, for instance, a scenario embracing
three different IoT platforms, that are: smart campus, smart
parking, and smart restaurant. Natively, these platforms do
not interact each other and a user registered in a given
platform cannot access to resources exposed in another one.
Thanks to the federation concept, instead, these barriers are
broken: a professor registered in the smart campus domain
could also obtain the access to the smart parking system
or enjoy dedicated services in the smart restaurant, by only
demonstrating to be registered in a platform (i.e., the smart
campus) federated with the others. The resulting ecosystem
assumes that [3]: (1) a user can be registered in different
domains and can retrieve from each of them a wallet of
properties or access grants; (2) the access to a resource is
properly managed through an access control policy, which is
defined as a combination of properties that can be released
also outside the home domain; (3) the access to a resource
can be offered to not registered users; (4) a user can obtain
the access to a resource only if it is able to demonstrate to
be in possession of a set of properties that jointly satisfy the
aforementioned policy.
The federation of vertical IoT platforms is being also
investigated by a number of initiatives funded in the European
Union’s Horizon 2020 research and innovation programme.
Tab. I summarizes the objectives targeted by some of them,

and provides a summary of security functionalities they are
developing. In line with these project activities, it is possible
to remark that a decentralized and multi-authority architecture
requires the definition of novel security methodologies to
handle robust access control schemes, while addressing the
following issues:
•

•

•

•

•

•

•

Decoupling between authentication and authorization.
To provide a scalable access to resources in a federated
ecosystem, authentication and authorization processes
must be decoupled (i.e., executed by different components in different time instants). Each user is generally
registered within a given IoT platform. During the authentication phase, it logins in that platform and receives
a set of access rights. Then, these access rights can be
used during the authorization procedure for gaining the
access to a resource. The resulting solution is scalable
because the access rights retrieved by a user can be
used for performing multiple authorization processes, also
in different IoT domains, until the lifetime expiration
of the access rights, whose duration depends on the
requirements of specific use-cases.
Fine-grained authorization. The access to resources
must be controlled through specific policies. A policy is
formulated as a set of (potentially complex) rules that
regulates the access to resources, based on the properties
(i.e., access rights) possessed by clients.
Protection against collusion attacks. It is necessary to
bind access rights with a specific user identity. If not,
malicious entities could perform collusion attacks, by
mixing together properties released for different users.
Time limited authorization. Access rights must have a
limited lifetime, configurable according to the requirements characterizing the chosen use-case.
Protection of user privacy. When accessing resources,
users should expose only the minimum information necessary to successfully perform the authorization procedure. Thus, it should be hard to acquire unsolicited information and to profile any component in the ecosystem.
Revocation of access rights. The system must be able
to revoke, at any time, the attributes assigned to users,
even before their normal expiration time.
Support for offline authorization. In some use-cases,
the access to the resource should be allowed even if the
IoT platform is not connected to the Internet.

The scientific literature provides interesting approaches
dealing with some of the aforementioned security issues, as
summarized in Tab. II.
Some methodologies for conceiving privacy-by-design
frameworks have been discussed in [7] and [8]. However,
being rooted on privacy issues, these works do not consider
other security issues faced in cloud-assisted CPS.
The contributions in [9]-[12] address authentication and
authorization services in standalone IoT platforms through
the OAuth 2.0 framework. Nevertheless, even if the OAuth
2.0 paradigm inherently supports the decoupling between
authentication and authorization, it is not suitable for the
targeted decentralized and multi-authority scenario, because it
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assumes the presence of a single owner managing the access
to available resources.
The outsourcing of authorization services to the cloud has
been traditionally considered as a successful workaround to
alleviate the computational burden incurred by standalone
systems. For instance, [13] proposes a distributed architecture
where IoT data are outsourced to cloud components and
attribute-based authorization functionalities are handled by
the cloud as well. However, authentication and authorization
functionalities are handled at the same time, and the access is
granted only if the entity is online.
Also in [14], IoT data are outsourced to cloud-based
services and encrypted with attribute-based techniques, like
Ciphertext-Policy Attribute Based Encryption (CP-ABE). Unfortunately, data outsourcing hinders the possibility to fulfill
the offline authorization requirement. This problem can be also
found in the flexible model proposed in [15], in which also
encryption and decryption processes are outsourced to cloud
services. In [16], the CP-ABE algorithm is used for offering
data privacy and dynamic auditing. However, the attribute
revocation is handled through the renew of the private/public
key pair associated to the attribute and a particular technique,
namely dual encryption. This forces all the legitimate users
to renew their attributes to be still authorized in the system,
resulting in a higher overhead. In addition, the access is
granted once and lasts forever, without any time constraint.
The adoption of CP-ABE for access control purposes is investigated in [17]-[20]. While [17] modifies the cryptographic
scheme in order to support attribute discrepancy, in [18] the
CP-ABE scheme is also used for authentication of entities
and resources hosted on cloud. However, in both of these
approaches the access is granted only once, and lasts forever
without any expiration mechanism. [19] introduces a central
entity, namely Key Distribution Center, that manages access
to files providing secret keys generated through the CP-ABE
logic. The system, however, does not support multiple domains
and authorities. In addition, the user authenticates only by using its attributes, thus the authentication and the authorization
services are not decoupled. Multi-Authority CP-ABE is used in
[20] to allow for the delivery of a video file to certain group of
users in a determined time interval. A Time attribute is defined
to guarantee the data freshness, while keys associated to a
given attribute are renewed every time a user gets the attribute
revoked. The overall approach is not scalable and it does not
leverage a complete architecture able to effectively manage
authentication and authorization functionalities. The simple
Role Based Access Control (RBAC) logic is used in [21][23]. Here, fine-grained authorization is not supported because
policies are primarily built on roles. User privacy is taken into
account in [24] and [25]. [24] formulates a variant of the CPABE scheme that avoids the tracking of a user interacting
with a cloud-based CPS through its Global Identifier. As in
most of the previous works, the attribute revocation problem
is not considered. [25] presents a solution where a user could
anonymously authenticate with the infrastructure by using
attribute-based tickets. The system relies on a stable communication with online components, thus being unable to fulfill
the offline authorization requirement. Also, authentication and

authorization services are strictly coupled, given that the user
authenticates anonymously by using only its attributes. Finally,
the approach presented in [26] targets efficient decryption
and attribute revocation methods. However, users authenticate
using their attributes and the system is not able to guarantee
continuous operations even in case it is disconnected from the
Internet.
As a final consideration, none of the above contributions
made available the code used to implement the proposed solution, thus making very difficult the reproducibility, validation
and verification of proposed results.
From the discussion above and the overview in Tab. II, it
clearly emerges that a mechanism able to address, at the same
time, all the considered security system issues, is still needed.
Thus, the solution formulated in this work goes beyond the
current state of the art because of its ability to address all the
issues characterizing federated IoT ecosystem.
III. T HE PROPOSED SOLUTION
The solution proposed in this work addresses all the security
issues listed in Tab. II, by leveraging a novel usage of the
Decentralized Multi-Authority - Ciphertext-Policy - Attribute
Based Encryption algorithm.
The DMA-CP-ABE algorithm was initially conceived for
offering offline data encryption, based on a given access
policy, as defined in [27] and [28]. Here, an attribute is
released by an authority and mapped to a set of cryptographic
materials, that include: public key, private key, and secret
key. The private key is kept secret by the authority. The
public key is provided to the server that intends to protect
the data through the DMA-CP-ABE algorithm. The secret key
is calculated by jointly considering the attribute and the user
identity. Moreover, it is delivered to the user after a successful
authentication procedure. Once the access policy is defined,
the resource provider encrypts the data by using the set of
public keys related to the attributes belonging to the access
policy itself. When requested, the protected data is delivered
to the user. Therefore, the user processes the access policy
and uses all the secret keys in its possession to decrypt the
received content. In case the list of attributes retrieved in the
past matches the access policy, the decryption process ends
successfully. DMA-CP-ABE natively supports the decoupling
between authentication and authorization. In fact, authentication and authorization procedures are separately implemented
and involve different entities in the architecture. Also, the
authorization process does not require that the authorities are
connected to the rest of the architecture in the time instant in
which the user receives the encrypted content from the server.
Therefore, the algorithm can also be used in offline scenarios.
The overall approach is resilient against the key escrow
problem: the entity that released a sub-set of the attributes
used to build the access policy cannot decrypt the protected
content. The user privacy requirement is satisfied because
the user is not forced to share with the server its attributes.
Moreover, thanks to the possibility to create access policies
with an arbitrary combination of attributes, DMA-CP-ABE
also supports fine-grained authorization. Unfortunately, the
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TABLE I
C URRENT TRENDS IN E UROPEAN PROJECTS .
Project
Symbiosis of smart objects across
Internet of Things environments
(symbIoTe) [3]
Bridging the Interoperability Gap
in the IoT (BIG-IoT) [2]

INTERoperability
of
heterogeneous Internet of Things
platforms (INTER-IoT) [29]
FEderated interoperable SmarT
ICT services deVelopment And
testing pLatform (FESTIVAL) [30]
Open virtual neighborhood network to connect Internet of Things
infrastructures and smart objects
(VICINITY) [6]
TagItSmart! [31]

Federated Interoperable Semantic
Internet of Things Testbeds and
Applications (Fiesta-IoT) [32]

Main goals
Provides an abstraction layer for a unified control view
on various IoT platforms and respective sensing/actuating
resources.
Establishes interoperability by defining a unified Web
API for IoT platforms, namely the BIG IoT API, aligned
with the standards currently developed by the W3C Web
of Things group.
Facilitates the creation of an ecosystem of interoperable
and open IoT platforms, with respect to the following
fundamental layers: device, networking, middleware, applications, and semantics.
Provides IoT experimentation platforms including interaction facilities with physical environments and endusers.
Create technical interoperability up to the semantic level,
allowing users without technical background to get connected to the vicinity ecosystem in an easy and open way,
fulfilling the consumers’ needs and combining services
from different domains.
Creates a set of tools and enabling technologies integrated
into a platform with open interfaces.
Provides tools, techniques, processes and best practices
enabling IoT testbed/platforms operators to interconnect
their facilities in an interoperable way based upon cutting
edge semantics-based solutions.

Addressed security issues
Decoupling Authentication and Authorization, Finegrained Authorization, Offline Authorization, Collusion Protection, Time-Limited Authorization, Privacy
Protection, User-attribute revocation.
Decoupling Authentication and Authorization, Finegrained Authorization, Time-Limited Authorization,
Privacy Protection.
Fine-grained Authorization, Time-Limited Authorization, Privacy Protection, User-attribute revocation.
Decoupling Authentication and Authorization, Finegrained Authorization, Time-Limited Authorization,
Privacy Protection, User-attribute revocation.
Decoupling Authentication and Authorization, Privacy Protection.

Fine-grained Authorization, Time-Limited Authorization, Privacy Protection, User-attribute revocation.
Privacy Protection.

TABLE II
OVERVIEW OF THE STATE OF THE ART AGAINST THE ISSUES OF EMERGING FEDERATED I OT PLATFORMS
Security Issue
Decoupling Authentication and
Authorization
Fine-grained Authorization
Offline
Authorization
Collusion Protection
Time-limited Authorization
Privacy
Protection
User-attribute revocation
Open-Source Implementation

[7] - [8]

[9]-[12]

[13]

[14]

X

[15]

[16]

X
X

X

X

X
X

X

X

[17]

[18]

X

X

X

X

X
X

X

X
X

[20]

[21]

[22]

[23]

X

X

X

X
X

[19]

X

X

X

X

X

X

X

X

X

legacy usage of DMA-CP-ABE does not provide protection
against collusion attacks. Even if the secret key is bound with
the user’s identity, it is possible to combine access grants given
to different users and successfully decrypt a content protected
with DMA-CP-ABE and an arbitrary access policy. Also,
DMA-CP-ABE does not support time-limited authorization.
Once the user is in possession of a proper set of attributes, it
is able to decrypt contents protected with a compatible access
policy forever. For the same reason, attributes revocation is
not allowed.
To solve these issues, the proposed approach modifies the
legacy usage of DMA-CP-ABE. The primary contribution
refers to the adoption of the DMA-CP-ABE algorithm within

X

X

X

X

X

[25]

[26]

Our Proposal
X

X

X

X

X

X

X

X

X

X

X

X

X

[24]

X
X

X
X

X

X

X
X

X

X

X

X

X

X

X

X

X
X

the access control procedure. Specifically, its cryptographic
primitives are used to implement a challenge-response scheme
belonging to an authorization procedure, rather than encrypting
the data itself. Here, the user is invited to demonstrate the
possession of a subset of attributes matching the access policy
protecting the requested resource (see Sec. III-E for more details). Specifically, when the user requests a resource, the contacted server encrypts a random number with DMA-CP-ABE
and sends the resulting challenge to the user. Thus, the user
will be able to correctly decrypt the received challenge only
if it is in possession of the correct set of access rights that
matches the aforementioned access policy (see Sec. III-D for
more details). The output of the decryption process is delivered
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to the server, which will decide to provide or not the resource
according to the received answer.
In addition, the conceived solution introduces the possibility
to identify the user with an ephemeral identity, that is unique
within the overall cloud-assisted CPS, is released by a trusted
entity, and has a limited time validity. Such an identity should
be retrieved before performing authentication and authorization procedures. The ephemeral identity allows the generation
of time-limited attributes during the authentication process,
prevents user profiling, avoids collusion attack (see Sec. III-C
for more details), and also enables the implementation of
an easy revocation procedure, without incurring in additional
maintenance costs (see Sec. III-F for more details).
A. Entities, functionalities, and protocol overview
The proposed solution integrates four entities, namely: resource server, client application, attribute authority, and
identity authority. The resource server exposes resources and
services coming from the real physical IoT world. Without
loss of generality, it is possible to assume that each vertical
IoT platform, having its own resources and services, uses
the resource server as a stable interface for the whole cloudassisted CPS. Indeed, the resource server also processes the
requests coming from external users, verifies their authenticity,
and decides to provide or deny the access to resources and
services according to proper access control policies. The client
application identifies the remote user willing to access to
resources and services distributed across the cloud-assisted
CPS ecosystem. A client application can be registered in one
or more platforms. Such a registration implies the possession
of a set of properties, simply referred to as attributes. Each
single platform has an attribute authority, which is in charge
of releasing trusted attributes to registered users only. In other
words, the attribute authority performs user authentication
and releases useful materials to be used for authorization
purposes. Finally, the identity authority is the entity that
assigns ephemeral identities to client applications during time.
The conceived scheme is made up of four consecutive
phases, that are:
• Phase 1: system configuration: all the entities are configured to interact each other and perform all the activities
expected for the other remaining phases. Specifically,
client application, identity authority, attribute authority,
and resource server are endowed with a private-public
key pair, the attribute authority processes the attributes
it is in charge to release according to the setup of
the DMA-CP-ABE algorithm, and the resource server
generates an access control policy for each resource it
exposes.
• Phase 2: ephemeral identity generation: the client
application contacts the identity authority and asks for an
ephemeral identity to use during both authentication and
authorization procedures. Such an ephemeral identity is
uniquely associated to the real identifier of the client application through a cryptographic signed proof. The timevalidity assigned to the ephemeral identity also limits the
usage of attributes released by attribute authorities during
the next step.

Phase 3: authentication procedure: the client application logins to the attribute authorities where it is registered
to and retrieves the list of attributes that encode its
properties. Attributes and related cryptographic materials
are then delivered to the client application through a
token.
• Phase 4: authorization procedure: the client application
sends a resource access request to the resource server. The
resource server initiates the challenge-response mechanism based on the DMA-CP-ABE algorithm. This is done
for recognizing the properties possessed by the client
application. Also, the resource server contacts the identity
authority to check if the attributes released to the client
application have been revoked (note that this feature
cannot be executed in offline scenarios). In case the
challenge-response and the check revocation procedures
are successfully completed, the access to the resource is
granted. Otherwise, it is denied.
In every phase, the interaction among the involved entities is protected through the Transport Layer Security (TLS)
protocol. Data confidentiality at the transport layer is indeed
guaranteed.
All the technical details related to the aforementioned
phases are provided in what follows.
Throughout this paper, the calligraphic uppercase letter is
used to designate a set of elements, that is A = {. . .}. Instead,
ā = |A| denotes the cardinality of the aforementioned set.
The calligraphic lowercase letter, i.e., τ , is used to designate
a function. Lower case letters denote a scalar. A boldface
lowercase letter, i.e., l, is used to represent a vector. The
elements of a vector are listed within brackets. Therefore,
in case the i-th element of a vector is identified with li , the
vector l is reported as: l = [l0 , l1 , . . . , ll̄ ]. On the contrary, a
boldface uppercase letter, i.e., L, is used to represent a matrix.
Moreover, li represents the i-th row of the matrix L. Finally,
to ease the comprehension of the notions presented in the
following, a summary of the main symbols is reported in Tab.
III.
•

B. Phase 1: system configuration
Phase 1 embraces three atomic tasks, as depicted in Fig. 1:
setup of public key cryptography, definition of initial access
control policies, and processing of attributes.
Each entity is endowed, during this initial phase, with a
private-public key pair. In what follows, public and private
keys for the client application are denoted with P UAP P and
P KAP P , respectively; public and private keys for the identity
authority are denoted with P UIA and P KIA , respectively;
public and private keys for the attribute authority are denoted
with P UAA and P KAA , respectively; and public and private
keys for the resource server are denoted with P URS and
P KRS , respectively. The public key is stored within a trusted
X.509 certificate.
The resource server configures the initial access control
policies for all the resources it exposes. Let τ be the access
policy defined for a given resource.
The attribute authority processes the attributes it is in
charge to release according to the DMA-CP-ABE algorithm.
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TABLE III
L IST OF MAIN MATHEMATICAL SYMBOLS
Symbol
Description
{P UAP P , P KAP P } public and private key pair of a client application
{P UIA , P KIA }
public and private key pair of the identity authority
{P UAA , P KAA }
public and private key pair of an attribute authority
{P URS , P KRS }
public and private key pair of a resource server
ā
number of attribute released by an attribute authority
A
list of attributes released by an attribute authority
ai
i-th attribute released by an attribute authority
{P Uai , P Kai }
public and private key pair assigned to the attribute ai
IAP P
real identifier of a client application

ephemeral identity assigned to the client application by the identity authority
a
ephemeral attribute associated to the ephemeral
identity 
{P Ua , P Ka }
public and private key pair assigned to the
ephemeral attribute a
K
secret key assigned to the ephemeral attribute a
Kai ,
secret key assigned to the attribute ai and the
ephemeral identity 
τ
access control policy
τ
new access control policy that includes the
ephemeral identity 
p̄
number of attributes used to create a policy
P
list of attributes used to create a policy
pi
i-th attribute used to create a policy
{P Upi , P Kpi }
public and private key pair assigned to the attribute pi
L
Linear Secret Sharing Scheme matrix assigned to
a policy
li
i-th row if the Linear Secret Sharing Scheme
matrix generated by the j-th attribute
δ
random number generated during the challenge
response procedure
Ψ
cryptographic challenge generated through the
DMA-CP-ABE encryption algorithm
ū
number of attributes possessed by the client application
U
list of attributes possessed by the client application
ui
i-th attribute possessed by the client application

Phase 1

Client Application

Task 1.1
< PKapp, PUapp >
setup of
public key cryptography

Attribute Authority

< PKAA, PUAA >

Task 1.2
definition of initial access
control policies

Task 1.3
Processing of attributes

Resource Server

< PKRS, PURS >

Identity Authority

< PKIA, PUIA >

define τ for each
resource

for each i-th attribute,
generate
< PKai, PUai >
Pai

Fig. 1. Tasks executed during Phase 1 - system configuration.

It is assumed that an attribute authority is authoritative for
ā ≥ 1 different attributes, that are: A = {a0 , a1 , . . . , aā−1 }.
According to the DMA-CP-ABE algorithm, a unique privatepublic key pair is assigned to each attribute. Such keys are
computed through arithmetic operations in a composite order
bilinear group [27]. To this end, the generic attribute authority
defines (i) a composite prime number N (product of three
prime numbers) that is the order of the bilinear groups G and
GT , chosen such that the discrete logarithm problem is hard
to solve on them; (ii) a generator g for the group G; (iii) a
hash function H, that maps whatever string into the elements
of the group G; and (iv) a bilinear map e : G × G → GT , that
is non degenerate and computable [33]. Note that the adoption
of a composite prime number N as the order of the bilinear
groups G and GT allows the proposed approach to inherit the
security proof of the algorithm presented in [27].
Let us consider now the i − th attribute released attribute
authority, namely ai . To obtain the private and public keys
(namely P Kai and P Uai , respectively) associated to the
aforementioned attribute, the attribute authority firstly extracts
two random exponents: αi , βi ∈ Z; then it computes (see [27]
and [28] for more details):
P Kai = {αi , βi }

P Uai = e(g, g)αi , g βi .

(1)

The private key is kept secret and stored by the attribute
authority within a secure database. The public key, instead, is
delivered to all the resource servers that use the corresponding
attribute to build their access control policies.
Let Kai the secret key of the attribute. It is important to
remark that it cannot be already calculated during the setup
phase. It will be generated during Phase 3, by combining the
private key of the attribute and the user’s ephemeral identity.
C. Phase 2: ephemeral identity generation
Phase 2 is only in charge of generating an ephemeral
identity and delivering it to the client application, together with
its cryptography-related parameters, as illustrated in Fig. 2.
Remember that the usage of an ephemeral identity extends the
conventional DMA-CP-ABE scheme and makes the resulting
solution able to support time-limited access grants, attribute
revocation, and protection against collusion attacks.
Let IAP P be the real identifier of a given client application, stored in its X.509 certificate. Before starting the
authentication procedure, the client application should obtain
from the identity authority an ephemeral identity, . The
ephemeral identity is uniquely associated to the real identifier
of the client application and expires after a specific amount
of time. Moreover, the relationship between the real identifier
of the client application and the ephemeral identity is certified
through a cryptographic mechanism. From one side, attributes
released by attribute authority during the authentication phase
are valid until the ephemeral identity expires. Thus, the client
application must periodically renew the authentication procedure. At the same time, since attributes are directly connected
to an ephemeral identity stored within a proof message, it is
not possible to combine attributes assigned to different users
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Phase 2
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authentication

Client Application

For each attribute,
generate Kui,ε

Task 3.2
attribute retrieving

Proof

Identity Authority

Verify CertAPP
and proof

Generate ε, aε
Generate
< PKaε, PUaε >
Kaε

Resource Server

proof + CertAPP

Verify CertAPP
Task 2.1
ephemeral identity
generation

Attribute Authority

JWT with Kui,ε
Verify token

JWT
issuer = AA
subject = IAPP
timestamp = now
expiration date = now + T
ephemeral identity = ε
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sign = E [JWT, PUAA]]

Fig. 2. Task executed during Phase 2 - ephemeral identity generation.

Fig. 3. Tasks executed during Phase 3 - authentication procedure.

to obtain the access to a resource. Therefore, the collusion
attack is also hampered.
During Phase 2, as shown in Fig. 2, the client application
initially sends its X.509 certificate to the identity authority.
The identity authority verifies the authenticity of the received
certificate and extracts an ephemeral identity . Then, it
generates an ephemeral attribute, a , whose private and public
keys, namely P Ka and P Ua , respectively, are computed as
(see [27] and [28] for more details):

As already anticipated before, each client application is
registered in one ore more attribute authorities. Indeed, during
the authentication procedure, the client application logins to
these attribute authorities and retrieves the attributes encoding
its properties. To this end, it firstly provides to the attribute
authority its own credentials (e.g., username and password),
the proof provided by the identity authority, and the X.509
certificate of the identity authority. Indeed, the attribute authority decrypts the proof and checks the correctness of both
the corresponding time validity field and the hash of the real
identity of the client application. In case the ephemeral identity
is expired and/or the hash function of the real identity of
the client application cannot be verified, the authentication
phase ends with an error. Otherwise, the attribute authority
will deliver to the client application its attributes.
According to the DMA-CP-ABE technique, an attribute is
released in the form of a cryptographic material, namely secret
key, calculated by considering the private key of the attribute
(see Phase 1) and the ephemeral identity assigned by the
identity authority (see Phase 2). Specifically, given the attribute
ui released by a given attribute authority, the secret key is
obtained as:

P Ka = {α , β }

P Ua = e(g, g)α , g β ,

(2)

where α , β ∈ Z are still random exponents.
Starting from the private key P Ka , the ephemeral identity
, and a hash function H(·), a secret key K associated to the
ephemeral attribute a is obtained as (see [27] and [28] for
more details):
Ka = g α H()β .
(3)
The identity authority generates a proof message, which
securely binds the real identity of the client application and
the generated ephemeral identity. The first field of the proof
is the hash function of the combination of the real identity of
the client application IAP P and the ephemeral identity , that
is H(IAP P ||). Then, it stores the ephemeral identity , the
secret key associated to the ephemeral attribute Ka , the public
key of the ephemeral attribute P Ua , and the time validity of
the ephemeral identity T . Such a message is encrypted with
the private key of the identity authority, i.e., P KIA :
proof = EP KIA [H(IAP P ||), , Ka , P Ua , T ]

(4)

Finally, the obtained proof is delivered to the client application. Phase 2 ends with the client verifying the validity of
the received proof.
D. Phase 3: authentication procedure
Phase 3 embraces two atomic tasks, as depicted in Fig. 3:
authentication and attribute retrieval.

Kui , = g αi H()βi ,

(5)

where {αi , βi } and  represent the private key related to the
attribute ui and the ephemeral identity, respectively.
Attributes and corresponding secret keys are delivered to the
client application through standardized data structures, namely
tokens. In literature, a token is frequently used as a container
for security-related details, able to deliver authentication/authorization information among separated communication entities. As a matter of fact, the token is a simple means that
effectively realizes the decoupling between authentication and
authentication procedures. Thus, it offers the opportunity to
obtain the authorization to access different resources, while
performing a single authentication phase. In fact, it is released
by an attribute authority after a successful authentication
phase. Then, it is used in many authorization processes and
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Task 4.1
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Task 4.2
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Then, the resource server creates a new ephemeral policy τ ,
which combines the one originally assigned to the resource,
i.e., τ , and the secret key associated to the ephemeral attribute
. Practically speaking, it holds that:

Verify δ
Admit or Deny
resource

Fig. 4. Tasks executed during Phase 4 - authorization procedure.

in different and autonomous IoT domains, until the attributes
stored inside are valid.
The designed approach makes use of the JSON Web Tokens
technology [34]. Specifically, a JSON Web Token (JWT)
uniquely binds whatever kind of information selected by the
creator of the token (namely, claims) to the identity of the
client application for which the token itself has been created. A
JWT already includes few standardized claims, as issuer (i.e.,
who generates the token), subject (i.e., who receives the token),
timestamp, and expiration date. Furthermore, additional claims
are introduced: ephemeral identity, human-readable name of
the attribute, and secret key. At the end of the container,
the sign field is appended for assuring the authenticity and
integrity of the token. It stores the hash function of the whole
JWT, signed with the private key of the attribute authority.
From this moment on, the client application is in possession
of a wallet of attributes (and the related cryptographic material)
released by different attribute authorities available in different
application domains. Hence, it may combine these attributes to
perform the authorization procedure for each remote resource
of its interest.
E. Phase 4: authorization procedure
Let us assume that the client application is interested in
accessing a resource exposed by a given resource server
and protected with a policy τ . The authorization procedure,
depicted in Fig. 4, integrates four atomic tasks: remote authentication, generation of a new ephemeral policy, challenge
response, and final service provisioning.
Once all the attributes are collected, the client application
sends the request to the resource server, alongside the proof
message generated by the identity authority and the X.509
certificate of the identity authority. The resource server immediately decrypts and verifies the time validity of the proof and
extracts all the useful information it contains. Note that the
proof does not explicitly provide information about the user
(the real identifier of the client application is hidden through
the hash function). Therefore, it is not possible to perform any
profiling activity.

τ = τ AND .

(6)

The new policy τ is introduced in order to verify that
the client application is in possession of both the required
attributes (encoded in τ ) and the ephemeral attribute associated
to the ephemeral identity provided by the identity authority.
The client application must demonstrate to be in possession
of the attributes that satisfy the access control policy through
a challenge-response scheme, based on the DMA-CP-ABE
algorithm. In summary, the resource server extracts a random
number δ and encrypts it with DMA-CP-ABE; then, the client
application decrypts the received messages and demonstrates
to be able to obtain δ with the attributes in its possession.
Let p̄, P = {p0 , p1 , . . . , pp̄−1 }, and l be the number of
attributes used by the policy τ , the list of attributes used by the
policy,
and a policy-dependent parameter1 . Moreover, P Upi =

e(g, g)αi , g βi is the public key of the i-th attribute in P,
stored by the resource server.
The encryption process starts from the definition of a
ā × l Linear Secret Sharing Scheme (LSSS) matrix, namely
L, which encodes the human-readable and boolean access
control policy into a mathematical formulation. Specifically,
a mapping function ρi generates the i-th row of L, that is li
starting from the attribute pi . The interested reader can refer
to [27] for details about the construction of the LSSS matrix.
The algorithm selects a random number s ∈ ZN , a random
vector v ∈ ZlN , and a random vector w ∈ ZlN . Specifically, v
is set as v = [v0 = s, v1 , . . . , vl−1 ], having s as its first item.
Moreover, w is set as w = [w0 = 0, w1 , . . . , wl−1 ]. Then,
for each i-th attribute in P, it extracts a random number oi
and calculates two scalar numbers, that are: ωi = li · w and
νi = li · v.
Note that s, ωi , νi , and P Upi are jointly used to finalize the
encryption process. The resulting cryptographic material (i.e.,
the challenge, denoted hereafter as Ψ) is reported in Eq. (7).

c0 = δe(g, g)s



c
= {c1,0 , c1,2 , . . . , c1,ā−1 }
1
Ψ =
(7)

c
=
{c
,
c
,
.
.
.
,
c
}
2
2,0
2,2
2,ā−1



c3 = {c3,0 , c3,2 , . . . , c3,ā−1 }
where c1,i = e(g, g)νi e(g, g)αi oi , c2,i = g oi , and c3,i =
g βi oi g ωi (see [27] for more details).
By deeply looking into Eq. (7), only the term c0 depends
on the random number δ. The other terms, instead, are related
to the set of attributes belonging to the access control policy.
The resource server delivers the challenge Ψ and the policy
τ to the client application through a JWT.
After having verified the validity of the received token,
the client application decrypts the received challenge. Let ū,
U = {u0 , u1 , . . . , uū−1 } be the number of attributes and the
list of attributes retrieved by the client application during the
1 More

details about the policy-dependent parameter can be found in [27].
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authentication procedure, respectively. First of all, the client
application checks the existence of a subset of its attributes
that are compatible with the received policy. To this end, it
locally generates the LSSS matrix L and solves the linear
combination:
ū
X
bi li = {1, 0, 0, . . . , 0},
(8)
i=0

where bi are scalar coefficients ∈ ZN . Note that the L matrix
is still calculated by means of mapping functions, as described
in [27].
In the case Eq. (8) is correctly solved, the following variable
is computed for each i-th attribute ui ∈ U:
ξi =

c1,i e(H(), c3,i )
.
e(Kui , , c2,i )

(9)

Then, by using scalar coefficients obtained from Eq. (8), the
random number δ can be computed as:
c0
δ = Qū
.
(10)
bi
i=0 (ξi )
The client application sends back to the resource server the
output of Eq. (10). At this point, the resource server contacts
the identity authority to verify that the attributes assigned to
the client application have not been revoked (please, see Sec.
III-F for more details). Indeed, the access to the resource is
authorized in the case the received number is equal to the one
extracted at the beginning and user’s attributes have not been
revoked.

the common X.509 Certificates Revocation Lists (CRL), the
IRL is signed with any of the standard public key signature
algorithms. The IRL is synchronously updated by attribute
authorities and periodically updated by resource server. The
IRL size cannot increase without any control, because expired
ephemeral identities will be automatically deleted during time.
Thus, the proposed check revocation procedure appears very
lightweight and quick to execute. At the same time, it is
important to remark that even if a large number of attributes
are frequently renewed or revoked, no significant issues arise
from the maintenance point of view. Differently from what
suggested by the current state of the art, when an attribute is
renewed or revoked in the proposed solution, only the secret
key generated in the past is not valid anymore. Instead, no
further changes are required to both private and public keys.
As a consequence, the same attribute can be still used by any
other user, without requiring the management of an attribute
list that grows during time. As a result, the conceived solution
for attribute revocation does not produce any issue related to
attribute list, range of revocation, and maintenance cost.
Finally, it is worth to note that the system supports also
offline access to resources. In fact, if the ephemeral identity
has a suitable duration, the client application can gather the
attributes when it is online and access resources hosted on a
resource server that is not connected to the Internet. Obviously,
in this use-case, the resource server cannot download an
updated Identity Revocation List from the Identity authority
and therefore the asynchronous revocation is not supported
anymore. However, the resource server can report the anomaly
to the system when it comes back online.

F. Attribute revocation and offline authentication
One of the issues characterizing the DMA-CP-ABE algorithm is the lack of an inherent support for the revocation of
access rights. Given the distributed nature of the approach and
the lack of any possibility to control the use of attributes in the
system, asynchronous revocation of access rights could only be
provided through ancillary approaches. As already anticipated
in Sec. II, available solutions use to renew the private and the
public keys associated to a particular attribute when a new user
is added or deleted to the list of those that possess the specific
attribute [14][16][19][25]. This task is not efficient for two
reasons. First, it forces all the group members to renew the
considered attribute, even if it is still valid. Second, it forces
the generation of a new key pair each time a user-attribute
asynchronous revocation is necessary. Accordingly, very high
computation, communication, and maintenance costs are required. On the contrary, the conceived solution overcomes
these structural issues through an effective and cost-saving
mechanism, thanks to its ability to use DMA-CP-ABE in a
way that is different from the legacy one. The main advantage
is given by the usage of the ephemeral identity. As discussed
before, the secret key associated to a given time-limited
attribute is generated by jointly considering the attribute itself
and the ephemeral identity. Thus, the attribute revocation can
be safely substituted with the identity revocation. Without loss
of generality, it is possible to assume that the identity authority
can manage an Identity Revocation List (IRL), that is a digital
object containing a list of revoked ephemeral identities. As for

IV. S ECURITY AND PERFORMANCE ANALYSIS
This Section provides both security analysis and performance evaluation of the conceived solution. From one side,
Sec. IV-A theoretically demonstrates that the conceived approach is resilient against the most fearsome attacks. From
the other side, Sec. IV-B presents a set of experimental
tests, conducted for evaluating the amount of time needed
to accomplish the different tasks envisaged for the designed
protocol as a function of system parameters (e.g., physical
distribution of nodes over the Internet and the number of
attributes required to obtain the access to a given resource).
The comparison against other relevant approaches, that are
those presented in [24], [26], and [15], is also discussed.
To make the comparison effective and fair, these approaches
have been selected because they are based on DMA-CP-ABE
and present a protocol structure, understood as a sequence of
phases, comparable with the conceived approach (as depicted
in Fig. 5) Of course, the implementation of DMA-CP-ABE and
the list of tasks executed by phase are different, as anticipated
in Sec. II.
A. Security analysis
Security functionalities belonging to the devised solution
leverage well-known building blocks (like TLS, DMA CPABE, and JWT technologies). These blocks remain independent in their construction and their security has been
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(a)

•

(b)
Fig. 5. High-level description of approaches proposed in [24], [26] and [15]
and taken into account for the performance evaluation.

already proved in the past and formally presented in reference
contributions cited below. In this way, we avoid possible issues
that may emerge when mixing blocks whose conjunct adoption is not universally guaranteed ([35], for instance, shows
problems related to the composition of implicit certificates
and ECDSA technique). Indeed, the security analysis of each
atomic security functionality is reported below:
• Entity authentication. During the configuration phase
(see Sec. III-B for more details), each entity is endowed
with a private-public key pair. Moreover, the public key
is also stored within a X.509 certificate. The security of
X.509 certificates is related to the cryptography technique
used to generate the digital sign. Rivest-Shamir-Adleman
(RSA) and Elliptic Curve Digital Signature Algorithm
(ECDSA) algorithms can be used for this purpose. Their
security was proved in [36] and [37].
• Secure end-to-end channel established through TLS.
The envisaged architecture assumes to establish a secure
communication between any node pair, based on the TLS
protocol. It is used to offer both data confidentiality and
peer authentication, while making the system resilient

•

•

•

against Man-In-The-Middle (MITM) attacks. TLS is a
well-known and widely used security protocol. Its security proof was already discussed in [38] and [39].
Cryptographic operations related to DMA-CP-ABE.
The proposed solution embeds cryptographic attributes
generated through the DMA-CP-ABE technique. Also
in this case, the security of this cryptographic building
block was proved in [27]. Differently from the original
version of the algorithm, in this work the secret keys
associated to attributes are generated starting from an
ephemeral identity. Nevertheless, the security level of
the algorithm is not influenced because it is independent
from the particular value assigned to the user identity. In
addition, DMA-CP-ABE can suffer from attacks related
to the implementation of elliptic curve and pairing based
cryptography operations, such as fault and side-channel
attacks [40]. Efficient protection against these kinds of
attacks can be guaranteed by carefully selecting the
underlying elliptic curve for cryptography operations and
by adopting specific countermeasures at the hardware side
(as the Montgomery ladder algorithm, used for instance
in [41]).
Identity collusion. When multiple properties can be
retrieved from independent domains, the collusion attack
may happen: the client application may perform the
authentication process on behalf of different users and
then combine obtained attributes for being authorized to
access to a given resource. The procedure defined for both
Phase 1 and Phase 2, discussed in Sec. III-C and Sec.
III-D, respectively, makes the proposed solution resilient
against the collusion attack. Trusted attributes, in fact,
are associated through a cryptographic proof to a single
user, that is in possession of a unique X.509 certificate.
When an ephemeral identity is assigned to the user, it
is still associated to the real identity stored within the
X.509 certificate. Therefore, identity collusion cannot be
achieved (i.e., two or more users cannot combine their
attributes to obtain the access to a given resource).
Security of tokens. With reference to Phase 3 and Phase
4, discussed in Sec. III-D and Sec. III-E, respectively, the
cryptographic material is exchanged through a standardized data structure, that is the JWT token. The security
of JWT tokens depends on the public-key cryptography
technique used to generate the digital sign. Also in this
case, RSA and ECDSA algorithms can be used for this
purpose. Their security was proved in [36] and [37].
User privacy. Furthermore, the proposed approach provides inherent benefits in terms of privacy. In fact,
attributes possessed by a client application are never
exposed to any party. Accordingly, the risk of information
exposure is minimized. At the same time, the risk of
activity tracking by third-parties is avoided because the
ephemeral identifier of the client application changes
periodically and its relationship with the real user identity
is cryptographically protected.
Attribute and identity revocation. The revocation of
user’s identity and related attributes is simply implemented through a Identity Revocation List (IRL), man-
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aged by the identity authority. The security of a general
revocation list, including the aforementioned IRL, has
been already proved in the past and also standardized
by the most important authorities in the security field
[42][43].
B. Performance assessment
The performance assessment discussed herein considers a
realistic2 cloud-assisted CPS made up of one client application, N different attribute authorities, one identity authority, and one resource server. While the client application is
physically located in the south of Italy (specifically, at the
Telematics Laboratory of the Polytechnic University of Bari),
the other entities are worldwide distributed on clouds. The
scenario is depicted in Fig. 6. Without loss of generality, it
is assumed that the client application is registered in such N
attribute authorities. Therefore, it may perform authentication
procedures (as illustrated in Sec. III-C) with all of them,
thus being able to retrieve trusted attributes belonging to N
different IoT domains. To simplify, it is also supposed that
each attribute authority is authoritative for one attribute only.
The resource server exposes a resource, whose access policy is
properly configured by taking into account the set of attributes
that the aforementioned attribute authorities may release. Thus,
the client application is able to obtain the access to such a
resource only if it demonstrates to have successfully finalized
the N parallel authentication procedures (e.g., see the Phase 3
depicted in Fig. 3, executed for each attribute authority where
the client application is registered to).

Fig. 6. An example of a cloud-assisted CPS ecosystem.

To evaluate the performance of the proposed approach,
two kinds of tests have been conducted. The former aims
at measuring the amount of time required to execute each
single phase characterizing the designed solution. The latter,
instead, evaluates the aggregated delay needed to complete the
whole authentication and authorization process as a function
of the number of attributes used to create the access policy.
Anyway, the presented study only considers the impact of the
2 See https://aws.amazon.com/en/about-aws/global-infrastructure/ for a direct comparison with the cloud infrastructure of AWS.

ephemeral identity generation, the authentication procedure,
and the authorization procedure. Since Phase 1 is devoted to
the system configuration and it is executed only at the beginning of the system deployment, it has been not considered,
given that it does not introduce any additional delay during
authentication and authorization procedures. Each test was
executed 200 times. Moreover, all the achieved results have
been processed to show both the average value and the 95%
confidence interval, estimated with the Gauss statistics.
The security level of the proposed approach is directly
associated with the length of cryptographic keys involved in
security operations. From one side, the longer the keys, the
higher the achieved security level. From another side, the
longer the keys, the higher the amount of time necessary to
complete the whole protocol. Therefore, in order to provide a
clear idea about the required computational costs and to give
the opportunity to properly choose the configuration that offers
a good compromise between security level and communication
latencies, the tests have been also conducted by considering
two different sizes of the base field of the elliptic curve used to
perform pairing operations, i.e., 256 bits and 1536 bits. The
elliptic curve presented in [44] is used for handling Elliptic
Curve Cryptography (ECC) operations. Moreover, the size of
the base field of the elliptic curve adopted in experimental
tests is able to guarantee the minimum acceptable security
level (i.e., equal to 80) [45].
1) The experimental testbed: From the implementation
point of view, identity authority, attribute authorities, and
resource server have been developed by using the Django
python framework. Furthermore, their related databases have
been managed with PostgreSQL. The open-source and freelyavailable python implementation of DMA-CP-ABE3 was properly extended in order to implement the functionalities of the
devised solution. The python JWT.io library was adopted to
create and manage tokens. Finally, the client application was
developed as a web-based interactive tool. Identity authority,
attribute authorities, and resource server have been installed in
a workstation with Ubuntu 16.10 operating system, Intel(R)
Core (TM) i5-6400 CPU working at 2.70GHz, and 8GB of
RAM. The client application is implemented as a web-based
application and installed in a laptop directly connected to the
aforementioned workstation.
It is important to note that even if all the communicating
entities are physically installed within only two machines directly connected each other, the realistic distribution of identity
authority, attribute authorities, and resource server is modeled
at the communication level by introducing additional latencies
in each interaction involving any node pair. Specifically, these
latencies are statistically modeled by considering end-to-end
communication delays measured between two real end points
attached to Internet. To this end, ten different servers have
been identified. Then, a train of ICMP echo requests have been
sent from a laptop that hosts the client application (i.e., the
node deployed at the Telematics Laboratory of the Polytechnic
University of Bari) to the aforementioned well-known servers.
3 http://jhuisi.github.io/charm/charm/schemes/dabeaw11.html?highlight=
abe#dabeaw11
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Finally, the RTT values have been measured as the difference
between the time instant in which the ICMP echo request is
sent and the time instant in which the corresponding answer
(i.e., the ICMP echo reply) is received. Obtained results are
reported in Fig. 7. The Round Trip Time (RTT) samples
have been statistically processed in order to obtain empirical
Cumulative Distribution Functions (CDFs), as illustrated in
Fig. 8. These curves have been used to randomly calculate
the communication delays incurring between any node pair.
Specifically, in each experiment, the position of a cloud entity
is randomly chosen among those reported in Fig. 7. Therefore,
when the client application has to exchange data with another
entity in the cloud, a random delay extracted from the RTT
curve associated to its position is added to the communication
process.

taken into account for the comparison, do not implement tasks
envisaged for Phase 2. Accordingly, in this case they register
no latencies. Focusing on Phase 3, it is possible to observe
that similar delays are achieved by all the approaches when
the size of the base of the elliptic curve is set to 256 bits.
But, in case the base of the elliptic curve is set to 1536
bits, the solutions available in the literature register higher
delays, due to the heavier implementation of DMA-CP-ABE
cryptography primitives. Regarding Phase 4, instead, it clearly
emerges how the solution proposed in [15] always reaches
higher latencies. With this approach, in fact, encryption and
decryption operations are outsourced to a trusted proxy, thus
requiring four additional messages to be exchanged and a
consequent increase in the communication delays.
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2) Obtained results: Fig. 9(a) and Fig. 9(b) report the
amount of time needed to complete the latest three phases of
the protocol, when the size of the base field of the elliptic
curve is set to 256 bits and 1536 bits, respectively. With
reference to the proposed solution, Phase 2 and Phase 3 are
approximately completed within the same amount of time, that
falls in the range [0.3, 0.4] s. Phase 4, instead, appears as
the most time consuming part of the protocol, and it takes
more than 0.6 s. Differently from Phase 2 and Phase 3, in
fact, Phase 4 implements complex cryptographic operations.
Moreover, Phase 4 requires the exchange of a number of
messages that is twice the previous phases. The other solutions

Fig. 9. Amount of time needed to perform the latest three phases of the
protocol, when the size of the base of the elliptic curve is set to (a) 256 bits
and (b) 1536 bits.

Fig. 10(a) and Fig. 10(b) show the aggregate amount of time
needed to finalize the entire authentication and authorization
procedure as a function of the number of attributes forming the
access policy, when the size of the base of the elliptic curve
is set to 256 bits and 1536 bits, respectively. As expected,
the latencies increase with the number of attributes (or, in
other words, with the number of attribute authorities). This
result can be justified by considering that, for each attribute
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in the access policy, the client application has to contact
a dedicated attribute authority. Therefore, the total amount
of time necessary to perform the authentication procedure
increases with the number of attribute authorities. Furthermore,
the obtained results confirm the impact of the key size to
the amount of time needed to complete the overall protocol.
When the base field of the elliptic curve is set to 256 bits,
the security architectures proposed in [24] and [26] guarantee
the access to a resource in less amount of time than the
proposed approach. When the base field of the elliptic curve
is set to 1536 bits, instead, only the solution presented in [24]
registers lower latencies. In general, these results are due to
the fact that these schemes presented in [24] and [26] do not
implement any task of Phase 2, dedicated to the interaction
with the identity authority. But, in contrast, they are not able
to address time-limited authorization and user privacy issues.
The security architecture proposed in [15] represents the most
time-consuming, because of the outsourcing of encryption and
decryption operations to the remote and trusted proxy, and it
is not suitable for offline scenarios (as discussed in Sec. II).
It is possible to conclude that the above comparison clearly
demonstrates that the proposed solution guarantees the best
compromise between the fulfillment of all the requirements
(including time-limited authorization, user privacy, and offline scenarios) and the amount of time needed to implement
the overall protocol.
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V. C ONCLUSION AND FUTURE WORKS
This work formulated a novel methodology for handling authentication and authorization procedures in large scale cloudassisted Cyber-Physical Systems, encompassing access control
mechanisms in decentralized and multi-authority scenarios.
To efficiently enable attribute-based access control in the
presence of multiple, independent, and federated platforms, the
conceived solution leverages and properly extends the wellknown DMA-CP-ABE algorithm. In addition, it jointly addresses a number of security issues, including decoupling between authentication and authorization, mutual authentication,
support for offline authorization, protection against collusion
attacks, time-limited authorization, access rights revocation,
and user privacy. All the security functionalities belonging
to the proposed approach are based on conventional building
blocks, whose security was already proved in the past. Since
these blocks remains independent in their construction, the
security of the whole solution is still guaranteed. Experimental
tests have been conducted to measure the time required to
accomplish authentication and authorization services in different system configurations. Obtained results demonstrated
that communication latencies are not too high, always less
than 5.5 seconds, even if complex tasks and many worldwide
interactions among peers are required. Future directions of this
work include the comparison of the framework with other
access control architectures that are currently under design
and development in the major international projects and the
evaluation of system performances in the presence of real
applications.

(b)
Fig. 10. Amount of time needed to complete the whole protocol as a function
of the number of attributes used to create the access policy, when the size of
the base of the elliptic curve is set to (a) 256 bits and (b) 1536 bits.
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