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Introduction

When we interact, we use names to identify things. Usually this works well, but there are many familiar
pitfalls. For example, the “morning star” and “evening star” are both names for the planet Venus. “The
luminiferous ether” is a name for an entity which no one still thinks exists. There are many women
named “Margaret”, some of whom go by “Maggie” and some of whom have changed their surnames.
We use everyday conversational mechanisms to work around these problems successfully. Naming
problems have plagued the life sciences since Linnaeus pondered the Norway spruce; in the much
larger conversation that underlies the life sciences, problems with identifiers (Box 1) impede the flow
and integrity of information. This is especially challenging within “synthesis research” disciplines such
as systems biology, translational medicine, and ecology. Implementation-driven initiatives such as
ELIXIR, BD2K, and others (Text S1) have therefore been actively working to understand and address
underlying problems with identifiers.

Good, global-scale, persistent identifier design is harder than it appears, and is essential for data to be
Findable, Accessible, Interoperable, and Reusable (Data FAIRport principles [1]). Digital entities (e.g.,
files), physical entities (e.g., biosamples), and descriptive entities (e.g., ‘mitosis’) have different
requirements for identifiers. |dentifiers are further complicated by imprecise terminology and different
forms (Box 1).

Of the identifier forms, Local Resource Identifiers (LRI) and their corresponding full
Uniform Resource Identifiers (URIs) are still among the most commonly used and most
problematic identifiers in the bio-data ecosystem. Other forms of identifiers such as Uniform
Resource Name (URNSs) are less impactful because of their current lack of uptake. Here, we build on
emerging conventions and existing general recommendations [2,3] and summarise the identifier
characteristics most important to optimising the flow and integrity of life-science data (Table 1). We
propose actions to take in the identifier ‘green field’ and offer guidance for using real-world identifiers
from diverse sources.

Box 1. Identifier forms and terminology

An Identifier is a sequence of characters that identifies an entity
® Local Resource Identifier (LRI) is an identifier that is only guaranteed to be unique within a
single database
o Databases and library systems often refer to the Local Resource Identifier as an ‘Accession’.

In web architecture, the LRI is sometimes referred to simply as ‘web resource’.

o LRI formats vary by provider and may have subparts; subparts are not described here as they
are non uniform. For example, a LRI may be opaque (eg. AOA022YWF9) or recognizable
(ZDB-GENE-980526-388)

® Uniform Resource Identifier (URI) is an identifier that is guaranteed to be both uniform and
globally unique

O CURIE is a compact URI comprised of <Prefix>:<LRI> wherein:

m Prefix is:
® a mnemonic that helps in human communication
documented and aspirationally globally unique
documented in terms of its case convention
conforms to the rules of an XML QName (e.g. does not contain ‘'), and
deterministically expandable to a resolving namespace (see below) which

is the basis for the CURIE’s global uniqueness.

o full URI is an ASCII string that uniquely identifies a resource and also resolves to (provides
or redirects to) a webpage containing information about the identified entity. Full URIs are
generally HTTP but may be other (eg. HTTPS).

A resolving namespace is a sequence of characters which, when prepended to the LRI, yields the full
URI. Occasionally, the resolving namespace is the same as the homepage eg. http:/zfin.org/ in Fig. 1.
In all cases, the resolving namespace must be exactly as it appears in the full URI: it must include the
protocol (eg. http://) and, if applicable, trailing slash or other delimiters.

See also Figure 1 examples and supplementary glossary (Table S2) for additional terms and concepts.
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Table 1. Desirable characteristics for database identifiers in the life sciences

Characteristics

Definition

Recommendation

Unambiguous

One identifier is associated to no more than one entity

LRI must locally

full URI must globally

Unique One entity is identified by no more than one identifier LRI & URI should

Stable (identifier) The identifier itself stays the same over time LRI & URI must®

Stable (entity) The identifier identifies the same entry (representation) over LRI & URI must
time (elements such as metadata may be refined without

changing the entity nature)

Versioned The identifier is versioned to reflect changes in the definition of LRI & URI should
the entity, or major changes in its descriptive metadata

Persistent The representational association persists between the identifier LRI & URI must
and its identified entity

Web-resolvable The identifier can be resolved to a web address where the data LRI & URI must
or information about the entry can be accessed

Defined The identifier adheres to a formal pattern (e.g. regular LRI & URI must
expression)

Web-friendly The LRI is of a format that does not need special handling when LRI & URI must
used in URLs and common exchange formats (e.g. XML)

Convertible The identifiers can be inter-converted algorithmically LRI & URI must

The identifier can be assigned at no cost to those depositing LRI & URI should

data in a repository

Free to assign

Open access and use [The identifier itself may be transparently referenced, and LRI & URI should
actioned (eg. in a public index or search) anywhere by anyone
and for any reason. Restrictions on access or use of associated

metadata or entities may apply but are not recommended.

Documented The identifier scheme is documented LRI & URI must

2 Berners-Lee T. Cool URIs don't change. 1998.
http://www.w3.org/Provider/Style/URI

[Cited 2015May 15]. [Internet] . Available:

Rule 1: If you create identifiers, do not DIY (Do Identifiers
by Yourself)

If you are creating new, identifiable knowledge, deposit it in suitable repositories whenever possible
(Table S4). In the absence of a suitable repository, or for any of the reasons below, if you must create
your own identifiers, keep in mind that they will make their way into the broader data ‘ecosystem’. So
consider the scope of the entities to be identified, the way that data is/will be generated and how it will
be consumed, as well as existing identifier platforms and services [4]. Determine your identifier-
management strategies before creating any identifiers: all approaches require planning and
coordination at some stage (Table S4).

When people create alternate identifiers, it is usually to a) reduce risks posed by dependency on an
outside source or b) identify meaningful differences in an entity, its state, or its representation.
Whatever the case, if you must create your own identifier, you must also clearly characterize the
relationship to the existing identifier (eg. ‘derived from’, ‘related to’). In the case of factual corrections,
it is best to work with the database-of-origin to fix the source record rather than create a new one.
Wherever the 1:1 relationship of identifier:entity breaks down, costly mapping problems are created.
Wherever possible, reference well-established identifiers (even problematic ones; see Rule 10) rather
than creating new ones.
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Rule 2: Help identifiers travel well: don’t let them leave
home without a Prefix and a Namespace

Data does not live in silos: it is reused, broken into parts and integrated with other data, most notably
in database external references (aka “XRefs”), in the Semantic Web, and in publications (articles and
research datasets). The Local Resource Identifier (Box 1) alone is not up to these tasks because of
inevitable collisions. For instance, the LRI “9606” corresponds to at least six different entities[5]: a
Pubmed article, a CGNC gene, a PubChem chemical, as well as an NCBI taxon, a BOLD taxon, and a
GRIN taxon. Full URIs (Box 1) are the only identifier appropriate for machine-driven global data
integration tasks; however their length makes them unwieldy for humans working with the data or for
referencing in publications or other text. The full URIs should be presented in CURIE form (Box 1) to
human users/readers when identifiers are referenced outside of their native context. CURIEs are
location-documented but not location-dependent; this makes them useful in answering questions
about resources that exist in more than one location (eg. "How do | locate X within portal Y?").

Therefore, if you are a database provider, document your preferred Prefix (Box 1) and its binding to a
resolving namespace (Box 1). It is in your best interests to make reasonable efforts to avoid prefix
collisions, especially where the corresponding datasets are likely to be used in the same context. We
strongly recommend that you record your prefix and resolving namespace in the appropriate
registry/registries (Table S3).

Rule 3: Make Local Resource Identifiers rugged to real-
world use

Pre-existing identifiers should be reused without modifications (see Rule 10); however, in a green

field, there are a few design choices that can help new LRIs perform better beyond their local scope:
e Must comprise only printable ASCIl characters without whitespace; this guards against

corruption and mistranscription.

Should not contain ‘’, a reserved character for parsing in CURIEs (Box 1)

Should not contain ‘. except to denote version (see Rule 7)

If additional delimiters (other than ‘" and “.’) are needed, prefer ‘-’

Should contain both letters and numbers to avoid misinterpretation as numeric data (eg.

truncation of leading zeros)

e Should not be a pattern that could result in misinterpretation whether as dates, exponents [6],
or unintended words (fictional examples of problem LRIs would be “5e1234” or “may-15”)

e Case convention must be fixed and documented, but should be case insensitive

e Must adhere to a formal pattern (regular expression); this adherence facilitates, but does not
guarantee, validation and retrieval from scientific text. To minimize awkwardness in prose,
consider a fixed length of 8-16 characters (according to the anticipated number of required
LRIs). A pattern may be extended if all available identifiers are issued, but existing identifiers
must not be changed. To minimize LRI collisions, it is considerate to tightly specify your pattern
(eg. using two or more fixed letters at the start of the string).

Rule 4: Make the full URI simple and durable

If you are a database provider, you must implement full URIs (Fig. 1 panel B) for your outward-facing
identifiers to be “resolvable” to a web page. Full URIs must be deterministically interconvertible with
the Compact URIs (Fig. 1 panel A). Full URIs in turn must resolve to a “landing page” (“access URL”,
Fig. 1 panel C). If you have the resources to support your own full URIs that are truly persistent,
design them to be as simple as possible. Omit anything that is likely to change or lapse, including
administrative details (e.g. grant name) or implementation details such as file extensions
(‘resource.html’), query strings (‘param=value’), and technology choices (‘.php’). Specific
recommendations are summarised in the lower panel of Fig. 1 panel B. However, if long-term
persistence of your native full URI is in question, you must use a dedicated suitable resolver service.
When choosing a resolver, use one that is JDDCP-adherent [4] and be mindful of any constraints you
may have (Text S$5). Whether or not you outsource resolution to a service, implement best practice [4]
on serving landing pages and different encodings of your data (aka “content negotiation”).
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Fig. 1. Examples and recommendations for identifiers in different forms:

Compact URIs (CURIEs) (Panel A), full URIs (Panel B) and Access URLs (Panel C), each of which has
corresponding examples (ZFin, UniProt, ENSEMBL, BioSample) followed by a summary of recommendations for
new identifier designs. In each case the LRI adheres to Rule 3, the full URI can be algorithmically derived from
the CURIE, and the LRI itself is included (unmodified) within the full URI.

Rule 5: Carefully consider whether to embed meaning

When designing new identifiers, be explicit about what it is they identify, but carefully consider how to
convey this meaning--whether embedded in the identifier itself, or in the metadata. Meaning is never
required to be embedded in an identifier; for instance, UniProt LRIs are meaning-free but nevertheless
adhere to Rule 3. Meaning may be embedded where 1) durable, 2) coarse-grained, 3) uncontested,
and also 4) useful to the data consumer, but only if all four conditions apply without potential edge
cases.

Except where durable and deterministic (e.g. an InChl string identifying a chemical structure), you
should not embed information that is at the per-entity level (such as name or label). Never embed its
type if an entity could change from one type to another, for example if the type depends on the entity’s
developmental stage or if the typing nomenclature is not well defined scientifically. If a database name
may change, it should not be embedded. These rules of thumb apply especially to LRIs but also to the
path of the full URIs. Keep in mind that each prefix must correspond 1:1 with a resolving
namespace. If possible, avoid varying URI paths by entity type, authority, etc... as this can be
confusing for users.

Rule 6: Make the full URI and CURIE clear and easy to find

Make full URIs as obvious as possible to users, especially where these may differ from access URLs
or application pages. For instance, at the record-level, advertise the “permanent link” together with a
statement about persistence (see for instance http://ensembl.org/id/ENSMUSG00000033577) . Ideally, the
permanent link to the most recent version should be provided as well. Although it is good for a
database provider to include general documentation regarding citation, it is even better to also provide
a “cite this” button at the level of the resource page.

If source LRIs already have a colon, database providers must make it clear to users what the
corresponding CURIE syntax is. We recommend referencing it as if it were already a CURIE. For
instance, the case of GO:0007049, the prefix ‘GO’ can be expanded to http://purl.obolibrary.org/obo/GO_
and prepended to the numeric fragment to yield http:/purl.obolibrary.org/obo/GO_0007049 in accordance with
their documentation. For DOls, the citation convention is that the prefix (as defined in this writing) is
“doi”; the corresponding namespace would be https://dx.doi.org/ and the LRI everything that follows. If
the provider chooses a different resolver, the provider's prefix (e.g. “BioSample” Fig. 1, panel 2A)
must expand to a resolving namespace which is the concatenation of resolver and provider (e.g.
http://identifiers.org/biosample/, Fig. 1, Panel 2B).

Rule 7: Implement a version-management policy

Changes in data resources impact how they can be referenced and used. If you issue identifiers,
either document the change history for the resource (see also Rule 8), or version the identifier itself, or
do both. Whatever the approach, it must be clearly documented. Explicit versioning is recommended if
prevailing use of an unversioned identifier results in “breaking changes” (e.g., a change in the
hypothesized cause of a disease). However, if new information about the entity emerges slowly, and
changes are “non-breaking”, it is reasonable to instead maintain a machine-actionable change history
wherein the changes are also meaningfully categorized. Versioning and change history work well in
combination, especially when multiple types of changes overlap. Even when previous records are
archived or removed, the full URI should continue to resolve, but to a “tombstone” page. A summary of
versioning recommendations follows in Table 2 below, with UniProt [7] identifiers as examples. See
Kratz et al. [8] for a more in-depth discussion of change management considerations.
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Table 2. Recommendation for versioning with full URIs

Behavior Level Example
(for clarity, LRI only is shown)
Add version information after a dot Should? P12345.3
Base resource resolves (302 redirect) to the most recent version | Must P12345
Base resource deterministically convertible from version Should P12345.1 to P12345
Older versions resolve Must P12345.1
lllegal or invalid version produces informative error message Must P12345.302
Link from older version to current version is provided Must P12345.1
A list of all previous versions is available Should P12345 ( ‘history’ linked)
Two versions (or dates) can be compared Should | http://www.uniprot.org/uniprot/P12345?version=*

2lf versioning at the individual record level (eg. UniProt), you must version after the dot; this enables a single
CURIE prefix to be used. If versioning a whole database, you may version in the namespace (eg. Ensembl).

Rule 8: Manage complex lifecycles without deletion

Identifiers generated and publicly advertised must never be reassigned to a different record or deleted.
If you issue identifiers, consider their full lifecycle: there is a fundamental difference between identifiers
which point to experimental datasets (GenBank/ENA/DDBJ, PRIDE, etc.) and identifiers which point to
a current understanding of a biological concept (Ensembl Gene, UniProt record, etc.). While
experimental records remain mainly static once generated, concept descriptions evolve rapidly; even
the nature and number of the relevant metadata fields changes over time. Moreover, the very notion of
identity is often strongly impacted by relationships (e.g., between concepts or processes).

Extensive changes cannot be captured with numerical suffixing alone. For instance, taxonomists may
split or merge species, pathologists may split or merge diseases, or hypothesized entities may be
proven not to exist (e.g. vaccine-induced autism). Global initiatives (Text S1) are actively exploring
identifier strategies for such use cases. In the meantime, consider Table 3 recommendations.

Table 3. Recommendations for identifier lifecycle management

Recommended handling Example

Merging: When two or more identifiers are merged, a new recipient UniProt entries Q57339 and
identifier should be designated as the primary (citable) one and should 008022 have been merged into
contain information about the legacy identifiers it encompasses. Any Q00626. Q57339 and 008022 are
legacy identifiers should continue to resolve via redirection to the primary |redirected to the primary identifier
identifier. Q00626.

Splitting: If an identifier is split (demerged) into two or more new ones, UniProt entry P29358 has been split

new identifiers should be assigned to all the new entries. The legacy into P68250 and P68251. P29358

identifier must resolve and should provide a warning and pointers to the |displays a warning and links to the

new ones. demerged entries:
http://www.uniprot.org/uniprot/P2
9358

Obsoletion: If an entry has been removed or deprecated, the original http://www.uniprot.org/uniprot/AOA

identifier must still resolve. Reasons for obsolescence should be indicated.|\/18
If the obsoleted ID is replaced by another ID, the replacement must be T
present and also described as automatic (‘replaced_by’) or suggested
(‘consider’). The obsoleted ID must never be reassigned to another entity.
A list of obsoleted IDs should be maintained.

Rule 9: Document the identifiers you issue and use

A healthy global-scale identification cycle is a shared responsibility and provider/consumer roles often
overlap. Whether you issue identifiers, or just reference the identifiers of others, document how your
IDs are assigned and managed. These should be published alongside and/or included together in a
dataset description, as outlined in the recommendations for Dataset Descriptions developed by the
W3C Semantic Web in Health Care and Life Sciences Interest Group [9]; the format of the description
may vary. Table 4 provides a set of questions that can be used to develop such documentation.
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Table 4. Questions that good identifier documentation should answer

Scope |Question to answer Recommendation

Provider [What is your preferred Prefix? If it is registered, where? What is the CURIE? Must include

What is your primary resolution namespace, if only one exists? If multiple, equally-
valid resolution namespaces co-exist, what are these? e.g. INSDC.org has four
such schemes as the entire dataset is fully represented by each of four
authorities: NCBI, GenBank, ENA, and DDBJ

Provider Must include

What alternate resolution namespaces, if any, are known to have been used by
Provider |others? (Even though alternates are not recommended for use, knowing what Should include
these schemes are facilitates data integration.)

What is the persistence policy regarding maintenance of the full URIs? For

corresponding entities/metadata? Must include

Provider

Can machine-readable representations of your entities be accessed? If so, where

Provider and in what formats? Must include
Provider |What is the regular expression of the LRI? Strongly
recommended

Provider |What types of entities are identified, what is the scope of these entities?* Should include

Provider |Are there relationships between identifiers? Where are these described?* Should include

Provider [Under what license are identifiers made available? Should include
Does the lifecycle of the entities potentially include versioning, splitting, merging,

Provider |or deprecation? How are these changes managed, communicated, and Must include
synchronised between those using that entity?*

Provider Do you identify entities that are also identified by others? Who are these others? Strongly
Where are these mappings found and who, if anyone, maintains them? recommended

Provider |Do you reference identifiers that are issued by other authorities? If so, in what Must include

-User |cases? How often are the identifiers synchronised?

If you reference identifiers that are issued by other authorities, what are the prefix-

Provider to-resolving-namespace mappings used? What is the source of these mappings Must include

-User

(eg. manual or identifier service). Where can your mappings be found?

* Adapted from the Linked open data institute recommendations [10]

Rule 10: Reference responsibly and rely on full URIs

When provider responsibilities (Rules 1-9) are met, the corresponding consumer responsibilities are
straightforward (Table S6). In practice, data consumers work in the real world of identifiers from
heterogeneous sources: When publishing a dataset or database with external database references:

e You must document and maintain your prefix-to-namespace bindings (see details in Rule 9)
and do so in a machine-readable format.

e You should defer to provider regarding their preferred prefix and resolving namespace, or at a
minimum use an identifier service namespace.

e In cases of undocumented prefixes or URIs, you should defer to the data provider or, if
undocumented, look them up in an identifier service.

e In cases of a prefix collision (e.g., the prefix ‘GEQ’ refers to Gene Expression Omnibus as well
as the GeoNames Ontology), you should ideally defer to the respective data providers about
how to modify the prefixes.

e If a reference points to an identifier that no longer resolves, you should contact the provider. At
a minimum, your annotation should be modified to reflect the deletion.

e “Official” full URIs may not be documented or adhered to. Services such as sameas.org,
myEquivalents [11] as well as CURIEs can be used to help find potential co-references
between different data sets.

Conclusion

Better identifier design, provisioning, documentation, and referencing can go a long way to address
many of the identifier problems currently faced in the life science data cycle. We recognize that
improved software tooling for identifiers would lower barriers to adoption of these rules. We also
recognize the need for formal software engineering specifications of identifier formats (e.g., regular
expressions, Backus Naur Form), and/or alignment between existing specifications, and hope that this
paper can catalyze such efforts.
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