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1. Some pre-modern texts dealing with message secrecy

1.1 The Liu tao 7~ %% [Six Sheath, or Secret Teachings], chap. 24 (late Warring States
period, cf. Stritz 1979: 1-32, Tong Xicanc 2000, Xie WencHao & Cur Hongyan
2005) on tally steganography (vinfii FZ %7, ak.a. “creditives”, cf. FLesseL 1982:
58-65)
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5.11.2009

“The Martial king asked Duke Tai: ‘“When, having lead our troops deep into the terri-
tory of some feudal lord, the army unexpectedly has an urgent need to report back,
either positively or negatively, how should a general proceed to establish communi-
cation between the near and the distant, to respond to the outside from within, so that
equipment for the army can be supplied?’
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Duke Tai said: ‘The sovereign and the lord avail themselves of secret tallies, of
which there are eight types: the tally for a big victory and the annihilation of the ene-
my measures one chi in length; the tally for the destruction of an army and the killing
of its general measures nine cun in length; the tally for the fall of a city wall and the
capturing of the city measures eight cun in length; the tally for the defense against
the enemy and his repulsion into distant territory measures seven cun in length; the
tally for the alerting of the city dwellers and the strengthening of its guard measures
six cun in length; the tally for a request for grain victuals and an increase in troops
measures five cun in length; the tally for a defeat of the army or the loss of a general
measures four cun in length; the tally for a desperate situation and the loss of soldiers
measures three cun in length. All those in charge of delivering the tallies who are slo-
venly and slow, and, in case of a leakage of the tally’s content matter, those who
have heard of it and passed it on, are to be executed.

5.11.2009 <behr@oas.uzh.ch>



COT Colloquium, NUS 5

These eight tally types are the device, through which sovereign and general secretly
communicate words and messages, and by which they notify one another without any
leakage to the outside from within. Even if the enemies had the knowledge of a sage,
there is none among them who could thoroughly penetrate into this.’

The Martial king said: Very well, indeed!” (cf. StrATz 1979: 77-8, FLESSEL 1982: 63)
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1.2 Lintdo 7N%8 25 on “secret writing” (yinshii F23)
WERRAE: gl RN H, Eﬂé} G, T, EANZA,
HHAEZ, AR, *H%ﬁz‘ﬁ, =TS LI Gl
KNAH: sEHEHERE, EHE, AT EUFEFER, #UERE. H5
i EE, =M. ﬁ"m"ﬁi@f Gy A=Al #?}%ﬁﬁ mE, 5N AEE
4y, MHSMAIEW . HEEREE . B, S g
ﬁIEI. Hk -
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“The Martial king asked Duke Tai: “When, having lead our troops deep into the terri-
tory of some feudal lord, the sovereign and a general wish to reunify their troops, to
realize all sorts of changes or to plan a previously unforseen advantage, and matters
are too multifarious to be clarified by tallies, how — if they are at a great distance
from each other and thus unable to communicate by words and messages — should
they proceed?’

Duke Tai said: ‘Whenever dealing with secret affairs or great plots, writing has to be
used, not tallies. The sovereign transmits [commands] in writing to the general, and
the general inquires in writing with the sovereign. All writings are assembled once
and then divided again, issued thrice but known only by one. Divided again means
that the writing is divided into three pieces, issued thrice but known only by one
means that three persons handle one part each, mutually establishing a trinity without
knowing the intelligence. This is called secret writing. Even if the enemies had the
knowledge of a sage, there is none among them who could penetrate into this.” The
Martial king said: Very well, indeed!” (cf. StrATZ 1979: 78-9)
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Piece 1 Piece 2 Piece 3

#( ENEMY it  EVEN 5 SAGE
% KNOWLEDGE ¥  NONE Z IT

it BE CAPABLE |3 PENETRATE
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“Even if the enemies had the knowledge of a sage,
there is none among them who could penetrate into this.”

Piece 1 Piece 2 Piece 3
Even if the
enemies had the
knowledge of a

sage there is

none among them
who could penetrate
into this

5.11.2009
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1.3 The character verification (ziyan “ ) command roster of the Wiijing zongydo I\
KHLL [Essential Compendium of the Five (Military) Classics] (6.15: 8-9) of 1044
by Zéng Gongliang & A 5%

1 G5 request bows 21 Bz enemies numerous

T request arrows 22 | b enemies few
3 |EEJ) request halberds 23 | HAH gl:rrnnslzlsvigodds among
4 |GG request suits of armour 24 |t |enemy reinforces troops
5 |E5MEE request javelin flags 25 & enemy relocates camp
6 |EHImAE request dixie and tents 26 |t | enemy advances army
7GR request horses 27 BiIEft  |enemy withdraws army
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8 |FHAX request accoutrement 28 | B[ 57 enemy defense persistent
s ol . Laans | Desieged and captured
23 yTh EDPAE]

9 |FEMR request victuals 29 S enemy city

10 |GHELR) request forage 30 | i [ 3 Zl;f;olved siege of enemy

11 |E5H4 request carts and oxen 31 | #ZHE | besieged by enemy

12 |55 M request ships 32 | B f# | enemy siege dissolved
s e o gz | Tequest defensive gear WD Fz D

13 [E5Ihoksrig against attack on city walls 33 [EEANEE | combat not victorious

14 |55 request troop reinforcement | 34 |H{ KfF combat greatly victorious

15 5588 request camp relocation 35 B K$E | combat with great booty
230 .. |officers and soldiers

16 | GhiEH request army advance 36 | #F - HEFE surrendor
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officers and soldiers

gt S+ ;
17 |GEIBH request army fallback 37 B mutiny
18 | &[] 57 request persistent defense | 38 | LA fe :;)Cllc(hers and sergeants
no intervisibility with ‘ company commander
19 | RKLH (adversarial) army 39 | HHSA sick
20 | HL intervisibility with enemy 40 N combat with minor

clear

victory

5.11.2009
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1.3.1 encryption method: substitution code

> establish a sequence of the comnmand roster and align it to the 40 characters of a
randomly chosen, mutually agreed pentasyllabic regulated poem (liishi 13 &§),
known by heart, which does not include any character repetitions

> send the poem with a mutually agreed seal stamped next to the poem character
corresponding to the intended command(s)

> signal positive response by sending back the poem character with a stamp next to

it, negative response by replacing the blank position of the code character with a
stamp.
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1.3.2 FE ()

BB LT, AR
SR AEII RSO
Bk = H, ZGEIRE S
B R, VAR B

5.11.2009

14

[J 9-31: “request victuals, besieged by enemy”
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2. Literary encryption techniques (cf. Funrer 2003/4, Benr 2005)

2.1  a “synthanalytic” poem (lihéshi B 75 5F) found on a stone slab from the “Peach
Blossom Spring” (T4aohuayuan #k 1t J5) Daoist sanctuary in Northwestern Hiinan
(late Tang): text from Znou & Zuou (1987: 76-77)
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a. text: b. reading sequence:
AR S = = | Vi 1 |37 38 42 43
2 |5 RO # uh 2 |36 17 21 | 44
3 & O H + B 3 13516 22 | 45
4 M % 5 4 3415 4 ﬁ 23 | 46
50 i &K B 3 5 133 14 24 | 47
6 | B | 5F B X % 6 | 32| 13 25 | 48
7o wE B O /b 7 |31 30 26 | 49
~ a b c d f a b f g

¢. Mandarin transcription: |

5.11.2009

d. pivot characters/ realignment types |
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1 ﬁ shi dé  dao tdo  yudn
2 | wang | zhong gu xhang ting shi
yin
.y , \ .o qr .
3| Jjin wén hui jia P Jjué
4 | zuo wéi nii niu xia xing
5 ér jing zhi lang tan dou
— SI \ . , yi
6 Ji i fu you qin i
jian . - - , -
7 . dao gui guan  hudng  shao
X a b c d e f
5.11.2009

dong
tong

bi

xian

réen

xia

xiang

qi

3e: ¥ gi — H yue

[ps] [s]

6b: i shi - F sT
[sp] [p]

2d: 2 xidng - i yin
[pis] [s]

6f: ¥ yi - % duo
[sp]  I[p]

Ta: B guan — Y. jian
[ps] [s]

la: B 1 - % ji
[sp]  I[p]

lg: ] dong — [Fl tong
[sp] [p]

[section structure]

17
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e. translation:

4d-3e
3e'-6b
6b'-2d
2d'-6f
6f-7a
7a'-1a

la'-1g
1g'-7g

5.11.2009

Cowherds and weaving girls gather for tryst TIME

Under the MOON, playing the zither and reciting POETRY

The MONASTERY is silent, just a bell and drum to be heard ECHOING
When the sounds stop, I first sense the stars are MOVING

So MANY (yellow caps =) Daoist priests go back to their SHRINE

Having gained INSIGHT into it, they are blissfully at ease with forgetting
the CRUX of life

WHEN will I get to peach blossom CAVE

to play a game of chess with those immortals?!
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2.2 aTaiping slogan embedded synthanalytically in a poem (cf. Znou XinGuo 1997):

a. text

e a b/ c/d| e | f| g TRANSLATION

1A Fll R | o | HE | V0 | Beneath the king of people’s feet: two heaps of sand,

2 | 8A| BB AR | {8 |on top of the eastern gate, vegetation is sprouting buds.
3|4 &3 7| $F 1| — | 0 |4 silken string threads eleven people together.

4| 5K W & || &K | lamb and fine wine — that’s my home!

(“Jinlan jiéyi shi”, Jindai mimi shéhui shiliao (ITACHE AL & SRL) 348)

5.11.2009 <behr@oas.uzh.ch>



COT Colloquium, NUS 20

b. reading:

e la A\ & 1b E with two heaps of 1g > “sand” at the bottom : | &

e 2a’f & 2bwith2e ¥ “grass” on top: “intimate

o Jaft—A &3e T &3f— & 3fIJ bound together: 4t conspiracy”
e theda =F 4b[gdo] =5 “ontop of” 4c 3£ & 4f IKk: e
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3. Phonological-algorithmic encryption based on the Bd yin zi yi bianlan )\ % ¥ 3
% [Handy survey of the meanings of the characters arranged by the eight tones],
ascribed to QI JicuanG Ji &6, later incorporated into the Early Qing Qi-Lin ba yin Jik

W\ [The Eight Tones of Qi (Jiguang) and Lin (Bishan)] rhyme dictionary.

5.11.2009 <behr@oas.uzh.ch>



COT Colloquium, NUS
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3.1 some biodata on Q1 JiGUANG:
born 12.11.1528 in Jining i % /Shandong — died 5.1.1588 in Déngzhou *F /M /
Shandong
style Yuéanjing JCHJ, literary name Nantang g3, retirement name Méngzhii i

Ming general, poet, military theoretician, general famous for his leading role in
coastal anti-Japanese (anti-piracy) struggle 1555-1568

active in Min-speaking regions for six years
alternative authorship attribution to the famous phonologist Cuin Di B & (1541-
1617) dubious (cf. Zou GuanGcHUN 1986)

5.11.2009 <behr@oas.uzh.ch>
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3.2 the phonological system of the Bayin zi yi bianlan (cf. on the text GENG ZHENSHENG
1992: 161-2, L1 Xmkut & Mar Yun 1993: 399-400, WaNG SHeENGkUI 1995, KLOTER
2005: 65)
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3.3 prerequisites: traditional analysis of the internal hierarchy of the syllable in Middle

Chinese
tone (sheng &)
syllable /
(zi 7, mii B))
initial /\ rhyme
(shengmui & B}) (yiinmii FEE])
medial nucleus coda
(“rhyme head” (“rhyme belly”  (“rhyme tail”
yuntéu #REH) yunfi FR1K) yunwéi §2JE)
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3.4  aside: a current model of the syllable in Chinese (Livn & WanG 1992)

[t pp J+H[s[miriaL C] [RuyME’ [MEDIAL G] [RHYME [NUcLEUS V] [copa C/G]]]]

where: 0= syllable, u= mora, C= consonant, G= glide, V=vowel, T=tone

5.11.2009 <behr@oas.uzh.ch>
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3.5 analysis

3.5.1 tone

T ¥ | E| & A A B C D

E N NONNOENONNO *kjun —. | *kuwngH | . *kuwk
44 = 213 T oz

-vd | 44 ' 31 213 23 kupy - *ewonX koun kou?

% | © ©®| @ *gjun " kouy i *gjunH i *gjut

+vd| 52 | 31 (242 4 “kup kuy *ku?

MC system & FZ values

example characters / Baxter’s *MC / Colloquial FZ

5.11.2009
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3.5.2 initials: a pseudo-short regulated quatrain (juéju #& ©) ) mnemonic verse of the
“fifteen sounds” (shiwiiyin + 1H.5%)

a. text b.translation
& oK ORI , _ ,
Next to a willow, seeking a hideout from the damp,

1 2 3 45
e s I’'m broodi t f yonder d

m brooding over times of yonder days.
6 7 8 9 10 & d g
s i The oriole’s ob twitter effi i

e oriole’s obscure twitter effuses joy,
11 12 13 14 15 o

T % Bl 51 jolting me to share it with you.

[— clapping (the syllable numbers) to communicate sth. to you !] *
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* cf. Tao Zongjin P 53 1E (f1. 14 Jh.), Nanciin Chuogénglu 7K B #% description
of the “sheé zi fa” 5T 71% clap-spelling method (YanG Naist 1960)

b. interpretation

PLACE/ARTICULATION | BILABIAL DENTAL VELAR LARYNGEAL
ORAL STOPS & pl | Y AR A e SRR R K | D~/
NASALS 5 /m/|H /m/ &/

FRICATIVES K| /s/ | 55| /x/

AFFRICATES /ts/ | Hi | /ts"/

LATERALS | 1/
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3.5.3 finals

a. a mnemonic air (cf 37)) of the “thirty-six syllables” (sanshilit zimii =+ 7557£})

5.11.2009 <behr@oas.uzh.ch>
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5.11.2009
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Spring flowers are fragrant,
fall mountains bloomy,

my honoured guests, delighted to sing,
yearning for golden cup.

The shining brightness of a lonesome lamp,
burns in an argentine bowl.

While I go to the eastern suburbs,
passed the west bridge,

a rooster’s cry is pressing for the new day,

and rare prunes twist along the ditch.

iE:  “NeFE, HRA, ERT, TR=1=78. 7)
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b. interpretation: rhyme classes

e closed syllable variants represent nasal finals (yangsheng % &) and glottal stop
finals (rusheng N7¥), respectively)
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145 21t 3% 4 7K 51l 6 [l
/ay/, u?/ /ua/ /yon/, /ya?/|  /ieu/ /ay/, /a?/ /ai/
7 5% 8 & 9 K 10 #K 11 28 X5 12 7
/al, la?l | /in/, /i?/ |/uan/, /ua?/ /a/ Iyl (/in/, 1i?/) /uei/
13 4K 14 4% 1556 16 17 %5 18 §i 19 41
/ /ein/, /ei?/ |/uony/, /uo?/|  /uei/ /ieu/ /yn/, Iy?/ | /louny/, /ou?/
202 | 213K 22 %% 230 | 2418 | 254%
il |/eyy/, lay?/ Jau/ faoa/, lua?/ /e/ /yal, lya?/
26 3 27 % 28 fi 29 4] 30 K
/ie/ /ian/, /ia?/ /ay/ /ce/ fiey/, /ie?/
31 % X g 32 X I 337
/ia/, /ia?/|  (/uei/) /uai/ | (/ia/, fia?/)| /eu/

33
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c. encryption: sequence Rhyme-Initial-Tone

W47 “rightward move”
FZ *"xyo *ieu = 25-15-Q, 11-17-@

#%% “enemy relocates camp”
FZ “tsei? “ie “ip = 14-8-®, 26-11-0, 8-11-®

7% % “Japanese bandits surrender”
FZ “uei *"khau *tau “xoup = 12-11-@ , 22-4-®, 22-5-®, 19-15-®

etc.

> no further transposition or substitution attested!
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4. Late Imperial bilingual encryption?

4.1 The Hoéngding shangrén Hiu Xuéyan %L THF N85 %5 [Redhead salesman Hu
Xueyan] 13 (Gao Yang /=i F%, 1926-1992) on ‘alum writing’ (fanshii #£35)

FEAD (B35 RORCTR R, SRR TR I BRI R Wr 2 MeF, A “ 42
57 ATRER RS AR N AR K Sk ARk, “JuBTER R R,
A CRIEAY 3, R A W] T O AR MG, 334 S 4t
FEIERE R, SEONZEIEROE T, AANEIERLL FLEE? DA JRL P & B 3 S 1Y
R, URE LA

5.11.2009 <behr@oas.uzh.ch>
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“In his (Hu Xueyan’s) memory he had heard in his early years that during the Kangxi
period there had been many stories about spouse robberies, some of them making use
of alum writing, some of them making use of Latin characters to represent the pro-
nunciation of the Manchu letters, and that among the clientele of “Old Ninety’s” des-
cendants there was one, who was a Russian orthodox priest, which is why he came
up with a Russian transcription to represent Manchu. And when the news about a re-
bellion against the Yongzheng-emperor was transmitted, the Yongzheng government
had no clue what it said, despite the fact that they had intercepted it. Therefore the
plot for rebellion of the descendant’s entourage remained a secret from beginning to

the end.”
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5.  fangie kY] or giéjiao V)Ml codes based on spoken language, used by secret socie-
ties, triads, guilds etc. widespread in Min and Yue speaking regions and in the adja-
cent Hmong-Mienic, Tai-Kadaic, Austroasiatic areas but never used for premodern
language stages and/or in writing (cf. ZHao Yuanren 1934, Ma CHongar 1994, Yie
1998, Bao 2001 etc.)

ex.. FZ #f “ho— "Ib7'hi — £ [;TOR] — [(T-1-R] [¢T-O-i]

5.11.2009 <behr@oas.uzh.ch>
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6. Fixing of 6899 Chinese characters as the first commercial numbering system by the
Shanghai North Atlantic Telegraph Company (i K JE7K HLHi 22 7)) in 1871; many
algorithms used to code/scramble character numbers ever since

5.11.2009 <behr@oas.uzh.ch>
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