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Usability of OpenSSL CLI tool for certificate issuing and validation

Mgr. Martin Ukrop (mukrop@mail.muni.cz)
prof. Vashek Matyas (matyas@fi.muni.cz)

Centre for research on Cryptography and Security (CRoCS)
Faculty of Informatics, Masaryk University

We aim to assess the usability and user experience of OpenSSL
command line tool for working with public-key certificates, available
documentation and online tutorials. You will be asked to solve a set
of tasks using the tool and fill in a short questionnaire. The research
should not take more than 30 minutes.

The participation in research is voluntary. You can choose not to
participate and withdraw the consent at any time with no
penalization.

You'll work on the provided virtual machine that records the screen,
terminal sessions and keystrokes. Furthermore, we collect the
questionnaire data containing your answers for the tasks, opinions on
usability and basic information about your relevant previous
experience.

Data collection is pseudonymous — we never associate it with any
direct identifiers. We use a numerical ID to match questionnaires to
the screen-capture video files.

Only people from Masaryk University participating in the research
project will be allowed to access the data. Any public results will
present only anonymized data. Any data citations (questionnaire
answers, etc.) will be used only in a way preventing identification.

The screen recordings and keystrokes will be deleted in July 2017,
the rest (questionnaire answers, work statistics) in November 2021.
The data will be stored in 2 copies: The main copy for analysis on a
dedicated device in CRoCS and a backup copy entrusted to directly
to prof. Matyas.
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Testovani pouzitelnosti CLI nastroje knihovny OpenSSL pro
vydavani a validovani certifikatt

Mgr. Martin Ukrop (mukrop@mail.muni.cz)
prof. Vashek Matyas (matyas@fi.muni.cz)

Centre for research on Cryptography and Security (CRoCS)
Fakulta informatiky Masarykovy univerzity

Nasim cilem je posoudit pouzitelnost a “user experience” nastroje
prikazového fadku knihovny OpenSSL pro praci s certifikaty
vefejného klice, dostupnou dokumentaci a online tutorialy. VasSim
ukolem bude vyfeSit par uloh s pouzitim tohoto nastroje a vyplinit
kratky dotaznik. Vyzkum by nemél zabrat vic nez 30 minut.

Ugast ve vyzkumu je dobrovolna. Kdykoliv se mazZete rozhodnout
neucastnit se a odvolat svuj souhlas bez jakékoliv penalizace.

Budete pracovat v poskytnutém virtualnim stroji, ktery nahrava
obrazovku, terminalova sezeni a stlaCené klavesy. Kromé toho
sbirame dotaznikova data obsahujici vaSe odpovédi na ukoly, nazory
na pouzitelnost nastroju a zakladni informace o relevantnich
predeslych zkuSenostech.

Sbirani dat je pseudonymni — nikdy je nespojujeme se zadnymi
pfimymi identifikatory. Na svazani dotaznik( a zaznamu obrazovky
pouzivame nahodny numericky identifikator.

Jenom lidé z Masarykovy univerzity u€astnici se vyzkumu budou mit
pfistup k nasbiranym datim. Jakékoliv vefejné vysledky budou
prezentovat pouze anonymizovana data. Jakékoliv citace (odpovédi
z dotaznikl a pod.) budou pouzity tak, aby znemoznily identifikaci.

Zaznamy obrazovky a klavesnice budou smazany v Cervenci 2017,
zbytek dat (dotaznikové odpovédi, statistiky) v listopadu 2021. Data
budou ulozena ve dvou kopiich: Hlavni kopie na specializovaném
zarizeni v laboratofi CRoCS a zalozni kopie ulozena u prof. Matyase.
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