Supplementary Materials for: The Privacy-Value-App Relationship and the Value-Centered Privacy
Assistant

Supplementary Table I: Ten values and value questions for online survey (Phase 1)

Value Questions

General Value Scores: Please, rate the overall importance | App Value Scores: Please, rate the overall importance of

of [definition] as life-guiding principles for you. These [definition] on your decision whether or not to download [app].
principles are part of the personal value: [Value] These principles are part of the personal value: [Value]

Value Definition

Power social power, authority, and wealth

Achievement

being successful, ambitious, and influential

Hedonism

gratifying your desires, enjoying life, and self-indulgence

Stimulation

living a varied, challenging and exciting life

Self-Direction

creativity, freedom, curiosity, independence, and choosing your
own goals

Universalism

being broad-minded and wise; pursuing social justice, a world
at peace, or equality; and protecting the environment

Benevolence

being helpful, honest, forgiving, loyal, and responsible

Tradition being humble, modest, and respecting tradition

Conformity being obedient, honoring your parents and others, self-
discipline, and being polite

Security national security, family security, personal security, and social

order




Supplementary Table II: Privacy preference questions on the online survey, where [App] was either Lose It! or OpenLitterMap.

Question | Unlinked Linked Tracking

If the data collected WILL NOT be linked to | If the data collected WILL If the data collected from you was
you ("unlinked" data), which data would be linked to you, which used for tracking, which data
you feel comfortable sharing with data would you feel would you allow [App] to collect?
[App]? You may select multiple answers. comfortable sharing with

[App]? You may select In this case, tracking is linking data
In this case, unlinked data is data collected | Multiple answers. collected from you in the [App]
by the [App] and then stripped of your with data from other apps or
name and/or your phone's unique websites. This is often done to
identifier. While these steps are taken to target you with specific
protect your identity, you could still, in advertisements.
theory, be identified if the data is
combined with other data sets.

Options e  Your health and fitness information (such as your health data and exercise data)

e Your financial information (such as your credit card number, bank account number, form of payment,
credit score, salary, income, and debts)

®  Your location

e Your sensitive information (such as your race, ethnicity, religion, political affiliation, or sexual
orientation)

e  Your contacts (such as your address book)

The content of your phone (such as emails, text message, photos, and audio data)
Your browsing history (such as when you are browsing a website, outside of the app)
Your search history in the app

Your purchase history in the app

Your usage data (such as clicks, scrolls, taps, or advertisement views)

General diagnostic data (such as crash logs, launch time, and energy use)

None

®  Your contact information (such as your name, email
address, phone number, or physical address

e  Other identifiers (such as your account username or
the identifier for your phone)




Supplementary Figure 1: Heatmap of significant (Spearman correlation, p<0.5) for: total dataset value, value app, app, and
privacy preference (first); value, value app, and privacy preference for Lose It! (second); and values, value app, and privacy
preferences for OpenLitterMap (third).
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