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Executive Summary

Health data collected in cohort studies are valuable sources for knowledge generation and the

advance of biomedical research. However, the use of these data for research projects beyond the

initial purpose raises several ethical, legal, technical, and societal questions.

This deliverable addresses these challenges regarding reuse of health/genomic data in CINECA from

the ethical, legal, and societal issues (ELSI) perspective and in the light of Open Science and FAIR

principles. In responding to the requirements for an appropriate IT and governance framework for

CINECA and beyond, the research presented in this document builds on a review of GDPR provisions

and their institutional sources of interpretation as well as national laws, the corresponding legal,

ethical, and social science literature, as well as stakeholder engagement workshops with patient

representatives, African researchers, and co-creative exercises with CINECA technical experts.

The core of this deliverable are the ethical and legal recommendations that take societal implications

into account for data access to European, Canadian, and African cohorts. The recommendations

address four key areas: (1) Engagement and benefit sharing as prerequisites for data sharing, (2)

Informed consent and reuse of data, (3) Safeguards and respect for privacy, and (4) Further uses and

data-access.

The deliverable concludes with an outlook on relevant projects such as the European Health Data

Space (EHDS) and upcoming ELSI developments regarding data reuse and artificial intelligence (AI).
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1 Introduction

Health data collected in cohort studies are valuable sources for knowledge generation and the

advance of biomedical research. However, the use of these data for research projects beyond the

initial purpose raises several ethical, legal, technical, and societal questions. Sharing and reuse of

health data for scientific research purposes is challenged with fulfilling both: (1) utilising the full

potential of existing data sets and promoting open science and research practice following the FAIR

(Findability, Accessibility, Interoperability, and Reusability) principles (Wilkinson et al. 2016), a key

criteria in the EU’s open science policy1; (2) as well as complying with legal frameworks to protect

personal data while ensuring research participants’ autonomy. It has been emphasised that FAIR is

not enough and that standards, policies, and infrastructures to organise metadata are needed (Musen

2022). Federated data infrastructures have become a key approach to make population-scale

genomic and biomolecular data accessible across international borders.

Considering these challenges, IT solutions need to be embedded in a comprehensive governance

framework that adheres to ethical and legal standards as well as societal values and ensures

appropriate implementation to foster data reuse. It has been highlighted that “a good governance

framework should specify the scope of research for which data may be used, including any

restrictions based either on the original consent or on guidelines generated for the repository, and

specify measures that will be used to mitigate or prevent unintended harms and misuses, including

transparent decision-making and oversight processes“ (O’Doherty et al. 2021, p. 5). This is even more

important given the sensitivity of genetic data, especially regarding the vulnerability of certain groups

and against the background of a history of unethical use, misuse, and commercialization of, for

instance, African genetic data and material. Hence, equitable and ethical use of data, as well as equal

partnerships with African countries for fair sharing of data and returning of benefits among all

involved stakeholders is vital for good governance. This vision also complies with the requirements

not to major discriminations in particular when using genetic information (Joly et al. 2017). The

H3Africa guidelines for consent note the importance of a “robust governance framework that should

seek to promote global health and research equity and take into account five key elements: respect,

authentic community engagement and trust building, the preservation of privacy and confidentiality,

feedback of results, and capacity strengthening” (H3Africa Working Group on Ethics and Regulatory

Issues for the Human Heredity and Health in Africa (H3Africa) Consortium 2017, p. 10).

While the FAIR principles have become a guiding technical resource for data sharing, legal and

socio-ethical considerations are equally important for a fair data ecosystem for further uses of

genomic data. As it has been highlighted, FAIR data should be FAIRER, including also ethical and

reproducible as key components (Austin 2020). Following these introductory considerations, this

deliverable addresses these challenges from the ELSI perspective in connection with the CINECA

project and concludes with recommendations for the implementation of an IT framework, especially

regarding access and further processing of health and genomic data. To begin with, we will specify

1 https://research-and-innovation.ec.europa.eu/strategy/strategy-2020-2024/our-digital-future/open-science_en
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the projects’ objectives and the scope of the deliverable (section 2), followed by an overview of

CINECA’s technical framework (section 3). Further, we describe the methodology of WP7 and the

outcomes of the analysis (section 4). Finally, in section 5, we will conclude with recommendations

from the ethical, legal, and societal perspective regarding data access and further processing in

CINECA and beyond as well as suggestions for tools. Conclusions and an outlook on further challenges

of genomic data uses complete this deliverable.

2 Project objectives and scope of the deliverable

The aim of CINECA is to develop a federated cloud-enabled infrastructure to make population-scale

genomic and biomolecular data accessible across international borders, accelerating research, and

improving the health of individuals across continents. CINECA will leverage international investment

in human cohort studies from Europe, Canada, and Africa to deliver a paradigm shift of federated

research and clinical applications. CINECA represents a unique combination of scientific excellence

with experience of eleven diverse cohorts and scientific projects such as the European

Genome-phenome Archive, CanDIG, and H3Africa. CINECA has assembled a virtual cohort of 1.4M

individuals from population, longitudinal and disease studies. Eventually, the CINECA consortium

develops one of the largest cross-continental implementations of human genetic and phenotypic data

federation and interoperability with a focus on common (complex) disease.

CINECA will not generate novel data from human data, rather it integrates existing resources for

federated analyses to deliver new scientific knowledge. Furthermore, it delivers harmonisation

strategies and the necessary ELSI framework supporting data exchange across legal jurisdictions. The

rationale for sharing and reusing data in public health research is deeply rooted in the promotion of a

fair distribution of research risks and benefits, and it has become an essential and powerful tool for

public health research.

WP7 provides assessment and guidance on ethical, legal, and societal issues (ELSI), the exchanges of

samples and data, resulting in a set of recommendations and governance structure for cohorts from

across EU, Canada, and parts of Africa. Over the lifespan of CINECA, WP7 provided a comprehensive

report on mapping ELSI (D7.1), contributed to the development of the Data Management Plan (DMP)

(D7.42), identified ethical and legal gaps based on legal analysis of relevant normative instruments in

ethics and law, based on a literature review as well as on the analysis of CINECA cohorts’ governance

frameworks and policies, including findings from stakeholder engagement exercises (D7.23). In

building on the results from these deliverables, D7.3 completes WP7 in providing recommendations

for the long-term cooperation between European, African, and Canadian cohorts to intensify

collaboration and reuse of data. Together with awareness-raising activities in collaboration with WP6,

3 https://zenodo.org/record/6256296#.Y1vbIoLMJOp

2 https://zenodo.org/record/4683415#.Y1vbEoLMJOp

Page 6 of 36

https://zenodo.org/record/4683415#.YyLr2S-206U
https://zenodo.org/record/6256296#.YyLsbi-206U


D7.3 First recommendations for implementation in IT Framework CINECA
(Incl. a DMP)

the outcomes of WP7 target and benefit a wide range of stakeholders within the project consortium

and beyond (e.g., data users, researchers, cohorts, participants, etc.).

In conclusion, this deliverable contributes to the following objectives:

- To provide the project with accurate and well-grounded ethical and legal recommendations,

taking societal implications into account, for the implementation of an appropriate

data-sharing flow between European, Canadian, and African cohorts

- To collaborate with the technical WPs in CINECA to ensure practicality and feasibility of the

recommendations and to contribute to training activities

- To address practical and strategic ELSI challenges in international research related to this

project

To achieve these objectives, this deliverable builds on a review of GDPR provisions and their

institutional sources of interpretation as well as national laws, the corresponding legal, ethical, and

social science literature, as well as stakeholder engagement workshops with patient representatives,

African researchers, and co-creative exercises with CINECA technical experts (see Methodology). The

recommendations presented in this deliverable are a synergy of key ethical, legal, and societal aspects

that need to be considered in research projects including transnational data uses following FAIR

principles. While the recommendations have been developed in CINECA, they are intended to also

provide guidance for the wider research field. Hence, they are intended as a reference for CINECA

consortium partners, future consortia performing research including different cohorts and

transnational data uses, especially involving partners from low-income countries and vulnerable

populations.

The scope of this deliverable and the recommendations for the implementation of the IT framework

are responding to the current state of the technical development in the project. Thus, the focus of

this deliverable is on ethical, legal, and societal requirements for equitable and fair data access and

reuse as essential prerequisites for a data-sharing flow between Europe, Canada, and Africa.

3 CINECA cohorts and tools

3.1 Overview of CINECA cohorts and use cases

The next sections provide an overview of the data used in CINECA, which build the basis for the

following discussion and recommendations. Ethics, legal, and societal implications arise in connection

with the specific health data that are accessed and shared for research. Information on which data is

further used defines the applicable legal norms, ethical requirements, and societal considerations.
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3.1.1 CINECA Cohorts

CINECA brings together a diverse collection of human cohorts consisting of 1.4M individuals in

Canada, and European and African countries to facilitate data discovery addressing common diseases.

Access to population scale genomic data and use for research has some ethical, legal, and societal

implications. Table 1 provides an overview of the CINECA cohorts and data characteristics (more

information can be found here4):

Table 1: CINECA Cohorts

3.1.2 CINECA Synthetic Cohort Datasets

The CINECA project has produced a set of synthetic cohort datasets based on the phenotypic data

from four of the participating cohorts: UK Biobank5, CoLaus6, H3Africa7, and the CHILD Cohort Study8.

All synthetic cohort datasets are open access and fully accessible under the Creative Commons

Licences as specified with each dataset. They were developed to increase accessibility to cohort data

for standards development, whilst mitigating ethical and legal privacy concerns. Table 2 provides an

overview of the synthetic cohort datasets (more details can be found here9):

9 https://www.cineca-project.eu/cineca-synthetic-datasets

8 https://childstudy.ca/

7 https://h3africa.org/

6 https://www.colaus-psycolaus.ch/professionals/colaus/

5 https://www.ukbiobank.ac.uk/

4 https://www.cineca-project.eu/cohorts
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Table 2: CINECA Synthetic Cohort Datasets

3.1.3 CINCEA use cases

To implement and demonstrate the technical framework for federated analysis, CINECA develops four

use cases: PRS (Polygenic Risk Score) (WP4), eQTL (Expression Quantitative Trait Loci) (WP4), FAIR

data analysis (WP5), Clinical Decisions and Patient Diagnosis (WP5). These use cases are using mainly

synthetic or open access datasets. Data is stored centrally and with controlled access (DACs) or in

open repositories (e.g., Zenodo). Depending on the cohort, genotype, sequencing, RNA-sequencing

data, and phenotype/clinical data are available.

As mentioned, access to and use of health and genetic data for research purposes comes with ethical,

legal, and societal implications that need to be thoroughly addressed for a good governance

structure. In CINECA, the development of the tools and use cases is accompanied with considerations

regarding the implementation of ethical values and legal norms, especially respect for privacy, which

are reflected in the recommendations of this deliverable.

3.2 CINECA data discovery in a wider ecosystem

Utilising the full potential of existing data sets and developing tools to enable data discovery and

access cannot happen in silos. Rather, it needs to be addressed as a process of collecting data and

building an infrastructure that enables access and sharing. CINECAs federated infrastructure aims to

make genomic and biomolecular data accessible across international borders – again with considering
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the ethical, legal, and societal implications regarding tools and data flows. To achieve this goal, the

consortium has so far achieved the following, which is connected in Figure 1:

● The publicly available (CC-BY) Genomics Cohorts Knowledge Ontology (GECKO)10, a cohort

metadata mapping model developed to enable cross cohort discovery queries with a

searchable registry that is updated from cohorts (more information here11). It has been

adopted by the International Hundred-K Cohorts Consortium (IHCC)12.

● A set of synthetic cohorts based on the phenotypic data from four of the participating

cohorts – UK Biobank, CoLaus, H3Africa, and the CHILD Cohort Study. These synthetic cohorts

have no identifiable data and are open access.

● Contributed to the development of the Data Use Ontology (DUO)13, a Global Alliance for

Genomics and Health (GA4GH) standard. DUO is a hierarchical vocabulary of

machine-readable data use terms which allow the consistent and unambiguous

representation of data use conditions to discover, access and integrate diverse datasets (see

D3.514).

● Contributed to the development of key genomics standards such as Beacon v215. A Beacon is

a genomics variant discovery tool that enables data discovery of genomic and phenoclinic

data without compromising the privacy of the dataset. The Beacon uses a 3-tiered access

model - anonymous, registered, and controlled access16.

Figure 1: CINECA in the wider data discovery ecosystem

16 http://docs.genomebeacons.org/security/

15 https://beacon-project.io/

14 https://zenodo.org/record/5795449#.Y1vbw4LMJOp

13 https://github.com/EBISPOT/DUO

12 https://atlas.ihccglobal.org/

11 https://www.cineca-project.eu/wp3?rq=gecko

10 https://www.ebi.ac.uk/ols/ontologies/gecko
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4 Methodology

Considering ethical, legal, and societal issues and engaging with stakeholders throughout the project’s

lifespan are vital for the establishment of appropriate governance structures (Gottweis and Kaye

2012). This final deliverable of WP7 combines the knowledge gained from its various tasks. This was

achieved through a co-creative design that combined research on the ethical, legal, and societal

aspects of transnational data sharing, engagement with project internal and external experts and

stakeholders, as well as training activities for CINECA consortium partners and the wider field. Figure

2 gives an overview of the co-creative workflow in WP7:

Figure 2: WP7 Co-creative workflow

In detail, the empirical work in WP7 that constitutes the co-creative process and builds the basis for

the recommendation consist of:

- An analysis of relevant GDPR provisions, their institutional sources of interpretation as well as

national laws, the corresponding legal, ethical, and social science literature. The outcomes

are described in Deliverable 7.1 Catalogue on ELSI Issues and Deliverable 7.2 Catalogue of

Canada, European and African ethical and legal gaps.

- Stakeholder engagement exercises with African stakeholders during the 5th African

Conference on Emerging Infectious Diseases in Abuja, Nigeria, 7-9.8.2019 and members of

the BBMRI-ERIC Stakeholder Forum during the Europe Biobank Week 2019 in Lübeck,

Germany, 8.-11.10.2019. Furthermore, with members of the technical WPs in CINECA,

conducted in three online/hybrid workshops on ethical/legal gaps and requirements

described in D7.2, and on the draft recommendations for the implementation in the IT

framework. These exercises used the ECOUTER stakeholder engagement methodology

(Murtagh et al. 2017). ECOUTER meets the aim of considering ethical, legal, and social

questions as well as engaging various stakeholders before the translation of research into
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practice, in order to develop an appropriate governance framework as a co-production. The

method uses interactive mind-mapping in a group setting. Specific aspects were deepened in

semi-structured interviews with selected CINECA experts. All data were collected based on

the informed consent of the participants (the empirical study was approved by the INSERM

ethics committee, opinion number 19-605) and has been analysed using thematic analysis

(Clarke, Braun, and Hayfield 2015).

5 State of the art: Ethical, legal, and societal implications of further

use of genetic/genomic data in CINECA

Using health data for different purposes to those originally planned poses several questions such as if

the purpose of the additional research study is in the scope of original consent and the involvement

of data processors other than the primary data collectors, as well as the preservation of privacy of

participants in shared genetic datasets (Schlegel and Ficheur 2017). So far, anonymization is seen as

minimum requirement necessary to protect data subjects’ privacy in aggregating data, despite the

possibility of re-identification through cross-referencing with data concerning ethnic background,

locational data, other metadata, health records or even small pieces of identified genetic data

(Mittelstadt and Floridi 2016). Special caution is needed with regard to genomic data, as these are

highly distinguishable: with only 30 SNPs an individual can be identified (Dankar, Ptitsyn, and Dankar

2018). There is a risk of matching anonymised genetic data with data from other datasets which

increases the possibility of re-identification (Shabani and Borry 2018).

The FAIR principles provide guidance for the management of data as well as tools and workflows. The

institutional conditions and organisational challenges associated with data sharing need to be

considered to ensure responsible, and fair data practices. This requires considering the context of

legal requirements, for instance the principle of fairness and transparency in GDPR, expectations of

research participants/data subjects, societal aspects and the “ethics work” that is an integral part of

data flows, but also fairness, equity and benefit sharing within transnational collaborations.

WP7 empirical investigations within CINECA point to the need of balancing

de-identification/anonymization vs. an ethical re-identification for returning results to patients, the

data minimisation principle (GDPR) vs. rich data to enable re-use (FAIR), and the level of granularity

that is needed vs. granularity that could be harmful (vulnerable/ethnic groups). The following

sections address these challenges in highlighting key aspects identified in the recent scientific

literature in conjunction with empirical outcomes from stakeholder engagements, as well as the key

legal norms. These findings are a central component for the recommendations in section 6.
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5.1 Further use of genetic/genomic data – societal dimensions

Besides technical requirements guided by the FAIR principles and legal requirements such as the

GDPR, also social and societal implications need to be considered for fair and responsible health data

sharing practices and good governance. Risks related to further processing of genomic data in

multiple ways and across countries have raised concerns about potential harms related to the

protection of privacy, which is also a topic in biobanking (Akyüz et al. 2021). The potentials of

research with genomic data, particularly improvements in genetic analysis, has led to a change in the

risk profile, especially regarding re-identifiability, stigmatisation, and discrimination on both the

individual and group level (Kasperbauer et al. 2018, Helgesson 2012).

These issues can be illustrated with two broadly discussed cases regarding the ethical reuse of genetic

information. For example, the case of the Havasupai tribe shows how data collected for genetic

research on diabetes were also used for research on ethnic migration and schizophrenia. The latter

was generated without informing the research participants about the additional research, eventually

opening the possibility of negative consequences for the tribe, such as stigmatization (Garrison 2013,

Helgesson 2012). This case emphasizes the risk of stigmatization and discrimination of ethnic groups,

even when individuals have given consent for the use of their data in research (O’Doherty et al.

2021). Another example raises the question, whether categorizations used in a genome-wide

association study (GWAS) on same-sex sexual behaviour may result in normatively problematic claims

on homosexuality. For instance, the operationalization of sexuality, the exclusion of certain groups

from the study, and the framing of the research question as a “health issue” bear the risk of

stereotyping or stigmatization (Holm and Ploug 2019, Goisauf, Akyüz, and Martin 2020). These two

cases challenge the dialectic between anonymization and re-identifiability, and consent as relevant to

the individual, whereas group-level harms from analysis of aggregated data are also possible

(Mittelstadt and Floridi 2016). While these cases point to critical ethical and societal issues regarding

access and further processing of genetic data and its possible consequences, they also help to reflect

on the practices and standards used to promote fair and responsible research with genetic data, to

inform good governance structures and data management.

The (re)use and further processing of genetic data sheds new light on ethical as well as social and

societal issues in genetic research, especially in relation to the multiplicity of stakeholders, research

settings and contexts, regulatory bodies and health systems involved in current and future uses.

Regarding informed consent, it can be observed that there is a need for information on both sides,

researchers and research participants, concerning the use and sharing of health data. For example,

findings from the large-scale ‘‘Your DNA, Your Say’’ project (Middleton et al. 2020) provide insights

into public (including research participants) attitudes towards sharing of genomic data and health

information, and draw on the responses from 36,268 individuals across 22 countries. Results show

that the willingness to donate such data as well as trust in data processing including multiple actors

are relatively low. In addition to this finding, previous studies have concluded that most research

participants want to have a say in how their samples and data are used (Mester et al. 2015,

Hemminki et al. 2009). Furthermore, assessments of consent models are shaped by concerns about
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the “appropriateness” of research practice and developments, especially regarding research with

genomic data (Goisauf and Durnová 2018). Similarly, patient advocates who participated in the

CINECA ELSI ECOUTER exercise discussed how/if legal tools can protect research participants whose

(personal) data will be shared and if opt-out and withdrawal is even possible in today’s datafied

world. (Re)consent was mentioned as an issue and the role of information and understanding of what

data actually is for participants to make informed decisions. This was identified as an area of risk

together with the question of how data is used and shared by whom for which purposes, and who is

in control. Another aspect was the importance of returning results to participants. Concerning

researchers, findings from a survey among biobank professionals have shown that informing

participants about data sharing and multiple uses of data in the informed consent needs to be

improved, together with participant engagement (Goisauf et al. 2019).

Regarding low and middle income countries, some authors argue that broad consent should only be

permissible with supplementary safeguards elaborated after “genuine” engagement with the

community (Tindana and Vries 2016) and after explicit discussions, notably potential re-identification

of genomic data, benefit sharing and commercial use of research results (Moodley and Kleinsmidt

2021). Tindana and Vries (2016, p. 387-388) point out five elements for a good governance

framework for genomics in low and middle income countries: respect, community engagement,

privacy and confidentiality, feedback of results, and capacity strengthening. The perspective of

African stakeholders gathered in the empirical study in CINECA highlights the importance of equal

partnerships with African countries for fair (and in a broader sense FAIRER) sharing of data and

benefits among all involved stakeholders. Respective mechanisms and safeguards need to be put in

place to ensure privacy and to protect patient data from misuse and exploitation. The contributions

of all research partners must be acknowledged in terms of credits for the local researchers involved,

especially authorship, funding, and training, as well as fair sharing of the research outcomes,

knowledge, technologies, and other benefits. Solid governance structures, continuous stakeholder

engagement and joint development of common standards are needed to build trust and to establish a

fair, transparent, and functioning data-sharing flow between all partners.

Alongside the benefits of accessing and sharing large amounts of health data for research, challenges

arise in connection to big data research and the associated ethical and societal implications, for

instance regarding informed consent, privacy and the possibility of re-identification, ownership and

commercial use as well as the risk of group-level harms (Mittelstadt and Floridi 2016). Additionally,

discrimination could appear in the research design, especially in terms of unequal representation of

certain groups, which could result in a lack of diversity and biased findings. To that effect, new

approaches like polygenic risk scores (PRS) will shed new light on some existing ethical, legal, and

societal issues regarding secondary and incidental findings, the relevance of results for family

members, determination of health risk and access to risk-stratified care, the representation of various

ancestry groups to represent genetic diversity as well as race-based disparities in health care

(Slunecka et al. 2021, Knoppers et al. 2021, Lewis and Green 2021).
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5.2 Legal norms

5.2.1 Data protection rights

- The legal regime of health and genetic data processing under GDPR

What are the specific rules applicable to the collection and processing of health and genetic data
under GDPR? Health and genetic data are considered by the GDPR as special categories of personal

data (Article 9 GDPR). Indeed, because of the potential information on the health status of a person

they are likely to reveal, their sensitivity has led to the establishment of a general principle of

prohibition of their processing (Art. 9(1) GDPR). There are several exceptions to this prohibition

principle, allowing the collection and processing of data in very limited cases, including the explicit

consent of the data subject (Article 9(2)a), the public interest of the processing (Article 9(2)i), and

scientific research purposes (Article 9(2)j).

What are the specific rules applicable to the processing of personal data for scientific research
purposes? The purpose of scientific research is one of the exceptions provided by the GDPR

(Art.9(2)j) allowing the processing of sensitive data. Concerning the processing carried out for

scientific research purposes, the GDPR provides for specific provisions. Indeed, the exception

provided by the GDPR for the processing of particular data for research purposes (Art.9(2)j) must

comply with certain requirements: the processing must be subject to appropriate safeguards for the

rights and freedoms of the data subjects such as the implementation of technical and organizational

measures, in particular to ensure compliance with the principle of data minimisation (Article 89

GDPR). In particular, the pseudonymisation technique is explicitly referred to in the GDPR. These

additional measures required are justified by the fact that the collection and processing for research

purposes benefit from certain exemptions which mainly concern the rights of the data subjects

(articles 15, 16, 18, 21), insofar as these rights make it impossible or seriously hinder the achievement

of the research purpose (Article 89(2) GDPR).

How to ensure the protection data subjects rights to the processing of their personal data under the
GDPR? The GDPR recognises several rights of data subjects regarding the processing of their personal

data. The data controller shall take appropriate measures to provide the information referred to in

Articles 13 and 14 of the GDPR to the data subjects in order to ensure transparent processing of their

personal data. This information must explain how to exercise the data subject's rights in order to

guarantee the effectiveness of these rights. This information must be concise, transparent,

understandable, and easily accessible in simple and clear terms. In addition, the information must be

adapted to the target audience, such as children.

These rights are listed in Chapter III of the GDPR and include:

- the right to information: respect for the principle of transparency (Article 13 and 14),

- the right of access by the data subject (Article 15)

- the right to rectify personal data that are inaccurate (Article 16)

- the right to erasure or otherwise called the right to be forgotten for certain reasons (article
17),
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- the right to restriction of processing in certain situations (article 18),

- the right to data portability (Article 20)

- the right to object at any time to the processing of data (Article 21)

When a processing of personal data is likely to result in a high risk for the rights and freedoms of
data subjects, a data protection impact assessment (DPIA) must be carried out according to articles

35 and 36 GDPR. As genetic and health data are considered to be special data due to their sensitivity,

their processing will require this impact analysis. This impact assessment ensures that the processing

will comply with the GDPR and will respect the rights of the individuals concerned.

How to carry out a Data Protection Impact Assessment? The Data Protection Impact Assessment

(DPIA) must be carried out before the processing is implemented and must be reviewed during the

processing, especially if major changes occur in the way the data is processed. The participants in

carrying out the DPIA are the data controller, the data protection officer, any subcontractor(s), the IT

staff, and the persons concerned by the processing. The DPIA consists of three parts:

1. A detailed description of the processing carried out, including the technical and operational

aspects of the processing.

2. An assessment of compliance with the fundamental principles of data protection, namely: an

examination of the necessity of the processing and compliance with the principle of

proportionality (the data collected and processed are strictly necessary for the purpose of the

processing) as well as a description of the measures put in place to guarantee the rights of

data subjects.

3. A more technical study of the risks to data security (confidentiality, integrity, and availability)

and their potential impact on privacy. This study must be completed by a description of the

technical and organisational measures envisaged to deal with these risks and protect the

data.

The CNIL (French national authority for personal data protection) has developed a guided and

pedagogical tool to carry out this DPIA which is available in English and one of the recommended

resources by BBMRI-ERIC17,18.

- The different types of consent and consent for what?

Is it mandatory to obtain consent from data subjects prior to the collection and processing of their
health and genetic data? Consent to data processing is not always required. It depends on the legal

basis for the processing. If the processing is based on the consent of the data subjects, then yes, the

collection of consent prior to the implementation of the processing is mandatory. This consent must

18 For more information: https://ec.europa.eu/newsroom/article29/items/611236 - Guidelines on Data Protection Impact
Assessment (DPIA) and determining whether processing is "likely to result in a high risk" for the purposes of Regulation
2016/679.

17 https://www.cnil.fr/en/privacy-impact-assessment-pia
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comply with the requirements of the GDPR, namely: free, specific (given for one or more purposes),

informed (information provided to the person on the processing) and unambiguous (given by a clear

positive act without ambiguity). The persons concerned can change their mind at any time and

withdraw their consent. In addition to these conditions, for the processing of sensitive data
(including health and genetic data), the criterion of explicitness is added, i.e., the data subject must

expressly declare his/her consent (for example in writing). The collection of consent must be

documented by the data controllers, they must be able to prove that consent in accordance with

these requirements has been sought.

However, in the context of scientific research, often the legal basis of the scientific research purposes

will be preferred (Art.9(2)j) because it is sometimes complicated to find the person concerned and to

solicit his/her consent. Using this legal basis does not require the prior consent of individuals for the

processing of their data. However, the obligation to provide information must always be respected by

allowing data subjects to object to the processing (right to object – article 21 GDPR).

Nevertheless, it is necessary to recall that Member States may introduce additional conditions,

including limitations, regarding the processing of health and genetic data (Article 9(4) GDPR). Thus, a

national law may provide that the processing of these categories of data may require the collection of

consent even if this is not required by the GDPR. The controller will then have to ensure compliance

with the national laws in force in the Member States in which the data is collected and/or processed.

What is the difference between consent to personal data processing for research and consent to
participate in research? It is necessary to distinguish between consent to research and consent to

data processing for research. Indeed, participation in research is governed by national laws that may

require consent under specific conditions. Moreover, it is necessary to recall that informed consent to

research is an ethical requirement under the Oviedo, Taipei and Helsinki Conventions. Moreover, this

informed consent has been described by the EDPB as a potential “appropriate safeguard” (provided

for in Article 89(1) of the GDPR) to be put in place to safeguard the rights and freedoms of individuals

in the context of data processing for scientific research purposes. Thus, even if the legal basis chosen

is that of scientific research purposes and there is no legal obligation to collect the consent of data

subjects, in an ethical approach it can be collected as informed consent. This position is also defended

by the CINECA Deliverable 7.2 as a recommendation in order to process the personal data concerned

within the project with the most ethical lawful legal basis.

Indeed, as the GDPR offers rooms for innovating in consent practices when processing data for
scientific research in line with recognised ethical standards (Recital 33 GDPR), even if consent is not

chosen as a legal basis, it should continue to be envisaged as an ethical requirement for expressing

clear choices on data reuses, when possible. A more flexible practice of consent (i.e., broad consent,

dynamic consent, tiered consent, layered consent) would allow both to improve data subjects’

involvement in the reuse of their data and to facilitate accountable practice from the scientific

community. In a context where trust of individuals in the re-use of their data remains a continuous

challenge, reconsidering consent rather than waiving it could reinforce the data subject autonomy

and active contribution to research (See Poster Appendix 1 “Genetic data sharing for research in

Europe: consent not only a legal basis under GDPR”, European Society of Human Genetics Conference

2022, Lisa Feriol, Gauthier Chassang, Emmanuelle Rial-Sebbag).
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5.2.2 Legal framework for health and genetic data further use

What does “further processing” mean according to GDPR? Scientific research today relies heavily on

the further use/processing of data. Further processing refers to the processing of previously collected

data for a purpose different from that originally intended at the time of collection. This further

processing potentially includes data controllers other than the one who collected the data. We can

find other expressions that refer to this situation in the literature, such as "further use", "further

processing", "secondary use" and "reuse".

Specific provisions are provided for the framework of further use for scientific research purposes

within the GDPR: According to Article 5(1)b of the GDPR, further processing of data for scientific

research purposes is not considered incompatible with the initial purposes (presumption of

compatibility). That is, the processing will be considered a priori compatible with the initial purposes

of the processing provided that appropriate safeguards for the rights and freedoms of the data

subjects are put in place (implementation of technical and organisational measures to comply with

the data minimisation principle, including pseudonymization - Article 89(2) GDPR). However, as the

European Data Protection Board reminds us, this presumption is not a general authorization for

further use of data for all cases of research purposes, each case must be considered according to its

context.

What are the personal rights to be respected in case of further use? Data subjects must be informed

of this further processing before it is carried out, unless one of the exceptions in Article 14(5)b

applies. The rights of the data subjects shall be guaranteed unless one of the exceptions of Article

89(2) of the GDPR applies.

It seems necessary to recall that Member States may introduce special provisions for the processing

of health and genetic data, including limitations (Article 9(4) GDPR). Indeed, it will be necessary to

ensure compliance with any special national rules for the re-use of health and genetic data.

What are the challenges related to health and genetic data further use? The rules surrounding

further use of health and genetic data for research purposes have yet to be clarified. Indeed, it is still

too subject in practice to divergent interpretations between the various Member States. The

European Data Protection Board has responded to some of the questions raised in this regard.

Guidelines focusing on the processing of personal data for scientific research purposes are expected

from the European Data Protection Board.

5.2.3 Security and IT systems: requirements from GDPR

What are the security requirements foreseen by GDPR? Article 32 of the GDPR designates the

controller and the processor as being responsible for implementing appropriate technical and

organisational measures to ensure a level of security appropriate to the risk. Among these measures,

we find:

- pseudonymisation and encryption of personal data,

- means to guarantee the confidentiality of the data,

- means to restore access to data in the event of a physical or technical incident,
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- a procedure to regularly evaluate the effectiveness of the security measures implemented to

ensure the security of the processing.

In order to best assess the security measures to be implemented, the controller and the processor

must take into account the risks that the processing operation pose to the rights and freedoms of the

data subjects with regard to potential destruction, loss, disclosure or unauthorized access of personal

data.

In order to attest compliance with these security requirements, it is possible to use an approved code
of conduct (Article 40 GDPR) or an approved certification mechanism (Article 42 GDPR) to

demonstrate compliance with the security requirements of the GDPR.

5.3 International policies

5.3.1 OECD Recommendation of the Council on Health Data Governance

The OECD Recommendation on Health Data Governance19 (OECD 2019) “recommend[s] that

governments establish and implement a national health data governance framework to encourage

the availability and use of personal health data to serve health-related public interest purposes while

also promoting the protection of privacy, personal health data and data security. The

Recommendation aims to support greater harmonisation among the health data governance […]”.

As part of WP7, we have assessed the OECD Recommendation of the Council on Health Data

Governance and identified the following recommendations as most critical for health (research) data:

- Engagement and participation, notably through public consultation, of a wide range of

stakeholders

- Encourage common data elements and formats; quality assurance; and data interoperability

standards

- Encourage common policies and procedures that minimise barriers to sharing data for health

system management, statistics, research, and other health-related purposes that serve the

public interest while protecting privacy and data security

- Clear provision of information to individuals

- Informed consent and appropriate alternatives

- Review and approval procedures, as appropriate, for the use of personal health data for

research and other health-related public interest purposes

- Transparency, through public information mechanisms which do not compromise health data

privacy and security protections or organisations’ commercial or other legitimate interests

19 https://www.oecd.org/els/health-systems/health-data-governance.htm
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- Maximising the potential and promoting the development of technology as a means of

enabling the availability, re-use and analysis of personal health data while, at the same time,

protecting privacy and security and facilitating individuals’ control of the uses of their own

data

- Monitoring and evaluation mechanisms

- Establishment of appropriate training and skills development in privacy and security

measures for those processing personal health data, that are in line with prevailing standards

and data processing techniques

- Implementation of controls and safeguards

- Robust identity verification and authentication of individuals accessing personal health data.

5.3.2 GA4GH Framework for Responsible Sharing of Genomic and Health-Related Data

and ELSI Toolkit

The Global Alliance for Genomics and Health (GA4GH) is an international initiative “formed in 2013 to

accelerate the potential of research and medicine to advance human health. Bringing together 600+

leading organizations working in healthcare, research, patient advocacy, life science, and information

technology, the GA4GH community is working together to create frameworks and standards to

enable the responsible, voluntary, and secure sharing of genomic and health-related data”20. All of

their work builds upon the Framework for Responsible Sharing of Genomic and Health-Related Data

firstly published on December 9th, 2014, and reaffirmed on September 3rd, 2019. A dedicated group

on ELSI has been set up since the very beginning of the Alliance to work on international policies with

representatives from all the continents which has ended up with the constitution of a Foundational

Work Stream dedicated to the Regulatory & Ethics challenges. This group “focuses on the ethical,

legal and social implications of international data sharing. Building on a novel human rights

framework, the REWS aims to create and harmonize forward-looking consent and privacy policies,

and anticipatory data governance models”21.

The Framework for Responsible sharing of genomic and health data22

This document is considered to be one of the drivers for the research activities to be conducted in the

GA4GH environment. It is rooted in research ethics principles and fully dedicated to genetic and

health data. In order to spread it at the global level the statement has been translated in 17

22 see
https://www.ga4gh.org/genomic-data-toolkit/regulatory-ethics-toolkit/framework-for-responsible-sharing-of-genomic-and-
health-related-data/

21 see https://www.ga4gh.org/how-we-work/2020-2021-roadmap/2020-2021-roadmap-part-ii/rews-2020-2021-roadmap/

20 see https://www.ga4gh.org/about-us/
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languages including English. This statement “is guided by the human rights of privacy,

non-discrimination and procedural fairness. At the same time, it considers all human rights principles

relevant, complementary and interrelated, founded as they are on respect for human dignity. Since

science proceeds only with the broad support of society, respect for all persons is a primary driver

underlying all other derived principles. In particular, this Framework establishes a set of foundational

principles for responsible research conduct and oversight of research data systems in the realm of

genomic and health-related data sharing. It interprets the right of all people to share in the benefits

of scientific progress and its applications as being the duty of data producers and users to engage in

responsible scientific inquiry and to access and share genomic and health-related data across the

translation continuum, from basic research through practical applications. It recognizes the rights of

data producers and users to be recognized for their contributions to research, balanced by the rights

of those who donate their data. In addition to being founded on the right of all citizens in all

countries to the benefits of the advancements of science, and on the right of attribution of scientists,

it also reinforces the right of scientific freedom.” (Statement Preamble). It is based on 4 Foundational

principles:

1. Respect Individuals, Families and Communities;

2. Advance Research and Scientific Knowledge;

3. Promote Health, Wellbeing and the Fair Distribution of Benefits and

4. Foster Trust, Integrity and Reciprocity.

It also identifies core elements to be considered for responsible data sharing such as: Transparency,

Accountability, Data Quality and Security, Privacy, Data Protection and Confidentiality, Risk-Benefit

Analysis, Recognition and Attribution, Sustainability, Education and Training and Accessibility and

Dissemination.

Even though not binding for the GA4GH members, this document provides for an agreed framework

and a common vision for sharing health and genetic data at a global scale where the legal

requirements can be very different from one jurisdiction to another. Thus, it can be considered as a

common standard for international research as well as for CINECA activities.

Regulatory and ELSI Toolkit23

The main strength of the GA4GH ELSI group is to work beyond the only achievement of the common

Framework and to propose concrete tools for the research teams that are willing to exchange health

and genetic data. Part of these tools are not relevant for the CINECA activities as they are related to

the practice of medical genetics or to specific diseases such as rare diseases. However, most of them

can be of interest for CINECA as they are dealing with consent in genetics, ethics review and data

access committees or patients and public engagement. For the needs of this deliverable the

23 see https://www.ga4gh.org/genomic-data-toolkit/regulatory-ethics-toolkit/
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respective tools that could be useful for CINECA members are listed under the recommendations

provided in this document (§6).

To conclude, initial collection of health and genetic data must comply with the legal requirements

coming from the enforcement of GDPR and from national laws. In that sense several rights must be

respected towards privacy and data confidentiality. Several technical solutions exist to mitigate the

remaining risks to breach health/genetic data confidentiality such as pseudonymisation as

implemented in Beacon or the deployment of synthetic data. However, regarding the later, even

though the legal qualification of synthetic data is still under discussion (Fontanillo López and Elbi

2022) the synthetic data is aiming at overcoming the issues of GDPR compliance regarding privacy

when they are shared but several additional legal and ethical challenges are remaining (Bhanot et al.

2021). Thus, developers of synthetic data cohorts must pay attention to ensure robustness of

machine learning algorithms, fairness in not increasing biases and not creating new discriminations

towards (vulnerable) groups.
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6 Recommendations for the implementation in the IT framework

Based on the OECD Recommendation of the Council on Health Data Governance (OECD 2019), the

GA4GH Framework for Responsible Sharing of Genomic and Health-Related Data (Global Alliance for

Genomics and Health 2019), FAIR principles (Wilkinson et al. 2016, Holub et al. 2018), as well as

findings of the WP7 analysis, we identified four key areas for recommendations for future projects

like CINECA. The recommendations also include and build upon the Data Management Plan (see

version 1 DOI24, version 2 DOI25). To increase practicability, we highlight some tools at the end of each

recommendation.

6.1 Engagement and benefit sharing as prerequisites for data sharing

- Encourage common policies and procedures that minimize barriers to sharing data for health

system management, statistics, research, and other health-related purposes that serve the

public interest while protecting privacy and data security.

- Establish appropriate training and skills development in privacy and security measures for

those processing personal health data, that are in line with prevailing standards and data

processing techniques to improve data quality.

o Raise awareness on ELSI and fair data sharing.

o Promote and improve the accessibility to training courses (considering factors such

as locations, resources, and language).

- Facilitate engagement and participation of a wide range of stakeholders at early stages of

the research process and throughout a project’s lifecycle, and consider ethical, legal, and

societal implications (ELSI) for the establishment of appropriate governance structures for

fair data sharing.

o Identify and document all relevant stakeholders (internal/external), including their

interests, impact, and potential influences.

o Develop jointly common standards to build trust and to establish a fair, equitable,

transparent, and functioning data-sharing flow between all partners.

o Establish equal partnerships with African countries for fair sharing of data and

benefits among all involved stakeholders.

o Provide due credit and acknowledgement of all who contributed, especially in view

of authorship and publication outputs.

25 10.5281/zenodo.4683415

24 10.5281/zenodo.3909576
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o Consider harms and benefits for data sharing with individuals, families, and

communities as well as impact on vulnerable people and data subjects from low

resource countries.

- Encourage common data elements and formats, documentation, quality assurance, and

data interoperability standards.

o Implement interoperable standards for cohort discovery and access.

o Process, use, and transfer of data that is accurate, verifiable, unbiased,

proportionate to enhance interoperability and replicability, and based on

comprehensive documentation.

o Consider commonly used ontologies (such as the GA4GH Data Use Ontology (DUO))

to represent machine-readable data use terms to support discovery of datasets,

increase interoperability, and support data linkages for secondary analyses.

o Adhere to FAIR principles as a guideline for data sharing and reuse for research

purposes, also considering institutional conditions and organizational challenges

associated with data sharing to ensure responsible and fair data practices. Doing

FAIR(ER)/fair data sharing: consider resources to do the work, manage the process,

mediate between tool building and approval, assign responsibilities.

o Consider a practical working method on how to implement reproducible, FAIR Open

Science for deep health research. Sample information or metadata and

documentation of the procedures are important requirements for quality,

reproducibility, and sustainability in biomedical research and crucial for the

implementation of FAIR principles.

o Specify quality control measures and responsibility for data management, including

resource management

- Data access governed by a Data Access Agreement between the cohort owner, the Principal

Investigator, and the Principal Investigator's institute.

- Robust identity verification and authentication of individuals accessing personal

health/genetic data. Clear procedures involving Data access Committee should be adopted

for controlled access personal health/genetic data.

Tools:

- CINECA Webinar on Ethics/ELSI considerations - From FAIR to fair data sharing26

26 https://www.cineca-project.eu/news-events-all/ethics/elsi-considerations
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- CINECA Webinar on International Data Sharing: Fostering Engagement,

Transparency and Accountability27

- Beacon28

- FairPlus Cookbook29

- Regulatory and ethics toolkit GA4GH30

o Framework for Responsible Sharing of Genomic and Health-Related Data

o Genetic Discrimination: Implications for Data Sharing Projects (GeDI)

o Global Alliance for Genomics and Health: framework for involving and

engaging participants, patients and publics in genomics research and

health implementation

o Global Alliance for Genomics and Health: Data Access Committee Guiding

Principles and Procedural Standards Policy

- BBMRI-ERIC ELSI Knowledge Base31

6.2 Informed consent and reuse of data

- Clear provision of information

o Provide clearly defined, accessible, and understandable information on the purpose,

collection, use and exchange of data (third parties, international transfer, terms of

access and exchange, identifiability and limits to anonymity or confidentiality),

processes, procedures, and governance frameworks for data sharing.

o Inform how/if legal tools can protect research participants whose (personal) data is

shared and if opt-out and withdrawal is possible, how data is used and shared by

whom for which purposes, and who is in control, as well as possibilities for

returning results to participants.

- Informed consent and appropriate alternatives

o Relying on the legal basis for research, as provided for in Article 9 2(j) GDPR, might

be the more realistic and appropriate lawful basis in accordance with Article 6 GDPR

31 https://www.bbmri-eric.eu/elsi-knowledge-base/

30 https://www.ga4gh.org/genomic-data-toolkit/regulatory-ethics-toolkit/

29 https://faircookbook.elixir-europe.org/content/home.html

28 https://beacon-project.io/

27 https://www.cineca-project.eu/news-events-all/international-data-sharing
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to choose for CINECA, while still developing broad/tiered consent as a more ethical

approach and as an “appropriate safeguard” (as understood by Article 89 GDPR) to

data subjects’ rights, together with increased efforts to comply with the principles

of “fairness and transparency” e.g. by increasing efforts to inform data subjects or

by limiting research activities to those promoting public interest.

o Reflect upfront on broad consent as a model that requires research participants to

consent to the use of their donations in yet unknown future research projects,

especially further processing. Consider risks related to future use and sharing of

health data in multiple ways and across countries and potential harms related to the

protection of privacy (especially re-identifiability and stigmatization of vulnerable

groups and communities). Develop ways on how informed decision-making could be

supported by engagement and transparency. This should also be considered in a

tiered consent model. Overall include a continuous ethical review process,

evaluations of whether the research is in the scope of the broad consent, and

continuous information to participants.

o Consider ethical acceptability of broad consent use in low- and middle-income

countries, notably in Africa, with supplementary safeguards elaborated after

engagement with the community and after explicit discussions about potential

re-identification of genomic data, benefit sharing and commercial use of research

results.

Tools:

- Regulatory and ethics toolkit GA4GH

o Consent Clauses for Large Scale Initiatives

o Data Use Ontology (DUO)

o GA4GH Machine-Readable Consent Guidance: How to Map Data Sharing

Consent Language to the GA4GH Data Use Ontology

- CINECA webinar on Webinar: Ethical, legal and societal issues in international data

sharing32

- BBMRI-ERIC ELSI Knowledge Base

32 https://www.cineca-project.eu/news-events-all/ethical-legal-and-societal-issues-in-international-data-sharing
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6.3 Safeguards and respect for privacy

- Implement respective mechanisms and safeguards to ensure privacy and to protect patient

data from misuse and exploitation, as well as acknowledge the contributions of the research

partners.

- Maximise the potential and promote the development of technology as a means of enabling

the availability, re-use, and analysis of personal health data while, at the same time, protect

privacy and security.

o Consider that cohort data are often sensitive and potentially re-identifying

individual participants and ensure compliance with ethical requirements, regulatory

frameworks, and informed consent conditions.

o Be aware of and balance de-identification/anonymization vs. ethical

re-identification (e.g., incidental findings), data minimisation principle (GDPR) vs.

need for rich data to enable re-use (FAIR), level of granularity needed vs. granularity

that could be harmful (vulnerable/ethnic groups).

o Specify data security measures and protection of sensitive data to mitigate the risk

of unauthorized access, data loss, and misuse.

- Implement monitoring and evaluation mechanisms.

o Track chain of data access and/or exchange to its source.

o Continuous ethical review process, evaluations of whether that research is in the

scope of the consent model.

o Adapt to changing conditions (organizational, technological, risk profile etc.).

o Assess benefits and risks of harm in data sharing.

o Mitigate risks and establish mechanisms for handling complaints related to data

misuse, for identifying reporting and managing breaches, and for instituting

appropriate sanctions.

Tools:

- Regulatory and ethics toolkit GA4GH

o Consent Clauses for Genomic Research

o Global Alliance for Genomics and Health: Consent Policy

o Data Use Ontology (DUO)
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- CINECA webinar on Webinar: Ethical, legal and societal issues in international data

sharing

- CNIL DPIA

- BBMRI-ERIC ELSI Knowledge Base

6.4 Further uses and data-access

- Ensure the data included in the catalogue are updated.

- Implement clear procedures for the assessment of the data users' protocols (e.g., through

the appointment of a Data Access Committee).

- Review and approval procedures, as appropriate, for the use of personal health data for

research and other health-related public interest purposes.

o Understand lawful data requests based on legal basis and public health.

o Be aware that health data sharing refers to first, the rules to be respected when the

health data are collected and used for research (including genetic research)

according to the national health law contexts, second the data exchanged under the

umbrella of GDPR for scientific purposes in Europe, and third, to health data

transfers to third parties (GDPR, art.44).

o Be aware that the GDPR does not explicitly foreseen the case of secondary use of

data, but Recital 50 provides for the possibility of further use of data for a different

purpose, provided that the purposes of processing are compatible. However,

according to Article 5(1)b GDPR, further processing of personal data for scientific

research “shall not be considered to be incompatible with initial purposes”, which

means that no “compatibility test” will have to be conducted for secondary use of

data. Relying on this presumption of compatibility nevertheless requires additional

safeguards to be put in place as set out in Article 89(1) of the GDPR.

- Increase transparency through public information mechanisms which do not compromise

health data privacy and security protections or organisations’ commercial or other

legitimate interests.

Tools:

- CINECA BBMRI Code of conduct Webinar33

- Beacon

33 https://www.cineca-project.eu/news-events-all/code-of-conduct
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- FairPlus Cookbook

- Regulatory and ethics toolkit GA4GH

o Data Privacy and Security Policy

o Framework for Responsible Sharing of Genomic and Health-Related Data

o Ethics Review Recognition Policy

7 Outlook

The considerations and recommendations can be implemented in CINECA through an update in the

DMP, but they are particularly intended to guide forthcoming research projects. This outlook

highlights upcoming developments for data reuse, especially with artificial intelligence applications

on the horizon. Future ELSI issues regarding the reuse of health/genetic data for international data

sharing will be embedded in the discussion of two main legal instruments that are rooted in ethical

values:

First, in the near future a new EU Regulation will provide for an operational framework to share

health/genetic data for clinical care and research. The proposal made on May 3rd 2022 by the

European Commission for a European Health Data Space34 is ambitious and aims at balancing the

protection of individuals' rights and at making data available for the benefit of improving the

healthcare of individuals and improving research. This future European Health Data Space aims to

develop a specific ecosystem for health allowing the implementation of rules, practices, common

standards, infrastructures, and a governance framework. This space aims to facilitate within Europe

the use of health data to improve patient care on the European territory by allowing European

citizens to control their own health data in their country but also across borders. Through this

objective, the effectiveness of individuals' rights over their data will be strengthened. Moreover, this

space aims to promote the re-use of health data for research, innovation and policy-making35.

Second, artificial intelligence (AI) will soon be regulated by the future European Regulation on

Artificial Intelligence (AI Act)36 which was proposed on April 21, 2021. This future regulation aims to

provide harmonized regulation of AI. The approach adopted is that of a risk-based classification

because of the existing risks of violation of rights (data quality bias potentially leading to

discriminatory bias), and even more so when dealing with sensitive data such as health and genetic

36 https://data.consilium.europa.eu/doc/document/ST-11124-2022-INIT/en/pdf

35 For more information: https://health.ec.europa.eu/ehealth-digital-health-and-care/european-health-data-space_fr

34 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52022PC0197
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data. This future regulation will also establish harmonised rules for the marketing, commissioning,

and use of AI systems in order to ensure a high level of protection within the EU and guarantee the

respect of EU values and fundamental rights and principles. The EU aims to promote the adoption of

ethical and trustworthy AI. The European Commission has already established guidelines on ethical

and trustworthy AI systems37 and has published guidelines on the concept of ethics by design38 for the

design, development and use of ethical and responsible artificial intelligence solutions.

Furthermore, UNESCO has also set out principles and values to be taken into account as a basis for

developing AI systems that are ethical, i.e., at the service of individuals, societies, the environment,

and ecosystems39. The European Commission has also adopted two proposals to adapt liability rules

to the digital age40. One of these proposals aims to harmonise national rules on liability applicable to

artificial intelligence in order to make it easier for victims of damage related to artificial intelligence to

obtain compensation.

The future regulations on artificial intelligence and on the European Health Data Space will offer an

important place to ethical considerations related to the use of artificial intelligence and the use and

reuse of health data. Beside regulations, considerations in the field of Ethics of AI highlight key ethical

and societal issues of medial AI and AI-assisted clinical applications such as trustworthiness, medial

“black boxes”, and bias (Balthazar et al. 2018, Geis et al. 2019, Morley et al. 2020, Ryan and Stahl

2020, Goisauf and Cano Abadía 2022).

To complement these proposals that are not fully dedicated to health and genetic data, the United

Nations issued a draft recommendation for tackling the specific issues for the use of health-related

data in 2018 (Mandate of the United Nations Special Rapporteur on the Right to Privacy – Task Force

on Privacy and the Protection of Health-Related Data 2019). Prepared under the umbrella of the

United Nations Special Rapporteur on the Right to Privacy by the Task Force on Privacy and the

Protection of Health-Related Data, the document was discussed during a meeting in Strasbourg in

2019 and publicly opened to comments. The new version was adopted in 2019 by the task force

group. The aim of this Recommendation is to adopt “guiding principles concerning data processing of

health-related data and to emphasise the importance of a legitimate basis of data processing of

health-related data by all sectors of society including public authorities and commercial

organisations.”. The document recalls the main conditions for health data processing that are mostly

relying on the GDPR requirements and make some additional proposals that will be of interest in the

future for federated health databases:

First, a full section is dedicated to Genetic Data (7) where it is recommended to be particularly

cautious with the collection and use of this data and respectful of the consent of the individuals. It

40 https://ec.europa.eu/commission/presscorner/detail/en/ip_22_5807

39 For more information: https://en.unesco.org/artificial-intelligence/ethics

38

https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/ethics-by-design-and-ethics-of
-use-approaches-for-artificial-intelligence_he_en.pdf

37 For more information: https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai
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puts an emphasis on the links between the data collection in the medical research sector and the

conditions that should be met when this data can be used for the purposes of judicial proceedings

which is absolutely new.

Second, the Recommendation insists on the " Indigenous Data Sovereignty” (Chapter IV) that must be

scrupulously respected. The main purpose of this Chapter is to enforce the control of indigenous

populations over their health data and their usage. It also underlines the right for the representatives

of these people to have access to sustainable self-governance mechanisms. These requirements are

fully relevant to be considered in future international research activities implying health and genetic

data in order to ensure the empowerment of vulnerable populations. Besides, future data use should

also be evaluated regarding FAIRER principles.
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8 Abbreviations

AI Artificial Intelligence

CHILD Canadian Healthy Infant Longitudinal Development

CINECA Common Infrastructure for National Cohorts in Europe, Canada, and Africa

CNIL Commission Nationale de l'Informatique et des Libertés

DPIA Data Protection Impact Assessment

DUO Data Use Ontology

ECOUTER Employing Conceptual schema for policy and translation engagement in research

EHDS European Health Data Space

ELSI Ethical, legal, and social/societal issues

FAIR Findable, Accessible, Interoperable, Reusable

FAIRER Findable, Accessible, Interoperable, Reusable, Ethical, Reproducible

GA4GH Global Alliance for Genomics and Health

GDPR General Data Protection Regulation

GECKO Genomics Cohorts Knowledge Ontology

H3Africa Human Heredity and Health in Africa

OECD Organisation for Economic Co-operation and Development (OECD)

PRS Polygenic Risk Score

9 Delivery and schedule

D7.3 “First recommendations needed for implementation implemented in IT Framework (incl. a Data

Management Plan)” was postponed in order to realize further co-creative activities with the technical

WPs and to ensure an appropriate implementation, as well as practicality and feasibility of the

deliverable to produce the best possible result.
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11 Appendices

11.1 Appendix 1: Poster “Genetic data sharing for research in Europe: consent not

only a legal basis under GDPR”, European Society of Human Genetics

Conference 2022, Lisa Feriol, Gauthier Chassang, Emmanuelle Rial-Sebbag
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