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Preface

When we released the first volume of the Reports on Energy Efficient
Mobility in March 2021, our intention was to provide a stop gap before
the normal conferences and congresses pick back up during that year. We
wanted to keep up the communication between our peers and spark the
discussions which usually take place after presentations.

The feedback we received was overwhelmingly positive and shows that
the impulses provided by the papers in the Reports were indeed missing in
the academic community. In addition, the process of preparing the reports
turned out to be an important internal communication exercise at the In-
stitute of Energy Efficient Mobility. So, while we all got used to returning to
our offices and meeting our coworkers in person again, we decided to build
on the positive experience of the first reports and release them annually.
In doing so, we want to give our community a fixed point for orientation in
the rapidly changing world we live in.

Building such a lighthouse is a real team exercise, and thus we would like to
thank everybody who participated in it. We would like to thank Robin Iding,
who had the sometimes ungrateful task of reminding us all of deadlines and
keeping the layout consistent. The main attraction of course are the papers,
which again show all the facets of our research fields at the Institute of
Energy Efficient Mobility. Everybody in academia knows that papers are just
the tip of the iceberg and we all are aware of and appreciate the immense
effort required to produce six to ten pages of scientific literature. We would
therefore like to especially thank all the authors who put a lot of hard work
into preparing their wonderful contributions in this year’s volume.

Karlsruhe, March 2022

Dirk Fefsler
Maurice Kettner
Reiner Kriesten
Philipp Nenninger
Peter Offermann
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Development of a CAN-Ethernet
gateway communication

Mona Gierl
Institute of Energy Efficient Mobility
University of Applied Sciences
Karlsruhe, Germany
mona.gierl@h-ka.de

Abstract

While moving towards autonomous driving, there is an increased need
for advanced driving features. Advanced features require adapted network-
ing architectures which are able to handle the data and software demands.
In order to replicate the requirements on today’s in-vehicle networks, the
Institute of Energy Efficient Mobility (IEEM) is in the process of developing
a simulated vehicle network. Within this paper, the IEEM in-vehicle network
architecture and the implementation of a cross-domain communication
between CAN and Ethernet is presented.

Index Terms

automotive gateway, cross-domain communication, in-vehicle network

I. Introduction

Moving towards autonomous driving, the demand for advanced driving
features is continuously growing. The driving tasks require multiple sensors
to provide real time information of the environment to the vehicle’s control
units. Combined with the increasing number of functions, the in-vehicle net-
work faces challenges in terms of bandwidth, cross-domain communication,
and security [1].

In order to cope with the increasing complexity, the car’s Electric/Electronic-
Architecture (E/E-Architecture) has evolved over the years as shown in
Figure 1. Distributed functions were integrated into domains to segregate
Electronic Control Units (ECUs) according to their functionality and facilitate
communication between ECUs with similar functionalities [2]. Each domain
is managed by a master ECU (domain controller) with advanced comput-
ing power to enable a flexible data exchange within and across domain
boundaries. In the future, Advanced Driver Assistance Systems (ADAS) will
require more computing power for processing sensor data. Thus, the trend
continues towards a more centralized approach leading to fusion of ECUs
and domains and resulting in centralized computers processing the core
functionalities of the vehicle [2].
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Fig. 1: Advances in e/e-architectures towards a domain architecture [4]

As technology evolves, the test effort to ensure the safe and reliable
operation of the vehicle also increases. In order to investigate and test ADAS
systems under realistic conditions, a domain architecture is being developed
at the Institute of Energy Efficient Mobility (IEEM). Vehicle domains such as
ADAS, Powertrain, Body, and Comfort are integrated directly or via models
into a networking model which approximates the entire vehicle commu-
nication behavior. The software tool CANoe [3] is used as a simulation
environment. Altogether, this enables the integration and research of safety
and security concepts.

As of today, several ECUs are already implemented within the IEEM net-
work including, e.g., Airbag, Electronic Stability Control (ESC), Anti-Lock
Braking System (ABS), Adaptive Cruise Control (ACC), and further. The cor-
responding domains communicate over the Controller Area Network (CAN)
bus. A cross-domain communication is planned via an Ethernet backbone
which interconnects existing domains over gateways. An excerpt of the
IEEM network architecture is given in Figure 2.

This paper demonstrates the efforts to put in place a cross-domain com-
munication via CAN and Ethernet. In the end, different strategies to en-
capsulate CAN traffic over the Ethernet link are discussed and a tunneling
approach is presented. Further, domain gateways and a central gateway are
implemented to take over the task of traffic translation and routing. Finally,
test results analyze the delay and bus utilization of the given gateway
communication.

II. Background Central Gateway

The central gateway is responsible for the cross-domain data exchange
between ECUs [5]. Communication takes place through different communi-
cation protocols. The gateway serves as a translating unit and is connected
to two or more buses. According to [6], the essential tasks and functions
of an automotive gateway can be summarized as follows:



1) Protocol translation 6) Over-the-air (OTA) updates

2) Data routing 7) Diagnostic routing
3) Firewall 8) Traffic scheduling
4) Intrusion detection 9) Offboard communication

5) Key management

In the context of this paper, the steps to implement a domain centralized
networking architecture for the existing IEEM network is shown. To enable
the cross-domain communication, the focus is limited to the two main
features protocol translation and data routing.

III. Requirements Gateway Communication

Within the simulated IEEM network, the data communication in each
domain is realized by the CAN Bus, while Ethernet serves as a backbone
to interconnect the domain gateways with a central gateway (CGW). The
architecture is shown in Figure 2. The aim is to establish a communication
between the Powertrain, Body and Dynamics domain. In order to so, the
gateway has to translate CAN messages into Ethernet frames and route the
frames to the target domain. As of now, the used protocols are restricted to
the data link layer of the ISO/OSI reference model, as the simulation solely
addresses the in-vehicle data exchange, thus, the overhead for higher level
protocols is avoided. Higher protocol layers are going to be relevant in case
of external communication or diagnostics. The requirements differentiate
between the translation and the routing task.

—
(&)
Offboard \
Gateway
Offboard communication
In-vehicle network

CGW

Ethernet , Ethernet
Ethernet

Powertrain Body Dynamics
Domain Domain Domain
Gateway Gateway Gateway

CAN

Steering

Light

Fig. 2: Extraction of the IEEM network architecture. The developed compo-
nents of the cross-domain communication are highlighted in red.
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Fig. 3: Structure of a CAN and an Ethernet frame according to [7]

A. Translation requirements

CAN messages of one domain must be transferred timely to another
domain so that all information is provided without information loss. This
forwarding should work with CAN as well as CAN FD. Furthermore, special
frame formats, e.g., remote frames, have to be considered for translation. In
addition, standard (11 bits) and extended CAN identifiers (29 bits) should
be recognized and translated correctly.

The CAN bus is designed as a broadcast system sending max. 8 Byte of
data up to 1 megabit per second [7]. In comparison, Ethernet frames consist
of min. 64 Byte to max. 1500 Bytes data length and common data rates are
up to 100 megabit per second [7] (both frame formats are given in Figure
3). The translation mechanism should provide different packing strategies
while considering both buffering delay and the amount of unused data per
message.

B. Routing requirements

Routing the network traffic requires the gateways to know the destination
of each message. This can be done by using routing tables which assign a
destination domain to each CAN identifier. A routing table is also used in
the context of this work. The table should be saved as a file and should be
editable independently of the simulation.

Further, the central gateway has to be independent of the strategy chosen
in the domain gateway for packing CAN frames into Ethernet frames. The
forwarding must therefore also work if several CAN frames are packed in
one Ethernet frame (see Section IV)

IV. Gateway Strategy

To establish a communication across the domains as shown in Figure
2, the messages on the individual CAN buses must first be packed into
Ethernet frames in the domain gateways and unpacked again at the target



ECU. In the following, different strategies on how CAN messages can be
transmitted via Ethernet are explained.

With the goal of forwarding CAN messages from domain to domain, a
tunneling gateway is suitable. In tunnel gateways, messages from one tech-
nology are transported in the payload data part of messages from the other
technology. Based on the given frame formats in Figure 3, either a single
CAN frames can be packed into a single Ethernet frame (Strategy 1:1), or
multiple CAN frames (Strategy n:1) are encapsulated.

Aggregating multiple CAN frames within an Ethernet frame is called Pool-
ing [8]. According to [8], various Pooling methods exist. The simplest variant
is the use of buffers with a fixed buffer size. To avoid needless long delays,
a timeout is added. Whenever the buffer size or the timeout is reached, the
tunnel gateway forwards the Ethernet message.

The first variant (Strategy 1:1) offers the advantage of reduced waiting
time of a CAN message, since each CAN frame is sent immediately. How-
ever, this variant generates a very high proportion of unused data. If, for
example an 8 byte long CAN frame is transmitted, the minimum packet size
for Ethernet (64 Byte) must still be reached and therefore the missing bytes
must be padded with unused data.

The second variant (Strategy n:1) reduces the amount of unused data
per message and requires less bus load. A disadvantage of this variant
results from the fact that several messages arrive at the same time on
the destination bus. This generates data bursts, which not only lead to an
increase in end-to-end delay of the buffered frames, but also increases the
delay of messages on the destination bus.

To improve the delays and the burst behavior, there are further approaches
in the area of message prioritization and traffic scheduling. For the extended
strategies, the Time Sensitive Networking Standards IEEE 802.1 [9] and the
following literature can be consulted [10]-[12], however, these approaches
are not discussed further, since they are not content of this work.

V. Implementation

For the implementation, the communication between the Body, Power-
train and Dynamics domains is realized. Each domain has a domain gateway,
and the domains are connected via the central gateway (see Figure 2). A
functional overview of the gateways is given in Figure 4 and 5.

Within the routing tables, the CAN messages with their message identi-
fiers and their target domain are saved. The routing table file is read in the
domain gateways and the central gateway before simulation start. Accord-
ing to the routing table, the domain gateway decides which messages must
be translated to Ethernet. To transport the required CAN or CAN FD message
in the user data part of the Ethernet frame, a tunnel protocol is implemented
as shown in Figure 6. The first payload byte of the tunnel protocol contains
the amount of consecutive CAN frames and an indicator whether CAN or
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Fig. 4: Functional overview of a domain gateway. The main task is to filter
and translate outgoing CAN frames and to translate incoming Ethernet
frames.

Central Gateway
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table

Ethernet Sort Ethernet
Powertrain Get 3(01’?01”' Powertrain

Ethernet CAN ng Ethernet

Body desti- P to Body
. table
Ethernet nation Ethernet
Dynamics Dynamics

Fig. 5: Functional overview of a domain gateway. The main task is to filter
and translate outgoing CAN frames and to translate incoming Ethernet
frames.

CAN FD is transmitted. For the Ethernet communication the MAC address
of the respective gateway is used. After translation, the Ethernet frames
are forwarded to the central gateway. The central gateway transfers the
incoming Ethernet frames to the respective domain on the basis of the
message identifiers contained in the routing table. If the n:1 strategy is
used, the CAN frames contained in an Ethernet message are unpacked
and buffered, since each CAN message can have its own destination. The
CAN messages are then passed individually to the corresponding output
buffer. Whenever the message arrives at its destination domain gateway,
the corresponding gateway translates the package back to CAN.

Preable | Ethernet | Amount

& SFD | Header | of CAN CAN1 | CAN2 | CAN3 | eee | FCS

Payload Data
Fig. 6: Tunnel protocol to transmit CAN messages within an Ethernet frame.



Comparison of the strategies in terms of delay for the different connections
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VI. Test results

In the context of this work, requirement-based testing is applied to test
the correct translation between the three domains. A comparison between
the messages in the destination and source domain verified the correct
cross-domain transmission. In addition, the routing table was also tested
by sending undefined CAN IDs, which were ignored successfully. Beside the
correct implementation, delay and bus utilization are determining factors
for future enhancements. The following three strategies were considered:

1) Strategy: 1:1

2) Strategy: n:1, buffer size 5, timeout 1ms

3) Strategy: n:1, buffer size 10, timeout 2ms

In order to assess the delays caused by the gateway communication
from domain to domain, 10 test runs were performed for each connection
(see Figure 7 with CAN1=Body, CAN2=Dynamics, CAN3=Powertrain). On
average, the 1:1 strategy results in a delay of 0.2516 ms, whereas strategy
2) requires three times longer with 0.7628 ms, and strategy 3) has an
average delay of 1.5260 ms. This leads to the conclusion, that the 1:1
strategy should be preferred for the current status of the IEEM network
while the other strategies are of interest for future expansions.

Looking at the bus load in Figure 8, all strategies use less than 1 % of
the available bandwidth. Hence, even though strategies 2) and 3) reduce
the bus load, it has no influence on the overall performance, since a high
bus capacity remains.

VII. Conclusion

In this paper, a simulated vehicle network was extended by gateways
to enable a cross-domain communication. The aim was to facilitate the in-
vehicle data exchange between the Powertrain, Body, and Dynamics domain



of the IEEM vehicle network. A central gateway was developed to route
messages to their destination domain. In addition, domain gateways were
implemented to translate messages from CAN to Ethernet. To do so, the
CAN data from the domains is packed into an Ethernet frame. For this
purpose, a tunnel protocol was designed that specifies the form in which
the data is encapsulated in the Ethernet frame.

In total, three different strategies were implemented to compare the
delay and bus load of the simulated network. Test results showed that
the current IEEM network has the lowest delays in case of a 1:1 translation
from CAN to Ethernet.

In summary, the vehicle network now consists of an Ethernet backbone
and is able to exchange data between three different domains. Thus, the
current project concentrated on the in-vehicle communication as well as
the translation and data routing tasks of the gateways. In future projects,
the further development of the IEEM network will be pursued. In addition
to the further expansion of the in-vehicle network, it is planned to enable
an external network communication by developing an offboard gateway.

Acknowledgment

A special acknowledgment to P. Herzog who was the main contributor
to the research and implementation of the cross-domain communication
and who gave his permission to report the findings. Another special ac-
knowledgment goes out to F. Sommer for his inspiring high-quality review
comments for this paper.

References

[1] AVnu Alliance, “Automotive Market” online: https://avnu.org/automotive/, last
accessed: 26-11-2021.

[2] V. Navale, K. Williams, A. Lagospiris, M. Schaffert, M.-A. Schweiker,”(R)evolution
of E/E Architectures”, in: SAE International Journal of Passenger Cars - Elec-
tronic and Electrical Systems, Volume 8, Issue 2, pp. 282-288, 2015, doi:
https://doi.org/10.4271/2015-01-0196, ISSN: 1946-4622.

[3] Vector Informatik GmbH, “CANoe”, online: https://www.vector.com/int/en/
products/products-a-z/software/canoe/, last accessed: 06-12-2021

[4] McKinsey & Company, “Automotive software and electrical/electronic
architecture:  Implications for OEMs”, 2019, online: https:/www.
mckinsey.com/industries/automotive-and-assembly/our-insights/

automotive-software-and-electrical-electronic-architecture-implications-for-oems,

last accessed: 26-11-2021.

[5] R. Hvanth, D. Valli, K. Ganesan, “Design of an In-Vehicle Network (Using
LIN, CAN and FlexRay), Gateway and its Diagnostics Using Vector CANoe”,
in: American Journal of Signal Processing 1 (2012), No. 2, p. 40-45, doi:
https://doi.org/10.5923/j.ajsp.20110102.07, ISSN: 2165-9354.

NXP Halbleiter Deutschland GmbH, “Automotive Gateway: A Key Component to
Securing the Connected Car”, Version 2018, online: https://www.nxp.com/docs/
en/white-paper/AUTOGWDEVWPUS.pdf, last accessed: 17-11-2021.

=



[7] W. Zimmermann, R. Schmidgall, “Bussysteme in der Fahrzeugtechnik” (Bus

(8

[10

[11

[12

]

]

systems in automotive engineering), Springer Vieweg, Wiesbaden, 2014, doi:
https://doi.org/10.1007/978-3-658-02419-2, ISBN: 978-3-658-02418-5.

T. Steinbach, “Ethernet-basierte Fahrzeugnetzwerkarchitekturen fir zukinftige
Echtzeitsysteme im Automobil” (Ethernet-based vehicle network architec-
tures for future real-time systems in the automobile), Springer Fachmedien
Wiesbaden, 2018, doi: https://doi.org/10.1007/978-3-658-23500-0, ISBN:
978-3-658-23499-7.

TSN Task Group, “Time-Sensitive Networking (TSN) Task Group”, online:
https://1.ieee802.org/tsn/, last accessed: 30-11-2021.

A. Kern, D. Reinhard, T. Streichert, J. Teich, “Gateway Strategies for Embedding
of Automotive CAN-Frames into Ethernet-Packets and Vice Versa” in: Architec-
ture of Computing Systems - ARCS 2011, Springer, doi: https://doi.org/10.1007/
978-3-642-19137-4 22, ISBN: 978-3-642-19137-4.

A. Nacer, K. Jaffres-Runser, J.-L. Scharbarg, C. Fraboul, “Strategies for the inter-
connection of CAN buses through an Ethernet switch”, in: 2013 8th IEEE Inter-
national Symposium on Industrial Embedded Systems (SIES), p. 77-80, IEEE,
doi: https://doi.org/10.1109/SIES.2013.6601474, ISBN 978-1-4799-0658-1.
D. Thiele, J. Schlatow, P. Axer, R. Ernst, “Formal timing analysis of CAN-to-
Ethernet gateway strategies in automotive networks”, in: Real-Time Systems 52
(2016), No. 1, p. 88-112, doi: http://dx.doi.org/10.1007/s11241-015-9243-y,
ISSN: 1573-1383.



Development of a Vehicle Control
App based on Android
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Abstract

At the Institute of Energy Efficient Mobility (IEEM), a prototypical auto-
motive electrical and electronical architecture (E/E architecture) consisting
out of various Electronic Control Units (ECUs) and software functions has
been developed by different student projects to provide a research and
development platform. The aim of this work is to develop an Android app
to provide a remote control of vehicle functions of the E/E architecture.
Furthermore, this app shall serve as a platform for other project activi-
ties at the IEEM (e.g., control of an electric scooter, information security
investigations).

Index Terms

App-Development, Android, E/E architecture, Vehicle Simulation Net-
work

I. Introduction

The automotive industry is undergoing a transformation, driven by the
megatrends of electric mobility, shared mobility and automated driving [1].
As a result, the software used in vehicles as well as the degree of connectiv-
ity is continuously increasing. Therefore, more than 470 million connected
vehicles will be on the road by 2025 [2]. Furthermore, up to 300 million
lines of code will be implemented on ECUs in 2030 [3]. The connectivity
enables a data exchange between vehicles or the environment in order to
optimize control functions [4]. Moreover, vehicle apps for mobile devices are
available to provide remote comfort and control functions for customers
such as unlocking the vehicle, starting heating or displaying the state of
charge. However, the increasing degree of connectivity increases the risk
of information security vulnerabilities and corresponding cyber attacks [5].
Therefore, future automotive systems must be secured by different counter-
measures. To analyze the effectiveness of specific measures, prototypical
setups of real hardware or simulations are useful for research purposes. The
following sections describe the development of a vehicle app, which serves
as a foundation for future investigations and development activities. A main
focus will be the investigation regarding the attack security of wireless
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vehicle interfaces (e.g., WLAN) to external network nodes (e.g., Original
Equipment Manufacturer (OEM)-backend). The app communicates with a
vehicle simulation network, which has been implemented via the software
tool CANoe [6] at the IEEM.

II. Network & CANoe Simulation

For the connection of the vehicle simulation network with the control
app, different network components as well as technologies are used (see
figure 1). An Odroid-XU4 board [7] serves as the access point, providing a
WLAN connection for the mobile device (app). In addition, the connection
to the vehicle simulation (CANoe) is established via Ethernet.

Client WLAN Router Ethernet Server
Tablet Odroid Board CANoe-Simulation

Figure 1. Schematic network architecture for the connection between vehicle
network simulation and control app.

A. Configuration Odroid-XU4 & WiFi-module

In order to configure the Odroid board, a suitable operating system has
to be selected. The two most used operating systems for the Odroid-XU4
board are LineageOS [8] and Ubuntu MATE V.18.04 [9]. LineageOS is a
simple and user-friendly Android-based operating system. However, it is not
suitable for the required application because it cannot be used to install
an access point. This kind of system is automatically rebuilt every time
the system is started. For this reason, Ubuntu MATE is selected, which has
already been established in recent years.

After starting Ubuntu and logging into the system as an administrator, the
access point settings and configurations are made via the Ubuntu terminal
based on [10].

III. Android-App

A. Connection Setup

The connection setup for the message transmission between vehicle con-
trol app (client) and vehicle simulation (server) was divided into different
development steps. First, a unidirectional connection is established be-
tween an app and a laptop via an WLAN router (see figure 2) without the
vehicle simulation.
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Client

WLAN Router WLAN Server
(Ll FritzBox Notebook
Samsung Tab S6
Function. Output:
sendMessage (,Hey") [Client] (,Hey")

Figure 2. Schematic network architecture for the connection between notebook and
control app.

B. Sending Messages

1) Background Information: In apps there is generally a main thread,
which is responsible for the processing of inputs and outputs in the user
interface and should not be overloaded by computational operations, such
as data exchange in a network. Otherwise, it can lead to a ”frozen screen”,
making it impossible to operate with the app. Separate threads are required
to operate data exchange over a network in applications with a user in-
terface. Threads are sub-processes, which enable simultaneous execution
of several programs. The main thread is able to call other threads and
terminated only the app is closed compared to additionally created threads,
which are executed once and then terminated.

2) Implementation: The following app is programmed in Java by using
Android Studio (development environment). Starting with the user interface,
a button calls the connection establishment function via the main thread.
In this function the client class is started. The destination address for the
connection setup is passed to the client class so that it can connect to
the server. The class client runs on a newly created thread. As soon as
a message is to be sent from the client to the server, another thread is
started for sending. The basic functions required for sending messages are
the following:

« Socket(): Opens an unconnected socket. The method connect(Socket-
Address endpoint) can be used to connect the client to a server. The
SocketAddress contains the address of the server (see listing 1).

Listing 1. Code extract for establishing a connection between app and client

public void run() {
try {
socket = new Socket();
socket.connect(host, 1000);
} catch (Exception e){
e.printStackTrace ();

No gk wWNE

1
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« DataOutputStream(): Allows writing various data types. The method
writeUTF(String str) enables to send strings based on UTF-8 encoding.
With DatalnputStream() the data can be read again.

The server (notebook) can receive messages from the client (tablet) and
output them in the console of the development environment. The server was
programmed with Java in Eclipse (development environment). The basic
functions required for receiving messages are as follows:

« Socket(): Opens an unconnected socket.

« ServerSocket(): Opens an unconnected ServerSocket on a selected
port on the device. The accept() method waits until a client logs on
to the port on the laptop. When a connection is established by the
client, the method returns the socket type.

« DataInputStream(): Allows to read messages from a socket. The read-
UTF() method can read the received messages from the socket and
store them in a string (see listing 2).

Listing 2. Code extract for receiving messages on the server

1 | public void sendMessage(String msg){
2 |new Thread(new Runnable () {

3 @Override

4 public void run () {

5 try {

6 if (socket.isConnected ()) {

7 dos = new DataOutputStream (socket.getOutputStream ());
8 dos = writeUTF(msg);

9| 1}

10 catch (IOException e) {

11 e.printStackTrace ();

12 closeConnection ();

13 | }}}).start ();

14 |}

C. Extension for Receiving Messages

After the implementation of the unidirectional connection, this is ex-
tended to a bidirectional one (see figure 3). When the client sends a mes-
sage, the server sends a message back to the client, which outputs the
message via the user interface.

In the app a new thread is created from the class client which perma-
nently listens for new messages using DatalnputStream(). The output via
the user interface is realized by using the function runOnUiThread(). On
the server (notebook), the function is extended to send messages. When a
message is received from the app, a new message is sent from the server
to the client (app) via DataOutputStream(). The app displays each received
message on a list via the user interface. The list is continuously updated
by the function runOnUiThread().

13



Client

WLAN Router WLAN Server
s FritzBox Notebook
Samsung Tab S6
Function. > Output:
sendMessage (,Hey") [Client] (,,Hey")
1
v
Output: € m e e e e e Function:
[Server] (, Test”) sendMessage (, Test”)

Figure 3. Schematic network architecture of a bidirectional communication between
notebook and control app.

D. Communication - Vehicle Simulation & App

In the following, the notebook used is now replaced by the CANoe vehicle
simulation for data exchange with the app. Therefore, the router is replaced
by the Odroid board, which establishes an access point for data exchange.
The vehicle simulation is connected to the Odroid Board via Ethernet and
serves as a server. Furthermore, the vehicle control app is also connected
with the Odroid board via WLAN. For the communication, it has to be con-
sidered that the CANoe simulation implemented by the CAPL programming
language uses char arrays instead of strings. However, in order to output the
data in the user interface, strings are more suitable. Therefore a function
is implemented, which converts the char arrays into a string based on a
specified protocol.

Client

WLAN Router Ethernet Server
Tablet — . ] . .
Odroid Board CANoe Simulation
Samsung Tab S6
Functon. Output:
sendMessage (,Hey“) [Client] (,,Hey“)
1
v
Output: User Ul € mm e Function:
(, Test”) Socket.send (, Test”)

Figure 4. Schematic network architecture of a bidirectional communication between
vehicle network simulation and control app.
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E. App Design & Usability

A high priority is assigned to the app design in order to achieve a good
usability. One of our main requirements is an appealing design that could
be used intuitively (see figure 5). In order to provide visual as well as haptic
feedback when the state of the vehicle changes, the colors of the buttons
change or vibrations are triggered.

16:09 @ =00

FahrzeugsteuerungsApp

plotor | veRSUNDEN WIT FAMRZEUS
Licht
Blinker
Fahrzustand ‘ 56 km/h ’
Gaspedal
Bremse I K
11 o <

Figure 5. User interface of the developed vehicle control app.

While the app is not connected to the vehicle or server, the connection
button is orange and all vehicle control functions are disabled. As soon as a
connection is established, the button changes to green and the text content
changes to Connected to Vehicle. Below is the option to show the current
location via the Google Maps button. Furthermore, the button Connection
Details activates the settings, which allow the connection to any address
by using IP and port. Incoming messages from the vehicle are displayed
directly under IP and Port.

The light position currently selected by the user is permanently framed
by a ring, so it can be clearly recognized whether the daytime running light,
low beam or high beam is switched on. Like the other functions, the light
can only be set while a connection is established. The functions for active
vehicle control have been programmed in such a way that either braking
or accelerating is possible. Accelerating the vehicle is only available within
the driving modes D and R. The throttle represents a real vehicle behavior.
When releasing the button on the seekbar, it is restored to the default value.



For activating the brake, the button has to be pressed permanently, while
the color remains orange.

IV. Conclusion & Future Work

The vehicle control app allows to communicate with the simulated IEEM
E/E architecture via a WLAN access point. This enables the execution of
various control functions of the vehicle remotely and different sensor infor-
mation can be accessed, which serves as a foundation for future research
and development activities. A future work will address the implementa-
tion of security measures. Therefore, the network will be secured by using
well-established protocols (e.g., IPSec, TLS). Moreover, firewalls and access
controls will also be integrated.
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Abstract

This paper deals with the handling of reports of automotive cyber vul-
nerabilities found in the field. Processes for disclosing reported vulnerabil-
ities within the automotive industry are examined and compared. Both, the
world’s most important vehicle manufacturers (OEM) and relevant suppliers
are considered. In addition, all published vulnerabilities (in scope) are taken
from the two databases NVD and ADD and analyzed. From this, insights can
be gained into the quality and quantity of reporting opportunities as well
as downstream disclosure processes for vulnerabilities within the auto-
motive industry. In connection with this, the extent to which information
on resolved vulnerabilities is made available to the public is examined.
Furthermore, it is recorded whether or not companies are present on a
service provider platform for the coordination of security vulnerabilities.
At the end of the elaboration, conclusions are drawn on how to deal with
security vulnerabilities in the automotive industry. It can be shown that an
in-depth analysis is difficult due to insufficient data. However, it is clear that
more transparency and a stronger disclosure culture regarding automotive
security vulnerabilities could improve the quality of vulnerability manage-
ment in the after-production phase. In our view, one of the desirable steps
would be to establish independent and trustworthy bodies in disclosure
processes.

Index Terms

Automotive Security, Vulnerability Handling, Vulnerability Disclosure

I. Introduction

Due to increasing networking and automation, more and more software
and computer-based solutions are being integrated into vehicles [1]. In
addition to many advantages, however, there is also an increasing risk
of possible security vulnerabilities that can be exploited for attacks on
a vehicle or entire vehicle fleets [2][3]. Corresponding trends have been
observed for several years. For example, the number of reported attacks in
the automotive environment increased sixfold from 2010 to 2018 (circa 60
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in 2018). At the same time, in 2018, the proportion of malicious attacks
exceeded that of well-intentioned ones for the first time [1]. Both trends,
the number of cyber incidents, and the dominance of malicious attacks
has been continuously confirmed [4]. This development highlights the need
to massively strengthen the community of benign hackers. This can be
supported by intensifying incentives, as well as expanding low-threshold
reporting options and trustworthy disclosure processes. To counter these
threats, companies need to drive appropriate security mechanisms. Given
the long product lifetimes of vehicles, vulnerability management in the op-
erational phase plays a particularly important role in the automotive sector.
Involving the knowledge of well-intentioned hackers outside the industry
can make a helpful contribution [4]. In order to achieve the best possible
cooperation between this group and the industry, incentives and fair disclo-
sure processes are essential, in addition to trusted and published reporting
facilities. Bug bounty [5] and vulnerability disclosure (VD) programs [6]
address these requirements and have become widely established. The aim
of a VD program is the efficient and coordinated fixing of a vulnerability
before it is exploited for an attack. Publishing selected information about
the fixed vulnerability or advisories for end users can provide additional
value. Bug Bounty programs aim to recruit as many well-intentioned hackers
as possible by issuing additional incentives such as fixed rewards. This
paper examines how stakeholders within the automotive industry deal with
reports of cyber incidents in the field. For this purpose, the current im-
plementation status of measures such as vulnerability disclosure and bug
bounty programs in the automotive environment is considered in section
II. For this purpose, the scope of consideration as well as assessment
criteria for the investigation are defined. This is followed in Section III by
an analysis of the information obtained. Here, both, vulnerability related
parameters like quantity and severity of vulnerabilities and process related
parameters are taken into account. Finally, the results are summarized and
an outlook on possible proposals for improvements is given in section IV
and V.

II. Status of Implementation

A. Definition of Scope

In the research for this work, certain pre-selections were made in order
to limit the scope of the work without compromising the informative value.
The ten best-selling passenger cars of the last two years (2018 & 2019)
worldwide [7][8], in Europe [9][10] and in Germany [11] were used as
reference for the selection of the automobile manufacturers (OEM) to be
investigated. Here it was assumed that these vehicles, due to their age, are
not only the most widespread, but additionally the most digitized vehicles.
They therefore offer the largest attack surface for potential hackers. In addi-
tion, the two manufacturers BMW and Tesla were included in the research.
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BMW was included because their model “X6” lists itself as the most stolen
passenger car in Germany [12]. Tesla, in turn, was included in the list as
a new and all-electric brand to provide a comparison to the established
companies. Furthermore, the company’s strong focus on autonomous driv-
ing features and smart cars played a major role in the selection. In addition
to OEMs, the largest suppliers to the automotive industry by revenue were
included in the research. The regions of the world [13], Europe [14] and
Germany [15] were also considered for the suppliers and a corresponding
selection was made. Suppliers that exclusively produce components that
have no relevance in terms of cybersecurity (e.g.: tires) were excluded. For
the research of security vulnerabilities, the public databases NVD [16] and
AAD [17] were used. Published security vulnerabilities are listed on these
databases. It should be noted that the data in AAD only goes up to 2018
and includes vulnerabilities that have not been published by the companies
themselves. The information comes from published scientific papers. It
should also be noted that the NVD database only lists vulnerabilities that
have a CVE-ID [54]. Thus, both databases do not contain all published
vulnerabilities, which is why a combination of both data sources was used
for this work. Additionally, if used by the companies, the service provider
platforms “HackerOne” [18] and “Bugcrowd” [19] were used as sources.
These platforms allow good hackers to establish contact with the companies
as easily as possible. They also give companies the opportunity to have
their products and services tested by a large and trustworthy number of
hackers. The platforms offer the possibility to start either a VD or a bug
bounty program. The first VD program was launched in 2014, which is why
the research period extends from the beginning of 2014 to the end of 2020.
When evaluating the published vulnerabilities, no pre-selection was made.
The aim of this work is to make a general statement about the handling
of the automotive industry with this topic. However, the respective imple-
mentation processes in the supply chain could not be taken into account,
as these are not publicly accessible.

B. Evaluation Criteria

In order to obtain both a comparability of the companies and a statement
about the overall behavior of the automotive industry, some criteria for
evaluation were defined in advance. The assessment was made in principle
with regard to the existence of reporting oppotunity or platforms as well
as appropriate disclosure conditions and guidelines (disclosure policy). For
both categories, more in-depth criteria were examined to provide further
insight into the quality of existing efforts. The companies were analyzed
according to the following criteria.
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1) Vulnerability disclousure policy: By publishing its disclosure policy a
company can provide transparency for their expectations by communicat-
ing, for example, the scope of their program or restrictions and conditions
for the disclosure of submitted vulnerabilities. The following points are
considered during the research to assess the quality of disclosure policies
found to be publicly accessible:

« Is there a company disclosure policy available to the public?

« Is it the company’s own disclosure policy or has it been adopted from

a 3rd party service provider?
« What is the scope of the program regarding domains and product areas
(out-of-scopes)?

« Is any information provided on the expected procedure of the process

after a notification has been submitted (disclosure timeline)?

2) Vulnerability disclousure platforms or reporting opportunity: Provid-
ing low-threshold and trusted channels for communicating and submitting
vulnerability information to a company is a key cooperation incentive for
security researchers. Therefore, the research also focuses on the following
points:

« Does a way exist to communicate vulnerability information to the com-

pany?

« If there is a reporting option, does the company use a service provider

platform (e.g., HackerOne or BugCrowd)?

o How transparent is the existing platform with regard to the publication

of vulnerability information after their remediation?

C. Implementation Status

Most of the investigated OEM offer the possibility to report security vul-
nerabilities directly. In doing so, they also all specify what type of vulner-
abilities may be researched and reported (in scope). In connection with
this, almost all companies that offer the possibility of reporting security
vulnerabilities also have a vulnerability disclosure policy. It is noticeable,
however, that specifying information is often missing. Nine companies spec-
ify what is in scope, but only six of them specify what exactly is out of scope.
However, these specifications can prevent misunderstandings and provide
”good hackers” with orientation for legally compliant action. Furthermore,
there is no discernible standard in the policies of the companies. Some
companies are specific about the process and the information they want to
publish, while others only specify how the vulnerabilities should be sent.
The comparison also shows that only those companies have a Hall of Fame
that are also present on an external platform. The Hall of Fame lists hackers
which have already successfully found a security vulnerability (and helped
to solve it). Such a public list is an indication of transparency and fair
dealing and is an incentive for cooperation for security researchers [20]-
[32]. The results of the investigation of the implementation status within
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the group of OEM are shown in Figure 1. Among the relevant suppliers, it

Implementation status OEM

Ability to report a specification "in  specification" out of Hall of Fame Platform
security vulnerability Scope” Scope”

Number of companies
6 kb N W b 0 e N ® w®

Wyes Mno
Fig. 1. Implementation status of the disclosure options - OEM

can be observed that most of them do not offer any possibility to report
a security vulnerability. Only three companies [36]-[39] provide such an
option. Particularly striking is Bosch, which offers the greatest transparency
of all the companies considered in this paper through its own platform for
reporting security vulnerabilities. Detailed information is provided about the
VD program as well as about the publication process itself [33]-[35]. A
possible explanation for the fact that only a few suppliers offer a reporting
option is given in Section III-C. The results of the investigation of the
implementation status within the group of suppliers are shown in Figure
2.

III. Analysis of Success Grade
A. Evaluation Criteria

At the beginning, the number of published security vulnerabilities is con-
sidered. The increasing or decreasing willingness to publish them should
give an indication of the trend to be expected in the future. In connection
with this, the number of published security vulnerabilities is to be put in
relation to the security vulnerabilities that have been solved but not made
available to the public. However, for the industry as a whole this can only be
estimated, as information on this can only be found for individual companies
on service provider platforms. The success of companies in dealing with
security vulnerabilities is also to be assessed by looking at the patch-
ing times for published security vulnerabilities. Relevant vulnerabilities are
those whose threat level is rated as high or critical (according to the rating
metric of the respective platform). In addition, we will examine whether
the (additional) presence on service provider platforms correlates with the
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Fig. 2. Implementation status of the disclosure options - suppliers

frequency with which information about fixed vulnerabilities is published.
Furthermore, a statement is to be made as to whether further positive or
negative effects occur as a result of a service provider platform presence.

B. Analysis of OEM

It has already been mentioned that the success of the vehicle manu-
facturers can only be analyzed in its entirety due to the insufficient data
available. First of all, the total number of vulnerabilities published during
the period under review is taken into account. This shows that although the
number of published security vulnerabilities has risen sharply in percentage
terms over the period under review, this is not significant when looking at
the total numbers (see Figure 3). What is striking, however, is the abrupt
increase in 2018 and the steep drop in the numbers in the following year.
This can be explained by the fact that several security vulnerabilities were
published in 2018 that impacted several vehicles and companies at the
same time. In connection with the total published security vulnerabilities,
there are also clear differences between the manufacturers. Three brands
in particular stand out. BMW has by far the most publications (28), followed
by Tesla (21) and Mercedes (15). For all other companies, there are com-
paratively few published security vulnerabilities (see Figure 4). This could
indicate either a lower willingness to publish or a higher level of cyber
security of the vehicles of these manufacturers. The attractiveness and
public perception of a brand can also have an influence on the number of
attacks carried out on its vehicles. This potentially infers a higher number
of vulnerability reports as well as corresponding publications. Looking at
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Fig. 4. Number of published vulnerabilities per brand

the publications per brand in relation to the presence on a service provider
platform, we see a positive correlation. This could be an indication that
cooperation with service provider platforms leads to an increased number
of publications (see Figure 5). Over a period of six years, it can be seen
that companies with a service provider platform presence (with an average
of 12.8 vulnerabilities) have published far more than those without (5.6
publications per brand). In turn, companies that do not offer the option of
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reporting security vulnerabilities have published only 12 security vulnerabil-
ities (3 per brand) in six years. Before a conclusion can be drawn, however,
it must be remembered that the security vulnerabilities mentioned were not
primarily reported via the platforms, but that this is only intended to make
a statement about the willingness of the companies to be transparent. In
addition, it must be taken into consideration when the companies started
their respective platform presence (cf. Figure 5). It can be seen that, in

Vulnerabilities OEM
Listed by platforms

70 64
60
50
40
30

20

12,8

Number of vulnerabilities

10

21 21

10,75 12

o N K
[ | -

HackerOne OEM Bugcrowed total own platform without

M total M per company

Number of published vulnerabilities

after starting the platform presence
30

25

21 21
20
15
10 g
7

s 4 4

! - -
0 —

BMW (2020) Ford (2019) Tesla (2014) Toyota (2018)

m Published security vulnerabilities in the period under review m Publications since start of program

Fig. 5. Number of product related vulnerabilities published, by platform use (top);
number of publications, by platform presence launch (below)

connection with Ford and Toyota, comparatively more security vulnerabili-
ties were published after the start of their platform presence than before.
Tesla cannot be included here, as the company has a platform presence
throughout the entire period under review. BMW, on the other hand, per-
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forms worse in this comparison. They have only published one more security
vulnerability since the start of their BugBounty program in 2020. However,
this can be explained by the fact that some security vulnerabilities have a
long patching time [44]-[50], so that a first comparison should not be made
until the end of 2021. Nevertheless, the comparison in Figure 5 shows
that companies with a platform presence tend to publish more security
vulnerabilities. However, this statement must be made cautiously due to
the paucity of data. Publications not only reveal the security vulnerability
itself, but often also the associated scientific work, the patch time and
the severity of the security vulnerability. It is striking that comparatively
few “critical” and "high-risk” security vulnerabilities have been reported
or published (see Figure 6). The reason for this could be that companies

Severity distribution of the published security
vulnerabilities OEM
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Fig. 6. Severity distribution of the published security vulnerabilites (OEM)

are less interested in particularly critical security vulnerabilities becoming
public. It is also possible that they hope this will prevent criminal attackers
from finding out about similar high-security vulnerabilities at other compa-
nies or in other vehicles. Data that could provide information on this was
not collected as part of this work. A large variance can be observed for the
patching time of these high-security vulnerabilities. The patching time for
security vulnerabilities with severity level High ranges from 5 to 1095 days,
whereas for severity level Critical it ranges from 3 to 364 days. Based on the
presence of individual vehicle manufacturers on service provider platforms,
it can be seen that many more security vulnerabilities are reported and
resolved than are published. Ford is an example of this. In the period under
consideration, Ford published seven security vulnerabilities, whereas the
HackerOne platform announces that the company has solved 1726 security
vulnerabilities (since January 2019) [22]. Of course, it must be kept in
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mind here that these are security vulnerabilities in other domains, such
as webpages, and are thus not relevant to vehicles themselves. However,
this very clearly shows the lack of transparency in dealing with security
vulnerabilities within the industry. Ford or HackerOne does not provide any
information about the exact nature of the security vulnerabilities, but only
names the finders.

C. Analysis of Suppliers

An analysis of suppliers is not possible due to the insufficient data avail-
able. Publications on security vulnerabilities were only found for compo-
nents from the manufacturers Bosch and Continental during the period
under review. One reason for this may be that hackers do not specifically
contact the manufacturers of the various components, but rather the vehicle
manufacturers directly, as reporting options are much more widespread
among OEM.

IV. Conclusion

In summary, there is little transparency in the automotive industry with
regard to security vulnerabilities that occur. Neither the exact number nor
the success rates, nor the quality of the disclosure processes can be ac-
curately determined. Despite the low level of data, however, this work has
shown that there are also companies that stand out positively and have
already taken the path toward greater transparency and security. It is also
positive to see that most OEMs offer the possibility of reporting security
vulnerabilities in encrypted form. Even if the subsequent process mentioned
above is often very opaque. It is also clear that companies that are willing
to work with external service providers to eliminate security vulnerabilities
are more willing to disclose them. However, it also emerges negatively from
the research that patching times for high-risk security vulnerabilities can be
very variant and long. However, more data would have to be available to
make a statistically relevant statement on this. It is also not possible to
make a relevant statement about the success of the companies. Only the
companies that work with a service provider platform provide an insight
into their percentage success rate on the platform. With regard to Tier 1
suppliers, it is apparent that not only do they for the most part not provide
the opportunity to report security vulnerabilities, but they also make almost
no disclosures. In addition, most of the suppliers analyzed are members
of the "Auto-ISAC” association [40]. Through this association, the member
companies commit to share emerging security vulnerabilities with the other
members and thus identify related or the same security vulnerabilities.
Thus, suppliers could feel additionally secured and thus not launch their
own programs. Compared to the IT industry, the automotive industry still
has a very long way to go before a relevant statement can be made about
your success. A search on the NVD database has shown that over 3000[41],
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Apple over 7000 [42] and Microsoft over 8000 [43] security vulnerabilities
have been published for products from Intel. A central, independent re-
porting and coordination body in Europe to coordinate and record security
vulnerabilities is necessary to better counter the development of potentially
increasing cyber incidents, even in the operational phase of vehicles. Even
though individual companies place a comparatively high value on the topic
of security, the transparency of the entire industry is very weak. As a result,
high-risk security breaches may not be resolved for several hundred days
and pose a strong threat to the safety of vehicle occupants. The reporting
office should be designed in such a way that companies are forced to put
an appropriate amount of effort into solving the problem, depending on
the severity of the security gap. Government monitoring is also conceivable
in this context. Furthermore, in view of the ever-closer autonomous driving
and the entry of other technology giants such as Apple [52] and Google [53]
into the industry, the issue should probably attract more attention from the
public.

V. Related Work

The work described shows positive trends in recent years, particularly
on the side of the OEM with primary responsibility. However, it also shows
that there is still potential in terms of both the quantity and quality of
reporting options and disclosure processes. We also see a great need for
stakeholders outside the industry. For example, there is currently still a
lack of independent players in this field who can act as coordinators and
mediators when disclosure processes do not proceed to everyone’s satis-
faction. There is also a lack of independent, trustworthy reporting points
with low-threshold reporting options. Such independent actors have estab-
lished themselves over decades in mature domains such as IT security as
a strong and important authority in the field of security management and
perform important work both within disclosure processes but also as an
informative authority (e.g., CERT/CC [52]). The current work at the Institute
for Energy Efficient Mobility at Karlsruhe University of Applied Sciences is
derived from the recognition of this need. There, the development of an
exemplary demonstrator of a web-based reporting platform for automotive
vulnerabilities is in its final phase. This demonstrator is intended to simulate
a practical platform that is primarily aimed at non-commercial security
researchers. This demonstrator is designed to be practical and could easily
be taken into real operation by appropriate instances. The goal is to lower
the barrier of entry for potential independent actors and thus promote the
establishment of independent coordinators for disclosure processes in the
environment of automotive security vulnerability disclosure. The contents
of the demonstrator are shown in Figure 7.
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Abstract

Modern vehicles consist of a number of electronic control units (ECUs)
dedicated to specific tasks. The behavior of the car can be modified by
introducing additional, third-party ECUs. This can be a result of users want-
ing to add or modify functionality, or a result of an attack on the vehicle.
Especially the modification of functions that impact the vehicles behavior
in regard to driving functions or performance figures might result in the
vehicle no longer being road legal. The scope of this project report is to
showcase ideas, on how to identify additional ECUs.

Index Terms

ECU, Third-Party, Power Measurement

I. Introduction

The number of electronic components in vehicles is constantly increasing.
Today, a modern luxury-class vehicle contains up to 100 electronic con-
trol units (ECUs) [1], most of which interact with each other via complex
networks to exchange data and use shared resources such as sensors
connected to these networks. Accordingly, changes to vehicles and their
networks can also have a serious impact on road safety.

For the majority of future vehicle applications it is important to have a high
level of communication security. Among other things, this includes ensuring
that critical information is only transmitted in encrypted and authenticated
form to prevent possible manipulation. Modern security mechanisms are
based on cryptographic algorithms and protocols. These enable secrecy,
tamper-resistance and authentication and are consequently able to ensure
the most essential challenges to automotive communication security. [2]
Commonly used communication technologies in a car today do not support
this throughout, so a modification can not be excluded in its entirety. [3]

The goal of the semester project titled ”"Detecting Hardware Modifications
on Vehicles” was to develop approaches to detect third-party hardware on
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vehicles. Therefore, the work has gone through a research phase and a
conceptualization phase. In the research phase, the relevant and affected
bus systems were explained in more detail, including their use, advantages
and disadvantages.

The basic knowledge about bus systems in vehicles is important, because
they are affected by the attachment of third-party hardware. [4], [5] This
is followed by researching the variety of possible modifications to vehicles,
as well as their detection and impact on the vehicle. Afterwards, potential
intrusion points, such as various interfaces, at which attackers can tap, were
pointed out. The main part of the work is the conceptual design phase.
In this phase, three concrete solution approaches were developed, which
should enable the detection of foreign hardware on vehicles.

II. Possible Solutions

The following approaches deal with various ways of foreign hardware
detection. Certainly, it is difficult to detect foreign hardware with the naked
eye unless one has a trained eye and has already studied such methods,
or they are readily visible. [6] In addition, third-party hardware can be
designed to not be noticeable for the car itself, and can be hidden in
various compartments and behind cladding. As a consequence, one would
not necessarily be able to detect foreign hardware. Without a suspicion of
foreign hardware, one would also not get the idea to start looking for it. In
the following we will take a closer look at various approaches.

A. Scanning the vehicles

Proposed solution 1 is based on the use of mobile scanners. Mobile
scanners can already be used to detect contraband and hidden objects.
This technology is already used for trucks. However, this involves objects
that do not interact with the vehicle or have any influence on the vehicle.
X-ray technology also finds its application at the airport. The suitcases of
the numerous passengers are scanned and if dangerous and illicit goods
are suspected, they are unpacked and disposed of. The technology is also
used in health care for people. Here, for example, existing fractures can be
detected, as the bones then do not correspond to normal findings, but look
pathological.

Exactly this technology, can be used for the recognition of foreign hard-
ware. In order to be able to use the technology here, mobile X-ray scanners
for cars of any kind would be needed in the first place. This scanner would
then x-ray the cars and show the x-ray image on a connected monitor. For
comparison, an reference X-ray image of the car is needed, which shows
how the vehicle looks originally or freshly after delivery from the production.

The numerous images of the various cars according to their original form
are stored in a database. The software is then able to compare the current
image with the original file to detect extraneous hardware, such as on
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the ECU. In order to establish the method, one would need a functioning
software, which can fulfill the requirements. Furthermore, one has to rely
on the trustworthiness of the source for the reference X-ray images.

A currently available example can be seen in a giant tube for X-raying cars
at the Fraunhofer-Entwicklungszentrum Rontgentechnik EZRT in Furth. The
gigantic turntable with a diameter of three meters of the XXL CT rotates
slowly and drives into an X-ray source, in which a four-meter-long X-ray
detector is located. The computer tomograph of a different dimension can
scan entire cars, airplane wings and even entire shipping containers [7].

Furthermore, there are already fully automated X-ray scanners that can
find damage to cars in the shortest possible time [8] and the so called
ProovStation that utilizes images for the inspection of cars for damages. A
total of 25 cameras take 600 images, providing a 360-degree analysis of
the car. [9] Merging these concepts could help in the current quest.

Now the question also arises, what are the advantages and disadvantages
of this approach? Among the advantages is the duration of the process. In
a very short time one has the detection if foreign hardware is attached and
the result is very reliable because the hidden hardware can be detected by
the X-ray image. The disadvantages include the great effort until you have
the reliable X-ray images and can build the database. Likewise, the rays
could be dangerous for the people who are near the device. Additionally,
objects cannot be distinguished 100%. For example, a pen in the back seat
could be seen as a hazard, or third-party devices hidden in the cladding
or in metal folds of the cars structure can be hard to identify. Especially,
if the inspected cars are not cleaned of additional stuff transported in the
vehicle before inspection. The device would also be very impractical due to
its size.

B. PIN query when adding a third-party hardware

Another approach is the prevention of third-party hardware in advance.
Vehicle Software is becoming increasingly standardized. [10] A software
monitoring network activity could be implemented. The idea is to actuate
a two-way confirmation, such as a PIN request, when adding third-party
hardware. With this, the car owner is warned in case foreign hardware wants
to act on the car. Nowadays, there are various apps from car manufacturers,
which can be connected to smartphones. In case of an attack, installation
of the foreign hardware is carried out without the presence of the driver,
the linking of the software to be developed with the mutual confirmation
also with the app is of important significance. This of course would fail as
a possible measure, if the third party hardware would be installed by the
owner of the vehicle.

Now we come to the advantages and disadvantages here as well. Among
the advantages is the ease of use, since the third-party hardware can be
controlled by the smartphone. For the user, this is just an additional function
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without much effort, since he does not have to be on site as, for exam-
ple, with the mobile scanner. In case of non-authorization, the third-party
hardware does not bring any benefit. This solution also serves for control
purposes and one can follow conscious or even unconscious changes as a
user of the vehicle. Disadvantages would arise if, for example, the smart-
phone is stolen and one has not secured the app well. Additional this could
be implemented into the fleet management software. [11]

C. Foreign hardware detection through power consumption

Modern cars have many comfort and safety functions. All kinds of devices
and assistants consume electricity and put a strain on the battery. The 3rd
solution refers to this train of thought, as third-party systems installed in a
vehicle have to be powered as well.

The solution would be to install a consumption meter or consumption
analyzer on the vehicle. This device would record measured values and warn
the driver via the on-board computer if the difference from the standard
consumption is too great. The warning would indicate that third-party hard-
ware is installed and is causing the increased consumption. This proposal
also has advantages and disadvantages. The advantage is that the user will
be alerted when excess consumption occurs and will check his vehicle. The
attachment of such a device is not visible from the outside and does not
damage the appearance, for example. A disadvantage is that the excess
consumption cannot be localized.

III. Experimental evaluation

An experiment was set up to test the detection of third-party hardware
via its power consumption. The test setup consisted of a vehicle network
from a German executive class vehicle. Powered by a power supply from the
wall-outlet. The Vehicle network was in a state that is somewhat equivalent
to that of a parked car with the ignition set to power certain accessories,
although not all devices that would consume power in this scenario were
present and installed in the vehicle network. To simulate a Third-Party-
Device that is connected to the vehicle, an additional electronic control
unit was attached to the system. Even though the power was fluctuating,
the added device could clearly been measured.

To get the necessary measurements, a MSO07034B Infini Vision Oscil-
loscope was used in conjunction with a multi-meter of the type 34405A,
both made by Agilent. To measure the power draw, a resistor with 0.823
Ohm was connected in series with the test bench to measure the voltage
across the resistor and calculate the power draw.

As shown in Figure 1, while the power was fluctuating as expected, the
added power consumption of the third-party-hardware can be seen quite
clearly. In order to get a better understanding of the current draw, the
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TABLE I
Comparison between the power consumption of the system under test, without the
added hardware and with the third-party-device, mean values.

Measurement Reference | with Third-Party-Hardware
Mean over 100s 7,047 A 8,210 A
Min (Mean) 6,990 A 8,146 A
Max (Mean) 7,102 A 8,425 A
Std. Deviation (Mean) | 25,027 mA 60,476 mA

mean average was calculated for the different scenarios over a period of
100s each and can be seen in Table I.
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Fig. 1. Current readings of the test setup over a period of 5 seconds. Displayed is
the reference power draw in comparison to the power draw (shown in blue) with the
added third-party-hardware (marked as TPH and shown in orange).

IV. Conclusion

As technology is always being advanced, safety and security should be a
focus and solutions regarding safety issues should be put in place. Based
on the research that is presented here, three solutions have emerged in
this semester project. These were scanning the vehicle for modifications,
requiring access to vehicle functionality via PIN query to ensure the owner
or driver is aware of the modification and monitoring the power consump-
tion of the vehicles electronic components. All three solutions could be
very helpful for detecting third-party hardware. While the evaluation of
the power consumption seems promising, in detecting variations in the

36



power draw caused by additional hardware it could also only detect devices,
that were powered through the car. A more in depth look in how such a
monitoring system could be incorporated would be the next step to explore
this approach.
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Abstract

The usage of chemical reaction mechanisms in numerical simulations
offers the possibility to describe combustion phenomena in a high level
of detail. However, different degrees of complexity and varying limits of
mechanism validation complicate the commitment to a specific reaction
mechanism in practical application. This work presents a benchmark study
using natural gas reaction mechanisms well-established in literature for
calculation of ignition delay under internal combustion engine conditions.
Simulation results of the chemical reaction mechanisms GRI 3.0, USC II,
San Diego, CRECK 2003 and AramcoMech 1.3 were tested against ignition
delay data from shock tube and rapid compression machine experiments
reported in literature. The experimental reference data were selected in
order to cover the operating ranges of both spark and compression ignition
engines, thus including lean and stoichiometric mixtures (A = 1.0-3.3),
pressures between 10-160bar and temperatures in the range of 850-
1500 K. Significant amounts of hydrogen admixed to natural gas up to
80 %-mol were considered in order to address the rising significance of
hydrogen. While the absolute differences between experiments and sim-
ulations strongly depend on the specific boundary conditions, it is found
that there is overall excellent agreement of AramcoMech 1.3 and CRECK
2003 with measurement results. The less complex mechanisms GRI 3.0,
USC II and San Diego reasonably predict ignition delay in the high tem-
perature regime above 1100K as well, yet a tendency to underestimate
ignition delay exists. Concerning elevated hydrogen fractions, the accuracy
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of AramcoMech 1.3 and CRECK 2003 found for pure hydrocarbons holds,
USC II tends to overpredict reactivity and the prediction accuracy of GRI
3.0 and San Diego depends on the actual hydrogen fraction studied.

Index Terms

Chemical reaction mechanism, Natural gas, Hydrogen, Ignition delay,
Simulation

I. Introduction

The possibility to buffer surplus electrical, regenerative energy in form of
pure hydrogen and hydrogen-based gaseous or liquid fuels, also known as
Power-to-X technologies, emphasizes the significant role of hydrogen within
the imminent transformation process from fossil to regenerative energy
sources. Considering the energy sector, the existing European natural gas
pipeline infrastructure already allows for significant amounts of ca. 10 %-
mol hydrogen admixed to natural gas [1] [2]. Though the natural gas net-
work allows even higher hydrogen enrichment, maximum hydrogen content
is limited by the capability of domestic appliances and energy facilities
to process those hydrogen enriched fuel mixtures without failure [2] [3].
Owing to its high reactivity, increasing hydrogen fraction notably changes
combustion characteristics compared to pure natural gas with respect to
the flammability limits, flame speed, ignition delay and peak temperatures.
For the design of future combustion systems fueled with natural gas, e.g.
combined heat and power plants or gas turbines, thus the challenge arises
to ensure long term operation and high efficiency while complying with
emission legislation using natural gas as well as natural gas/hydrogen mix-
tures.

The usage of chemical reaction mechanisms represents an advanced
method to describe combustion phenomena in numerical simulations, yet
at high computational costs. Owing to the gradual decomposition of larger
fuel species to smaller molecules, i.a. to smaller, stable fuel species, the
oxidation schemes of H,/0, and C,-C, form the core mechanisms of smaller
as well as larger hydrocarbon fuels [4]. Natural gas mainly comprises C,-C5
alkanes as well as minor fractions of C,-C, alkanes, which amounts signif-
icantly vary depending on the region the natural gas is extracted from. In
comparison, liquid fuels incorporate larger fuel species, exhibiting complex
chemistry and thousands of reaction pathways to be considered during
combustion. The lower complexity of natural gas fuel species allows for
much lower computational effort at still high level of detail compared to
liquid fuels, leading to a high applicability of natural gas mechanisms within
numerical simulations.

In recent years several groups of researchers made great effort in devel-
oping chemical reactions mechanisms with different level of detail to model
combustion of main natural gas constituents. Table I presents an overview
of mechanisms frequently used for simulation of natural gas combustion
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and details their count of species and reactions and the year of release. Ow-
ing to the large number of mechanisms available in literature, the overview
shown represents a sample based on a literature review, which does not
seek completeness. The selection of reaction mechanisms herein strives
for significant archival mechanisms as well as latest mechanisms accessing
most recent literature data.

The Gas Research Insititute (GRI) 3.0 [5], San Diego [6] and University of
Southern California (USC) II [7] mechanisms represent prominent examples
of mechanisms comprising a concise set of species and reactions allowing
for a sound calculation of fundamental kinetics. GRI 3.0 includes rate pa-
rameters fitted to match a comprehensive experimental database including
alkanes up to C; and is thought to be one of the first freely available natural
gas mechanisms. Ignition delay validation targets cover a pressure range
from 0.25-83.7 bar, high temperatures 1350-1850K and a wide range of
air-fuel ratios (\) within X\ = 0.2-3.7.

USC II includes C, alkane chemistry and its rate parameters definition
bases on an extensive literature review. The mechanism is validated against
ignition delay data of hydrogen, alkanes as well as alkenes under high
temperatures and high pressure conditions up to 2200K and 87 bar, while
covering lean and rich mixtures in the range of A = 0.5-2.0.

The San Diego mechanism is built on the approach of keeping the number
of species and reactions to a minimum, thus involving only species up to
C,, which are expected to dominate the ignition process. Though the mech-
anism does not come along with direct comparison against measurement
data as provided for other mechanisms, it’s authors state that it covers a
wide range of high temperature combustion phenomena.

The most recent mechanisms of the National University of Ireland (NUI)
in Galway, termed as AramcoMech, represent comprehensive mechanisms
based on an extensive review of available mechanisms as well as of the-
oretical and experimental studies on rate parameters and thermochemical
species properties. AramcoMech was developed in a hierarchical manner
for C;-C, hydrocarbon and oxygenated fuels and subsequently validated
for C,-C, (version 1.3 [8]), C; (version 2.0 [9]) and C, species (version 3.0
[10]). An exhaustive set of validation data using flames, shock tubes, rapid
compression machines (RCM), jet-stirred and flow reactors accompanies the
mechanisms. Ignition delay data of shock tubes used for validation cover
air-fuel ratios in the range of A = 0.17-16.7, low as well as high temperature
oxidation within 800-2600 K and a large pressure range of 0.65-260.0 bar.

The latest version of the Chemical Reaction Engineering and Chemical
Kinetics Laboratory (CRECK) modeling group mechanism including C,-C;
alkanes (version 2003 [11]) is based upon a coupling of former work of
Ranzi et al. [12] [13] and AramcoMech 2.0 and includes several modifi-
cations for the sake of performance outlined in [11]. In addition to the
AramcoMech validation data, the validation of CRECK 2003 includes a set
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of methane MILD and OXY-fuel combustion data indicated by high dilution
rates in N,, H,0 and CO, at high temperatures within 1330-2000 K.

Heavier fuel species decompose to smaller fuel species during oxida-
tion. This hierarchical relation enables simulation of natural gas combus-
tion also using mechanisms focusing on larger C species. Two prominent
mechanisms capturing n-heptane combustion are the Lawrence Livermore
National Laboratory (LLNL) mechanism 3.1 [14] and the California Institute
of Technology (Caltech) mechanism 2.3 [15]. Low temperature ignition was
validated for both mechanisms in a temperature between 650 and 1250K,
pressures up to 50 bar and air-fuel ratios in between X = 0.5-3.3 (LLNL) and
A = 0.5-4.0 (Caltech), respectively. It can be noted that additional data sup-
porting the validation of the Caltech mechanism emphasize its performance
with respect to smaller hydrocarbons as well, though at significantly lower
pressures. Both mechanisms feature the advantage of capturing the neg-
ative temperature coefficient behaviour of larger hydrocarbon fuels, which
becomes more important as the fuel mixture includes notable amounts of
heavier species, e.g. in dual fuel engines.

Reaction mechanisms for simulatioLAEfLﬁaItural gas and natural gas/hydrogen
combustion

No Mechanism Species Reactions Year Ref
1 GRI 3.0 53 325 1999 [5]
2 USC II 111 784 2007 [7]
3 San Diego 58 270 2016 [6]
4 AramcoMech 1.3 253 1542 2013 [8]
5 AramcoMech 2.0 493 2716 2015 [9]
6 AramcoMech 3.0 581 3037 2018 [10]
7 LLNL n-hept 3.1 654 2827 2012 [14]
8 CRECK 2003 C3 HT 114 1999 2020 [11]
9 Caltech 2.3 192 1156 2015 [15]

Scope of this Work

From the brief review of natural gas mechanisms presented, two main
challenges evolve when it comes to the selection of a reaction mecha-
nism for a specific application. On the one hand, different level of detail
exist, accompanied with severe differences in calculation costs. On the
other hand, the validation ranges outlined for each mechanism are not full
factorial, i.e. not every species is validated over the complete temperature
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and pressure ranges mentioned. Thus, the usage of a reaction mechanism
requires evaluation of its performance under the specific operating condi-
tions of the target combustion system. The aim of this work is the eval-
uation of multiple reaction mechanisms described in the previous section
with respect to the quality of their ignition delay predictions under internal
combustion engine conditions. Analyses explicitly focus on the deviation
between measurement data and mechanisms predictions with respect to
the general ignition tendencies for varying mixture quality, ignition pressure
and ignition temperature. Examination of effects promoting or inhibiting
ignition, e.g. higher temperatures or larger amounts of higher hydrocar-
bons, lies not within the scope of this work. In the subsequent section a
brief description of the methodology employed is presented, followed by
the results section including the comparison between measurement and
simulation data. Eventually, the main findings of the benchmark analysis
are summarized.

II. Methodology
Selection of Reaction Mechanisms

For the sake of conciseness, the benchmark study includes a reduced set
of mechanisms presented in Table I. The work of Schuh et al. [16] compares
the performance of the three versions of AramcoMech at 100 bar, compres-
sion temperature below 1000K and four different methane/propane mix-
tures comprising propane fractions up to 30 %. They found good agreement
of AramcoMech 1.3 and 3.0, matching the experimental data very well.
An additional comparison at higher temperatures 1000-1300K and lower
pressures 24-28 bar within their work revealed minor advantages of version
3.0 over version 1.3 at high propane fractions = 30 %. Taking into account
that a) version 3.0 results in much higher computational effort and b) the
agreement of version 3.0 and 1.3 is good even at low temperature and high
propane fractions, AramcoMech 1.3 was chosen for the benchmark study
of this work. The mechanisms of LLNL and Caltech address higher carbon
number fuels and yet exhibit moderate counts of reactions of 2827 and
1156, respectively. Compared to the detailed C,-C, mechanisms comprising
similar reaction counts it can be assumed that LLNL and Caltech capture
the influence of intermediate species to a lesser degree, yet they bene-
fit when the importance of higher hydrocarbon low temperature oxidation
rises. For the reasons presented, CRECK 2003 and AramcoMech 1.3 were
selected as representative mechanisms possessing a high level of detail.
In addition, GRI 3.0, San Diego and USC II were examined representing
compact mechanisms. In the sense of clarity the mechanisms are termed
as CRECK, Aramco, GRI, USC and San Diego in the further course of this
work.

42



Selection of Validation Data

The accuracy of ignition delay predictions is examined by comparing
simulation results with experimental data of shock tubes and rapid com-
pression machines taken from literature. Experiments cited herein are cho-
sen based on their experimental boundary conditions to fit the scope of
this work, rather than on their consideration during the development of a
specific mechanism. That means that the reference data might be part of
the set of validation data for some mechanisms, yet they do not explic-
itly have to. The majority of the experimental data selected for validation
addresses the operating range of compression ignition (CI) gas engines,
i.e. high dilution and high pressure. An additional set of measurement data
including stoichiometric mixture completes the benchmark study, account-
ing for the prediction of ignition delay in spark ignited (SI) gas engines.
For both engine types, i.e. CI and SI, results include significant amounts
of hydrogen admixed to natural gas. Though natural gas comprises minor
fractions of C,-C, alkanes, solely C,-C5 alkanes are considered to ensure a
just comparison among the mechanisms.

Numerical Methods

The reference data accessed in this work originate from both shock tube
(ST) and rapid compression machine (RCM) experiments. Facility-specific
nonidealities such as heat losses and premature radical formation in rapid
compression machines as well as pressure gradients within the mixture
in shock tubes induced by boundary layer effects may cause discrepancy
between measurement and simulation data. Such nonidealities predomi-
nantly result in a decrease/increase in the measured pressure trace before
the actual ignition event. A way to consider the change in pressure before
ignition within the simulation framework is to apply a change of the specific
volume according to the measured pressure trace.

Owing to its mechanical limitations, RCM experiments encompass larger
time-scales and thus, more pronounced facility effects compared to shock
tubes. Therefore, the use of a time-dependant change of the reactor volume
is vital for the calculation of RCM experiments. Since there is inconsistent
access to the detailed pressure history along the ignition delay data of RCM
measurements referenced herein, the RCM experiments are not directly
simulated in this work. Instead, the RCM measurements are compared with
simulations using the ideal shock tube assumptions and the RCM end of
compression conditions as the initial state. This simplification perturbs the
comparison of experiment and simulation, though results calculated still
should presume comparable ignition tendencies.

Regarding the simulation of shock tube data, Chaos et al. [17] point out
that the consideration of nonideal effects becomes crucial in experiments
encompassing mild ignition predominantly occurring below ~ 1000 K and for
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larger hydrocarbons. In such mild ignitions spatial inhomogeneities initiate
local deflagration which result in an additional compression prior to the
main ignition event shortening ignition delay time. This low temperature
behaviour falls below the conditions investigated within the shock tube
experiments cited herein. Hence, simulations performed in this work neglect
pressure effects prior to ignition.

All calculations shown model shock tube experiments and were per-
formed using the open source code Cantera [18]. Following the convention
of frequent modeling work, simulations use the pressure and temperature
behind the reflected shock wave as initial conditions within a homogeneous,
adiabatic constant volume reactor. Maximum pressure rise rate defines
ignition delay time. Though this criteria differs from [19] and [20] when
CH and OH emission was used to define onset of ignition, Healy et al. [21]
reported ignition delays of the CH and the pressure signal in their work to
vary within 1 %.

III. Results
A. Lean Mixture

Maximum pressure rise rate and abnormal combustion, such as knocking,
limit the load range of compression ignition gas engines to a minimum A
often beyond the lean limit in SI application. The pressure at the timing
of ignition commonly ranges between 50 and 100 bar and depends on the
ignition trigger, e.g. high intake temperature and high compression ratio in
homogeneous charge compression ignition (HCCI) engines or pilot injection
in dual fuel engines. Table II depicts literature data used in this work
for the validation of reaction mechanisms within the operating range of
compression ignition gas engines, including a large variety of mixture quality
as well as a large pressure range from 30 to 160 bar.

TABLE II
Literature data referenced for reaction mechanism validation under lean conditions

ST - Shock Tube, RCM - Rapid Compression Machine

No Fuel Pressure [bar] A Facility Ref
1 C1/Cs 30 2.0 ST [19]
2 Cq 44-160 2.5 ST [22]
3 C.-C3 30 2.0 ST [21]
4 C4/Cs 80-120 1.9 RCM [23]
5 C4/H, 20-80 2.0 RCM [24]
6 C4-C3/H, 30 2.0-3.3 ST [20]
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The experimenters listed in Table II examined multiple gas compositions
comprising the main natural gas species methane, ethane and propane.
In addition, investigations of [24] and [20] include significant amounts of
hydrogen. Table III details the fuel compositions used in the associated
work. It has to be noted, that mixture 6.2 and 6.4 originally included small
percentages of butane and pentane (total < 7.5 %-mol within the fuel). As
GRI and CRECK mechanisms studied herein solely capture alkanes up to
C; the fractions of C,-C; were increased to compensate the molar fraction
of the higher C species while keeping the relative ratio of C;/C, and C;/C;
constant within the fuel. Mixture and diluent for each simulation were set
up according to the information given in the corresponding paper.

TABLE III
Detailed fuel composition data for lean mixture validation

Species fractions in %-mol, numbers mark the work in Table II the fuel refers to

No CH, CoHe CsHg H, A
1 90.0 0.0 10.0 0.0 2.0
2 100.0 0.0 0.0 0.0 2.5
3 90.0 6.6 3.3 0.0 2.0
4.1 100.0 0.0 0.0 0.0 1.9
4.2 95.0 0.0 5.0 0.0 1.9
4.3 70.0 0.0 30.0 0.0 1.9
5.1 100.0 0.0 0.0 0.0 2.0
5.2 70.0 0.0 0.0 30.0 2.0
6.1 40.0 0.0 0.0 60.0 2.0
6.2 59.0 7.3 3.6 30.0 2.0
6.3 16.9 2.1 1.0 80.0 3.3
6.4 26.9 8.6 4.3 60.0 3.3

Fig. 1 shows simulation results for methane/propane and methane/ethane/
propane mixtures at 30 bar in comparison to experimental data of Petersen
et al. [19] and Healy et al. [21]. San Diego and GRI slighlty overpredict
mixture reactivity and thus underestimate ignition delay. Aramco, CRECK
and USC show excellent agreement with respect to magnitude and slope
of measurement data for both mixtures.

The trends shown persist in case of pure methane at high pressures
and A = 2.5 (s. Fig. 2). Aramco, CRECK and USC match the measurements
very well, though USC predicts inhibited reactivity at 160 bar and lower
temperatures. GRI and San Diego capture the influence of higher pressures
as well, yet they recurringly underestimate ignition delay times.
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Fig. 1. Ignition delay times of mixture 1 and mixture 3 (A = 2.0) at 30bar in air.
Lines refer to simulation data, symbols refer to experimental data from [19] [21]. =
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Fig. 2. Ignition delay times of 100 % CH, (mixture 2, A\ = 2.5) at ® 50, m 100 and
& 160bar in Ar. Lines refer to simulation data, symbols refer to experimental data
from [22].
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In contrast to the shock tube data presented so far, Pachler et al. [23]
investigated a temperature range below 1000 K in a RCM. Measurements in-
clude pressures of 80, 100 and 120 bar and three binary methane/propane
mixtures up to propane concentrations of 30%. Due to the shock tube
assumptions within the simulation framework (s. section II), an a priori
deviation between the experimental and simulation data is expected. Fig.
3 compares the set of experimental data and the associated simulation
results of this work. To illustrate the discrepancy resulting from the shock
tube assumption, the original simulation data provided in [23] using Aramco
1.3 and taking facility effects into account is added (s. Fig. 3 Aramco 1.3
RCM). The notable difference in results of Aramco 1.3 and Aramco 1.3 RCM
reveals the influence of model assumptions on simulation results. However,
since Aramco 1.3 RCM predicts RCM measurements very well under all
conditions, Aramco is assumed to reproduce dominant physical effects even
at low temperature and high propane fractions. Thus, for the comparison
of reaction mechanisms using the ideal shock tube assumptions Aramco is
used as the reference.

In case of pure methane, results of CRECK and Aramco nearly overlap.
Compared to Aramco, USC overestimates ignition delay, whereas San Diego
calculates earlier ignition. Results of GRI significantly differ from Aramco in
slope and magnitude, indicating a notable difference in activation energy at
lower temperature. It is readily seen that predicted ignition trends among
the mechanisms start drifting apart as a) temperature falls below 1000 K
and b) propane content rises. Though this temperature regime is less rele-
vant for engine application, it is still considered for completeness. Pachler
et al. found propane low temperature chain branching pathways to start
dominating ignition at higher propane fractions and lower temperatures.
Albeit Aramco was not extensively validated for propane, it captures the
influence of the existing low temperature chemistry very well. The poor
performance of the remaining mechanisms still is reasonable, as the low
temperature conditions mostly exceed their validation range. Pure methane
exhibits no negative temperature coefficient behavior, hence the difference
in ignition tendency among the mechanisms decreases for lower propane
fraction.

In order to emphasize this assertion, a more comprehensive version of
the CRECK mechanism including low temperature reactions (LT) and alka-
nes up to C5 is included for the 70/30 mixture for comparative reasons.
Clearly, the low temperature ignition is in much higher agreement compared
to the results of Aramco, though the C5-LT versions still predicts lower
reactivity. An additional investigation not explicitly shown here contrasts
the performance of CRECK and Aramco at higher temperature using the
70:30 blend. As the difference in calculated ignition delay approaches to
levels shown in Fig. 1-2 for temperatures above 1050K, results clearly
point out the low temperature range to cause the discrepancy among the
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mechanisms. Eventually, the discussion above highlights the importance of
using reaction mechanisms only within their validation range and exemplary
illustrates the deviation to be expected for low temperature ignitions and
at elevated fractions of propane. Further, results point out the exceptional
capability of Aramco to accurately predict ignition under these conditions.

The next analysis focuses on the capability of predicting the ignition
delay of mixtures including significant amounts of hydrogen. Fig. 4 depicts
calculated ignition delay times of 100/0 and 70/30 methane/hydrogen at
50 bar and temperatures above 950 K. In addition, a sweep of compression
pressure at constant compression temperature of 1010K is presented in
Fig. 5. Though no direct quantitative comparison is reasonable due to the
modeling assumptions, experimental data of RCM experiments taken from
Gersen et al. [24] at similar end of compression conditions are added to em-
phasize the general ignition tendencies. All mechanisms capture the change
of ignition delay for varying pressure and temperature. CRECK and Aramco
access the same baseline H,/0, and C,-C, core mechanisms, hence they
hardly reveal any difference in methane/hydrogen results. GRI, USC and
San Diego significantly differ from CRECK and Aramco in both magnitude
and slope. San Diego evinces a distinct sensitivity of reactivity to hydrogen
fraction, as ignition delay rises for higher hydrogen contents compared
to the remaining mechanisms. When temperature approaches 950K, the
discrepancies known from Fig. 3 become apparent. GRI and USC predict
almost identical ignition delays for varying pressure at 1010 K. Compared to
Aramco and CRECK, mechanisms GRI, USC and San Diego estimate lower
mixture reactivity for the hydrogen blend at higher pressure.

The evaluation of multiple C,-C3/H, blends at 10 and 30bar and X =
2.0-3.3 in Fig. 6 completes the benchmark study of lean mixture (s. Table
III, mixtures 6.1-6.4). For validation reasons the measurement data of
shock tube experiments taken from Donohoe et al. [20] are considered
as a reference. As mentioned earlier, the molar fractions of butane and
pentane within the original mixture were compensated by adequately in-
creased fractions of C,-C; fuel species. Though this change in fuel compo-
sition slighty biases the comparism with the experimental data, the general
ignition tendencies are considered to persist as the fractions of C, and Cs
are modest (total < 7.5 %-mol within the fuel). In all cases USC calculates
fastest ignition and overpredicts reactivity compared to the measurement
results. At 10bar, a discrepancy with respect to the predictions of GRI
exists. For mixture 6.1 (60% hydrogen) ignition delay is underpredicted
whereas increasing hydrogen fraction to 80 % (mixture 6.3) results in the
underprediction of reactivity. Donochoe et al. reported a discrepancy in this
context as well, as they included chemistry of higher C species into the GRI
mechanism and compared it to their data. They ascribe the inconsistent
ignition trend to the tendency of the GRI mechanism to overpredict reac-
tivity in case of hydrocarbons and to underestimate reactivity of hydrogen
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enriched mixtures. The results shown herein of pure hydrocarbon fuels
(mixtures 1-5.2) support this assertion. Results of San Diego match the
data of GRI in most cases. Aramco and CRECK perform very well as they
accurately predict slope and magnitude of the experimental data for varying
mixture composition, A and pressure.
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Fig. 6. Ignition delay times of mixtures 6.1-6.4 at 10 and 30bar in Ar. Lines refer
to simulation data, symbols refer to experimental data from [20]. A = 2.0: @ mixture
6.1, m mixture 6.2, A = 3.3: @ mixture 6.3, ¥ mixture 6.4.

B. Stoichiometric Mixture

This section provides a brief evaluation of the mechanisms perfomance
under stoichiometric conditions. Table IV summarizes the literature data
used as a reference. Since the data was generated as a part of the studies
accessed for lean mixture validation, fuel compositions also cover a large
range of C,;-C5/H, blends (s. Table V).

Fig. 7 presents ignition delay data at 17 and 24 bar for mixture 7 com-
pared to simulation results. The slope is captured very well by all mech-
anisms besides GRI, which notably overpredicts ignition delay at temper-
atures below 1200K. San Diego predicts ignition slightly faster compared
to experimental results. Aramco, CRECK und USC tend to underestimate
reactivity, yet results lie within a reasonable range of the measured ignition

51



TABLE IV
Literature data referenced for reaction mechanism validation under stoichiometric
conditions

ST - Shock Tube, RCM - Rapid Compression Machine

No Fuel Pressure [bar] Facility Ref

C4/C3 10-25 ST [19]

C1-C3 30-55 ST [21]

C1/H, 40 RCM [24]

10 C,-C3/H, 10-30 ST [20]
TABLE V

Detailed fuel composition data for stoichiometric mixture validation

Species fractions in %-mol, numbers mark the work in Table IV the fuel refers to

No CH, CyHg C3Hg H, A
7 90.0 0.0 10.0 0.0

8 90.0 6.6 3.3 0.0

9.1 100.0 0.0 0.0 0.0 10
9.2 70.0 0.0 0.0 30.0

10.1 20.0 0.0 0.0 80.0

10.2 47.3 15.1 7.6 30.0

delay times.

In contrast to mixture 7, the tendency of GRI to overpredict ignition delay
vanishes in case of mixture 8 (s. Fig. 8). GRI and San Diego overestimate
reactivity within the pressure range between 29 and 53 bar. USC, Aramco
and CRECK are in excellent agreement for all pressure and temperature
conditions shown in Fig. 8.

Fig. 9 compares ignition delay times gathered by constant volume simu-
lations and RCM measurements of pure methane and a 70/30 methane/hy-
drogen blend at temperatures below 1050K and 40bar. The RCM data
illustrate the ignition tendencies. In case of pure methane the predictions of
Aramco, CRECK and San Diego fairly match. Instead, GRI and USC calculate
a significant decrease in reactivity. In case of the hydrogen enriched mixture
the predictions of Aramco and CRECK still agree very well. GRI and USC
recurrently calculate lowest reactivity and results of San Diego match GRI
and USC to a much higher level compared to Aramco and CRECK. The
notable change in simulation results indicates a distinct sensitivity of the
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Fig. 8. Ignition delay times of mixture 8 (A = 1.0) at 29, 42 and 53 bar in air. Lines
refer to simulation data, symbols refer to experimental data from [21]. m 29 bar, ¢
42 bar, @ 53 bar.

ignition delay predictions with respect to hydrogen content in case of the
San Diego mechanism under the particular conditions of Fig. 9.

The analysis of mixtures 10.1-10.2 at 10 and 30bar in Fig. 10 extends
the validation of mixture quality towards higher hydrogen contents. Similar
to the simulations under lean conditions referring to the experiments of
Donohoe et al. [20] the original fractions of C,-C5s were compensated by
higher amounts of C,-C; in this work. Results underline the discrepancy of
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Fig. 9. Ignition delay times of mixture 9.1-9.2 (A = 1.0) at 40 bar in N, / Ar. Lines refer
to constant volume simulation data, symbols refer to rapid compression machine
experimental data from [24]. m mixture 9.2, ¢ mixture 9.1.

GRI to predict varying ignition tendencies with increasing hydrogen content
already found for lean mixture. San Diego and USC exhibit a pronounced
sensitivity to hydrogen fraction as well, since the agreement of predicted
and measured ignition delay notably varies for different hydrogen contents.
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Fig. 10. Ignition delay times of mixture 10.1-10.2 (A = 1.0) at 10 and 30bar in
Ar. Lines refer to simulation data, symbols refer to experimental data from [20]. m
mixture 10.2 at 10 bar, ¢ mixture 10.1 at 30 bar.
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IV. Summary

In this work the performance of archival and recent chemical reaction
mechanisms was evaluated to predict ignition delay under conditions rele-
vant for internal combustion engines fueled with natural gas and hydrogen
enriched natural gas mixtures. Based on a review of literature data, the
benchmark study examines the mechanisms GRI 3.0, USC II, San Diego,
CRECK 2003 and AramcoMech 1.3. The simulation results were compared
against measured ignition delay times from shock tube and RCM exper-
iments. Relative air-fuel ratios of A\ = 1.9-3.3, ignition pressures of 30-
160 bar and a wide range of C;-C5/H, blends address the operating range
of compression ignition engines. Further, the analysis of multiple stoichio-
metric C;-C3/H, blends at pressures up to 55bar encompass a segment
of operating conditions relevant for spark ignition engines. The ratios of
methane/ethane/propane within the mixtures examined strive to represent
natural gas surrogates, exhibiting methane as the main fuel component.
With respect to the hydrocarbon/hydrogen blends, maximum hydrogen en-
richment reaches 80 %-mol. The general trends of high temperature ignition
beyond ~ 1100 are predicted within a reasonable range by all mechanisms.
Results of a more detailed analysis can be summarized as follows:

« Since validation of mechanisms GRI, USC, San Diego and CRECK fo-
cuses on high temperature oxidation, significant deviation among the
mechanisms ignition delay predictions arise for temperatures falling
below =~ 1000-1100K.

« The evaluation of low temperature RCM data emphasizes Aramco to
capture the dominating effect on ignition delay of low temperature
chain branching pathways induced by elevated propane fractions of
30 %-mol reported in [23].

« Results of USC are moslty on par with predictions of CRECK and Aramco
for pure hydrocarbon fuels.

. USC tends to overpredict reactivity when notable amounts of hydrogen
beyond 30 %-mol are admixed.

« GRI and San Diego exhibit contrary trends with respect to hydrocar-
bon/hydrogen blends: Both mechanisms tend to underestimate ignition
delay of hydrocarbon blends, while underestimated reactivity of pure
hydrogen is likely to enhance the agreement with measurement data
of hydrocarbon/hydrogen blends.

. Keeping the low temperature limitations of CRECK in mind, the overall
agreement of Aramco and CRECK with measurement results under the
conditions studied herein is found excellent.
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Abstract

As a gap between the simulation of defined driving cycles and the exe-
cution of test drives, virtual test drives on real infrastructure can simulate
real traffic situations. However, this requires the planning of the necessary
test routes and the generation of all relevant information for the test drive.
This functionality is provided by a corresponding tool, which generates the
route and other relevant data based on route planning. Various services
are used via APIs to provide the necessary information. The generated
route data can then be fed to a simulation environment via corresponding
interfaces. An initial implementation of the route data generation is carried
out with a MATLAB tool, which makes it possible to plan and generate
test routes. The test route data is then made available to the CarMaker
simulation tool via a corresponding interface. This makes it possible to
quickly and easily map virtual test drives on real routes in CarMaker.

Index Terms

simulation, route data generation, driving cycle, energy demand

I. Introduction

A simulation-driven development of functions or systems with an in-
fluence on the dynamics and energy requirements of a vehicle requires
corresponding driving cycles as a basis for the description of the vehi-
cle dynamics [1]. Such a driving cycle consists of a speed and altitude
profile and thus represents certain scenarios relevant for the respective
application. Synthetic driving cycles such as WLTP (Worldwide Harmonised
Light Vehicles Test Procedure), NEDC (New European Driving Cycle), etc. are
used, for example, which are intended to represent the typical operation
of a vehicle for homologation purposes. However, the real use of vehicles
cannot always be comprehensively represented in this way, so that sub-
stitute driving cycles are increasingly applied. These are based on real
test drives from which a corresponding speed profile is obtained. Thus,
the replacement driving cycles represent an average of the test drives and
cannot conceptually represent all possible situations. Therefore test drives
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are necessary in addition to the simulation of driving cycles, as is the case
with Real Driving Emissions.

Virtual test drives, which represent the drive on real infrastructure, can
act as a gap between the simulation of drive cycles and the execution of real
test drives. This requires a simulation environment that can represent the
journey based on data using route guidance, traffic signs, etc. If necessary,
the influence of traffic or other random influences on the vehicle dynamics
can be represented.

For this type of representation, it is necessary to transfer data from
real infrastructure into the corresponding simulation environment. This can
be done by manually reproducing the route to be driven, which, however,
requires huge effort for longer routes. For certain simulation tools or sim-
ulation environments, there are corresponding add-ons that can obtain the
data for the required route from map services. An example of this is the
Here Map Interface for the tool CarMaker from IPG Automotive GmbH, which
enables the transfer of road networks [2].

However, only the specific simulation tool and the specified services
can be used. Accordingly, a tool is needed which provides variable data
formats and interfaces to import them into different simulation tools or
environments. The generation of data should be as variable and expandable
as possible so that different information services can be used.

II. Basics on the influence of energy consumption

The 3F-method (in German: Fahrer, Fahrzeug und Fahrumgebung), which
includes the influencing variables driver, vehicle and driving environment,
offers a well-known method for subdividing the range influence groups.
This is used to determine representative load spectra for electric machines,
transmissions, parallel hybrid powertrains and the chassis [4]. The approach
presented here uses a leaning subdivision. According to [5], the driving
environment is divided into route and environment. This subdivision into 4
categories (1.Driver, 2.Vehicle, 3.Route, 4.Environment) has the background
that the environmental influences have far-reaching effects on the energy
consumption of an electric vehicle compared to an internal combustion
vehicle. The driving resistances to be overcome, efficiency losses, recu-
peration energy, the power of the electrical consumers and their useful life
together form the total energy consumption of the vehicle [3].

Driver: As an interface between the other influencing groups, the driver
group forms a special role among the energy consumption influences. This
group reacts, for example, to the existing environment and route influences
(acceleration, steering angle and speed of the vehicle). Driving behavior,
which is influenced by time of day, physical condition and emotional state,
also determines vehicle speed and acceleration phases [6], [7]. Also, the
driver is responsible for managing the controllable electrical components
in the vehicle (electrical auxiliaries, e.g. climate system) [3].
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Vehicle: The values of this influence group are already fixed at the begin-
ning of the journey (a change of the properties during the journey, such as
the warming of the tires, are neglected in this work due to the relatively low
influence). This includes the combination of different vehicle components
such as body, powertrain and chassis. For example, the drag coefficient
and the frontal area of the vehicle result from the given geometry of the
body. The engine used has an engine characteristic which has different
efficiencies in different load ranges [3].

Route: As a framework condition for the motion profile and the drive
energy required with it, the selected route plays a decisive role. The char-
acteristics of the route are divided into permanent and temporary factors.
Permanent factors include, for example, speed limits, route type (highway,
interurban or urban) and elevation profile and curve. On the other hand,
there are the temporary route characteristics, such as road works, detours,
and route utilization (no traffic, gridlocked traffic, or full closure) [3].

Environment: Any external influence that occurs during the journey and
cannot be assigned to either the traffic volume or the route characteristics
is grouped in the environment group. Examples are temperature, humid-
ity, air pressure and air density, wind speed and direction, sun intensity,
precipitation as well as day and season [3].

In the following work, the focus is on the generation of route data and
the associated environmental influences, as this has a significant impact on
the driver influence group. Thus, except for the vehicle influence group, the
majority of the identified energy consumption influences can be considered.

III. Concept
A. Structure

For the generation of route data a Route Generating Algorithm [8] is used
and extended by functions to develop an application (called RouteGenerator
in this work). Figure 1 shows the schematic structure of this application.

The two core elements of the application are the Route Generating Al-
gorithm and the individual Application Programming Interfaces (API) (see
chapter III-C ). The APIs serves as information sources and returns the
input data for the Route Generating Algorithm [8]. The APIs are divided
into three categories: Data for the visual display of the route (Map Display),
data for the compilation of the route (Route Data) and additional data like
slope, weather or traffic data of the route (Additional Data). The Route
Generating Algorithm collects this data and in combination with the user’s
input data (start and destination of the route, display type or weather/traffic
influence) generates the computed route. In addition, the route is displayed
graphically in the RouteGenerator application. The generated data can then
be transferred to external programs via an implemented interface. In this
concept the simulation program CarMaker of the company IPG Automotive
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GmbH is used for the generation of the energy consumption data. Therefore
the RouteGenerator contains the function to convert the created route data
into a CarMaker compatible format and to transfer it directly to CarMaker
by using the embedded interface. The advantage, which results from the
modular structure of the RouteGenerator, is that any formats and interfaces
to external applications can be implemented.

API
Map Display Route Data Additional Data
OpenStreetMap OpenRouteService Overpass
MapQuest MapQuest OpenWeather
Komoot

MATLAB-GUI
Input Output
—» C
Start-/ Destination Graphical Display . :_‘Q
Properties for CM Route Information
Display type Data for CM
Traffic
Weather

CarMaker (CM)

Fig. 1. Structure of the application RouteGenerator with two core elements, a
MATLAB-GUI for the users input and visualisation and the API to gain the needed
data from web services.

B. Route Algorithm

As a basis for the generation of route data, a Route Generating Algorithm
[8] is used. This takes as input parameters the start and destination coordi-
nates, possibly individual waypoint between start and destinaion and date
of the simulation. Using these input parameters, the route geometry, speed
limits, traffic and weather data are generated and combined into a route.

To obtain the data for the route generating algorithm, various APIs are
utilized. The APIs serve as information sources and return the input data
for the Route Generating Algorithm [8]. The APIs are divided into three
categories: Data for the visual display of the route (map display), data for
the compilation of the route (route data) and additional data like slope,
weather or traffic data of the route (additional data). The Route Generat-
ing Algorithm collects this data and in combination with the user’s input
data (start and destination of the route, display type and weather/traffic
influence) generates the computed route.
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Date Start Waypoint (0) Waypoint (n) Destination
[DD,MM,YYYY, [Adress/ GPS [Adress/ GPS [Adress/ GPS [Adress/ GPS
HH, MM] Position] Position] Position] Position]

Route Generating Algorithm

I

I

Route geometry
[LAT, LON, ALT]

Traffic lights
[GPS, Position]

Speed Limit
[GPS Position,
Value [m/s]]

Traffic

[GPS Position,

Value]

Wind
[m/s]

Fig. 2. Blackbox schematic with input and output data for the route generating
algorithm [8]

C. Application Programming Interfaces

APIs are interfaces of a program or a website that provide other programs
with a connection to the system. In this paper, APIs of online services are
used. The API call is made via a web URL standardized for the respective
API [16]. In this concept, the map related online services OpenStreetMap
[9], MapQuest [10] and Komoot [11] are used for the visual output of the
route. All three map services are performant, free to use and in the case of
OpenStreetMap it is an open source project with constant updates [9]. There
is the possibility, to add new services to the RouteGenerator at any time
by using APIs. The advantage of OpenStreetMap and Komoot is that they
provide a detailed data base for creating the route. MapQuest was added
for longer routes as it is more performant than the other two services.
This is because the downloaded map sections from MapQuest can be up
to 3840x3840 pixels in size. This shortens the route planning procedure
in comparison to the other two providers presented, as with them the
typical image size is 256x256 pixels. For instance, for a map section in
the RouteGenerator of the size of 600x600 several map images have to be
downloaded and compiled, which accordingly takes longer than download-
ing only one map element. In addition, MapQuest offers the possibility to
download a hybrid map data (including satellite pictures) and then display
them in the application. For the route data generation OpenRouteService
(which gets its input data directly from OpenStreetMap) and MapQuest due
to the available degree of detail of the data. In this case, the route data and
height data are queried using the entered start, stopover and destination
points. Since the map service has only stored a maximum of 500 coordinate
pairs per request for the retrieval of height data, an additional algorithm
was implemented for routes with more than 500 coordinate pairs. For a
more realistic representation of the route, this concept uses the OverPass
API [13] service to retrieve additional data such as local speed limits, traffic
lights, intersections, and any traffic signs within a specified radius along the
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route. Additionally, real weather data is retrieved using the OpenWeather
[14] service, as this can also have an impact on energy consumption of
the vehicle [15]. Since the OpenWeather API does not provide information
about the air density, this must be determined from the given data for each
request point.

IV. Conclusion

With the presented concepts and MATLAB-tool for route generation, it
gets possible to simulate virtual test drives based on real infrastructure. The
route to be completed can be planned, while the generation of the required
information and data is automated. The generated data set can then be
transformed into the appropriate data formats required by the simulation
tools/environments. Not all information on the track and environment nec-
essarily has to be generated or transferred to the simulation environment.
This enables a flexible use of APIs and the simulation representation. This
concept is currently implemented by a MATLAB tool for data generation
including an interface to the simulation tool CarMaker.

The independent implementation of the route data generation makes it
possible to achieve a connection to other simulation tools by means of
corresponding interfaces. In addition, the structure of the data generation
is designed in such a way that it can be expanded to include the collection
of additional or redundant data.
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Abstract

Physical systems in controlled environments ought to involve limited and
determined variables. Notwithstanding this fact, real-world instances are
found to be influenced by tremendous parameters. An aggressively esca-
lated interest in control attempts to capture the dynamics of such systems
and manipulate them to achieve optimal working constraints. The focus
of this review is on model predictive control (MPC) which is by far the
most efficient technique, particularly for process control. Its trending im-
plementation for thermodynamic systems especially air-conditioning appli-
cations using neural networks is discussed. As various thermal conditioning
researches have been carried on heating, ventilation, and air condition-
ing (HVAC) of buildings, most of the research papers are dominated by
such a special application. The review states MPC has many advantages
over conventional controllers. It presents the two important steps in the
development of MPC namely system Identification and Controller design.
Under these topics, neural network models and methods of optimizing such
models are thoroughly explained.

Index Terms

Model predictive control (MPC), air conditioning, System identification, Op-
timization

I. Introduction

From the very first time of its introduction as an efficient Control for dynamic
processes in the early 1970s, MPC (Model Predictive Control) also known as
RHC (Receding/Moving Horizon Control) has proved to be an advanced form
of a control strategy for process control which has underlying principles
for satisfying the constraints [1]. Due to its simple structure and dynamic
performance, it is implemented in various application areas including power
transmission, automatic vehicles, chemical processes, thermal processes
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like air conditioning, oil drilling, and more. MPC has gained popularity in
the field of heating, ventilation and air conditioning (HVAC) since the classic
control techniques like state control, bang-bang control, P (Proportional), PI
(Proportional-Integral), and PID (Proportional- Integral-Derivative) controls
disregard the knowledge of the process, possess constant parameters and
solely rely on the measurements from sensors [2]. As shown in [3], [4] poor
control performance was provided for noisy and nonlinear processes having
large time delays. Their control performance is enhanced by cascading
multiple PID controllers or linking feedback and feed-forward controllers
but improper gain selection makes the entire controlled systems unstable.
The demand for optimal, predictive, and adaptive techniques emanated
from such challenges [5]. In contrast to these classical control techniques,
MPC is a promising candidate for efficient control, higher energy savings,
better stability, etc. [6].

MPC provides worthy prospects for the pursuance of energy-efficient con-
trol, system dynamics, and stiffness along with time delays. It can deal
with constraints on input/output signals in multi-input and multi-output
(MIMO) systems. This is mainly significant for thermal (conditioning) control
because it allows the maximum potential of the commands in order to
impose temperature bounds [5].

This review explores literature focused on definitions, working principles,
important elements of MPC, especially from a neural networks’ integration
perspective. It is structured as follows. Basic terminologies and working
principles of MPC are discussed in Section 2, while Section 3 describes
system identification. Neural networks as system models are treated under
Section 4 proceeded by controller design with the focus of optimization in
Section 5. Finally, the conclusion is stated in section 6.

II. Basic terminologies and working principles of MPC

Being majorly constituted of the classical control principles [7], MPC comes
with an intuitive parameterization through adjusting a process model at the
cost of a higher computational effort. It predicts future system behavior
based on a system model considering it in the optimization that determines
the optimal trajectory of manipulated variables[8]. A typical MPC consists
mainly of a system model, an objective function, and a control law. The last
two comprise the controller design. Figure 1 shows a simplified schematic
diagram of MPC-based control loop.
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Fig. 1. Simplified schematic diagram of MPC-based control loop

For a discrete-time linear time-invariant system that evolves in time, the
system can be explained by equation 1.

Xiy1 = AX + BU; (1a)

yr = CXy + DU (1b)

where z € R™ denotes the state vector and u € R™ denotes the manipu-
lated or control vector, respectively; A, B, C, and D denote the system ma-
trices. The MPC for an infinite time horizon entails solving the constrained
optimization problem shown in equation 2:

mgn i v Qz: + ui Rug (2a)
Subject to: -
Xi41 = AX, + BU, (2b)
y = CX, + DU (2¢c)
To =72 (2d)
Ymin < Yt < Ymaz (2e)
Tmin < Tt < Tmaw (2f)

where Q and R are the positive semi-definite weight matrices [9][10]. Equa-
tion 2a defines the cost function (J) which is optimized to its minima. The
objective, in this case, is to achieve a desired y¢+1 with minimal control
actions. The derivation of optimization functions is based on the objectives
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and behavior of the controlled system. These functions are generally defined
and designed by researchers and energy designers. Studies have generally
defined these functions using economic goals (e.g. power consumption and
energy cost), thermal comfort goal (for the applications of HVAC), and con-
trol goal (tracking error and set-point) [11]. To explicitly define the working
principle of MPC, the foundational elements of the control are shown in
Figure 2. The basic terminologies in MPC are:

« Control time step (c)/ Sampling time: the time between control updates
and iterative receding horizon optimizations.

« Prediction horizon (H): the number of control time-steps the controller
looks ahead in the future to optimize the cost function under con-
straints

« Control Horizon/execution horizon/Manipulated input horizon (C): the
number of possible different values the manipulated variables can take
in the future

Reference Control Horizon

BN

¢ Predicted control input

Predicted Output

Measured Output

Past control input

Prediction Horizon

t-¢  Present ttc  t2c  t+3c time

Past Future

Fig. 2. Schematic diagram of MPC control

Prediction horizon is an important term that greatly attributes the perfor-
mance of the controller. It must be designed long enough to capture the
transient dynamics of the system. Control horizons mostly have smaller
values than prediction horizons mostly limited between 1 and the prediction
horizon. Control variables remain unaltered sampling time. Lowering this
time unit improves the rejection of unknown disturbances but adversely
increases the computational effort, therefore, should be optimized. Proper
implementation of MPC requires well-defined numerical values of these
factors since they directly affect computational efforts, the stability of con-
troller, rejection capability of disturbances factors, and setting time of MPC
controller [11].
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MPC is characterized by the features of handling multi-input multi-output
systems [12] [13] [14], the possibility of minimization of objective cost
function within well-defined constraints [15], and easy to implement control
law[16].

MPC has different variants depending on its purpose. The most common
ones include robust model predictive control (RMPC), stochastic model pre-
dictive control (SMPC), distributed model predictive control (DMPC), adap-
tive model predictive control (AMPC), and hybrid model predictive control
(HMPC). Robustness and scalability are compromised due to uncertain-
ties that arise from model development, external disturbances, and system
complication. RMPC protects system states from violating the constraints
when uncertainty is bounded [17][18]. As an alternative to the conservative
performance of RMPC, SMPC exploits stochastic models of uncertainty and
typically enforces constraints up to a certain probability [19][20]. For large-
scale applications like distribution systems, a central network form where
calculations of states are optimized online at once can be tedious and
cumbersome. A control scheme namely distributed model predictive control
(DMPC) has been put forward that can split the large-scale applications into
smaller and simpler sets of sub-problems regulated locally [11]. Adaptive
and Hybrid model predictive controls are used when the system models
ought to be updated in accordance with uncertainties and when the models
suffer from poor accuracy respectively.

III. System Identification

MPC incorporates knowledge about the process through a system model
and solves a dynamic optimization problem at each time step to yield an
optimal control sequence, applying the first control action in the sequence
to the system before proceeding to resolve the problem at the next time
step [21]. System identification is therefore a foundational task where ade-
quately representative and manipulable system models are identified. The
requirements for an MPC dynamic system model are sufficient accuracy in
describing system dynamics for a given set of design variables and compu-
tational tractability allowing real-time control and optimization [22].

The accuracy and effectiveness of an MPC are highly dependent on the
identified model. Modeling and identification are the most difficult and time-
consuming parts of automation processes. The basic conditions that each
model intended for MPC usage should satisfy are reasonable simplicity,
well estimated system dynamics and steady-state properties as well as
satisfactory prediction properties [23].
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System modeling techniques can be broadly classified into three: physi-
cal modeling (or white box, mathematical, forward), data-driven (or black-
box/empirical/inverse), and gray box (or hybrid). System models can be
dynamic or static (steady) depending on the variability of parameters with
time. Depending on the linearity of the system, the models can be linear or
nonlinear. Most physics-based models fall under inductive types of system
models while data- based models are mostly deductive. Other classifica-
tions include explicit and implicit, discrete or continuous, deterministic or
probabilistic/stochastic models [24].

A. Physics-based models

Physics-based models are a set of mathematical equations based on fun-
damental physical and chemical laws. Commonly used laws for deriving
mathematical equations of thermodynamic processes include heat transfer
law, mass transfer, momentum equation, heat balance method, etc. Incor-
porating specific assumptions and with no necessary demands of system
prototype, such modeling techniques are proficient tools for initial design
[11].

Physics-based dynamic HVAC system models are commonly developed for
the slow-moving temperature and humidity processes (e.g., zone temper-
ature dynamics, zone humidity dynamics, heating/cooling coil dynamics,
etc.), while static models are implemented for the fast-moving dynamics of
the system [e.g. mixed air temperature and carbon dioxide (CO2) concentra-
tion in mixing box, and flow rate of air and water through damper and valve
respectively] and energy consumption (fan or pump energy consumption)
[25].

Mathematical equations are interpretable and distinctive. The general model
of a system is mostly a series of equations representing the elements and
subsystems that constitute the entire process.

B. Data-based modeling

The concept of the black-box model is to fit a transfer function model to the
input/output real model data to yield coefficient polynomials that can be
factored to provide resonance frequencies and characterization of damping
coefficients without knowledge of the internal working [26]. From a pool of
mathematical relationships, the best fit for the input and output variables
of the system are discovered. The black box modeling is very useful for
systems where the system processes are very complex and they are time-
consuming [27].
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Black-box models have multiple advantages, including lower engineering
cost because they follow a data-in-data-out approach; less domain knowl-
edge because it is based on the mapping of input and output data, and
greater adaptability because the model will evolve itself with new data.
Black-box models also have some drawbacks, including high demand for
data quality: missing, wrong, or biased data lead to low-quality models [28].

A complete classification of data-driven models is summarized by Abdul
Afram et al [25] and shown in Figure 3.
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Fig. 3. Inverse modeling types (adapted from [29])

Out of all these inverse modeling methods, ANN is the most popular method
due to its high accuracy to model nonlinear systems compared to other
methods [29].

C. Grey-box modeling

Sometimes called reduced-order models or simplified models, grey-box
models are blends of both white-box and black-box models incorporating
good generalization from the former and better accuracy of the latter. The
basic structure of the model is formed from physical or thermodynamic
principles while the model parameters are determined using the parameter
estimation algorithms on measured data of systems (from a catalog, com-
missioning, or operating data). The grey-box model is more interpretable
than the black-box model. It is more computationally efficient and sim-
pler than the white-box model [28][11][24]. Thermal process dynamics are
mostly captured by the electric analogy of the resistance-capacitance (R-C)
equivalence networks, also called thermal networks, in grey-box modeling
[30].
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Thermodynamic processes are nonlinear and cumbersome which leads to
an increase in computational effort. The detailed physics-based model re-
quires many iteration processes that may result in problems instability of
the system and increased computational time. Such features are highly
undesirable for online computation especially for real- time applications
[11]. The modeling process of most thermal systems leads to dynamic,
nonlinear, and very high- order models because of the physical properties
such as high-thermal-inertia, real lag time, uncertain disturbance factors,
etc. of the system [26]. From possible retrofitting and inevitable adjust-
ments during installation, acquiring precise and thorough information is
seldom readily available. In addition, the complexity of a physical model
as systems become large-scale poses limitations for the use of white-box
models [31]. The need for a thorough understanding of physical systems
for such white-box model developments also limits its usage.

For typical physical systems, black-box models provide better accuracy
without a comprehensive knowledge of the operations. Nevertheless, as
data beyond training data is not extrapolated, the prediction accuracy is no
more maintained. Data acquisition plays a key role by including instances
of all working conditions. Table 1 summarizes the points of comparison
between white box and black box models.

MPC requires a reasonably accurate model of physical systems. Air condi-
tioning systems are very complex systems to model. Thus, the traditional
physics-based modeling approaches like the white-box and the grey-box
techniques, although detailed, are cost and time-prohibitive [32].

IV. Artificial Neural Network-based Model Predictive Control

The trend of using Artificial Neural networks (ANNs) for the application of
MPC in air conditioning applications has escalated in the past two decades.
Inspired from the biological nervous system, ANN is a network of units
with information processing capacity. The small units of both networks are
called neurons which receive, transfer and send signals either in response
to a stimulus or an action command.

ANNs are mostly used for universal function approximation in numerical
paradigms because of their excellent properties of self-learning, adaptivity,
fault tolerance, nonlinearity, and advancement in input to output mapping
[33]. Perception provides neural networks with the capability to capture
relationships between variables, recognize anomalies, predict outcomes,
and so forth for a wide spectrum of applications.
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Artificial intelligence algorithms have long been used for modeling decision-
making systems as they provide automated knowledge extraction and high
inference accuracy [34]. Appropriately trained ANN can approximate any
nonlinear process to a high degree of accuracy [35]. ANNs for MPC can be
trained with labeled or unlabeled data giving rise to both supervised and
unsupervised learning [36].

TABLE I
Comparison between black box and white box modeling

Comparison parameters White box Black box

Generalization Capability High, based on natural laws Low, work best for specific systems

Thorough understanding of

physical systems Highly required Not necessarily every detail
Low, iterations complicate with High, capable of capturing
Handling system complication system complication complicated relationships
Low, downgrades with High, based on datasets from
Accuracy for specific systems complication and unknowns unique systems
Unknowns are assumed Models don’t extrapolate out
Handling Missing/distorted data (scientific guess) of the dataset range

Low, meaningful relationships
Interpretability High, easy to grasp relationships are not explicitly explained

Another significant advantage of using neural network system models is
their explicit nature. Once a neural net of suitable properties is constructed,
it can be evaluated on moderate hardware, and hence no optimization solver
is needed. Another main advantage is that the neural net is in no way limited
by the length of the prediction horizon or by the size of the system, as it is
in explicit model predictive control [10].

ANNs are adaptive machines that are made from the interconnection of
artificial neurons which act as simple processors. This network, through
a learning process, acquires knowledge from the environment, and such
knowledge is stored in the synaptic weights of the network [37]. The con-
tinuous update of weights in the learning process is referred to as train-
ing. Neural networks are ensembles of layers comprising perceptrons that
contain monotonic functions named activation functions. These functions
define neuron outputs from the weighted input signals. Most common ac-
tivation functions include sigmoid HE%M hyperbolic tangent tanhz and
rectified linear units (max(0, x)). The effectiveness of neural networks is
highly dependent on the optimal selection of hyperparameters like the
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number of hidden layers, number of nodes, activation functions, and so
forth. The efficiency of training is verified by standard performance index
indicators like Mean Standard Error (MSE) or Mean Average Error (MAE).

Neural network architectures define how two or more neurons are inter-
connected to form the networks. Static or feedforward architectures can
approximate any continuous function by performing static mapping. They
can have single-layer or multilayer architectures. In the dynamic or feed-
back/ recurrent architecture, dynamic mapping is achieved using feedback
loops and delays. The presence of a recurrent structure has a profound
impact on the learning and representation capacity of the neural network
[38]. Figures 4 and 5 depict the major elements and working principles in a
multi-layer perceptron (MLP) which is a common feedforward architecture
in MPC implementations of air conditioning systems and recurrent neural
networks which are also implemented in MPC for process industries [39].

Application of neural network models for MPC purposes has been under-
taken by several researchers. The studies focus on hyperparameters opti-
mization, best architecture selections, and optimization techniques based
on the neural network models [40][41][42].

V. Controller design

Optimization is the very essence of MPC next to the system model. Since
optimal control actions are taken at regular steps, further manipulation of
the model is compulsory. This becomes way easier when dealing with linear
systems. That explains why linearization is a crucial step in the controller
design of MPC. Local/global minimum and maximum values a linear opti-
mization problem can be efficiently found by using optimization approaches
such as the active set method or interior-point method [43] which are the
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most commonly used optimizers in optimization tools like CasADi [44]. In
addition to iterative methods, recursive and direct methods are linear pro-
gramming techniques for optimization in MPC applications. Tail-call method
is a typical instance under the recursive method while Gauss Jordan and
Simplex fall under direct linear optimization techniques [11].

Shi Li et al. presented a model predictive control based on RBF neural
network model for a CSTR process. After developing an inverse model with
excellent nonlinear approximation performance, two RBF-MPC algorithms
one with nonlinear optimization and another with local linearization were
derived. The neural network model is linearized at the current sampling
time, obtaining a linear model with time-varying parameters, assuring con-
vex optimization that means the global optimum solution and the online
calculation can be guaranteed. The performance evaluation by simulation
experiments verified that MPC with local linearization presents higher accu-
racy and much less computation time than MPC with nonlinear optimization
[45]. Comparatively low computational burden was achieved by the appli-
cation of linear control for nonlinear systems by successive linearization
also by Pramuditha Mendis et al [46].

Nonlinear programming constitutes a variety of techniques to determine
local and global extremums of nonlinear systems. Direct and Derivative
Based techniques make up the nonlinear optimization techniques that are
used to find local extreme points. Grid Search, Random Search, Univariate
Method are a few direct methods while Levenberg- Marquardt, Steepest
Descent, Conjugate Gradient, and Penalty Function approach are Deriva-
tive Based Methods. Deterministic and Stochastic methods together with
Heuristic and Metaheuristic methods constitute nonlinear techniques that
determine global extremes of nonlinear systems. Under the Deterministic
method, Band B method, Intervals Method, and Cutting plane methods
are found. Stochastic tunneling is an example of Stochastic method while
Particle Swarm Optimization (PSO) and Evolutionary Algorithms like Genetic
Algorithm (GA) and Evolutionary Strategy are commonly used Heuristic and
Metaheuristic global minima identification methods [11].

In most papers, as trained ANNs are black-box models, they require iter-
ative, heuristic approaches to find solutions. For the algorithms, solutions
often fall into numerous local optima. Moreover, the scheduling problems
need to be solved iteratively to select the best local optimal solution among
those obtained so far, which ultimately increases the computational time
[47]. Even though the global optimality of the solutions is not guaran-
teed, [48] and [49] replicated trained ANNs using a set of nonlinear equa-
tions, which enabled the application of non-iterative, deterministic non-
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linear solvers Nonlinear optimization problems may be non-convex and it
may have many local minima. Thus, Young-Jin Kim proposed explicit ANN
replication using a set of piecewise linear equations. The ANNs were then
explicitly integrated into the optimal scheduling problem. Optimal solutions
were then obtained for electricity prices and building thermal conditions
[36].

GA and PSO standout to be the most common nonlinear optimization meth-
ods among ANN-MPC applications. GA is empirically proven to provide ro-
bust searches for optimal solutions in complex spaces. Objective functions
are minimized without calculating their derivatives and it is not restricted to
the estimation of uncorrelated parameters. It may also produce more than
one solution. The drawback of GA is that it is slow to converge for complex
problems [50]. PSO can enhance and adapt to global and local exploration
problems. PSO is excellent in solving single-objective optimization problems
with fast convergence [51]. They are both heuristic approaches that do not
necessarily need to be differentiated.

A. Input convex neural networks (ICNN)

Deep neural networks have proven to be successful in many identification
tasks, however, from a model-based control perspective, these networks are
difficult to work with because they are typically nonlinear and nonconvex.
To bridge the gap between model accuracy and control tractability faced by
neural networks, networks that are convex concerning their inputs are con-
structed explicitly [52]. Brandon Amos et al. [53] proposed the architecture
of input convex neural networks which are scalar-valued neural networks
f(x;y;0) where x and y denote inputs to the function and 6 denotes the
parameters, built in such a way that the network is convex in (a subset of)
inputs y. The fundamental benefit to these ICNNs is that optimization over
the convex inputs to the network given some fixed value for other inputs is
possible globally and efficiently.

The construction of the networks is highly dependent on the selection of
convex and non-decreasing activation functions and non-negative weights.
The proof of convexity in these networks is given by the fact that non-
negative sums of convex functions are also convex and that the composition
of a convex and convex non-decreasing function is also convex [54]. When
joint convexity is maintained over the entire input to the function, fully input
convex neural networks (FICNN) architecture is achieved. When convexity
over only some inputs to the network is maintained partially input convex
neural network (PICNN) architecture is achieved. The network architectures
are shown in Figures 6 and 7.
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Fig. 6. A fully input convex neural Fig. 7. A partially input convex
network architecture [53] neural network architecture [53]

A nonlinear optimization problem may be non-convex and it may have
many local minima. To leverage the problem of convexity special neural
networks namely input convex neural networks (ICNNs) were implemented.
Yize Chen et al. [52] showed that input convex networks can be trained
to obtain accurate models of complex physical systems. They designed
input convex recurrent neural networks to capture the temporal behavior
of dynamical systems and achieved optimal controllers via solving a convex
model predictive control problem. They demonstrated the good potential
of the proposed input convex neural network-based approach in a variety
of control applications. Similarly, Felix Buenning et al. [55] adapted Input
Convex Neural Networks that are only convex for one-step predictions for
use in HVAC MPC. They introduced additional constraints to their structure
and weights to achieve a convex input- output relationship for multistep
ahead predictions, assessed the consequences of the additional constraints
for the model accuracy, and finally tested the models in a real-life MPC
experiment. Although these networks showed a decreased model accuracy
compared to one-step ahead ICNN, the controller in the experiments kept
the room temperatures within comfort constraints, while exploiting periods
with relaxed constraints to save cooling energy.

Rebecka Winqvist et al. [9] presented a framework for off-line training and
evaluation of neural network approaches for MPC. The basic idea is to
approximate the MPC mapping from state to control input with constrained
RelLU based neural networks including a projection layer. They considered
the study of neural network architectures in PyTorch [56] with the explicit
MPC constraints implemented as a differentiable optimization layer using
CVXPY which is a state-of-the-art technique for modeling convex problems
amenable to mathematical operations. CXVPY-layers realize the projection
by solving a constrained optimization problem. The neural network used in
conjunction with a projection layer is Projection NN (PNN). PNN structure
is shown in Figure 8. The outcomes of their research show the trade-off
between the number of training data and the approximation properties of
the resulting controller.
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Fig. 8. Projection neural network structure [9]

VI. Conclusion

In this review, the various advantages of using MPC over conventional con-
trollers are thoroughly discussed. After the principal types, parameters, and
steps in the process of developing an MPC are described, the two major
steps namely system identification and development of control scheme
were presented. Regarding the system identification, the three major ap-
proaches White-box, Black-box, and Grey-box modeling techniques were
introduced and further exploration of neural network models takes place.
The advantages and challenges of using neural networks for MPC applica-
tions are high representation capability and intractability respectively. Multi-
layer Perceptrons (MLP), recurrent neural networks (RNN), and input convex
neural networks (ICNN) are the three major neural network architectures
discussed for MPC applications. The control scheme development mainly
focuses on the exploitation of system models especially for optimization
since MPC provides optimal control steps in line with the principles and
constraints entailed in a system model. Nonlinearity and non-convexity
are typical characteristics of Neural network system models which pose
challenges for optimization. To tackle the optimization hindrance, general
heuristic approaches, linearization, and convex networks are researched
solutions. Genetic Algorithm and Particle Swarm Optimization are the two
most commonly used heuristic approaches with slow response time. Lin-
earized models give out guaranteed optimal solutions but are not repre-
sentative of nonlinear systems. Finally, convex networks and layers with
modifications for continuity were stated. Points in the summary of this
review are:

« MPC outperforms conventional controllers.

« Neural networks have high system representation capabilities.

o Neural network models are as good as the quality of collected data
and identified hyper parameters.

« The nonlinearity and non-convexity of neural network system models
can be addressed resulting in high MPC performances.
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Abstract

To use Augmented Reality (AR) in an automotive vehicle for testing
Advanced Driver Assistance Systems (ADAS) a new development approach
with high computing power is needed. Reasons for this are a high vehicle
speed as well as fewer possible orientation points on an urban test track
compared to using AR applications inside a building. The objective of this
paper is the conceptual design of an Human-Machine-Interface (HMI) for
AR-ADAS test systems. For this purpose, a requirements profile for the use
of HMLI in real automobiles is first developed in order to identify and sub-
sequently evaluate different HMI approaches based on this profile. Based
on the AR term specified by Azuma [1] and the associated display classes,
as well as the HMI requirements profile developed, three see-through (ST)
variants of the head-up display (HUD) type and two ST variants of the head-
mounted display (HMD) type are identified as possible HMI approaches. By
deriving the relevant criteria from the requirements profile, the utility anal-
ysis conducted yields significant findings with regard to technical feasibility.

Index Terms

Augmented Reality, Advanced Driver Assistance Systems, Human-Machine-
Interface
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I. Introduction

Advanced Driver Assistance Systems (ADAS) such as the active lane de-
parture warning system and traffic sign recognition support the driver, offer
comfort, and take responsibility for increasing road safety. These complex
systems go through an extensive testing phase, which results in optimization
potential regarding quality, reproducibility, and costs. ADAS in the future will
support ever-larger proportions of driving situations in increasingly complex
scenarios. Due to the increasing complexity of vehicle communication and
the rising demands for functional safety in a complex environment, support
for the driver and increased road safety, the test scenarios for ADAS are
constantly further developed and adapted to higher requirements. European
New Car Assessment Programme (Euro NCAP) has introduced a series of
new safety tests for ADAS into its program and created a road map until
the year 2025 [2] [3]. Today’s test methods can be separated into two
categories. On the one hand, the testing of the ADAS with the help of
virtual worlds (Simulation) and on the other hand, real world testing on
the test track using vehicles and other objects in real life. The central idea
of the virtual test procedure is to transfer vehicle behavior to virtual test
drives as realistically as possible. The approach for virtual tests is aimed
to benefit from the advantages of simulation in terms of reproducibility,
flexibility, and reduction of effort. In this way, specifications and solutions
derived from this virtual tests should be able to be evaluated at an early
stage of the development process. The use of suitable simulation methods
enables the efficient design, development, and application of vehicles and
vehicle components. However, virtual development methods cannot yet
replace real world testing on the test track in all respects. Due to the
complex physical conditions in which a vehicle is exposed when testing
ADAS, real world testing on the test tracks are still necessary to the current
status. For example, the weather and the surface texture of the road take
a decisive role in the evaluation process of ADAS test drives [4] [5]. The
presented research background of this approach combines the advantages
of ADAS-tests in a virtual simulation and these of ADAS-tests in a real
environment. Particularly the camera images of the vehicle are augmented
with additional virtual information. The augmentation of virtual road lanes
allows, for example, the testing of a lane departure warning system inde-
pendent of the test track. Scenarios such as the appearance of temporary
lanemarkings or the absence of sections can be tested on the same test
area. Narrowing and widening of lane markings can be represented as well
as international differences between road markings. For testing traffic jam
assistance systems, vehicles driving ahead can be augmented with camera
images. In the first phase of testing, second vehicles including drivers can
thus be dispensed with, reducing the costs of the tests and increasing the
safety of the test engineers. Furthermore, ADAS-test cases with traffic signs
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Fig. 1. AR display classes inspired by Milgram [15]

as well as pedestrians and cyclists can be augmented situationally and
quickly. Furthermore, by using Augmented Reality (AR) for testing ADAS,
new possibilities for testing complex, critical, and even forbidden test cases
arise. For example, for testing the lane departure warning system, the traffic
lane can be inserted into the image in any given width, regarding the lane
and the white stripe itself. Therefore it is possible to test the system to its
limits, a feature not possible by testing in reality on the test track.

Based on this, the aim is to develop a real-time AR-ADAS electronic con-
trol unit (ECU) with a suitable human-machine interface (HMI) for use in a
real vehicle. The HMI serves as an interface between the driver and the AR-
ADAS-ECU. This supports the test driver in the execution of the test cases
by visualising the extensions of the test track that do not exist in reality for
the driver by means of AR. This paper deals with the conceptual design of a
suitable HMI for the AR-ADAS test system as well as the identification and
evaluation of HMI approaches with regard to their suitability for the overall
project.

II. Definition of HMI Approaches for AR

The main task of the HMI is to make the AR - which is also transmitted
to the vehicle - perceptible to the test driver in real time in such a way that
the ADAS functions of the test vehicle can be evaluated, including human
interaction. The acceptance of the different HMI solutions, as an interface to
the virtual experience, plays an important role here. This depends, among
other things, on the quality of the visualisation, the interaction, but also
the haptics [6]. For the presented approach, the selection of a suitable
HMI concept focuses exclusively on visualisation and interaction. In order
to visualise AR, the use of a suitable HMI is absolutely necessary. As it
can be seen in figure 1, the various display approaches can be divided into
characteristic classes based on their properties.

Displays that allow a medium-direct view through to the real environment
in 3D belong to the class of see-through (ST) displays. Monitor-based (MB)
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displays, on the other hand, only allow an indirect view of the real environ-
ment. This is done with the help of live or stored videos (2D). Indirect
displays (3D objects: video ST), which visualise AR three-dimensionally
using video, also belong to the group of ST displays. The 3D concept is
crucial here. The processing of the 2D camera data used for the real en-
vironment, through 3D scene modelling, makes it possible to integrate the
virtual objects in the correct perspective (Fig. 2).

If the recording and playback of this same AR on an indirect display
take place almost simultaneously, they are called video-based ST displays
(video ST). Displays are called Optical ST displays (3D-Objects:optical ST)
when the reproduction of the virtual objects in combination with the direct
view of the real environment are correctly integrated. The visualisation of
AR according to Azuma [1] limits the AR-capable displays to those that
are able to display virtual three-dimensional objects correctly oriented in
perspective (groups marked in red, Fig.1). For the identification of suitable
HMI approaches for testing camera-based ADAS, only these ST displays
fulfil the necessary criteria [15].

III. Requirements profile for AR-HMI

The requirements profile describes the entire set of the functional re-
quirements for the HMI. The requirements are formulated as generally as
possible and as restrictively as necessary in order to be able to make
a suitable selection for the AR-ADAS test system within the conceptual
design. The conception of the HMI approach elaborated in this work has the
objective of obtaining a comprehensive picture of all for the application in
the test vehicle applicable HMI approaches. For this purpose, the function-
based requirements profile offers a high degree of flexibility in implementa-
tion. The basic requirements (No. 1-2, Table I)) for the AR-ADAS-ECU with
HMI as an overall system must be fulfilled by the HMI and are therefore
a prerequisite. Based on these, the requirements for the HMI are derived
(No. 3-11, Table I)).
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Nr.

Category

Description

10.

11.

Basic requirement

Basic requirement

Requirement HMI

Requirement HMI

Requirement HMI
Requirement HMI
Requirement HMI

Requirement HMI
Requirement HMI
Requirement HMI

Requirement HMI

AR-ADAS-ECU with HMI simulates and visualises
test track using AR to test ADAS functions

Adaptive system -
is compatible with most common vehicle types and OEMs

Relevant virtual three-dimensional objects
must be be fully visible to test drivers

HMI visualises AR in real time
(min. 25fps, delay not visible for test drivers)

HMI visualises AR correctly at all times
(geometric registration of the virtual three-dimensional objects)

High acceptance of the HMI by the test driver

The HMI input function must not distract
the driver while driving

Interface between HMI and AR-ADAS-ECU
Operating scope HMI: ON/OFF function
Interaction between HMI and test driver possible

Minimal field of vision impairment due to HMI

TABLE I

Basic requirements and special requirements for HMI

The basic requirements for the overall system identify suitable HMI ap-
proaches. The requirements profile for the HMI serves as the basis for a
utility analysis, which is used to evaluate the identified HMI approaches.
Based on the results, suitable HMI models of the favoured HMI approach
are identified, evaluated and applied. For their evaluation, the HMI require-
ments have to be specified and completed according to the conceptual
design of the overall system. With regard to interaction between the HMI
and the test driver, these are, for example, the following specifications:

« Operating scope HMI: Selection of vehicle type and test case

o HMI calls for action: reference reality OK/NOK for test

o HMI informs: Test OK / NOK / optional NOK Deviation from OK
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1V. Identification of the HMI approaches

The identified HMI approaches result from the Azuma [1] definition of
AR and the associated display classes as well as from the criteria from the
requirements profile for the HMI for the test case of camera-based ADAS
functions in the vehicle. The HMI approaches described belong to the class
of ST displays (optical or video-based), which can visualise AR generated
with virtual three-dimensional objects. They fulfil the basic requirements 1.
and 2. of the requirements profile and have an interface to the AR-ADAS-
ECU. HMI approaches in which stationary displays are mechanically fixed
to the vehicle for the duration of the test belong to the Head-Up Display
(HUD) group. Those in which the display is attached to the head belong to
the Head-Mounted Display (HMD) group [8]. In both HMD and HUD, HMI
approaches of optical and video-based ST displays are identified, which are
described in more detail below.

A. HMD - Head-Mounted Display

HMDs are displays that are worn directly in front of the eyes. This can
be realised in the form of glasses or a helmet. HMDs usually have tracking
systems (determination of position and orientation) with which the change
in the user’s viewing direction and position can be continuously readjusted
accordingly. In addition, the glasses can be further divided into those with
an open design (AR glasses) and those with a closed design (Virtual Reality
(VR) glasses) [8].

« HMD ST optical: Head-Mounted Display (see-through) medium-direct
« HMD ST video: Head-Mounted Display (see-through) via Video
Both AR and VR glasses are suitable for visualising AR for testing ADAS
functions in the vehicle. They are referred to below as '"HMD ST optical’ for
AR glasses and "HMD ST video’ for VR glasses.

1) HMD ST optical: The HMI approach is based on the use of AR glasses,
in which the real environment and the virtual three-dimensional objects are
optically overlaid for the user’s view. The vision of the real environment is
medium-direct and means the view through a medium (e.g. glass) onto
the real environment. By superimposing this view around the virtual three-
dimensional objects, the three-dimensional AR is created for the user. For
the perspective-correct integration of the virtual three-dimensional objects,
the real environment is tracked via the camera of the glasses. The open
design allows the user to perceive the environment outside the field of
vision provided by the glasses [8]. Typical representatives of this approach
are, for example: Microsoft HoloLens, Magic Leap One and Moverio BT-300.
The well-known Google Glass, on the other hand, is not suitable for three-
dimensional AR due to its monocular principle. Typical representatives of
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Fig. 3. Typical representatives of AR glasses - left: Microsoft HoloLens [9],
right: Epson Moverio BT-300 [10]

Fig. 4. Typical representative of VR glasses - Samsung Gear VR [11]

AR glasses are shown in Figure 3.

2) HMD ST video: With the HMD ST video, the real environment is also
captured via the camera of the glasses, but - in contrast to the HMD ST
optical - "overlaid with the virtual content as part of the rendering” [8].
Subsequently, the three-dimensional AR created in this way is visualised as
a video. This is an indirect view of the real environment, as this is viewed
through the playback of a video. The closed design of VR glasses restricts
the user’s field of vision to the field of vision provided by the glasses, and
the environment outside the field of vision cannot be perceived accordingly
[8]. Typical representatives of HMD ST video are, for example: HTC Vive and
Samsung Gear VR (Figure 4).

B. HUD - Head-Up Display

HUDs are displays that are stationary and mechanically fixed to the vehi-
cle for the duration of the test. The ratio of the field of view to the driver’s
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Fig. 5. Typical representatives of HUD ST optical - Hudway Drive [13]

field of vision depends on the display size and the driver’s distance from
the display and has a major influence on the perception and acceptance
of the AR visualised in this way [8]. Stationary displays also allow the user
to perceive the environment outside the display’s field of view. Depending
on whether the display supports a medium-direct (HUD ST optical) or an
indirect view (HUD ST video) of the real environment and whether the HMI’s
own or the vehicle’s internal camera (car) is used for tracking and rendering,
there are three different HUD-based HMI approaches:

« HUD ST optical: Head-Up Display (see-through) medium-direct
« HUD ST video: Head-Up Display (see-through) via Video
« HUD ST video (car): Head-Up Display (see-through) indirectly with cam-
era tracking vehicle
All three approaches are also suitable for the above application and are
presented below.

1) HUD ST optical: This HMI approach is based on the principle of AR
glasses, in which the real environment and the virtual three-dimensional
objects are optically overlaid for the user’s view. The view of the real en-
vironment is medium-direct. For the correct perspective integration of the
virtual three-dimensional objects, the real environment is tracked by the
user’s own camera. A portable representative of a suitable HUD ST optical
approach is for example the Hudway drive in Figure 5.

2) HUD ST video: This HMI approach is based on the principle of VR
glasses, in which the video recordings of the real environment are overlaid
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Fig. 6. Typical representatives of HUD ST video - Apple iPad with Holder [13]

with the virtual three-dimensional objects as part of the rendering. Via the
HUD ST video, the three-dimensional AR is visualised as a video. This is
also an indirect view of the real environment without the disadvantage of
a closed design. Typical representatives of the HUD ST video approach are
mobile devices such as Microsoft Surface, Apple iPad, tablets with suitable
hardware and software (Figure 6).

3) HUD ST video (car): This HMI approach is based on the principle of the
HUD ST video approach. In contrast to this approach, the HUD ST video (car)
approach uses the image material of the vehicle’s internal camera instead
of its own camera. Depending on the type of vehicle, tracking takes place
at the level of the bumper or the rear-view mirror. The AR generated in this
way is visualised in an offset manner from the driver’s point of view (angle
of view of the vehicle camera). By means of a relation matrix, the tracked
position can be adapted to the driver and, with this approach, enables
a significantly reduced computational effort for the AR-ADAS ECU, since
only one image is used to generate the AR instead of two different camera
images. Typical representatives of the HUD ST video (car) approach are also
mobile devices with suitable hardware and software (see Figure 6).

In the following chapter, the HMI approaches described here are compared
and evaluated using a utility analysis.

V. HMI Evaluation

In order to be able to carry out an overall evaluation of the identified
HMI approaches, a utility analysis is carried out in this chapter based on
all relevant criteria. In a first step, the relevant criteria are defined on the
basis of the requirements profile of the HMI. In the second step, the utility
analysis is carried out and finally the results of this analysis are evaluated.
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A. Criteria of the utility analysis

The analysis of the HMI approaches makes it necessary to derive the
relevant criteria from the requirements profile and to specify them individ-
ually so that a meaningful evaluation is possible. The order of the criteria
is chosen arbitrarily.

1) [Req. 1]: 100 % visibility of 3D objects: Completely visible is consid-
ered to be when all virtual three-dimensional objects (v3D-Obj.) relevant
for the test drive can be visualised and recognised by the test driver at
any time during the test case. This means that, in the best case, the driver
recognises every object that the driver would also recognise in the real
scenario. In addition, a 1:1 representation of the AR is rated higher than a
1:k representation.

2) [Req. 2]: Visualisation in real time: The visualisation of AR in real time
depends on data transmission, processing and the amount of data. When
considering the approaches, the expected computing effort caused by the
radius of movement is evaluated in terms of the amount of data and the
amount of data expected for visualisation. The real-time capability can be
evaluated by means of a quantitative estimate of the expected data volume
from the HMI to the ECU and the associated processing time within the
framework of the data augmentation process (Figure 2). The acceptance of
AR visualised via HMI depends on various criteria. This is linked to the (a)
quality of the AR visualisation, the convenience, the (b) realism and the (c)
experience with the technology.

3) [Req. 3]: Field of view ratio (a): The quality of the visualised AR de-
pends on the programming, the video resolution difference between the
real environment and the v3D objects as well as the expected field of view
in relation to the field of view of the test driver. The size of the field of view
depends on the display size of the HMI and the distance between the HMI
and the driver. When considering the HMI approaches, only the ratio of the
field of view to the field of vision is evaluated. The criterion is considered
to be completely fulfilled at a ratio of 1:1 and fulfilled to a small extent at
1:k with k much greater than 1.

4) [Req. 4]: Reality reference (medium-direct) (b): The reference to reality
is considered to be fully fulfilled if the HMI approach allows a medium-direct
view of the real environment. A medium-direct view is when the view of
the real environment is through a medium (e.g. glass). In contrast to the
indirect view (e.g. live video transmission), a much higher acceptance by
the test driver can be expected with the medium-direct view.
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5) [Req. 5]: Technology experience (c): Experience with the technology is
considered to be fulfilled if the approach is already widely used in other
areas of application.

6) [Req. 6]: Type of operation: The extent to which interaction with the
HMI distracts the test driver while driving depends on the one hand on the
programming and on the other hand on the type of operation. Depending
on the type of operation, the criterion is considered to be fully met if the
expected distraction is low.

7) [Req. 7]: Direct interaction HMI: The type of interaction between the
test driver and the overall AR-ADAS-ECU system, which takes place via
the HMI, depends on the programming and the HMI model used. For the
analysis of the HMI approaches, it is only evaluated whether the interaction
with the HMI can take place directly or indirectly according to the current
technical status. Here, the criterion is considered to be fully met if direct
interaction is possible.

8) [Req. 8]: Field of vision impairment: From a safety point of view, the
vehicle control by the test driver must be taken into account. This depends,
among other things, on the test scenario, test driver, vehicle and the field of
vision impairment caused by the HMI. Only the field of vision impairment
that is to be expected from the HMI according to the current technical
status is evaluated. The cause of the impairment can be: inactive, defective
or faulty HMI. The criterion is considered to be fully met if the expected
impairment is low and the vehicle control is high.

B. Utility analysis

Based on the requirements 3-11 for the HMI (see Table I), the derived
relevant criteria of the utility value analysis result. These are weighted in
a pairwise comparison within the framework of the utility analysis. Subse-
quently, the identified HMI approaches are evaluated for each criterion on
the basis of a defined scale from 0 to 3 (0 = criterion is not fulfilled, 3 = crite-
rion is fully fulfilled). This scale results from the fact that only a quantitative
assessment is possible within the framework of concept identification. In
addition, an even number of the scale excludes the possibility of averaging.
Multiplying the evaluation by the weighting results in the respective utility
value of the HMI approach. The HMI approach with the highest utility value
is considered the optimum. This makes it possible to reduce the complexity
of the criteria with the help of a ranking and at the same time reveal the
differences [13]. It should be noted that the evaluation is based on the
authors’ perception. The pairwise comparison of the criteria is shown in
Figure 7.
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Fig. 7. Utility analysis - pairwise comparison
Nr. Criteria % of 100
1. [Req. 8]: Field of vision impairment 25
2. [Req. 1]: 100% visibility of 3D objects 17,86

3. [Req. 4]: Reality reference (medium-direct) 17,86

4., [Req. 2]: Visualisation in real time 17,86

5. [Req. 6]: Type of operation 10,71

6. [Req. 3]: Field of view ratio 7,14

7. [Req. 5]: Technology experience 3,57

8. [Req. 7]: Direct interaction 0,00
TABLE II

Utility analysis - Criteria Ranking

e 0 = Criteria (horizontal) is less important than criteria (vertical)

o 1 = Criteria (horizontal) is more important than criteria (vertical)

Based on the weighting of the criteria, the following ranking results in
Table II.

The safety-relevant criterion '[Req. 8]: Field of vision impairment’, with
a weighting of 25 percent, has the greatest influence on the utility value
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HUD ST optical HUD ST video HUD ST video (car) HMD ST optical HMD ST video
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100% visibility of 3D objects 17,86% 0 0,36 0,36 3 0,54 0,54
Visualisation in real time 17,86% 4 0,36 2 0,36 3 0,54 1 0,18 1 0,18
Field of view ratio 7.14% 1 0,07 2 0,14 2 0,14 3 021 3 0,21
Reality reference 17,86% 3 0,54 2 0,36 2 0,36 3 0,54 0
Technology experience 3,57% 1 0,04 2 0,07 3 0,11 1 0,04 2 0,07
Type of operation 10,71% 0 = 1 0,11 L 0,11 2 021 1 0,11
Direct interaction 0,00% 0 - 3 - 3 - 2 - 1
Field of vision impairment 25,00% 3 0,75 1 0,25 1 0,25 3 0,75 ]
Summe 175 1.64 1,86 2,46 111

Fig. 8. Utility analysis - Evaluation

Nr. HMI-Approach Utility Value %

1. HMD ST optical 2,46 82,0

2. HUD ST video (car) 1,86 62,0

3. HUD ST optical 1,75 58,3

4. HUD ST video 1,64 54,7

5. HMD ST video 1,11 37,0
TABLE III

Utility analysis - Overall Ranking

of the HMI approaches. The evaluation of the approaches based on the
criterion ’[Req. 7]: Direct interaction’ has no weighting and thus no influ-
ence on the utility value. In addition to the criterion of minimum field of
vision impairment, ’[Req. 1]: 100% visibility of 3D objects’, '[Req. 4]: Reality
reference (medium-direct)’ and ’[Req. 2]: Visualisation in real time’ have a
high influence on the utility value of the HMI approaches. Based on the
weighted criteria, the next step is to evaluate the HMI approaches (Figure
8).

The utility values of the individual HMI approaches determined on the
basis of the utility value analysis result in the ranking (Table III). The HMI
approach HUD ST optical represents the optimum with the highest utility
value.
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C. Evaluation of the utility analysis

Based on the technical evaluation, the HMI approach HMD ST optical
(AR glasses) is prioritised with a utility value of 2.46 (82 percent) of the
maximum utility value 3 to be achieved. The HMI approach HMD ST video
(VR glasses), on the other hand, has the lowest utility value in comparison
(37 percent utility value HMD ST optical). Due to the closed design, the
criterion ’[Req. 8]: Field of vision impairment’ is not fulfilled and endangers
the safety of the test driver in case of a technical failure. This approach
is therefore not considered for further investigations. The three HMI ap-
proaches HUD ST are comparable in terms of utility value and are below
the utility value of the HMD ST optical. If only the HUD ST HMI approaches
are compared with each other, it can be seen that HUD ST video (car) is to
be prioritised. The HMI approach HMD ST optical scores well in the safety-
relevant criterion due to the medium-direct view with minimal impairment
of the field of vision. As a head-mounted display, the maximum ratio of
field of view to field of vision is achieved. This automatically leads to 100
percent visibility of the v3D objects with a 1:1 ratio of the visualisation to
the real environment. The medium-direct view also ensures a high degree of
realism. Together with the criterion *field of view: field of vision (1:1)’, a high
acceptance of the HMI by the test driver can be expected. Compared to the
other two head-up displays, the HUD ST video (car) HMI approach scores
highly in the criterion ’visualisation in real time’, as the expected processing
time is significantly reduced. Compared to the HUD ST optical, the higher
field of view impairment of the HUD ST video as well as the HUD ST video
(car) leads to reduced safety. In contrast to the HUD ST optical, however,
the criteria 'field of view:field of vision(1:1)’ and 100 percent visibility of
the v3D object are rated higher for both HUD ST video with a 1:k ratio of
the visualisation to the real environment. In conclusion, the two favoured
HMI approaches of the technical utility analysis are as follows: 1. HMD ST
optical and 2. HUD ST video (car).

VI. Conclusion

The number and complexity of ADAS functions will continue to increase in
the future [16]. The associated development and testing effort, especially
for camera-based ADAS, can be significantly reduced by applying simu-
lated test cases using AR in real vehicles. Azuma [1] specifies AR as the
real environment augmented by virtual objects (e.g. road signs, lane mark-
ings or crossing people), whereby the virtual objects are integrated three-
dimensionally and perspective-correctly into an interactive three-dimensional
real-time environment. By applying this specified AR, the function of camera-
based ADAS can be validly tested for a wide variety of test cases. The
integration of the generated AR takes place on the one hand in the ve-
hicle and on the other hand via an HMI suitable for visualisation, which
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supports the test driver during the test drive. In order to enable a realistic
behaviour of the test driver and at the same time ensure his safety, high
technical requirements are placed on the HMI approach. The established
requirements profile describes the totality of the functional requirements
for the HMI. Using the pairwise comparison, eight criteria derived from the
requirements profile for the HMI were weighted. Finally, the following two
favoured HMI approaches result from the utility value analysis: 1. HMD ST
optical and 2. HUD ST video (car).
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Abstract

A major goal of many companies is to generate as many innovations and
new technologies as possible. The aim is to increase competitiveness and
ensure economic success. But not every innovation or new technology is a
commercial winner. What are the reasons for this and what impact does
business models have on this? Based on a short literature research, the
terms innovation, technology and business model are defined concisely and
the relationship between them are analyzed. And although innovations and
technologies are the basis of new products, it is the business model that
determines the demands on the development departments and creates the
opportunities for successful commercialization.

Index Terms
business models, business model innovation, innovations, technology
I. Introduction

Technologies and business models are terms that are used inflationary in
recent years [1]. In a constantly and ever more rapidly changing world, they
are seen as a necessity and a solution to many emerging challenges facing
humanity where the areas of usage are not fixed. Whether it is urbanization,
the threat to the planet from pollution, changes in mobility or the silver
society [2]. Innovations in particular are hyped and become a mantra for
many companies. There are already metrics for innovation by which the
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performance, success and position of a company is expressed and therefore
a desired target in the strategies [3]. New innovation methods, like design
thinking, are intended to break down existing and sometimes inflexible
organizational structures in companies and get the workforce excited about
innovations. This often leads to overheated and excessive expectations
among the workforce [2]. But are innovations and technologies alone
responsible for the success of companies and what role business models
play in this? The relationship between innovations, technologies and
business models is not clearly described in science and leads to the fact that
their significance can be very different, depending on the point of view. In the
following analysis, the terms will be defined compactly and their relationship
to each other will be discussed in the following chapters.

I1. Invention, Innovation, Technology and Business Models

Inventions, innovations and technologies will be sometimes used in
academic literature with the same meaning but there are significant
distinctions. Fagerberger [4, p. 3] defines inventions as “the first occurrence
of an idea for a new product or process” and for Freeman [5], inventions are
“an iterative process initiated by the perception of a new market and/or new
service opportunity for a technology-based invention which leads to
development, production, and marketing tasks striving for the commercial
success of the invention”. When inventions meet the market, it comes to
innovations [4], [6], [7] (Fig. 1. Invention becomes an innovation through
commercialization Base for successful innovations is additional value for the
customers and can therefore create business value and the possibility for the
company, to generate profit. It does not matter if innovations create a
completely new product or if it is an extension of an existing one, which can
be done by regular updates [1], [8, p. 283]. Even the increments must not be
reduced to technical features. Changes in marketing, prices or in business
models can contribute to the creation of an new product or service [9]-[11].

A special form of innovations are disruptive innovations. The theory,
developed by Christensen [12] states that existing and successful
innovations are replaced by new ones and displace it completely. Disruptive
innovations can be found in new markets where start-ups can enter the
market with limited investments. New features or enhancements of existing
products satisfy the needs for the customer even if the power or the user-
friendliness of the product is less than the original one.
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Fig. 1. Invention becomes an innovation through commercialization
[13]

Technology, which has changed its meaning over the last 200 years, gained
its current relevance with the second industrial revolution [14, pp. 190-192],
[15]. Based on cause-and-effect statements, technology answer the
questions, which resources and tools are necessary to solve a specific
problem [16, p. 17], [17, p. 330]. It is “the use of scientific knowledge or
processes in business, industry, manufacturing etc.” [18].

Drivers for innovations or new technologies are the R&D departments of
companies, universities or technical institutes making improvements to
existing products or develop new ones (innovation/technology push).
Another reason can be consumer demands, which triggers innovations or
new technologies (marketing pull). Furthermore, companies may be
motivated by political measures such as laws or subsidies to develop
innovations and new technologies and commercialize them on the market
(regulatory push) (Figure2).
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Fig. 2. Types of Motivations for Companies to Invest in Innovation and
Technology [13]

The concept of business models was introduced in academic literature in
1957 [19] and publications increased dramatically at the beginning of the
1990’s with the e-business hype when companies started to reduce
transaction costs with the internet [20]. Nevertheless, science has not yet
succeeded in creating a unified accepted definition. For Amit and Zott [20],
business models describe the content, structure and control of transactions
that are intended to create value by exploiting business opportunities. For
Magretta [21], business models answer the questions: who is the customer?
And how can we make money in this business? Teece [22] goes beyond the
customer relationship and integrates the relationships between customer,
suppliers and business partners. Also, business models should be well
protected, otherwise they can be copied too easy by competitors.

The different approaches have in common that business models consist of
the elements value propositions, value creation and delivery and value
capture [22] (Figure 3).
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Fig. 3. Core elements of business models [13]

Value proposition means that the service to be provided in the form of
products or services represents added value for the customer and that the
customer is willing to pay a reasonable price for it and gives the company the
opportunity to make a profit. A value is generated when it solves problems
for the customer or provides convenience. The value creation and delivery
describe the company’s sources and capabilities by increasing the value of a
product or services to generate new value. Value creation as the third
element of business models describes the different forms of money
collection from the customer. So, it can be the calculation of the price or an
abo model [10], [21], [22].

Business models are subject for permanent adaptation due to external
conditions and are further developed through business model innovations.
One of the best-known examples of a successful business model innovation
is probably the "power-by-the-hour" business model of the British aircraft
turbine manufacturer Rolls-Royce. Before the new business model was
introduced, building engines was a product for Rolls Royce: For a high one-
off sum, the engine became the property of the aircraft manufacturer, who
had to have it serviced and maintained. In order to reduce the high level of
investment and the complex maintenance system and planning on
customer's site, the new business model enables airlines to pay only for the
hours the engines are in operation, rather than having to buy them. Rolls-
Royce also takes care of the maintenance and repair schedules and
expenses. The business model innovation has also the effect that lower
capital expenditure enables aircraft companies to enter the market with
lower capital resources.

Sustainable business models are becoming more and more crucial, due to
the increasingly significant market demand for environmentally friendly
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products that are produced under social and fair conditions. Therefore, the
elements of environmental friendliness and social fairness are added to the
conventional components of business models as equally ranking elements
[23].

A business model is not the same as strategy and people sometimes use the
terms interchangeably. While strategy is based on analyses and intends to
ensure long-term market success, business models focus on short-term
horizons and are based on assumptions and limited information. However, it
is important that strategies and business models are aligned and do not
pursue conflicting objectives.

III. Relationship between Innovations, Technologies and Business Models

The relationship between innovations, technologies and business models
is complex and not clearly defined in academic literature. Authors agree on
the point that business models are necessary for value creation and delivery
[24], [25]. Furthermore, they enable technologies to be monetized if they
represent added value for the customer and generate demand on the market
[26, p. 64]. The role of business models is to create the link between
innovations and technologies and the realization of economic value [10].
Some economists are convinced to consider business models as the
essential vector in the innovation process, since not every innovation or
technology represents an economic success per se and they argue that
companies should invest more in developing business models than in
innovation or technology itself [27]. For example, at Xerox PARC, Palo Alto,
many pioneering inventions were developed in the 1970s (the ethernet
network technology, the graphical user interface with mouse navigation or
the laser printer), but the successful commercialization was implemented by
other companies [27, pp. 1-21]. Other scholars give greater emphasis to
innovation or technology and state that the technology leaders are
successful companies in their segments and gain significant advantages in
the marketplace over their competitors. The first movers are characterized
by modified and often innovative production processes over competitors
within a market or market segment. Examples here are Apple and Google.
Also, technology leaders are sometimes innovation leaders, but this is not a
mandatory prerequisite and can even be a handicap since innovations and
their marketing require different expertise.

Discussing the question if there is a sequence of innovations, technologies
and business models, the innovation process has an important role to play.
In alinear innovation process, innovations are developed to a product by the
development department and marketing and sales are not involved until
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shortly before the product is launched. Therefore, the benefits for the
customer and the added value are already predominantly defined and there
is only little room for improvements in the revenue model. This approach,
which was very dominant in 1960 - 1990, can hardly consider of fast-
changing customer needs and value chains and restricts the design of
business models too much. For this reason, newer approaches pursue the
early integration of customer requirements into the innovation process in
order to avoid useless investments and cost-intensive product adaptations
[26].

Whereas technological changes should not be brought to market until they
are in a mature state in order to meet the quality demands of customers, in
the case of business models it is possible and useful to make changes at
short notice that provide a certain amount of testing on the market. Business
model innovations can be started as a hypothesis, tested live at the market
and adjusted at short-term if necessary. Other than innovations and
technologies, long-term developments and preliminary considerations are
not typical for business models and can also lead to problems when
launching the business model, as customer requirements may have changed
by the time the innovation or technology has reached the necessary market
readiness [10].

IV. Discussion

Innovations, technologies and business models are closely related. In
earlier years, innovations and technologies from R&D departments were the
basis for the economic success or failure of companies. It was up to
marketing and sales to generate the necessary revenues from the developed
products on the market. Nevertheless, high investments in developing
innovations and the resulting commercial success were difficult to estimate.
There were many reasons for this: The products did not sufficiently satisfy
the market's needs or the products were ahead of their time and the
necessary infrastructure was not yet in place. In some cases, the companies
had a high level of competence in developing products, but the marketing
and sales capabilities was not sufficiently available for successful
commercialization or the structures in the companies did not allow the
marketing department to influence product development at an early stage.
As a result of the e-business hype, the knowledge and relevance of business
models received a considerable push and replaced innovations and
technologies as the exclusive element for a commercially successful
company. Companies and start-ups began to focus on value chains and the
underlying business processes, which were automated by IT support.
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Although the e-business itself lost momentum a short time later, business
models became a main pillar in the development of products. In business
models, the customer value represents one of the three elementary building
blocks for a successful commercialization of products. It is the basis for the
requirements for innovations and new technologies. It can significantly
reduce the risk of misguided investments, since only functionalities are
developed that potentially bring benefits to customers. The value chain as
the second element of business models can influence the development
process of companies. So, specifications for the value chain can be
implemented in the design of production and can lead to reduced costs in
production and distribution through efficient processes and faster logistics.
The revenue model based on this is given greater freedom in its design on
the market to collect money from the customer.

Different competencies are required for the development of products. The
development of innovations and their implementation in cost-effective
technologies requires the knowledge and experience of technically skilled
people, while the development of a suitable business model requires
knowledge of customer value proposition, value chains and pricing. Since all
competencies are necessary for the successful commercialization of
products, only the level of importance can be discussed and not the
elimination of one of them. Innovations and technologies represent
potentials for commercialization that can be examined and evaluated via the
business model and also verify the impact they have on the company. If a
customer demand is not recognizable on the market, it can be tried to
stimulate it via marketing measures, but the success is not guaranteed.
Depending if demand can be raised, expenses for the product are set against
the price that can be achieved on the market, which must cover not only the
operating costs, but also the expenses for development. If the marginal
benefit for the customer exists, but is too low compared to existing products,
it can be difficult to achieve the price required to cover all costs.
Innovations and technologies can have a fundamental impact on the existing
product range and the organization of the company. New or modified
products can lead to the elimination or cannibalization of present service
offerings of the company. So, digitization can simplify maintenance work
through updates via networks and technicians on site are no longer needed.
As a result, employees are no longer required for these aftersales activities
and the corresponding revenues are lost. These effects can be compensated
for by a modified business model and can lead to new opportunities for the
company.

Technology leadership can bring companies in a position to gain significant
advantages over the competition in the market. However, companies must
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constantly decide whether further development is necessary. The mobile
phone manufacturer Nokia, for example, has permanently improved the
performance of its batteries, but the product itself has been replaced by a
completely new concept, the smartphone. Therefore, before investing in
innovations and technologies, the necessities should be analyzed via the
business model. And only if a corresponding value proposition is generated
for the customer and the value chains can be expanded, these should be
made.

It has also been considered that innovations and technologies can lead to a
significant change in existing business models, like the value chain. However,
if the changes are too fundamental, it can hamper the success of the
innovation or technology. For example, the electric vehicle can hardly be
successfully commercialized as a technology on its own, as important
infrastructure measures are essential for this. These include nationwide
charging stations and electricity providers that supply the charging stations
with environmentally generated electricity. Integrating these components
into the automotive companies' own value chain would be to cost intensive
and time-consuming. Cooperations can enable and accelerate the build-up
but are not sufficiently appropriate as a motivation for companies on their
own, as high investments are required and success is unknown. The solution
could be the development of an eco-system. There, the different companies
work together and only through this joint eco-system, the success is
achievable. This goes far beyond cooperations, as individual companies do
not distinguish themselves at the expense of the other eco-system
participants because otherwise, the entire eco-system and the success could
be exposed. But to build a new eco-system is time consuming and in
addition, further companies are to be motivated to invest in this eco-system
where the result is uncertain.

The creation and selection of business models has a decisive influence on
whether innovations and technologies are allowed to leave the boundaries of
the company, as these are not successful per se. Depending on the
evaluation by the suitable business model, commercialization in the market
takes place. If no appropriate business model can be developed, there is a
high risk that innovations and technologies will represent progress, but that
this progress will be withheld from humanity because they cannot be
commercialized.
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Abstract

In this work a deep convolutional neural network with large convolution
filters is presented for condition monitoring of electric motor. The mode
is named as IEEM-CMCNN which is trained with newly created Vibration
Dataset- IEEM CMData to classify different beraing faults in the motor. One
of the main significances of the model is that the network has 3-channels
vibration input and trained for both single (1 - channel) and 3 - channel
inputs sothat the trained model can be tested on different test-bench
dataset. The trained IEEM-CMCNN is then tested with different publicly
available datasets (IMS, KAt and MFPT) where the accuracies are high.

Index Terms

Convolutional Neural networks (CNNs), Feature Extraction, Test Data

I. Introduction

In the ongoing fourth industrial revolution (industry 4.0) manufacturers
and indusdries introducing large scale of machine to machine (M2M) and
interner of things (IoT) for increasing automation, improving self-monitoring
and smart production that can analyze and diagnose issues without human
intervention. Machine learning (ML) based Condition monitoring (CM) of ma-
chineries has gained huge interest in both industrial applications and aca-
demic reserch because of huge improvement of the algorithms,faster com-
putation power and involvement of numerous number of sensors with easy
and fast datatransfer process. Apart from requirement of automized fault di-
agnosis, fast, accurate and early diagnosis ofrotating machines is ecenssial
for safely ,unintrrepted production process and lower maintainance cost.
Vibration based CM is very effective as it contains most of the information
of the machine but the success of tradition ML depends on how good
is the extracted charecteristics or features from the measured vibration
containing vibration of other rotating parts as well as background noise. The
charecrestics from the raw data or feature extraction requires the knowl-
edge of the particular system and thus knowledge based feature extraction
is domain dependent. Convolutional Neural networks (CNNs) have recently
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become very popular in other fileld of sciences and engineerings other
than in only compution vision problems. CNNs generally have stacks of
convoulution layers which can extract features directly form data without
prior knowlegde of the input’s system and later fully connected nets do
the classification. In this work we showed a CNNs model to classify or
detect apperantly early stages of bearing fatigue faults from motor external
vibration and the trained model is tested on different public dataset to
validate model’s accuracy. Recently there are many publications [6]; [14];
[7]; [12]; [13] showe CNNs based CM of bearings, which are very promising
indeed but most of the time the trained models are tested with part of the
data from same training sets. The goal of any data-driven classification or
detection model is to achieve a model which should predict the result with
good accuracy for any similar data as training data. In mechanical engi-
neering problems it is difficult or not always possible because of variation
in system domains. It is well known that if similar bearings have same
fault, it should be detectable in the vibration pattern and theoritically it is
pissible to determine the fault type by frequency analysis. So the objective
of designing a fault detecting CNNs model should be that the deep layers
are able to extrract the features of similar faults from different test bench
data than the trained data.

II. Training Data: IEEM CMData

Synchronous
Coupling Motor

Asynchranous l, -

DE Sensor

Motor -

~. _BASensor
-

Fig. 1. IEEM-CMData test bench

The challenge of creating a dataset for bearing faults is to seed the bearings
with defcts similar to real-life and achieving such faults in a test rig is
complex and time consuming process. The mounted bearings on the motor
of the test bench are deep groove ball bearing and generally it requires
millions of cycles in normal conditions to attain degraded health. The idea
applied here is to implement artificial fault to mimic fatigue type of defects
in the bearing for creating the dataset. The bearing data generating test-
bench is developed at the Institute of Energy Efficient Mobility (IEEM),
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University of Applied Sciences Karlsruhe and supported by SEW-Eurodrive
GmbH (SEW). In the Fig. 1 a view of the test-bench (left) and the CAD
design (left) is shown. The dataset is called IEEM-CMData.

During measurements faulty bearings are installed either at Fan-End (FE)
or at the Drive end (DE) of the asynchronous motor connected with a
synchronous load motor coupled with highly flexible coupling. Three ac-
celeration sensors are installed on motor cage near the FE, DE and under
the base plate (BA) to measure the external vibrations. The measurements
are recorded at different speed and load conditions.

The goal was to create number of different type of faults at different parts
of the bearing such as at inner raceway, outer raceway, rolling element etc.
Two methods are applied to implement artificial faults on the bearings:

Create single spall at inner and outer ring to imitate surface fatigue:

With an electric engraver small sized single dent are created either on
inner ring surface or outer ring surface. To achieve different stages of fault,
we used two sizes of graving tool and thus two sizes of spalls are made.
Afterward for achieving clear or significant amount of vibration due to the
fault, one third of the recommended lubrication is applied. Note that the
implemented fault is very small and can be compared with very initial
fatigue, so the vibration is minimal.

Create roughness in the raceways to imitate rolling surface fatigue:

In this method rough surface at both inner raceway and outer race was
created to mimic rolling surface spall due to surface-initiated fatigue which
can happen because of inadequate lubrication. A simple tool setup is made
with to create the roughness — by putting some sand bearing outer ring
was fixed in a wooden housing, the inner ring is rotated with help of a
drill machine. Similarly, one third of the recommended lubrication is used
afterwards.

IEEM-CMData contains the following data classes:.

o Healthy: Data for both FE and DE bearings having No Fault

« Faultl: Data for both bearings having Inner ring spall (IRSpall) of 2mm
« Fault2: Data for both bearings having Inner ring spall (IRSpall) of 3.5mm
« Fault3: Data for both bearings having Outer ring spall (ORSpall) of 2mm
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o Faultd: Data for both bearings having Outer ring spall (ORSpall) of
3.5mm
« Fault5: Data for both bearings having Rough rolling surface (RRSurface)

In this work we considered to classify types faults indifferent in fault pro-
gression; therefore the faults of both 2mm and 3.5 mm sizes are considered
as same class. Finally the model is designed to classify four conditions of
the monitoring bearing: Healthy, IRSpall, ORSpall and RRSurface.

ITI. IEEM-CMCNN Architecture for Bearing Fault Classification
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Fig. 2. IEEM-CMCNN architecture for four classes

The model is named as IEEM-CMCNN after the dataset and previously we
modelled similar Condition monitoring Convolutional neural network (CM-
CNN) [5] with CWRU dataset [1]. IEEM-CMCNN has input of three channels
1D data, six convolution layers, three Fully-connected layers and four output
classes. The detail architecture of the IEEM-CMCNN is described in the Fig.
2.

The input is a three-channel 1D vibration data considering three sensors
at three positions. The first channel contains the main-sensor data, second
channel belongs to the opposite-sensor data and third channel for the base-
sensor data. Main-sensor for the FE bearing is the sensor at FE and sensor
at DE is the opposite-sensor; for DE bearing this is reversed accordingly.
During training the input of IEEMCMCNN is a fixed-size: 1 x 1000 x 3
vibration data. The one dimensional vibration input length is considered as
approximately one revolution of the motor shaft as described in previous
paper [5]. No pre-processing is done on the training dataset.
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The three-sensor vibration input is then passed through stack of six con-
volution (Conv) layers. At the first layer the filters have very large receptive
field i.e. 1x50 and gradually reduced sized filters towards higher level thus
at final layer filter size become 1x2. The convolution stride is fixed to 1x1
and padding varies from lower layers i.e. 24x24 to higher layers i.e. 2x2
(where the stride and padding size is to capture left/right center). The last
Conv Layer padding is 0x0. The convolution stride and padding in layers are
calculated in way to preserve the most of length of the input of each layer.
After first Conv layer one batch normalization layer is kept. Each convolution
layers are followed Rectified Linear unit Layer (ReLu) to remove the negative
value, those followed by Max-Pooling layers (Pool) of window size 1x2 with
stride 2 and zero-padding.

The stack of Conv layers is then followed by three fully connected (FC)
layers: first FC layer has 1024 channels with a RelLu layer, second FC layer
has 1000 channels also with one RelLu layer and third has same number of
channels as number of class. The final layer is soft-max layer. We compared
different architecture of different number of filters after analyzing the filter
activities at each Conv layer: in this work the developed architecture has
similar number of filters as VGG16 [11]. The training was stopped when
accuracy is not improving after 3 epochs. The IEEM-CMCNN design and
how the feature is extracted in the deep layers are published in a previous
work [4].

IV. Test Data: Different Public Dataset

Three different publicly available bearing fault datasets are tested with the
trained model to validate the accuracy. Brief overview about the datasets
used as test data are described in the following subsections and comparison
among the datasets are shown at Table 1.

A. KAt Dataset:

The dataset is created by the chair of Design and Drive Technology (Kon-
struktions und Antriebstechnik- KAt), Paderborn University for condition
monitoring of bearing fault [2]. The test-rig is designed to generate a Bench-
mark dataset for condition monitoring of bearing damage from motor cur-
rent signal [9]. Two measuring signals are recorded in this testbench: the
stator current of the drive motor and the vibration of the bearing housing.
The authors found that the classification accuracy with current signal is
lower than vibration signal [9]. Three types of artificial damage and some
real-life damage data are created in this test setup. In this work we used
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the artificial damage data to test model accuracy.

B. IMS Dataset:

For developing prognosis algorithms several universities and companies
provided different dataset at the Dataset repository hosted by NASA where
the IMS bearing dataset is provided by the Center for Intelligent Mainte-
nance Systems (IMS), University of Cincinnati [8]. Four Rexnord ZA-2115
double row bearings were installed on a shaft which is rotated at constant
speed of 2000rpm by an AC motor coupled to the shaft via rub belts. To
accelerate damage, radial load of 6000 lbs is applied onto the shaft and
bearing by a spring mechanism and failures occurred after more than 100
million revolutions [10].

C. MFPT Dataset:

The bearing fault dataset is provided by the Society for Machinery Failure
Prevention Technology (MFPT) has baseline, inner-ring fault , outer ring fault
data at different load condition at constant shaft speed [3]. The information
of defect seeding process is not provided.

Differences among the datasets are compared in the following table:

TABLE I
Comparison of different test-dataset with training dataset

Comparison parameters IEEM Dataset IMS Dataset KAt Dataset MFPT Dataset
Bearing Type SKF 6304 Rexnord ZA 2115 SKF 6203 NICE
Inner diameter 20mm 40mm 17mm 19mm
Sample rate 12.8 kS/s 20 kS/s 64 kS/s 97.65 kS/s
Shaft speed 800 - 1440rpm 2000rpm 900 - 1500rpm 1500rpm
Load 5 - 30Nm n/a 0.1 - 0.7Nm n/a
Radial force No 26.7kN 400 - 1kN 0 - 1.3kN

V. Data preparation for test the model

For testing any data for a trained model, the first step is to change the size
of the data which can be pass through the trained model which is fixed for
a certain input size. The test data are one dimensional (1D) data because
of having one sensor monitoring the faults and the IEEM-CMCNN input is
has three dimensions (3D) and also the test data are measured in different
sample rate then IEEM-CMData. Therefore, data preparation require two
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steps, first is to convert the sample rate of the test data and second step
is to convert the 1D data to 3D input.

Sample rate conversion: As we mentioned in IEEM-CMCNN architecture the
input should contain approximately one revolution of the bearing, for that
simple sample rate conversion might lose the required signature of the fault
pattern. In this work we applied two ways: 1) Method-1(M1): change the
sample rate of the test data to same as training data and Method-2(M2):
Change the sample rate of the test data according to shaft speed so the
input has approximately one revolution (Eqn. 1 and Egn. 2).

For given speed w:.s: and sample rate F's:.s: Of test data for one revolution
the test data length is:

ltest - 7"Ound(F‘Stest/U-)test) (1)

And for given length of training input l¢r4:n , the new sample rate can be
calculated as:

(Fstest * ltrain)
ltest

The test dataset did not have three measuring sensors, so the converted

3D test input has the given sensor data at the first channel and other two

channels have zero values.

(2)

Fstestnew =

VI. Results: Test IEEM-CMCNN with Public Dataset

Three different publicly available bearing fault datasets are tested with
the trained model to validate the accuracy. Brief overview about the test
results are described in the following subsections and comparison among
the datasets are shown at Table 1.

A. Test KAt Dataset:

KAt dataset has Inner-ring Fault (IR) and Outer-ring (OR) with two fault
seeding process: electric discharge machining(EMD) and electric engraver(EE).
Accuracy showed IR fault detection is not satisfactory, but OR faults detec-
tion accuracy is very good. The result is shown in Fig. 3 where the x-axis
belongs to 10 test inputs where 6 different color bars are different faults
with two sample rate conversion methods (M1 and M2).
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IR and OR fault Detection accuracy of KAt Dataset
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Fig. 3. KAt fault detection accuracy

B. Test IMS Dataset:

IMS dataset is interesting because the test setup is completely different
the training data and the rotating speed, load and bearing size are much
larger too. In IMS test-bench four bearings were measured together. From
the provided IMS dataset only the IR Fault of two bearings(IMSIR1 and
IMSIR2) were relevant for testing. Similarly two data conversion methods
are compared. The result is summarized in Table 2.

TABLE II
IR Fault detection accuracy for IMS dataset

IMSIR1T M1 IMSIR1 M2 IMSIR2 M1 IMSIR2 M2
76,92 % 88,24 % 0,00 % 55,88 %

C. Test MFPT Dataset:

MFPT dataset contains 7 load conditions data for IR and OR fault at 97.65
kS/s sample rate and 3 data for OR fault at 270 lbs load recorded at
48.82 kS/s sample rate. We tested the data for both sample rate conver-
sion method (M1 and M2). The Fig. 4 shows in most cases fault detection
accuracy is very high where x-axis presents the 7 loads and color bars are
for different types of faults.
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IR and OR fault Detection accuracy of MFPT Dataset
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Fig. 4. MFPT fault detection accuracy

VII. Conclusion

The significant contribution of the IEEM-CMCNN is that it can detect fault
classes from other testbenches which certainly indicate the feature extrac-
tion at the deep layers is working. In the previous work [4] we found that
deep layers are removing the noises from input from lower to higher layers
and sharpening the characteristic vibration pattern for certain fault and the
final classification accuracy is very high. Another important contribution
of the model is that, fault detection is possible from raw data; no pre-
processing like noise reduction, frequency conversion or normalization are
required. The IEEM-CMCNN design idea also can be adapted for similar
problems where multiple sensors are involved. The high accuracy of de-
tecting fault classes from other test benches indicates the IEEM-CMCNN
architecture is ideal for robust and accurate fault feature extractions from
raw data.
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Abstract

The objective of this paper is to present an innovative piston bowl
shape, which should enable a simultaneous reduction of all combustion-
associated engine-efficiency losses (wall heat flow, imperfect combustion,
and real combustion) for a stoichiometric operated gas engine with cooled,
partially dry and reactive exhaust gas recirculation (EGR). The adopted
strategy is to avoid efficiency losses associated with unnecessary turbulence-
generating design-features, such as large squish areas, and to focus on wall
heat losses reduction, taking advantage of the particular EGR properties
regarding the burning delay, combustion stability and knock mitigation.
Aside with lowering the charge temperature with the cooled EGR, reducing
wall heat losses is also attempted through shrinking the surface area for
heat transfer. To that purpose, the redesigned piston with a hemispher-
ical bowl shape features a surface area decrease of about 28.8 % when
compared to the baseline. To counteract the new piston bowl’s negative
influence on turbulence level near the firing top dead center (FTDC) in
comparison to the baseline, swirl breakdown structures are implemented
on the hemispherical piston bowl top. Motored 3D CFD simulations reveal
that the swirl breakdown structures can somewhat accomplish the desired
turbulence intensification.
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I. Introduction

To comply with emissions standards, cogeneration-gas-engine manufac-
turers are converting their plants from the usually applied lean-burn process
to the stoichiometric operation, in order to employ three-way catalyst. How-
ever, stoichiometric and undiluted gas engines suffer from diverse efficiency
and component-load problems, associated with elevated combustion tem-
peratures and high knock tendency. To cope with engine efficiency targets
for the A = 1 combustion process, the mixture dilution with a cooled, reac-
tive and partially dry EGR together with optimized combustion phasing and
compression ratio are the followed measures in the scope of this research
project. The compression ratio is to be improved in tandem with an upgrade
in the piston bowl design to avoid further potential efficiency losses. The
focus of this work is to select an appropriate piston bowl shape based on
earlier investigations on SI natural gas engines with a flat cylinder head
and to adapt it to the engine combustion process under development. To
begin, the motivation and the procedure for selecting the new piston bowl
shape are explained taking into account the outcomes of previous pertinent
research, followed by a comparison between the baseline and new piston
properties. Subsequently, an analysis of the impact of the new piston bowl
shape on the charge motion inside the combustion chamber was conducted
based on motored 3D CFD simulations, allowing optimization measures
regarding the turbulence level near the FTDC to be identified. Finally, a
summary of the main features of the optimized piston bowl shape and an
outlook for future work are presented.

II. Specifications of the Baseline Cogeneration Gas Engine

The engine used for investigations is a naturally aspirated lean-burn four-
cylinder SI gas engine HMG 434 S 132A of the company WJ Power, which is
used for cogeneration units of the power classes 56 kW, (A = 1) and 35 kW,
(A = 1.55). The gas engine is derived form a diesel engine. Therefore, the
cylinder head is flat, the intake duct exhibits a swirl-generating shape and
the piston crown is adapted to the spark ignition (SI) operation, as shown in
Figure 1 on the right. In order to accelerate the inflammation process and
reduce the cyclic fluctuations of the lean-burn operation, ignition is initiated
via a prechamber spark plug. The engine is operated with a compression
ratio of 13.3:1 at a four-cylinder displacement of 4.9 liters. The technical
data of the series engine used for the combustion process development are
summarized in Figure 1 on the left.
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Cylinders 4 ‘%wu!\t Exhaust
Ports/Cyl. 2

Ignition Prechamber

Stroke 134 mm

Bore 108 mm Intake

Displacement | 4900 cm?

CR 13.31

Speed 1500 rpm

Fuel Natural Gas

Fig. 1. WJ Power HMG 434 S 132 A: Engine technical data (left) and picture (middle
[1]), CAD model of the gas path of one cylinder with the baseline piston (right)

ITI. Motivation and Approach

For current state-of-the-art cogeneration gas engines, which are typically
operated with the lean-burn mode, the piston bowl shape is designed in
such a way to increase the turbulence levels in the combustion chamber
to cope with lean-burn challenges as low dilution tolerance, combustion
instability and high burning durations [2]. Increasing the turbulent kinetic
energy by altering the flow conditions in the combustion chamber leads
to acceleration of the turbulent flame propagation, resulting in faster com-
bustion and reduced knock tendency, especially for large bore engines with
long flame travel distances [3]. However, many works found in the literature
confirm that piston turbulence-generating design-features such as large
squish areas decrease the engine efficiency mainly because of the related
large total combustion chamber surface area and thus large heat losses
[3, 4, 5, 6]. Additionally, they are associated with long top land heights,
leading to increased hydrocarbon emissions (HC) and consequently ele-
vated imperfect combustion losses. The improvement of the piston bowl
shape in this work is carried out as part of the development of the so-
called EGRreact engine combustion process. The aim of this improvment is
to promote the thermal efficiency of a stoichiometric operated gas engine,
which expectantly features ultra-low emissions, due to the use of a three-
way-catalyst. The A = 1 engine-efficiency issues to deal with are primarily
the elevated wall heat losses, the limited compression ratio and restricted
combustion phasing CA50 (due to knock tendency) and the relatively low
isentropic exponent of the stoichiometric mixture in comparison to the lean
one. A well-established and effective method for reducing wall heat losses
for stoichiometric operated engines is the cooled exhaust gas recirculation
(EGR). It reduces the temperature and reactivity of the unburned mixture in
the combustion chamber. This lowers the knock tendency, allowing for an
increase in compression ratio and an earlier CA50. As a result, the engine
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thermal efficiency increases. However, EGR is associated with inhibition of
the burning rate and a further lowering of the mixture isentropic exponent.
To address these two drawbacks, the reactivity and isentropic exponent of
the recycled exhaust gas should be increased. For this purpose, the dedi-
cated EGR concept with in-cylinder thermal reforming and an appropriate
EGR path, including a condensation heat exchanger, is proposed, which is
depicted schematically in Figure 2.

» Intake Port Exhaust Port
SO (3) (2) (D) =] e
33% EGR | | 0% EGR LS

\ Preheat zone

v
I l

-
Condensation Heat Exchanger .

Condensed water ¢ I—I

Fig. 2. Schematic description of the EGRreact working process (left) and a illustrative
description of the in-cylinder thermal reforming in the dedicated cylinder (right)

The dedicated cylinder engine concept was first proposed by Southwest
Research Institute in 2009. The fuel excess in the dedicated cylinder (cylin-
der 1 in Figure 2) does not only dilute the mixture and causes reduced wall
heat losses; it is also reformed to H, and CO during partial fuel oxidation,
resulting in a high chemical energy, or reactivity, of the dedicated cylinder
exhaust gas. Therefore, the dilution tolerance in the stoichiometric operated
cylinders (cylinders 2 to 4 in Figure 2) can be significantly improved due
to the increased EGR reactivity. This could be proven by the reference
tests carried out so far with external hydrogen supply and exhaust gas
recirculation. A further technique to increase the dilution tolerance in A =1
cylinders is to extract condensed water from the recirculated exhaust gas
by cooling it below its dew point. This also increases the ratio of specific
heats cp/c, of the diluted stoichiometric mixture, which improves engine
thermal efficiency.

Since the EGRreact working process envisages high dilution ratios with a re-
active and partially dry EGR, the knock mitigation and dilution tolerance do
not need to increase the turbulence intensity in costs of efficiency. There-
fore, the focus of this piston-bowl shape improvement is to reduce wall heat
losses, which represent especially in the high efficiency regime (early CA50)
the first source for engine efficiency losses despite the significant mixture
dilution ratios, as shown in Figure 3. Figure 3 depicts measurement results
gathered on the HMG 434 S 132A engine test bench, introduced in section
II. Figure 3 shows the dependency of the engine indicated efficiency and
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losses on the combustion phasing CA50 for a diluted mixture (A = 1.55) at
a constant engine speed of 1500 rpm. A significant reduction of the real
combustion losses (from about 7 %-points to less than 2 %-points) can
be reached by shifting the combustion phasings CA50 towards its optimum
position, which results in turn in increased wall heat losses (about 7 %-
points).

56
56

72 Imperfect combustion losses
514 [ Blow-by losses
3 Real combustion losses

[ Charge exchange losses

EZl Wall heat losses

Fuel Conversion Share [%]

I Indicated efficiency

T
17
CAS50 [°CA ATDC]

Fig. 3. Dependency of the efficiency and efficiency losses on CA50 for A = 1.55 and
n = 1500 rpm, measurement results of the engine HMG 434 S 132A test bench

Wall heat losses are the result of the transient gas-wall heat transfer in
internal combustion engines, which is predominantly determined by forced
convection. This depends on the charge motion and temperature gradients
of the in-cylinder-mixture near the combustion chamber walls [7]. Here, the
proportion of radiation is of negligible significance, especially in SI engines,
due to the selective gas radiation that prevails there [7]. To describe the
convective heat transfer, the Newtonian approach is usually used according
to the equation.

Qw(t) = Acc.acw(t).[Tm(t) — Tw(t)] ®
with:

Qw(t) — Wall heat flow [W]

Acc — Total Surface of the combustion chamber walls [m?]
acw(t) — Heat transfer coefficient W/m?K]

Tw(t) — Mixture temperature [K]

Tw(t) — Gas-side wall surface temperature [K]

From equation 1, it can be seen that wall heat losses are proportional
to the total combustion chamber walls surface Acc. Hence, the first aim
of the piston bowl design is to minimize the surface area of the piston in
order to reduce the wall heat losses. Furthermore, the heat transfer is also
proportional to the heat transfer coefficient acw(t), which depends on the
turbulence level in the combustion chamber. Therefore, the turbulence level
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should be reduced. On the other hand, high turbulence levels are needed
near FTDC in order to assist the turbulent flame propagation. Thus, a timed
enhancement of the turbulence close to FTDC is the second target of this
piston bowl design. Thereby, the baseline turbulence level close to FTDC
shall be maintained.

In order to reduce hydrocarbon emissions (HC) and thus the imperfect
combustion losses, the volume of the combustion chamber crevices must
be minimized [8]. To that purpose, the reduction of the top land height and
squish area can be effectively advantageous.

A further important design aspect is to keep a short flame travel distance
in the combustion chamber, which leads to reducing the burn duration,
resulting in reduced real combustion losses. Poulos and Heywood [9] have
shown that the combustion chamber geometry has a very strong effect on
burn duration. Indeed, the changes in the combustion chamber, that lead to
reduce the flame travel distance, tend to increase the thermal efficiency and
reduce heat losses. However, added turbulence to achieve a comparable
reduction in burn duration results in a rise in heat losses and a consequent
drop in thermal efficiency [9]. To summarize, Figure 4 depicts an overview
about the piston-bowl design approach and the targets followed within this
work.

- Turbulence Enhancement for Diluted Gas Engines: - — EGRreact Alternatives to Increased Turbulence:
+ Lower Knock Tendency (w/o Dilution) Exhaust Gas Recirculation (EGR)
t
+ Higher Dilution Tolerance Higher EGR Reactivity (H,, CO)
Partially Dry EGR
+ Faster Combustion Prechamber Spark Plug

- Increased total Piston surface area

- Increased forced Convection

- Higher Combustion Chamber Crevices Volume

2V

No Necessity for Turbulence Enhancement and Focus on following Design Targets:

v" Reduced Wall Heat Transfer
¥ Timely Enhancement of Turbulence around FTDC

v" Smaller Combustion Chamber Crevices Volume

v Short Flame Travel Distance

Fig. 4. Overview about the EGRreact Piston-Bowl Design-Approach
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IV. Description of the Proposed Piston Bowl Design

The modification of the piston bowl shape is carried out while maintaining
the geometric compression ratio constant at 13.3:1. The first aim of the
new piston design is to reduce wall heat losses. Therefore, it is intended
to minimize the surface area of the piston top (bowl and squish areas) and
to reduce the in-cylinder turbulence level, when compared to the baseline
(with exception for piston positions near the FTDC). To these purposes,
the flat piston represents the ideal solution. Olsson and Johansson [5]
performed engine measurements at maximum brake torque (MBT) with
variations of the dilution ratio, both with excess air (A = 1 - 1.8) and with
EGR (0 % - 30 % at A\ = 1) for ten different piston geometries including
the flat one. The experimental investigations were conducted on a natural
gas engine, derived from a diesel one, with a flat cylinder head and a
swirling intake duct. The nominal compression ratio for all tested chambers
was set to 12:1. The geometric features of their engine (bore and stroke)
are very similar to those of the engine considered in this work, which
motivates for adopting their findings. Regardless of the operating conditions,
the engine with the flat piston exhibited by far the highest thermal efficiency
despite the slowest combustion. This is due to its limited wall heat losses,
caused by its minimum piston surface area and lowest turbulence intensity
in comparison with other configurations. Considering that the new piston
will be machined from the same piston blank as the baseline one, a flat
piston with the same compression ratio as the baseline (13.3:1) is not
attainable due to the minimum top ring land length between the piston
top and the compression ring (about 5-6 mm).

In this case, the first alternative is the hemispherical piston bowl shape,
which not only still provides the possibility to reduce significantly the piston-
wall surface area in comparison with the baseline piston, but also features
a better flame travel distance. Olsson and Johansson [5] have shown that
the engine with the hemispherical piston is the second most appropriate
option regarding the engine thermal efficiency. Indeed, it provides, similar
to the flat one, a high thermal efficiency due to the limited piston surface
area, moderate turbulence levels and thus low heat losses [5, 6, 10]. The
low turbulence level here is due to the small squish area and minimum
interference with the swirling flow [10]. Industrial SI gas engines, which
are mostly evolved from diesel engines, are well known for their swirling
flow, which does not regularly dissipate into turbulence [3]. Considering
this fact, the interaction with the swirling flow can be used in order to
provoke its dissipation into turbulent vortices and consequently maintain
the baseline piston turbulence-level around FTDC. This should take place
without incurring noticeable drawbacks in terms of the piston surface area.
For this purpose, swirl breakdown structures (slats) with a maximum height
of 2.5 mm are implanted on the hemispherical piston top. The baseline as
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well as the hemispherical pistons with and without slats can be seen in
Figure 5. Here, the hemispherical piston with the slats has a slightly higher
compression ratio of approximately 13.46:1 due to the slats volume.

Series Piston

Hemi Piston

Hemi Piston with Slats

Fig. 5. Piston Bowl Shapes

The hemispherical (short: hemi) piston enables an important reduction
of the piston top area of 28.8 % in comparison to the baseline one. This
corresponds to a total combustion chamber surface area reduction of 15.72
%. The shape of the hemi piston was determined by maintaining a minimum
squish length (8 mm), a minimum top ring land height (5.7 mm) and a
constant compression ratio (13.3:1). Consequently, the radius of 99.3 mm
results for the hemispherical bowl.

The squish gap height of the hemi pistons is almost four times larger than
the one of the baseline. Additionally, the top land height is about 50 %
shorter. Both changes are expected to evoke a significant reduction of
the HC emissions and consequently of the imperfect combustion losses.
A summary of the most important characteristics of the considered pistons
can be found in Figure 6.

The swirl breakdown structures have a small height. As a result, they should
affect the flow and increase the turbulence level only when the cylinder
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Piston Design Parameters | Baseline Hemi Hemi with Slats
Geometric Comp. ratio [-] 13.30:1 13.46:1
Piston area [mm?] 16110 11470 11790
Piston clearance [mm)] 1.733 6.733

I Squish ratio [-] 0.427 0.273

Fig. 6. Specifications of the baseline and hemispherical pistons

volume is small, namely when the piston is close to FTDC. To analyze the
impact of the hemi pistons on the in-cylinder flow and to compare them to
the baseline configuration, motored 3D CFD simulations were carried out
using the commercial simulation software AVL FIRE. The simulation results
are discussed in the following section.

V. Analysis of the Charge Motion using 3D CFD Simulations

For the mesh generation the Fame Engine Plus tool was used. It is a
hexa-based automatic meshing tool, which automatically generates engine
meshes for different crank angle positions according to the valve lift curves
and the piston kinematics. During the movement, the volume mesh quality
is constantly improved using smoothing algorithms.

Turbulence modeling is based on the unsteady Reynolds Averaged Navier-
Stokes (RANS) equations, using the k-¢-f model. Together with a hybrid
wall treatment, boundary layer cells are used to capture the near-wall
flow, which allowed for low y+ values ranging between 1 and 70. The
intake mixture was modelled as pure air since no combustion simulation
was accounted for. The content of the cylinder was initialized as exhaust
gas to be able to evaluate the distribution of the residual gas near the
FTDC for different combustion chamber geometries. For a precise estima-
tion of the boundary conditions, a tuned 1D model of the engine under
investigation provided pressure and temperature traces over °CA for the
boundaries of the computational domain. The simulations start during the
charge exchange and end at 60 °CA AFTDC.

The change in combustion chamber geometry is associated with a corre-
sponding alteration in the cylinder charge motion during the whole engine
cycle. During the intake stroke, the flow into the cylinder interacts with the
combustion chamber walls, resulting in intense turbulence development,
which is important for the mixing and homogeneity of the in-cylinder mix-
ture. Figure 7 on the left depicts the development of the mean turbulence
kinetic energy in the combustion chamber from motored CFD simulations
for the three piston geometries of this study. With the baseline piston,
a significantly higher level of turbulence has evolved in the combustion
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Fig. 7. Development of the mean turbulence kinetic energy (left) and of the swirling
velocity (right) in the combustion chamber in dependence of crank angle

chamber since the beginning of the intake stroke. Digging deeper into this
effect, Figure 8 illustrates the distribution of the turbulence kinetic energy in
the combustion chamber at 330 °CA BTDC for the baseline (left) and Hemi
(right) pistons. In the case of the Baseline piston, the deflection of the intake
flow within the short squish clearance leads to a significant dissipation of
the main flow, resulting in a considerable turbulence intensification in the
intake valve area. In contrast, the Hemi piston with its considerably larger
squish gap and its curved bowl shape causes an almost undisturbed inflow
into the combustion chamber.

Figure 7 on the left demonstrates a difference in turbulence level also
between both Hemi pistons during the intake and compression strokes
between 290 °CA BTDC and 20 °CA BTDC. Therefore, the progression of
the flow fields with both pistons during the intake process was observed.
It was found that the differences in turbulence generation become more
significant for crank angle positions starting from 265 °CA BTDC. Hence,
the distributions of turbulence kinetic energy and flow velocity at this crank
angle position are shown in Figure 9 for both pistons.

The differences in turbulence formation shown in Figure 9 are especially
noticeable at the level of the plane A-A. There, the reduced swirl velocity
in the case of the Hemi Piston with slats (Figure 9 bottom and Figure 7
on the right) especially in the middle of the combustion chamber results in
reduced turbulence generation. Thus, less macroscopic kinetic energy has
resulted in less microscopic turbulent kinetic energy.

As stated at the outset of this section, the high level of turbulence during
the intake stroke is critical for the mixing and uniformity of the in-cylinder
mixture. Because the turbulence level with the Hemi pistons is substantially
lower than the turbulence level with the baseline one, the impact of the
decreased turbulence, associated with the Hemi pistons, on mixture homo-
geneity, particularly near the FTDC, must be evaluated. Figure 10 depicts
the residual gas concentration distribution in the combustion chambers with
the baseline and Hemi pistons at a crank angle position of 10 °CA BTDC.
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Fig. 8. Distribution of the turbulence kinetic energy at 330 °CA BTDC for the baseline
(left) and Hemi (right) pistons, motored simulation results

Figure 10 demonstrates that the residual gas is fairly well dispersed in the
main combustion chamber for all three cases, with local concentrations
ranging between 2.5 % and 4.5 %. Despite the lower turbulence level, the
Hemi pistons still have no drawbacks in terms of residual gas distribution,
when compared to the baseline one.

Aside from cylinder charge homogeneity, the flow parameters in the com-
bustion chamber during the flame propagation phase, beginning at a crank
angle near to the FTDC, have a substantial influence on the combustion pro-
cess and thermal efficiency. In this regard, Figure 11 depicts a comparison
between the effects of the three simulated combustion chamber geometries
on the in-cylinder flow characteristics close to the FTDC. Despite the alter-
ation of piston design, the maximum turbulence kinetic energy and its crank
angle position (near 22 °CA BTDC) remained unchanged. Thus, the Hemi
piston offers no improvement compared to the baseline one regarding the
crank angle position of the turbulence peak, which should best occur shortly
after TDC. Afterward, across the whole crank angle range for turbulent flame
propagation (approximately between 5 °CA BTDC and 20 °CA ATDC), the
Hemi piston produces, as expected, a significantly lower turbulence level
(about 28 %) compared to the baseline one.
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Fig. 11. Development of the mean turbulence kinetic energy (left, top), the turbulent
dissipation rate (left, bottom), the heat transfer coefficient (right, top) and of the
swirling velocity (right, bottom) in the combustion chamber in dependence of crank
angle between 30 °CA BTDC and 20 °CA ATDC

Figure 12 demonstrates that the flow around, into (during compression),
and out of (during expansion) the prechamber has a major impact in tur-
bulence generation for all combustion chamber designs. Figure 12 further
illustrates that turbulence development in the Hemi piston case is mostly
generated by piston movement and flow deflection at the cylinder head. In
the case of the baseline piston, the impact of the squish flow is additionally
introduced, which causes the greater turbulence level in the case of the
baseline piston.

With regard to the relatively weak turbulence generation with the Hemi
piston geometry, the slats are an effective measure to intensify the tur-
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Fig. 12. Distribution of the turbulence kinetic energy at 10 °CA BTDC (left) and 5
°CA ATDC (right) for the baseline, Hemi and Hemi-6-Slats pistons, motored simulation
results

bulence during the crank angle range for turbulent flame propagation, as
shown in Figure 11 and in Figure 12. In the crank angle range -15...15
°CA ATDC, the impact of the slats on the dissipation rate and hence on
turbulence as well as on the heat transfer coefficient becomes obvious.
This corresponds to the intended anticipation that the slats benefit in terms
of turbulence enhancement can only be realized with a limited combustion
chamber volume for piston positions near to the FTDC. At 5 °CA ATDC, the
slats cause a turbulence kinetic energy increase of approximately 13 % in
comparison with the Hemi piston. Figure 11 depicts how the slats enhance
the turbulence in their wake both at the end of compression and at the
beginning of expansion strokes. However, the slats impact is inadequate
to meet the baseline piston turbulence-level. Further optimization of the
number and shape of the slats can assist attain this objective. In the case
of the compression ratio increase by simply reducing the squish gap and
without any changes in the slats and piston top geometry, an extra increase
in turbulence owing to the resulting squish flow might be beneficial.

The swirl flow velocity is another significant distinction between the Hemi
pistons and the Baseline one. This is in the case of the Baseline piston sig-
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nificantly higher due to the substantially smaller diameter of the combustion
chamber for piston positions around FTDC. In the case of the Hemi piston
with slats, the swirl speed is even lower due to the braking effect of the
swirl-breakdown structures. The lowering of swirl velocity, along with the
flattening of the piston bowl and the reduction of squish area, can increase
the engine thermal efficiency. Adlercreutz et al. [12] shown that combining
swirl levels in the mid swirling range with shorter squish lengths and a
shallower piston bowl is the best practice in terms of reducing combustion
time for a stoichiometric engine running with high amounts of EGR.

VI. Conclusions and Outlook

Based on earlier research, this study proposes a pragmatic approach to
design a piston bowl geometry for a stoichiometrically operated gas engine
with reactive and partially dry exhaust gas recirculation. The purpose is to
maximize the engine thermal efficiency by reducing wall heat losses and
by the timely selective elevation of the turbulence level in the combustion
chamber. The characteristics of the new piston bowl shape and its compar-
ison with the baseline one can be summarized as follows:

« The new piston with its hemispherical bowl shape should help decreas-
ing wall heat losses by reducing the piston surface area by about 29
%, the overall combustion chamber surface area by approximately 16
% (at FTDC) and the heat transfer coefficient by approximately 11 %
(at FTDC), in comparison with the baseline piston.

« The slats on the top of the hemispherical bowl cause a negligible
increase of the total combustion chamber surface area and allow for
a significant reduction in turbulence across the entire engine cycle,
with the exception of the crank angle range -15...15 °CA ATDC, when
a higher turbulence level is required. Thus, by lowering turbulence
when it is not essentially required, the slats contribute to lowering wall
heat losses. At the same time, they cause a turbulence intensification,
exactly when it is needed.

. The decreased turbulence level caused by the hemispherical piston and
the slats, particularly during the intake stroke, has no negative effects
on the homogeneity of the mixture at the ignition timing.

« The reduced swirl velocity in the combustion chamber with the hemi-
spherical pistons can be advantageous regarding the flame detach-
ment, the combustion duration and thus engine thermal efficiency.

. Considering that the new piston will be machined from the same piston
blank as the baseline one, it provides a top land height reduction by ap-
proximately 50 %, which should very likely result in a reduction of the
unburned hydrocarbon emissions and thus the imperfect combustion
losses.

133



Increasing the compression in the case of the Hemi-6-Slats piston by
solely decreasing the squish gap without any change of the piston top
shape can be highly beneficial for the engine thermal efficiency. This is
not only due to the higher compression ratio, but also because of the
further reduction in total combustion chamber surface area at FTDC
(liner surface reduction) and owing to the slats stronger influence on
turbulence intensification at FTDC by dint of the narrower squish gap.

In the next steps, numerical investigations with combustion simulation

will
and

be carried out to optimize the slats geometry, when the ignition timing
the compression ratio are varied. Based on the results to be obtained,

a piston with the optimized compression ratio and slats geometry will then
be manufactured and tested on the engine test bench.
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